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ABSTRACT

This paper focuses on the secrecy efficiency maximization in intelligent reflecting surface (IRS) assisted unmanned
aerial vehicle (UAV) communication. With the popularization of UAV technology, more and more communication
scenarios need UAV support. We consider using IRS to improve the secrecy efficiency. Specifically, IRS and
UAV trajectories work together to counter potential eavesdroppers, while balancing the secrecy rate and energy
consumption. The original problem is difficult to solve due to the coupling of optimization variables. We first
introduce secrecy efficiency as an auxiliary variable and propose relaxation optimization problem, and then prove
the equivalence between relaxation problem and the original problem. Then an iterative algorithm is proposed by
applying the block coordinate descent (BCD) method and the inner approximation method. The simulation results
show that the proposed algorithm converges fast and is superior to the existing schemes. In addition, in order to
improve the robustness of the algorithm, we also pay attention to the case of obtaining imperfect channel state
information (CSI).
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1 Introduction

In recent years, the increase of wireless devices and the requirements of intelligent terminals for
quality of service have promoted the development of 5G network technology [1,2]. Now there are some
emerging technologies that are committed to solving the shortage of spectrum resources in 5G [3,4],
such as millimeter wave and large-scale MIMO technologies. In addition, an emerging technology that
feeds back the communication demand by engineering characteristics has attracted extensive attention
from industry and academia, namely UAV communication [5–7]. As a kind of high mobility, strong
security and small terrain limitation, UAV has become an indispensable part of the 5G network [8–11].

UAV can be used as air relay and air base station, and has good performance in military and
commercial fields [12,13]. Especially in remote areas that cannot be covered by base stations, UAVs
can take advantage of their small size to lay limited communication resources on users who need more
services [14,15].
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As a new technology, UAV communication also has its inherent shortcomings, first of all, the
energy problem of UAV [16,17]. As a mobile device, the UAV cannot carry too many energy storage
devices to ensure its mobility [18,19], which means that the power control of the UAV needs to be more
accurate; On the other hand, most channels in UAV communication are air to ground channels or air
to air channels, which means that channels are vulnerable to potential eavesdroppers [20,21].

In recent years, the intelligent reflector (IRS) has attracted extensive attention in the field of
wireless communication. Its ability to reset the transmission characteristics of signals can improve
system performance in a low-power mode. In [22], the author jointly designed the discrete phase of IRS
and user beamforming, which reduced the overall energy consumption of the system; In addition, in
[23], the author discussed the joint design of the sender in active components and passive components,
which improved the user’s receiving power. This power can be fed back to the overhead of the IRS [24].

Specifically, the intelligent reflector can rectify and retransmit the signals transmitted from the
UAV to the ground or from the ground to the UAV, and improve the power of the signals received
by users through interaction with the environmental channel [25]; On the other hand, the intelligent
reflector can also improve the flexibility of UAV flight path. In the traditional UAV trajectory design,
the UAV needs to take into account the energy limitation and the limitation of communication resource
utilization. When the intelligent reflector is applied, the UAV can put more weight in the energy
limitation. For example, the author of [26] realized the maximization of average speed by jointly
designing UAV trajectory and IRS.

In the multi-user system, another widely concerned technology is orthogonal multiple access [27].
Multi users can realize simultaneous transmission on the same frequency. It is generally assumed that
the considered NOMA system has three different scenarios: (1) downlink NOMA: S directly transmits
signals to users; (2) Cooperative NOMA without direct connection has no direct connection with users,
and communicates with users through DF trunk. Cooperative NOMA and direct connection: S sends
signals to users through DF relay and direct connection, and users combine the received signals in
two phases. NOMA is an important technology for dealing with multiple users in the communication
area [28].

In UAV communication, we can also use NOMA technology to improve transmission efficiency.
To the author’s knowledge, there are only a few studies on safety based energy efficiency [29]. Reference
[30] considered a SWIPT based decoding and forwarding (DF) relay network, in which the relay node
uses a time switching scheme to simultaneously receive information and collect energy, and then uses
the collected energy to help the source forward the data to the destination. There are also exits for
eavesdroppers on the network. Based on this model, the safety based energy efficiency maximization
problem is expressed as an optimization problem, and a practical nonlinear energy collection model
is considered. Reference [31] studied the resource allocation problem of secure communication in
full duplex (FD) radio D2D networks to maximize the overall security energy efficiency (SEE).
Under power constraints and security capacity requirements, resource allocation involves cluster head
selection and subcarrier power allocation.

Consider a more realistic scenario. Since different users are trusted communication nodes, that is,
the channel between users and IRS can be acquired in advance through pilot signals or other means.
However, users are usually unable to obtain potential eavesdropper information. UAV estimates the
air to ground channel by observing the position of the eavesdropper. However, due to the greater
impact of the environment on the ground channel, it is impossible to obtain accurate channel state
information through distance alone. Therefore, it is generally assumed that the channel for untrusted
users is imperfect.
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In recent years, the research on imperfect channel has also made some progress. Continuous
interference canceller (SIC), imperfect channel estimation (ICSI) and hardware damage of transceiver
(HWI) are considered [32]. We derive the BER expression in the CNOMA scheme, regardless of
whether there is a direct link between the source and the user; Consider using Kronecker model and
Poisson point process (PPP) to characterize the estimation error and spatial randomness of the base
station, respectively [33].

In this paper, we would like to maximize the security transmission rate in the uplink network. Our
concern is that in a communication area, there are multiple users who need to transmit information
to the UAV. Due to the complexity of the geographical environment and potential eavesdroppers, the
uplink network uses an IRS for assistance. We jointly optimize the trajectory of UAV, the phase shift
matrix of IRS, and the beam design of multiple users to maximize the safety rate. The proposed
optimization variables are highly coupled. We propose an iterative algorithm based on the block
coordinate descent method. The simulation results show that the proposed scheme has higher security
transmission rate than the traditional schemes.

2 System Model and Problem Formulation

As shown in Fig. 1, we consider an uplink communication system consisting of M users, UAV
receivers, IRS and potential eavesdroppers. M users are all multi antenna. The eavesdropping channel
is shown in red, and the reflection link is shown in blue.

Figure 1: System model

It is assumed that the UAV flies at a fixed altitude H, where H is the safe altitude to ensure that
the UAV will not collide with ground buildings and other UAVs. We assume that the flight cycle of the
UAV is T , and the starting and ending points of the UAV are fixed. The UAV needs to fly back to the
starting point during the flight cycle. In order to solve this issue, we divide T into N time slots, and
the time length of each time slot is T /N, which means that the UAV is in a fixed position within one
time slot.

q [0] = (xinit, yinit, H), (1)

in which H represents a fixed height to protect the UAV from the collision with ground buildings and
other accidents.

The starting point and ending point constraints of UAV are expressed as follows:

‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N, (2)
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where D is introduced for the minimum momentum that cannot hover for a long time due to the
characteristics of UAV.

Since the energy carried by UAV is limited, the power constraint of UAV includes two parts: the
power constraint in each time slot and the power constraint in the whole flight cycle.

1
N

N∑
n=1

p (n) ≤ Peva, p (n) ≤ Pmax, n = 1, 2, ..., N. (3)

The air to ground channel can be approximately represented by the distance from the reference
point to the corresponding node. However, the composition of the ground channel is usually more
complex than air to ground channel. We assume that different users, users and potential eavesdroppers,
and channels from users to the IRS all follow the free space path loss model. Specifically, we believe
that all channels are the product of large-scale fading and small-scale fading. Therefore, hk, hE and hR

can be modeled as

hk =
√

LLOSd−αL
k Kk

1 + Kk

hk,LOS +
√

LNLOSd−αN
k

1 + Kk

hk,NLOS

hE =
√

LLOSd−αL
E KE

1 + KE

hE,LOS +
√

LNLOSd−αN
E

1 + KE

hE,NLOS

hR =
√

LLOSd−αL
R KR

1 + KR

hR,LOS +
√

LNLOSd−αN
R

1 + KR

hR,NLOS (4)

The transmission rate of k-th user could be expressed as

Rk [n] = Blog2

(
1 + pk [n] gk [n]

pj [n] gj [n] + σ 2

)
. (5)

In the scenario considered in this paper, the eavesdropper is silent. The eavesdropper can passively
obtain user information rather than actively attack users. The eavesdropping rate of the potential
eavesdropper is thus defined as

Re [n] = Blog2

(
1 + pe [n] ge [n]

pj [n] gj [n] + σ 2

)
. (6)

Due to its structure and weight limitations, the UAV cannot carry a large number of energy
equipment, so its maximum power will be strictly limited. Therefore, it is necessary to comprehensively
consider the demand for safe communication and the minimization of power. We consider safety
energy efficiency in this paper, which is defined as follows:

Rsec =
∑

n

Rsec,n [n], (7)

where Rsec,n [n] is the security rate in n-th slot, which is defined as

Rsec,n [n] =
{

Rk [n] Rk [n] > Re [n]
0 else (8)
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According to above discussing, we formulate the original problem as

max
p[n],θl ,q[n]

Rsec

N∑
n=1

p (n)

s.t.
1
N

N∑
n=1

p (n) ≤ Peva, p (n) ≤ Pmax, n = 1, 2, ..., N

‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

0 ≤ θl ≤ 2π ,

q [0] = (xinit, yinit, H)

(9)

3 Proposed Solution

In this section, we first decompose the original problem, and propose an approximate problem
to relax the original problem. Then, we designed the beam vector, UAV trajectory and IRS reflection
phase, respectively. Finally, we propose a joint optimization algorithm and analyze its complexity.

3.1 Conversion of Equivalence Problem
Note that the original problem is highly nonconvex, especially in its goal. Maximizing the safe rate

is obviously contrary to minimizing the power. In order to seek an equilibrium effect, we introduce
the power into a constant to express it, and propose the following lemma:

Lemma 1: We transform the original problem (9) into the following form:

max
p[n],θl ,q[n]

Rsec

s.t.
N∑

n=1

p (n) ≤ Pnow

1
N

N∑
n=1

p (n) ≤ Peva, p (n) ≤ Pmax, n = 1, 2, ..., N

‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

q [0] = (xinit, yinit, H)

(10)

The optimal solution of (19) is equal to that of (9).

Proof. We first define the optimal solution of (19) and (9) as {q2 [n]}, w2, Pnow and {q1 [n]}, w1. It is

obvious that the optimal solution of (19) is equal to that of (9) is and only if
N∑

n=1

p (n) ≤ Pnow.

We then assume that the optimal solution of (19) satisfies that
N∑

n=1

p (n) < Pnow. There exists another

solution of (19) satisfying w3 = ηw2, where η = Pnow/‖ ∑
p(n)‖. The proof is thus completed.

According to Lemma 1, we obtain an equivalence problem of the original problem. In the
following subsections, we would propose the solution of (19).
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3.2 Trajectory Design
Because of the non convexity of the objective function and the coupling of the optimization

variables, it is challenging to solve P0. The block coordinate descent method is used to decompose
the problem into three subproblems, which can effectively solve the problem. This leads us to propose
an algorithm based on alternating optimization (AO), which solves the sub optimization problem
by iterating one of the optimizations, and fixes the other two optimizations in each iteration until
convergence is achieved.

max
p[n],θl ,q[n]

Rsec

s.t.‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

q [0] = (xinit, yinit, H)

(11)

We use the following combination to represent the current state of UAV trajectory:

pk [n] = [
gu [n] , d−1

Ek [n] gH
Ek [n] � [n]

]
, (12)

where gu refers to the channel from the eavesdropper to UAV, and dEk is the distance between k-th user
and UAV.

By substituting (12) int the objective of (11), we obtain the following problem:

max log2

(
1 +

∑
k pkhR + pkhR + pkhR∑

k pkhR + pkhR + pkhR + σ 2
0 [n]

)

s.t.‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

q [0] = (xinit, yinit, H)

(13)

Note that problem (13) is still non-convex, we then introduce the complex variable L = {L[n]} and
I = {I [n]} and rewrite problem (13) as

max
Q,L,I,η

η

s.t.
1
N

∑
n∈N

log2

(
1 + 1

L [n] I [n]

)
≥ η,

p [n] hH
q,k [n] hH

q,k [n] ≥ L−1 [n] , ∀n,

p [n] hH
m,k [n] hH

m,k [n] ≥ L−1 [n] , ‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

q [0] = (xinit, yinit, H)

(14)

It is obvious that the optimal solution of (13) is equal to that of (14) is and only if the following
constrains are satisfied.

R (L [n] , I [n]) =
∑
n∈N

log2

(
1 + 1

L [n] I [n]

)
+ W [n] (L [n] − I [n]) , (15)

where W [n] refers to the SCA constraints defined as

W [n] = −log2

(
I [n] + L [n] I [n]
L [n] + L [n] I [n]

)
(16)

Based on the above discussion, we transform the trajectory optimization problem (11) as
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max
Q,L,I,η

η

s.t.R (L [n] , I [n]) ≥ η,

p [n] hH
q,k [n] hH

q,k [n] ≥ L−1 [n] , ∀n,

p [n] hH
m,k [n] hH

m,k [n] ≥ L−1 [n] , ‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

q [0] = (xinit, yinit, H)

(17)

Problem (17) is a convex problem. It can be obtained from the constraints of (17) that the UAV
trajectory is not a closed-form expression here, but is optimized according to the current trajectory
state until it reaches the convergence condition. The specific convergence performance is reflected in
the simulation part.

3.3 Beamforming Matrixs Design
In this section, we show the beamforming design of (19).

max
p[n],θl ,q[n]

Rsec

s.t.
N∑

n=1

p (n) ≤ Pnow

1
N

N∑
n=1

p (n) ≤ Peva, p (n) ≤ Pmax, n = 1, 2, ..., N

‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

q [0] = (xinit, yinit, H)

(18)

It should be noted that the optimal target value of (18) only serves the upper bound of (11).
Because SDR is applied, it cannot be guaranteed that w[n] obtained in each slot is rank 1. Specifically,
when w[n] obtained is rank 1, it can be written as W [n] = w[n]Hw[n] through eigenvalue decomposition,
and w[n] obtained is the optimal solution of (18). Otherwise, Gaussian randomization is required to
restore w[n] close to [19].

3.4 Phase-Shift Matrix Design
In this subsection, we would show the phase-shift matrix design for the original problem with

fixed trajectory and beamforming. First, we reformulate the original problem as

max
p[n],θl ,q[n]

Rsec

s.t.
N∑

n=1

p (n) ≤ Pnow

1
N

N∑
n=1

p (n) ≤ Peva, p (n) ≤ Pmax, n = 1, 2, ..., N

‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

q [0] = (xinit, yinit, H)

(19)
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Then we take the trajectory and beamforming as fixed ones. The optimization of phase-shift
matrix is simplified as

max
�

∑
n∈N

log2

(
1 + p [n] g0 [n]

pm [n] gm [n] + σ 2

)

s.t.0 ≤ θi [n] < 2π , i ∈ {1, 2, ..., L} , ∀n,

(20)

which is still non-convex and difficult to solve.

We then introduce the vector variable v = [ejθ1[n], ejθ2[n], ..., ejθL [n]], and the extern of v as v̂ = ejτ [v, 1].
As a result, the non-convex problem (20) is rewritten as

max
v

min
wm

vH [n] wg [n] wH
g [n] v [n]

vH [n] wm [n] wH
m [n] v [n] + σ 2

s.t.0 ≤ θi [n] < 2π , i ∈ {1, 2, ..., L} , ∀n, (21)

where wm and wg are respectively defined as

wm [n] = diag {h0 [n]} hm [n] (22)

wg [n] = diag {h0 [n]} hg [n] (23)

To solve (21), we apply SCA method and let

V[n] = v[n]v[n]H , (24)

Wm[n] = wm[n]wm[n]H , (25)

Wg[n] = wg[n]wg[n]H , (26)

which transform (21) into

max
V

tr
(
Wg [n] V [n]

)
s.t.Vl,l [n] = k [n] , l = 1, 2, ..., L + 1, ∀n,

Vl,l [n] � 0, ∀n,

tr (Wm [n] V [n]) + k [n] σ 2 = 1, ∀n,

k [n] ≥ 0, ∀n,

rank(V) = 1.

(27)

It is worth noting that (27) is convex if we ignore the rank-1 constraint. Thus we first solve the
convex problem as follows:

max
V

tr
(
Wg [n] V [n]

)
s.t.Vl,l [n] = k [n] , l = 1, 2, ..., L + 1, ∀n,

Vl,l [n] � 0, ∀n,

tr (Wm [n] V [n]) + k [n] σ 2 = 1, ∀n,

k [n] ≥ 0, ∀n,

(28)
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which can be solved by CVX. If the optimal solution of (28) satisfies the rank1 constraint, then it is
considered that the optimal solution of (28) is also the optimal solution of (27) [34]. Of course, this
is usually not true. If the optimal solution of (28) does not satisfy the rank1 constraint, the Gaussian
random method is used to find the closest optimal vector.

3.5 Alternate Optimization Algorithm Design
In this section, we consider combining the above alternative optimization algorithms to obtain

a general algorithm for the joint design of all optimization variables. In addition, we discuss the
complexity of the proposed algorithm.

3.6 Complexity Analysis
We first focus on the complexity in each iteration. Each iteration of Algorithm 1 involves the

following computations:

W(n+1)

k –recall that Consequently, the number of operations needed to compute g(k) is O(P). The
updating of Mi involves a single addition and the identification of the smallest entry in g(k). This
complexity order of such an operation does not surpass O(P). Thus the complexity in each iteration
is of the order of O(P). Then, we obtain the maximum number of iterations of Algorithm 1 is M, and
thus the whole complexity order of Algorithm 1 is O(MP). Accordingly, if we reduce the number of
quantizers from P to P∗, the reduction in the complexity order would be O(M(P − P∗)).

4 Robust Scheme Design

In the above algorithm, we have made a strong assumption that the channel state information of
the eavesdropper is perfectly obtained, which is actually difficult to achieve. When the eavesdropping
channel is different from our assumption, the performance of the proposed algorithm will also
be affected. In order to improve the robustness of the proposed algorithm, we have improved the
algorithm in this chapter, that is, to consider imperfect channel state information.

4.1 Imperfect CSI Assumption
In the actual communication environment, it is very difficult to obtain a perfect eavesdropping

channel due to the lack of specific link information of potential eavesdroppers. On the other hand,
we assume that imperfect CSI can be obtained through the vision advantage of UAV, that is, the
eavesdropping channel can be approximately estimated by the location of the eavesdropper. Further, we
assume that the approximate eavesdropping channel is an imperfect CSI, which satisfies the following
conditions:

Hi (e ) = Hi (e ) + 
Hi (e) , (29)

ei = {

Hi (e ) ∈ C

N×N, Tr
(

Hi(e )

H

Hi (e )

) ≤ ζ 2
p

}
, (30)

where ζ 2
p denotes the uncertainty boundary of Hi. Similarly, the estimated channel state information

could be defined as

Hi (m ) = Hi (e ) + 
Hi (m ) , (31)

mi = {

Hi (e ) ∈ C

N×N, Tr
(

Hi(e )

H

Hi (m)

) ≤ ζ 2
e

}
. (32)
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Algorithm 3.1: Proposed algorithm

4.2 S-Procedure Based Scheme
We first record the S-procedure. For a function fi(x), i ∈ {1, 2}, x ∈ C

N, which is defined as

fi(x) = xHBx + 2Re{bH
i x}. (33)

It can be obtained that the condition f1(x) ≥ 0 could obtain f2(x) ≥ 0 if and only if the following
constraints are satisfied:[

B2 b2

bH
2 b2

]
− �

[
B1 b1

bH
1 b1

]
� 0, (34)

where � is a parameter satisfying � > 0.
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Conversely, f2(x) ≤ 0 could be obtained from f1(x) ≤ 0 is and only if[
B1 b1

bH
1 b1

]
− �

[
B2 b2

bH
2 b2

]
� 0, (35)

where � is a parameter satisfying � > 0.

By introducing S-procedure to equivalently transform (P3), we thus rewrite (P3) and obtain the
following equivalent expression:


e (α1, W, L, β) =
[

α1I − (W − (β − 1) L) − (W − (β − 1) L) He (e)
− (W − (β − 1) L) He (e)

H

,

]
, (36)

where 
 = (β − 1) σ 2
e − He (e)

H
(W − (β − 1) L) He (�) − α1ξ

2
e .


e (α2, W, L) =
[

α2I − (W + L) − (W + L) He (e)
− (W + L) He (E)

H
Pm − He (�)

H
(W + L) He (�) − α2ξ

2
p .

]
(37)

It can be observed that (37) is convex and the robust algorithm is thus obtained.

4.3 Proposed Robust Based Scheme
According to the above discussion, we could replace the non-convex constraints in the original

problem, i.e., the constraints about the imperfect CSI as following:

max R

s.t.
N∑

n=1

p (n) ≤ Pnow

1
N

N∑
n=1

p (n) ≤ Peva, p (n) ≤ Pmax, n = 1, 2, ..., N

‖q [n] − q [n − 1]‖2 ≤ D, n = 1, 2, ..., N

q [0] = (xinit, yinit, H) ,


e (α1, W, L, β) =
[

α1I − (W − (β − 1) L) − (W − (β − 1) L) He (e)
− (W − (β − 1) L) He (e)

H

,

]
,


e (α2, W, L) =
[

α2I − (W + L) − (W + L) He (e)
− (W + L) He (E)

H
Pm − He (�)

H
(W + L) He (�) − α2ξ

2
p .

]

(38)

Note that (38) is convex, which can be solved by CVX [35]. The robust scheme for imperfect CSI
is thus obtained.

5 Discussion

In this paper, we pay attention to the UAV-NOMA system supported by IRS for the first time,
and jointly design the trajectory of UAV and the phase shift matrix of IRS. Different from the goal
of maximizing the communication rate or minimizing the power consumption in previous studies, we
balance them to flexibly meet the needs of different scenarios.
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Algorithm 4.1: Proposed algorithm

We design the known perfect CSI and imperfect CSI at the same time. For the perfect CSI, we use
the classical alternating optimization algorithm and analyze its complexity; For the case of imperfect
CSI, we use S-lemma to transform and solve the original problem.

Some unfinished work is left for future work, such as 3-D trajectory design of UAV. At present,
the flight design of UAV at fixed altitude is mainly for the safety consideration of collision prevention.
However, extending the UAV trajectory to the 3-D range will undoubtedly increase the design
difficulty, but it will also bring higher design freedom. And the introduction of UAV group will be
our follow-up work.

6 Numerical Results

First, we simulate the simulation environment proposed in the paper. As shown in Fig. 2, the UAV
flies along the preset trajectory with a fixed altitude; Multiple users are randomly distributed in the
communication area. We take the center point of the communication area as the origin of Cartesian
coordinates. The radius of the communication area is 1000 m. The flight height of the UAV is 100 m.
The IRS and potential eavesdroppers are located on both sides of the communication area.



CMES, 2023, vol.137, no.2 1817

Figure 2: Simulation area

6.1 Simulation for Perfect CSI
In the fourth chapter, we propose a method based on alternating optimization, and analyze the

complexity of the algorithm. From the analysis of algorithm complexity, it can be concluded that
the time consumption of alternative optimization is linear with the number of iteration convergence.
Therefore, we verified the number of iterations of the algorithm and compared it with other existing
algorithms. The results are as follows:

It can be seen from Fig. 3 that the proposed algorithm can converge within 10 times compared
with other alternative optimization algorithms. This shows that our algorithm can run efficiently. On
the other hand, when we try to set the initial point at different positions, the final convergence effect
is the same, and different initial points will not improve the convergence times.

1 2 3 4 5 6 7 8 9 10

Number of iterations

0.5

1

1.5

2

2.5

3

3.5

E
ne

rg
y 

E
ffi

ci
en

t

 Proposed scheme with ones vector
Proposed scheme with MRT vector
BCD scheme

Figure 3: Convergence of the proposed algorithm

In Fig. 4, we show the flight path of UAV under the proposed algorithm. The following character-
istics can be found: the flight speed of the UAV will not fluctuate greatly, because the UAV is limited
by the speed and power in each time slot, as well as the overall flight power. Once the UAV moves too
far in a time slot, it will not meet the power constraints; On the other hand, the trajectory of the UAV
will slightly deviate from the potential eavesdropper, because it can better improve the security rate to
stay away from the eavesdropper.
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Figure 4: Trajectory of UAV

We show the curve of energy efficiency vs. noise power of the proposed algorithm in Fig. 5. Noise
power is a kind of interference factor that can not be ignored. When the noise power is high, both
the uplink communication and the eavesdropper’s eavesdropping link will be greatly affected. The
algorithm proposed by us has better performance because it makes full use of the trajectory of UAV
and the phase design of IRS, and can avoid the influence of noise.
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Figure 5: Energy efficiency vs. power of noise

In Fig. 6, we show the relationship between energy efficiency and user power. It is worth
noting that for simplicity, we assume that all users have the same maximum power; On the other
hand, the user’s actual transmission power is not necessarily the same as its maximum power, that
is, the abscissa is marked. This is because when each user transmits at the maximum power, the
interference and the rate of eavesdroppers will also be increased. Therefore, the proposed scheme
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will comprehensively consider the trajectory of UAV and the phase impact of IRS, and bring about
performance improvement.
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Figure 6: Energy efficiency vs. power of users

In Fig. 7, we consider the effect of the number of IRS elements on energy efficiency. It is worth
noting that when the IRS is not used for auxiliary communication, the number of IRS elements will
not have any impact on energy efficiency. When the random IRS distribution is adopted, increasing
the number of elements can slightly increase the energy efficiency but will not produce more effects.
Only MRT and the proposed scheme can better apply the IRS auxiliary function. By comparison, the
scheme proposed by us has better efficiency.
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Figure 7: Energy efficiency vs. number of IRS elements

It can be seen from Figs. 8 and 9 that when we adopt a robust scheme, we can improve the energy
efficiency of the system in a statistical sense. For simplicity, we only simulated the curve of energy
efficiency changing with the maximum power of the user. However, it can be found from the curve
that the proposed scheme has better performance under the condition of imperfect CSI.
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Figure 8: Energy efficiency vs. number of UEs
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Figure 9: Energy efficiency vs. maximum power of UEs

6.2 Simulation for Imperfect CSI
In this section, we simulate the proposed scheme of imperfect CSI. To facilitate comparison, we

still choose other existing schemes as comparison schemes.

For the completeness of the experimental results, we obtain that the results of perfect CSI are
compared with the results of imperfect CSI. As the number of users increases, the energy efficiency
inevitably decreases. The robust algorithm we proposed can well reduce the performance loss caused
by imperfect CSI. As shown in Fig. 10, the scheme that does not use the IRS has the worst effect,
because it cannot reconstruct the channel through the IRS.

Finally, we also simulated the influence of noise in Fig. 11. It can be found that the robust iterative
optimization algorithm proposed by us can still maintain better performance under large noise, and
the gap between the energy efficiency for imperfect CSI and that of known perfect CSI is very small,
which comes from the design for the worst channel estimation situation and maximizing the energy
efficiency in this situation.
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Figure 10: Energy efficiency vs. number of UEs for imperfect CSI
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Figure 11: Energy efficiency vs. power of noise for imperfect CSI

7 Conclusion

In this paper, we focus on the issue of maximizing energy efficiency based on security in UAV
communication network. We assume that there is a potential eavesdropper trying to obtain the
information sent by the user to the UAV. On the other hand, multiple users are in the NOMA working
mode, and there is an IRS to help improve secure communication. By designing the user’s transmission
beam and the IRS reflection phase matrix, we can maximize the energy efficiency on the premise
of ensuring a certain security rate. Compared with the existing algorithms, the proposed scheme can
better utilize energy. In addition, we also consider a wider range of imperfect known CSIs, and propose
an optimization scheme for this case, which shows the robustness of the scheme.
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