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ABSTRACT

Non-orthogonal multiple access technology (NOMA), as a potentially promising technology in the 5G/B5G era,
suffers from ubiquitous security threats due to the broadcast nature of the wireless medium. In this paper, we focus
on artificial-signal-assisted and relay-assisted secure downlink transmission schemes against external eavesdrop-
ping in the context of physical layer security, respectively. To characterize the non-cooperative confrontation around
the secrecy rate between the legitimate communication party and the eavesdropper, their interactions are modeled
as a two-person zero-sum game. The existence of the Nash equilibrium of the proposed game models is proved,
and the pure strategy Nash equilibrium and mixed-strategy Nash equilibrium profiles in the two schemes are solved
and analyzed, respectively. The numerical simulations are conducted to validate the analytical results, and show that
the two schemes improve the secrecy rate and further enhance the physical layer security performance of NOMA
systems.
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1 Introduction

Non-orthogonal multiple access (NOMA) has been envisioned as a potentially promising tech-
nology for fifth generation (5G) and beyond 5G (B5G) wireless communication networks for its
superior performance over the conventional orthogonal multiple access (OMA) in terms of spectral
efficiency, connection density, as well as user fairness [1-4]. However, due to the broadcast nature of
wireless communication, the NOMA system is vulnerable to eavesdropping. To secure information
transmission against malicious eavesdropping, many countermeasures, such as encryption-based
approaches implemented at the higher layers [5] and physical layer security (PLS) [6,7], have been
put forward in recent years. PLS, as a promising solution to safeguard confidential transmission
from the wireless information-theoretic perspective, exploits the intrinsic randomness of the wireless
medium to enhance security, and can provide a secure transmission without keys or sophisticated
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encryption/decryption algorithms. In addition, the physical layer security techniques can be easily
implemented and have the capability to quickly adapt to different wireless scenarios [§].

Recently, the concept of PLS has been applied to NOMA systems for secure transmission, and
has attracted significant attention and increasing interest in both academia and industry [9,10]. The
existing work generally falls into two categories: the security-oriented system design, and X-assisted
security scheme. Specifically, the security-oriented system design approaches enhance security by
optimizing the parameters of the NOMA system, such as beamforming matrix and power allocation
coefficients. Whilst, in X-assisted security schemes, X denotes artificial signal, relay, cooperative
jamming or something additional. The key idea behind the approaches is to deliberately improve the
legitimated communication channel and/or degrade the eavesdropping channel.

Nevertheless, most of the existing studies on secure transmission in NOMA are conducted from
the perspective of legitimate communicators, and fail to reflect the confrontation relationship between
eavesdroppers and legitimate communicators. In other words, they assume the precondition that the
eavesdropper keeps wiretapping regardless of the radio environment. As a matter of fact, eavesdroppers
may incur more costs than benefits when faced with harsh eavesdropping channel conditions, and have
no intent to eavesdrop in this situation, which makes the precondition more conservative. Therefore,
it is of great significance to comprehensively study the interaction strategies between the two sides
considering the channel conditions. However, the various and variable channel state information
in radio environment complicates the dynamic secure transmission and eavesdropping process, and
further affects their optimal strategy selection for both sides, which poses a huge challenge to studying
the secure transmission in NOMA system from the interaction perspective.

Fortunately, game theory, as a mathematical theory and tool to study competitive or cooperative
behaviors, provides a powerful framework with which the optimal strategies for both/all sides under
various solution concepts of equilibrium can be found. In the secure transmission strategy selections of
NOMA systems, we study the interaction between the legitimate communicators and the eavesdropper
based on game theory. Specifically, both sides will pay the cost and receive the corresponding benefits
in the light of the strategy profile comprised of strategies they select, respectively. That is to say, one’s
gain is influenced not only by his/her strategy, but also by the other’s. The advantage of doing so is
that the optimal secure transmission strategy can be selected by analyzing the opponent’s strategy, and
its conservativeness can be reduced to some extent.

Motivated by this, for a NOMA system with external eavesdroppers, we focus on two typical
security schemes, artificial-signal-assisted scheme (AS scheme) and relay-station-assisted scheme (RS
scheme). Specifically, artificial signals are superimposed in the orthogonal subspace of weak users’
transmission directions in AS scheme and relays are employed in weak users’ transmission links in RS
scheme, to impair the eavesdropping capability. In both schemes, the external active eavesdropper can
impose interference signals while eavesdropping to reduce the quality of legitimate communication.
In this paper, we first establish the system models, including channel models and signal models, and
formulate the information transmission rate for each legitimate communicator and eavesdropper
in AS and RS schemes, respectively. Then, the interactions around secure transmission rate, i.c.,
secrecy rate, are modeled as two-person zero-sum security games. For each security game model, the
existence of Nash equilibrium is proved, and the pure strategy Nash equilibrium and mixed-strategy
the Nash equilibrium profile are solved and analyzed. Finally, numerical simulations are conducted
to validate the theoretical results, and show that AS and RS schemes can improve the secrecy rate and
further enhance the physical layer security performance of NOMA systems. By analyzing the Nash
equilibrium of the proposed game model, we can shed some light on the decision-making motives,
which is of great significance in the design of security schemes.
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The main contributions of this paper can be summarized as follows:

e We are the first to investigate artificial-signal-assisted and relay-station-assisted secure down-
link transmission schemes for NOMA systems against external active eavesdropping within
the framework of game theory, which integrates eavesdropper’s strategy in the design of
secure transmission scheme, improves secrecy rate and further enhances physical layer security
performance accordingly.

e We model the confrontational interaction between them as a two-person zero-sum game with
secrecy rate as utilities to characterize the impact mechanism of legitimate communicators and
active eavesdropper’s strategies on the security performance of the Nash system, prove the
existence of the Nash equilibrium, and give the optimal (equilibrium) strategy profile which
sheds some light on the design of secure NOMA downlink transmission.

e Through numerical simulations, we demonstrate that legitimate communicators can improve
the security performance in terms of secrecy rate by with the help of artificial signals or relay
stations, while the active eavesdropper choose to eavesdrop and impose interference signal
simultaneously in AS scheme and only eavesdrop in RS scheme.

The rest of the paper is organized as follows. In Section 2, a detailed literature survey of
physical layer security issues in NOMA system are discussed. Section 3 describes the system model,
including channel model and signal model, in artificial-signal-assisted scheme and relay-assisted
scheme, respectively. In Section 4, the interactions between the utility of the legitimate communication
party and eavesdropper are modeled as two-person zero-sum game, the utilities are expressed in terms
of secrecy rate, the existence of the Nash equilibrium of the proposed game models is proved, and
the pure strategy the Nash equilibrium and the mixed-strategy Nash equilibrium profiles are solved
and analyzed respectively. In Section 5, the proposed game models are evaluated and verified through
numerical simulations. Finally, a conclusion is given in Section 6.

2 Related Works

In the pioneering works on secure communication in NOMA system from the perspective of
physical layer security, existing studies in this field can be classified into two categories: the security-
oriented system optimization and X-assisted security scheme. In this section, we introduce the security
solutions for NOMA communication systems according to the above taxonomy.

2.1 Security-Oriented NOMA System Design

Security-oriented NOMA system design aims to achieve better security performance by opti-
mizing the NOMA communication system in normal operation mode, such as beamforming, power
allocation, user pairing, etc. In [11], the authors investigated the physical layer security problem of
mm-Wave NOMA network, proposed an analysis framework of security outage probability, develop
a minimal angle-difference user pairing scheme and two maximum ratio transmission beamforming
schemes to further enhance the secrecy performance. The authors of [12] considered the application
of NOMA to a multi-user network with mixed multicasting and unicasting traffic and proposed a
design of beamforming and power allocation ensures that the unicasting performance is improved and
maintaining the reception reliability of multicasting. In [13], a low-complexity subcarrier assignment
scheme was proposed to maximize the achievable secrecy energy efficiency. In [14], the authors
investigated the reliable and secure transmission problem of NOMA systems with untrusted near
users, and proposed a joint beamforming and power allocation scheme to achieve reliable and secure
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transmission. The authors of [15] designed a secure transmission scheme based on beamforming
optimization to guard against both internal and external eavesdropping of downlink MISO NOMA
networks. In [16], the authors considered the PLS against internal eavesdropping and gave the
beamforming design and optimal power allocation problems to guarantee the positive secrecy rate
of the system.

2.2 X-Assisted Security Solution

Different from security-oriented NOMA system design, X-assisted security solution enhance
security by utilizing external “X”, such as artificial signals, relays, etc. We mainly introduce the
two mainstream techniques, artificial-signal (AS) and relay-station (RS)-assisted security solutions,
respectively.

2.2.1 AS-Assisted Security Solution

The authors of [17] proposed the method of combining weak user information bearing signal
and artificial signal in NOMA system to improve the security performance of the system. The
security outage performance of artificial noise assisted full duplex downlink NOMA transmission
in large-scale networks was investigated in [18]. In [19], the authors proposed a new hierarchical PLS
model to ensure the security of the transmitted information. And an auxiliary optimal beamforming
scheme was proposed to ensure the layered information security. In [20], a new frequency domain
artificial noise assisted transmission strategy was proposed to improve the physical layer security of
the information receiver and satisfied the energy acquisition requirements of the energy receiver. The
authors investigated the problem for the design of artificial noise assisted beamforming in MISO
channels from the perspective of security outage. The optimal structure was found by solving the
security rate maximization problem constrained by the security outage in [21].

2.2.2 RS-Assisted Security Solution

In [22], the security communication problem in multi hop relay systems was considered, the
authors proposed to use full duplex relay to enhance the security of the wireless physical layer. The
authors of [23] proposed a new two-level secure relay selection scheme in order to protect legitimate
communication from eavesdropping. In [24], the authors considered a NOMA network with a half-
duplex decode-and-forward relay to improve the physical layer security of two users. Two relay
selection schemes termed decode-and-forward and amplify-and-forward protocols based optimal
relay selection was proposed in [25]. In [26], the authors proposed a novel cooperative NOMA scheme
to guarantee the secure transmission of a specific user via two time slots.

Although scholars have provided many security schemes in the research of NOMA physical layer
security, they rarely consider the dynamic confrontational interaction between the two parties. Using
the method of game theory, this paper comprehensively considers the confrontation game relationship
between the eavesdropper and the legitimate communicator, establishes the interaction behavior of
the two sides as a zero-sum game model, and finally realizes the secure transmission of the legitimate
communicator.

3 System Model

Consider the standard downlink transmission of a typical NOMA system, consisting of a base
station (BS) equipped with N antennas, an external active eavesdropper (E), and two paired legitimate
users (LU, and LU,) equipped with a single antenna respectively. In NOMA paired users, the user with
better channel condition is called the strong user, and the user with poor channel gain is called the
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weak user [1]. Without loss of generality, we assume LU, is a strong user and LU, is a weak user. In
our system model, BS sends signals to legitimate users, and the signals can also be received at £ who
may decode the message from the received signals. Meanwhile, £ may sends jamming signal to the
legitimate user to decrease its data rate and therefore the secrecy rate. In addition, we also assume that
E is only interested in the information of LU,, the working mode of LU, and LU, is half-duplex, and
the working mode of E is full-duplex, which can simultaneously eavesdrop and interfere and cause a
certain amount of self-interference to oneself. In order to improve the security of the physical layer,
two solutions are considered: superimposing artificial signal (AS) in the orthogonal null space in the
transmission direction of LU, and adding a relay station (RS) on the transmission link of LU,, as
shown in Figs. 1a and 1b, respectively.

h/‘ @ o
h, .
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(a) System model of AS scheme (b) System model of RS scheme

Figure 1: System model in AS and RS schemes

3.1 Channel Model

Assume that all channels experience independent quasi-static flat Rayleigh fading, where the
channel coefficients remain unchanged within one time-frequency block but change independently
between different time-frequency blocks, and suffer from additive white Gaussian noise (AWGN)
[27,28]. The 1 x N channel gain vectors from the BS to LU,(i € {1,2}) and E are denoted ash, (i € {1,2})
and h,, respectively. The channel vector from E to LU, is denoted as ,,,, and E’s self-interference link
gain as h,,.. Also, the 1 x N channel gain vector from the BS to RS is denoted by h,, and the channel
gain from RS to LU, is denoted by #,,,. We denote the noise power at LU,, LU,, RS and E as o}, o7,
o’ and o, respectively, with the same variance. We also assume that the quality of the relay channel in
the system is better than that of the weak user, and the quality of the eavesdropping channel is worse
than that of the weak user. It is reasonable to assume that the base station BS knows the channel state
information (CSI) of all channels between BS and LU,(i € {1, 2}) perfectly due to the fact that they
are normal transceivers in the NOMA system.

3.2 Signal Model
3.2.1 Signal Model of AS Scheme

In the system model of the AS scheme, the base station transmits superimposed signal to users. To
protect the weak user from eavesdropping, the artificial signal is superimposed in the orthogonal null
space of the transmission direction. The superimposed signal transmitted from BS to LU;(i € {1,2})
can be expressed as
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X =W ( o Pox; + OlzPsxz) + \/[T.zw2x3 (h

where x, and x, are the information-carrying signals to LU, and LU,, x; is the artificial signal,
P, is the power of effective signals in the superimposed signal at the base station BS, P; is the

transmission power of the artificial signal, «, and «, are the power sharing coefficients of LU, and
H
LU, at the BS, with a; + o, = 1 and o, > «, for user fairness, w, = ﬁ and w, are well designed

N x 1 beamforming vectors for effective signals and artificial signal, respectively, and (-)* denotes the
Hermitian (conjugate) transpose operation.

Then, the signals received at LU, and LU, are given by
h;h,”

= (VP 4 VP o) + hw/Po 4 @
2
and
h,h,”
T il (Vo Poxi + V& Poxs) + WoWa/Poxy + oy o/ Pox. + o, ®)
2

where h, ~ €4 (0, 1,), n, and n, are the additive white Gaussian noise (AWGN) at LU, and LU,, with
nm(ie{l,2) ~€N (0, 02), where €4 (-, ) is the complex Gaussian distribution, x, and P, represent
the interference signal and its power emitted by the eavesdropper E.

Since the artificial signal is allocated into the orthogonal null space of the channel for NOMA
users, we have hyw, = 0 and h,w, = 0[29]. Then formulas (2) and (3) can be rewritten as

h h,”
M ||h2|| (\/ 1 Poxy + \/azpsxz) +n 4
and
h,h,”
Y= ||2h22|| (\/a]P X, + VP, x2) + hLuzfx + n,. )

According to the power-domain NOMA principle, the strong user decodes his message by
employing SIC after decoding the message of the weak user, and the weak user directly decodes his
message by treating the signal of the strong user as noise. As a result, the signal-to-interference-to-noise
ratio (SINR) at LU, in the process of decoding its own information is

a pS hSll
Fp= —— (6)
alpA h&'lll + 1
and
2
ry = allo.\' hxul ’ (7)
1hf P, . o . .
where &, = TN and p, = — I8 the transmit signal to noise ratio (SNR) of BS. Then, the data rate
2 G

for LU, can be shown as

R] :10g2 (I—I-V”) (8)
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Similarly, LU, decodes its own information directly, and the SINR can be expressed as

P4 | ?
Iy = 22 s sup . ’ (9)
o Oy hsuz + Pe heu2 + 1
Zhgl Pe . . . .
where h,, = IR and p, = — denotes the transmit signal-to-noise ratio (SNR) from the
h o
eavesdropper E to the weak user. Then, the data rate for LU, can be shown as
R, =log, (1 +1y). (10)

For the eavesdropper E, the received signal can be expressed as

h,h? /5" /oD
- ||h 2|| (\/ﬁ)ﬂ + «/m)n) + hewz P3x3 + hee nPexe + 7’1(, (11)

whereh, ~ €./ (0,1,),n, ~ €N (0, 02), and 7 is the residual self-interference coefficient.
The SINR at the eavesdropper E to decode the message for LU, can be expressed as

Ve

aZps hse
= : . — (12)
allox hsel + 103 hxez + nloé |hee| + 1
h.h P, .
where h,,, = m, hy, = h,w,, and p, = —- Then, the data rate of £ to eavesdrop LU, can be given
2 G
by
R, =log, (1 +r.). (13)

Similarly, when the eavesdropper E does not emit interference signals, i.e., p, = 0, or the BS does
not superimpose artificial signals, then we have

, 052,05 hsuz
rzz :r22|pg=O: 2 s
alIOS hsuz + 1
, 052,05 hsel
Fo = Telpe=0 = 2 2 >
alps hsel + 103 hsez + 1 (14)
L 052,05 hsel
re =T p3=0 = 2 2 4
allos hsel + npg|hee| + 1
0 O[Zps hsel
P =7, pem0p20 = .
e elpe=0,03=0 2
alIOS|hS£’1 + 1

3.2.2 Signal Model of RS Scheme

In this scheme, the relay RS works in full duplex mode, and can decode and forward at the same
time. In the transmission process, the base station BS first transmits a superimposed signal to the
legitimate user LU, and RS. After receiving the signal, the legitimate user LU, uses SIC technology
to decode the signal to obtain its own message, and the relay RS decodes the message for LU, and
forward it. Since the RS first decodes and then forward the message, it can perfectly eliminate the
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influence of self-interference [30]. The eavesdropper E eavesdrops at the base station BS, emits an
interference signal at a certain power level to the legitimate user LU,, and suffers from the influence
of self-interference which cannot be perfectly eliminated.

In the system model of the RS scheme, the superimposed signal transmitted to LU, and RS at the
BS is expressed as

X = Wl (\/ alPle + azps.)(:z) . (15)

The signals received at LU, and RS are respectively given by

h,h?

= — (\/alPsxl +\/a2PSx2) +m (16)
|1, ]|

and
h.h?

yr = 2 (\/alpsxl + \/QZPSXZ) + n,, (17)
|1, ]|

where h, ~ .4 (0,),), n, ~ €N (0, 02), and the rest variables are similar to that in the AS scheme.
The SINR at RS to decode the message for LU, can be expressed as
aZlOs |hsr|2

= PVl 18
alps |hxr|2 + 1 ( )

Ssr

hrhgf
where h_s.,. = W

The legitimate user LU, receives the signal forwarded by the RS, which can be expressed as

V2= hruz\/FrXZ + heuz \/Fem/ + n., (19)

where £, ~ €A (0,A.,), By ~ €A (0,Aa,), A, and A, are the variance of complex Gaussian
variables 4,,, and h,,,, respectively, and P, is the transmit power of RS to forward the message for LU,

ruy

with P, = P,.
The SINR at LU, to decode his own message can be expressed as

//l 2

Pr iy
l",z - B .
Pe |y | + 1

For such a link from the BS to LU, with the relay RS, the achievable data rate can be expressed
as min {log, (1 +r,) ,log, (1 4+ r,)}, i.e., with an equivalent SINR as

(20)

euy

r, = min {rsr ] rrZ} s (21)

then the data rate for LU, can be expressed as

R, =log,(1+r). (22)
For the eavesdropper E, the received signal can be given as
h,h,"”
Yo = ||h2|| (\/ i Pox; 4/ ozzP.s-xz) + he/nPw + 1., (23)
2
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and the SINR at the eavesdropper E to decode the message for LU, can be expressed as
aZIO.Y |h.ve|2

— , 24
al/ox |hse|2 + 77;0e |hee|2 + 1

where /,, = heiy ? Accordingly, the eavesdropping rate can be expressed as R, = log,(1 +r,).
[[na ] ?

Similarly, when the eavesdropper E does not emit interference signals, i.e., o, = 0, we have

V:_z = rl‘2|/)e=0 = /Or|hru2|25
asz |hse|2 (25)
alps |hse|2 + 1

}":, = re|ﬂe=0 =

4 Game Model

In this article, we assume that the eavesdropper E only eavesdrops on LU,. Therefore, the secrecy
rate of the system can be expressed as

C==[R,—R] (26)
where [-]" = max {-, 0}.

In the downlink NOMA transmission system with external eavesdropper E, the legitimate user
LU, exerts to maximize the secrecy rate, which means that he needs to increase his own data rate
and/or reduce the eavesdropping rate of E. On the contrary, for the eavesdropper E, he attempts to
minimize the secrecy rate by increasing his own eavesdropping rate and/or reducing the data rate of
LU,. This shows that one person or group can gain something only by causing another person or group
to lose it, and the sum of the gains and losses is always ‘zero’. Therefore, we model the non-cooperative
behavior between the legitimate users and the malicious eavesdropper in both AS and RS schemes as
a non-cooperative two-person zero-sum game, respectively.

4.1 Game Modeling
4.1.1 Game Modeling for the AS Scheme

In the AS scheme, we regard the base station BS and users LU;(i € {1,2}) as a legitimate party,
who can choose to transmit only the effective signals or the signals superimposed with artificial
signal to improve the secrecy rate of the system. The eavesdropper E can choose the strategy of only
eavesdropping and not emitting the interference signal, or the strategy of eavesdropping while emitting
the interference signal at the same time. We establish the zero-sum game model for secure downlink
transmission in strategic form as follows.

Definition 4.1. In the AS scheme, the zero-sum game G, = (Nl, (SDien, ,(u,-)ieNl) is a triplet,
where:

e N, = {L, E} is a set of players in the game. L represents the legitimate party consisting of the
base station BS and the legitimate users LU, (i € {1,2}), and E represents the external malicious
eavesdropper.

e S, is the set of possible strategies for player i € N,. For L, its strategy set can be expressed as
S, = {4, O}, where A represents the strategy of transmitting the effective signals superimposed
with artificial signal, and O represents the strategy of transmitting only the effective signals
without artificial signal. For E, its strategy set can be expressed as S; = {I, N}, where [
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means eavesdropping and emitting interference signal at the same time, and N means only
eavesdropping and not emitting interference signal.

e u; is the utility function of the player i € N,. In this paper, the secrecy rate of the system is taken
as the utility function of the game.

According to Definition 4.1, we can further formulate the utility matrix for the zero-sum game,
as shown in Table 1. In the utility matrix, there are four strategy profiles in all, and they are (A4, I),
(A, N), (0,I) and (O, N). Take the profile (4, I) for example, it means the legitimate party L chooses
the strategy A and the eavesdropper chooses the strategy I. We will analyze each strategy profile in
detail and give their utility functions as follows.

Table 1: Utility matrix of the zero-sum game in the AS scheme

Eavesdropper
1 N
L. CSCC CSCC
L t t t Al AN
egitimate party 0 C e

For the profile (4, ), the legitimate party L chooses to superimpose the artificial signal AS in the
null space of the weak user LU, transmission direction to protect the message for the weak user LU,.
The eavesdropper E chooses to emit an interference signal to the weak user LU, while eavesdropping.
In such a profile, the utility function of the legitimate party can be expressed as

C7 = [log,(1 + ry) —log,(1 + rol” (27)

= [log (1 + %20l ) —log (1 + @0l [ )T (28)
? alps|hsuz|2 + pelhe142|2 + 1 ? al/oxlhxel |2 + /03|hs£’2|2 + npe|hee|2 + 1

For the profile (4, N), the legitimate party L chooses to superimpose the artificial signal AS in the
null space of the transmission direction. At this time, the eavesdropper E chooses to eavesdrop only,
i.e.,, P, = 0. Then the utility function is given by

Ciy = llog,(1 +ry,) —log, (1 + )] (29)
azp.\'lhxu |2 ) ( aszlhxe |2 "
=|log, (1 + ————) —log, {1+ : (30)
|: gz ( alpx|hxu2 |2 + 1 g2 allo.v|hsel |2 + p?)lhsezlz + 1
For the profile (O, I), the legitimate party L chooses not to superimpose the artificial signal AS to

protect the message for LU,, i.e., P, = 0. The eavesdropper E chooses to conduct both eavesdropping
and interfering at the same time. The utility function can be expressed as

Cor = llog,(1 + ryn) —log,(1 + )" (1)

a2/0.\'|hsu |2 ) ( a2p.\'|hse |2 ”
=|lo (1 + - —log, [ 1+ 1 (32)
|: g2 051,03|hsu2|2 + pelheuzlz + 1 g2 Ollloslhsel |2 + npe|hee|2 + 1

For the profile (O, N), the legitimate party L does not choose the strategy of superimposing the
artificial signal AS, and the eavesdropper E only conducts wiretapping. Then, the utility function is
given by

Cov = [logy(1 +75,) —log,(1 + )] (33)
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_ [log (1 + a2p.\‘|hxuzlz ) _ log (1 + aszlhxel |2 )}Jr (34)
: a]ps|h5u2|2 + 1 ? alp5|hsel |2 + 1

4.1.2 Game Modeling for the RS Scheme

In the system model of the RS scheme, the legitimate party L can choose to use the relay
transmission strategy or the direct link transmission strategy. The eavesdropper E can choose from
the strategies of eavesdropping strategy with or without emitting interference signal. We can establish
the game model for the RS scheme as follows.

Definition 4.2. In the RS scheme, the zero-sum game G, = (Nz, (S_,-)jeN2 , (u,-)jeNz) is a triplet,
where:

e N, = {L, E} is a set of players in the game. Same as in the game G,, L denotes the legitimate
communication party, and E the eavesdropper.

e S, is the set of available strategies for the player j € N,. For L, its strategy set can be expressed
as S; = {R, D}, where R represents the strategy of transmission with RS, and D represents the
strategy of direct link transmission. For FE, its strategy set can be expressed as S; = {/, N}, where
I means eavesdropping and emitting interference signals, and N means not emitting interference
signals but only eavesdropping.

e u; 1s the utility function of the player j € N,.

Similarly, we can formulate the utility matrix as shown in Table 2, and the utility functions can be
expressed as follows:

C;CIC = [logz (1 + min{rsr’ rrZ}) - logz (1 + re)]+ (35)
e aire]) e ()|
= |log, {1 + min , 2 —log, [ 1+ 36
[ & ( {onpslhsrl2 + 1 el e, |* + 1 & o 5| he|* + Mpelhee|* + 1 (36)
Css = [log, (1 4+ min {r,,7,}) —log, (1 +7)] (37)
[ . a2p5|hsr|2 }) ( a2p5|hse|2 )}Jr
=|log, {1 +min{ ————, p.|h..I*t | — lo 14+ — 38
L g— ( {O‘Ip.\'lher + 1 p | 2| gz alpxlhxe|2 + 1 ( )
Cy; = [log,(1 +ry) —log,(1 +r,)]* (39)
[ a2ps|hsu |2 ) ( aZIO.v|hse|2 )}+
=|log, {1+ 2 —log, {1+ 40
| & ( 1 04| My | + el Py |* + 1 S o1 0|l + 1ol hee|* + 1 “0)
Cpy = [log,(1 +r,) —log,(1 +r)]" (41)
[ @,y ) ( ap,|h,.|? )]
=|lo 1+ ————)—-1Io 14+ — 42
L g2 ( a1p5|hsu2|2 + 1 g2 alps|hse|2 + 1 ( )

where r, and v/, are the same with r,, and r), in the AS scheme, respectively.

4.2 Analysis of Game Equilibrium

In this subsection, we will first prove the existence of the Nash equilibrium for the zero-sum game
in both AS and RS schemes, and then solve and analyze the pure strategy Nash equilibrium and the
mixed strategy Nash equilibrium, respectively.
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Table 2: Utility matrix of the zero-sum game in the RS scheme

Eavesdropper
1 N
. CSEC CSCC
L t t t RI RN
egitimate party D C C

4.2.1 Existence of NE
We give the results of Nash Equilibrium of the games G, and G, by the following two theorems.
Theorem 4.1. There is at least one Nash equilibrium in the zero-sum game G, of the AS scheme.

Proof. In the zero-sum game G, the set of players N, = {L, E} has two players, which is limited.
Additionally, the set of strategies S; = {4, O} and S; = {I, N} are both limited. According to the
existence theorem of Nash equilibrium, there is at least one Nash equilibrium in the game G,.

Theorem 4.2. There is at least one Nash equilibrium in the zero-sum game G, of the RS scheme.

The proof is similar to that of Theorem 4.1 and thus omitted for simplicity.

4.2.2 Pure-strategy Nash Equilibrium

In this subsection, we solve the pure-strategy Nash equilibrium of the game G, and G,, respectively.
The pure-strategy Nash equilibrium and the corresponding strategies for the games in AS and RS
schemes are provided by the following two theorems.

Theorem 4.3. The pure-strategy Nash equilibrium (4,7) exists in the game G, provided C57 < C5y,
and (A4,N) exists provided C57 > C5r.

Proof. According to the analysis aforementioned and Egs. (28), (30), (32) and (34), it is easy to
find that the utility functions in Table 1 satisfy the following conditions:

Ch>Con Co> Gy 3)

Thus, the strategy A is the dominating strategy for the legitimate party in the game G, that is, the
legitimate party L will choose strategy 4, no matter what £ chooses. Next, we will prove the conditions
for existence for two pure-strategy equilibrium, respectively.

First, if C57 < C5y, holds, we have C55, > C57 > Cs5r, and we can observe the following two facts.
One is that the utility of L will decrease from C%7 to Cis if L changes its strategy from A4 to O, 1.e.,
changing the strategy of superimposing artificial signals to not superimposing artificial signals, which
violates his goal of maximizing the secrecy rate. Another, if the external eavesdropper E changes its
strategy from / to NV, i.e., changing the strategy of transmitting interference signals to not transmitting
interference signals and only eavesdropping, the utility of E will increase from Cf to C5y, and yet
his goal is to minimize the secrecy rate. In summary, neither the legitimate party L nor the external
eavesdropper E could benefit more by unilaterally deviating his strategy from the strategy profile (4, I).
Therefore, the pure-strategy Nash equilibrium of the game is (A4,7) provided C55 < C¥5.

Second, if C5§7 > C% holds, we have C%7 > C5y > Csy. Similarly, we can also find that neither
the legitimate party L nor the external eavesdropper E could benefit more by unilaterally deviating his
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strategy from the strategy profile (4, N), i.e., (4, N) is a pure-strategy Nash equilibrium of G, provided
C > O
This completes the proof.

Theorem 4.4. The pure-strategy Nash equilibrium (R, N) exists in the game G, provided C >
Csv,and (R 1) exists provided Cyy < Chy.

Proof. Since we have assumed |A,|> > |A,,|> and |A,,|* > |h,,|’, according to the analysis
aforementioned and Eqgs. (36), (38), (40) and (42), it is easy to find that the utility functions in Table 2
satisfy the following conditions:

i > Cpo Cii > Gy (44)

Thus, the strategy R is the dominating strategy for the legitimate party in the game G,, that is, the
legitimate party L will choose strategy R, no matter what £ chooses. Next, we will prove the conditions
for existence for two pure-strategy equilibrium, respectively.

First, if Cy; < Ciy holds, we have Cy > Ciy > Cir, and we can observe the following two
facts. One 1s that the utility of L will decrease from Cj to Cj if L changes its strategy from R
to D, i.e., changing the strategy of transmission with RS to without RS, which violates his goal of
maximizing the secrecy rate. Another, if the external eavesdropper E changes its strategy from 7 to N,
i.e., changing the strategy of transmitting interference signals to not transmitting interference signals
and only eavesdropping, the utility of £ will increase from C57 to Cis, and yet his goal is to minimize
the secrecy rate. In summary, neither the legitimate party L nor the external eavesdropper E could
benefit more by unilaterally deviating his strategy from the strategy profile (R, I). Therefore, the pure-

strategy Nash equilibrium of the game is (R, /) provided C57 < Csr.

Second, if C; > Cjy holds, we have Cy; > Ciy > Ciy. Similarly, we can also find that neither
the legitimate party L nor the external eavesdropper E could benefit more by unilaterally deviating his
strategy from the strategy profile (R, N), i.e., (R, N) is a pure-strategy Nash equilibrium of G, provided
Cii > Ci.

This completes the proof.

4.2.3 Algorithms for Pure Strategy Nash Equilibrium Strategy

According to the analysis in the previous section, there are two situations in the pure strategy
Nash equilibrium of the game G, and G,. Therefore, we propose two algorithms to determine the pure
strategy Nash equilibrium strategy. The algorithms are described as follows.

Algorithm 1: Equilibrium judgment algorithm in the game G,
1: Initialization: A, |*, (e, I*5 [, 1P ey 1P Ve, 02, 1, 1, 0

2: Input: p,, 0s

3: Calculate ry,r,, 1,7, according to Eqs. (9), (12), (14), (15),
14+m22 1

4:if (r,, > r, and r, < r,) or (rp, > r, and tr tre 1)

l+ry, 147 =

Select the pure-strategy Nash equilibrium (4,1)

I+rn 147

14+7r, 147, ~
Select the pure-strategy Nash equilibrium (A4,N)

6: end if

5:elseif (1), < 7, and ry, > r.) o1 (1}, > 1, and
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Algorithm 2: Equilibrium judgment algorithm in the game G,

1 Initialization: |, [ [, s h I s P U Pl P, Vg P ta, e, p.
2: Input: p., p.

3: Calculate r,,,r,,r..r,,r, according to Eqs. (18), (20), (24), (25),

4:if (min {r, .} > r, and min {r,,, rr}} <r)

. . 1 + min{r,,r, 1+7
or (min {r,,r,} > r, and min{r,, r,} > r, and + trv,ra .+ ¢ > 1)
5 ¢ 1+ 1 + min {r,,7.,}
Select the pure-strategy Nash equilibrium (R,N)
5:else if (min {r,, r,} < r, and min{r,,7,} > 1)
) . 1 +minr,, 7 1+r,
or (min {r,,r,} > r, and min{r,., r, > r, and 2 , > 1)
' ¢ 1 +r; 1 +m1n {rsra rr2}

Select the pure-strategy Nash equilibrium (R,1)
6: end if

4.2.4 Mixed-Strategy Nash Equilibrium

Different from the deterministic selection of a strategy in pure-strategy Nash equilibrium, a player
may select each pure strategy with a certain probability, which leads to the concept of a mixed strategy.
For each player, a mixed strategy consists of a number of possible actions and a probability distribution
which corresponds to how frequently each action would be selected by the player. In this subsection,
we will discuss the mixed-strategy Nash equilibrium of the game G, and G,, respectively.

The mixed strategy Nash equilibrium in AS and RS schemes are given by the following two
theorems.

Theorem 4.5. The utility of the mixed strategy Nash equilibrium (p*, ¢*) of the game G, is written as
CiCon = CiiCor

U (0", q") = — : \
T O G- G - O
sec sec sec sec
where p* _ CON — C01 CON — CAN

CitCo—Co—Cn ! T CitCon™—Ci— Ciy

Proof. In the AS scheme, we define the probability distribution P = (p, 1 — p) for the legitimate
party L, where 0 < p < 1 is the probability with which L selects the strategy A4, i.e., the selection of
superimposing artificial signals. Hence, 1 — p is the probability with which L selects the strategy O.
Similarly, we define the mixed strategy for the eavesdropper E as Q = (¢,1 — ¢), where 0 < ¢ < l is
the probability with which E selects the strategy I, i.e., the selection of emitting interference signals,
and 1 — ¢ the probability of selecting the strategy N. Hence, the utility of the mixed strategy can be
expressed as U (p,q) = PCQ".

The legitimate party L can find his optimal strategy by solving the following optimization
Cs O
| Cs |00 _
transpose operation. The eavesdropper E can obtain his optimal strategy by solving the the problem:

minmax PCQ".
q p

problem: max min PCQ", where C = |: is the utility matrix in Table I, and (-)” is the
4 q
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Solving the above two optimization problem yields the optimal probability value of each strategy
selected by L and F as

__ GGy . Gi-Ca
Cii+Co—Coi—Cn" — Ci+Co—Cy—Cn
Then substitute p* and ¢* into PCQ7”, the Nash equilibrium utility of the mixed strategy of the
game G, is written as
Cii Con — CixC
Ci+Con— Coi — Civ
This completes the proof.

*

p

U @.q) =

Theorem 4.6. The utility of the mixed strategy Nash equilibrium (p*, ¢*) of the game G, is written as
Car Cov — Civ Gy

U p.q) = ,
x T Cpy — Cpi — Cry
sec sec sec sec
where = CDN — CD] g = CDN B CRN
Cii+Ci—Ci— G~ G+ Con— G — Cix

The proof is similar to Theorem 4.5, and thus omitted for simplicity.

5 Numerical Simulation and Result Analysis

5.1 Simulation Setting

The main parameter settings in the simulation of AS and RS scheme are as follows. The power
allocation coefficients of strong users and weak users in the NOMA system are o; = 0.2, o, = 0.8,
respectively, the transmission signal-to-noise ratio at each node ranges from 0 to 30 dB, and the residual
self-interference coefficient n during the process of eavesdropping transmitting interference power is
0.1.

5.2 Result Analysis in the AS Scheme
This subsection mainly analyzes the data rate of the weak user and the eavesdropper, as well as
the gains of the pure and mixed strategy in the AS scheme.

5.2.1 Analysis of Data Rate

The curves in Fig. 2a show the data rate R, of LU, with respect to p, under different p, in the AS
scheme. It can be seen from the figure that when p, is constant, R, increases as p, increases; when p,
is constant, R, decreases as p, increases, which implies that, when the power of the interference signal
transmitted by F is larger, the information transmission rate of LU, can be reduced, so that the security
rate of the system is smaller, and its purpose can be achieved. The legitimate party L can appropriately
increase the total transmission power to weaken the influence of E interference.

Fig. 2b shows the change of the data rate of E with p, in the AS scheme. It can be seen from
the figure that when p, is constant, R, decreases as p; increases; when p; is constant, R, decreases
as p, increases. It shows that while FE is transmitting interference signals, although it can reduce
the information transmission rate of LU,, it will also reduce its own information transmission rate.
Therefore, E needs to consider the power value of the transmitted interference signal in the game. The
legitimate party can reduce R, by increasing the power of the artificial signal, thereby increasing the
security rate of the system and improving the security of the physical layer.
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Figure 2: Data rate in the AS scheme

5.2.2 Analysis of the Pure Strategy Nash Equilibrium and Benefits

According to the aforementioned analysis, the pure strategy Nash equilibrium depends on the

parameter p, and p;. We show the effect of p, and p; on the pure strategy Nash equilibrium in Fig. 3,
and we can find the following results. First, the equilibrium strategy changes from (4, N) to (4, 1) as
p. increases if p; < M. Second, if p; > M the equilibrium strategy stays at (A4, ) no matter how p,
changes. We also have similar results for p,, p; and some point M’ at the axis of p,.

30

25

20

153

pe (dB)

10

25 30

20

ps (dB)

Figure 3: Effect of p, and p; with p, = 30 dB on pure strategy Nash equilibrium in the AS scheme
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The curves in Fig. 4 show the benefits (C*) of pure strategy in the AS scheme with respect to p,
and p;, respectively. From I'ig. 4a, we can see that the curves of C%y, and C¥; intersect at point A. When
ps in the range (0, X'(A4)) where X(A4) denotes the operation of taking the abscissa value of point A,
we have Cy < C§y < C57, thus the pure strategy Nash equilibrium is (4, N) and the corresponding
benefit is C%y. When p; > X(4), we have Cj5; < C57 < C5y, thus the pure strategy Nash equilibrium
is (4, 1) and the corresponding benefit is C*y.

0.9
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sec e 081
-
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= //B/ — e <07
& = o
3 2 06 Al
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(a) C**°¢ against p3 with p, = 10 dB, py;= 30 dB (b) C*¢¢ against p, with p3 = 6 dB,p; = 30 dB

Figure 4: The benefits of pure strategy in the AS scheme

Likewise, from Fig. 4b, we can get similar results that the equilibrium strategy and the correspond-
ing benefitis (4, N) and C§; when 0 < p, < X (B), and the equilibrium strategy and the corresponding

N

benefit is (4, 1) and C57 when p, > X (B).

5.2.3 Analysis of the Mixed Strategy Benefits

Fig. 5 shows the benefit variation of the mixed strategy in the AS scheme with respect to p,. It
can be seen from the figure that the revenue of the mixed strategy under AS scheme increases with the
increase of p,. The red curve represents the mixed strategy benefits under the best probability value,
and the other three curves represent the mixed strategy benefits when +e, +2¢ and 43¢ are offset on
the basis of the best probability value. The figure shows that the benefits of the mixed strategy under
the optimal probability is the best, which verifies the previous theoretical analysis results.

Fig. 6 shows the comparison of benefits between the pure strategy Nash equilibrium and the
mixed strategy Nash equilibrium in the AS scheme. From the local enlarged subplot, we can clearly
find that the benefit curves of potential pure strategy Nash equilibrium profiles (4, I), (4, N) and
the mixed strategy Nash equilibrium intersect at point X, Y and Z. With the increase of p,, the
equilibrium strategy profile will change from (A4, I) to (4, N) when p, goes across the abscissa of Z
if the mixed strategy is not considered. Instead, if the mixed strategy is taken into consideration, the
equilibrium strategy profile will change from (A4,7) to the mixed strategy when p, goes across the
abscissa of X.

Additionally, from Fig. 6, we can see that the curve of random-selection method is always below
the curves of pure and mixed strategy NE. This is not good for legitimate communicators. Therefore,
the legitimate communication party will not select the random-selection strategy to increase the secrecy
rate, i.e., the random-selection strategy is unstable in the AS scheme.
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Figure 6: Comparison of the benefits between pure and mixed strategy NE in the AS scheme

5.3 Result Analysis in the RS Scheme
This subsection mainly analyzes the data rate of the weak user and the eavesdropper, as well as
the benefits of the pure and mixed strategy in the RS schemes.

5.3.1 Analysis of Data Rate

Fig. 7a shows the relationship between the information transmission rate of LU, and the selection
of different strategies in the RS scheme. We can see that when the legitimate party selects strategy ‘R’
(add relay), the information transmission rate of LU, is better than that of strategy ‘D’ (direct link). It
shows that the RS scheme can improve the physical layer security performance of the system.

Fig. 7b shows the relationship between the information transmission rate of E and p, in the RS
scheme. When p, is constant, R, increases with the increase of p,; when p, is constant, R, decreases with
the increase of p,. This shows that if £ increases the power of transmitting interference signals, its own
transmission rate will be reduced, and the security rate of the system will increase. If the legitimate party
blindly increases the total transmission power, the security rate of the system will decrease. Therefore,
in order to achieve their respective goals, both parties need to choose an appropriate power value.
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Figure 7: Data rate in the RS scheme

5.3.2 Analysis of the Pure Strategy Nash Equilibrium and Benefits

According to the analysis, the pure strategy Nash equilibrium depends on the parameter p, and
p,. We show the effect of p, and p, on the pure strategy Nash equilibrium in Fig. 8, and we can find
the following results. First, if p, keeps constant, the equilibrium strategy changes from (R, N) to (R, I)
as p, increases. Second, if p, keeps constant, the equilibrium strategy changes from (R, I) to (R, N) as

p, Increases.

0o 5 15 20 2% 30
ps (dB)

Figure 8: Effect of p, and p, on pure strategy Nash equilibrium in the RS scheme

Fig. 9 shows the pure strategy benefits under different conditions in the zero sum game of RS
scheme. Fig. 9a shows the change of pure strategy benefits with p,, and Fig. 9b shows the change of
pure strategy benefits with p,. It can be seen from the figure that the benefits of the pure strategy Nash
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equilibrium is C5y. When the legitimate party changes strategy ‘R’ to ‘D’, the benefits will change from
Cis to Cyy; When the eavesdropper changes strategy ‘N’ to ‘I’, the revenue will increase from Csy, to
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Figure 9: The benefits of pure strategy in the RS scheme

5.3.3 Analysis of the Mixed Strategy Benefits

Fig. 10 shows the change of the mixed strategy benefits of the zero sum game of RS scheme with
p,. It can be seen from the figure that the mixed strategy benefits under RS scheme decreases with the
increases of p,. The red curve represents the mixed strategy benefits under the best probability value,
and the other three curves represent the mixed strategy benefits when +e, +2¢ and +3¢ are offset
on the basis of the best probability value. The mixed strategy benefits the most under the optimal
probability value, that is, the Nash equilibrium value of the mixed strategy.
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Figure 10: Benefits of mixed strategies in the RS scheme
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Fig. 11 shows the comparison of benefits between the pure strategy Nash equilibrium and the
mixed strategy Nash equilibrium in the RS scheme. It can be seen that the benefits of the mixed strategy
Nash equilibrium are always smaller than that of the pure strategy Nash equilibrium. Therefore, both
sides of the game will always choose a pure strategy. That is to say, in the zero-sum game of the RS
scheme, both sides will choose the pure strategy NE profile (R, N), that is, the legitimate party L
chooses the strategy of adding a relay station, and the eavesdropper E chooses the eavesdropping
strategy.

Pure-Strategy NE

1.28

(bits/s/Hz)

Osee
=

Mixed-Strategy NE
0.6 -

04r

02 ‘ ‘ ‘ ‘
ps (dB)

Figure 11: Comparison of the benefits between pure and mixed strategy NE in the RS scheme

Additionally, from Fig. 11, we can observe that the curve of random-selection method is always
above the curves of pure and mixed strategy NE. This is not good for the active eavesdropper.
Therefore, the active eavesdropper will not select the random-selection strategy to decrease the secrecy
rate, i.e., the random-selection strategy is also unstable in the RS scheme.

6 Conclusion

In the scenario of the standard downlink NOMA transmission system, this paper considers two
typical physical layer security design schemes based on artificial signals and relay assistance. The non-
cooperative behavior between the legitimate communication party and the eavesdropping party under
the two schemes is modeled as a two-person zero-sum game. The game is used to characterize the
confrontational behavior relationship between the two parties and the process of mutual influence,
and prove the existence of the game Nash equilibrium. Through the solution and analysis of the pure
strategy and mixed strategy Nash equilibrium of the security game model, the best strategy profile
of the two parties in the confrontation environment is given. Numerical simulation results show that
both solutions can improve the physical layer security of the NOMA system. The physical layer security
game model proposed in this paper can be extended to other scenarios (such as the combination of relay
and artificial signals) and can be used to guide the analysis and design of security solutions. However,
the cases where there are multiple eavesdroppers and multi-user pairs have not been considered in this
paper, and need to be studied in the future.
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