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ABSTRACT

Data trading enables data owners and data requesters to sell and purchase data. With the emergence of blockchain
technology, research on blockchain-based data trading systems is receiving a lot of attention. Particularly, to reduce
the on-chain storage cost, a novel paradigm of blockchain and cloud fusion has been widely considered as a
promising data trading platform. Moreover, the fact that data can be used for commercial purposes will encourage
users and organizations from various fields to participate in the data marketplace. In the data marketplace, it is
a challenge how to trade the data securely outsourced to the external cloud in a way that restricts access to the
data only to authorized users across multiple domains. In this paper, we propose a cross-domain bilateral access
control protocol for blockchain-cloud based data trading systems. We consider a system model that consists of
domain authorities, data senders, data receivers, a blockchain layer, and a cloud provider. The proposed protocol
enables access control and source identification of the outsourced data by leveraging identity-based cryptographic
techniques. In the proposed protocol, the outsourced data of the sender is encrypted under the target receiver’s
identity, and the cloud provider performs policy-match verification on the authorization tags of the sender and
receiver generated by the identity-based signature scheme. Therefore, data trading can be achieved only if the
identities of the data sender and receiver simultaneously meet the policies specified by each other. To demonstrate
efficiency, we evaluate the performance of the proposed protocol and compare it with existing studies.
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1 Introduction

The development of the Internet-of-Things (IoT) infrastructure and devices has led to the
generation and collection of IoT data at an explosive rate. These data have become valuable assets in
the era of the data economy. Data trading enables data owners and data requesters to sell and buy data.
Data generated by IoT technologies has significant value for data owners seeking economic benefits
and data requesters developing data-intensive applications. This trend necessitates a data marketplace
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that enables data trading between the data owner (sender) and the requester (receiver) in a reliable and
efficient manner.

Blockchain is a distributed tamper-resistant ledger with verifiable state updates [1,2] that can serve
as a transparent and reliable data trading controller. It is believed that blockchain has the advantage of
achieving reliable data trading without relying on a trusted third party. In blockchain-cloud based data
trading systems, the blockchain can be used to track the actions performed by senders and receivers,
and the cloud can provide a way to store and access vast amounts of data. In addition, smart contracts
on blockchain can facilitate automatic payments in digital currency when predefined conditions are
satisfied. The mediation of smart contracts enables the enforcement of consent-based access control
over data and records data trading instances as provenance evidence.

IoT is made up of technologies in various domains and application areas. Organizations or
developers of these domains may wish to participate in the IoT data marketplace. For example, as
shown in Fig. 1, cloud providers, technology companies, research institutes, and application developers
can form a consortium to manage a blockchain-based data trading platform [3]. Then, members of
these organizations can share and trade their data on the platform. In this system model, it is essential
to achieve access control and source identification for the data managed by the external cloud. While
the data sender aims to specify policies on who can access the data entrusted to the external cloud,
the data receiver aims to specify attributes for the specific data senders from whom the receiver wants
to purchase data. This can be achieved by bilateral access control, where both the sender and receiver
must meet each other’s policies. In addition, it is necessary to ensure accountability by providing a
transparent process for transactions to prevent misbehavior.

Figure 1: Concept of blockchain-cloud fusion IoT data marketplace

Recently, matchmaking encryption (ME) has been studied [4]. ME is a novel type of encryption
that enables the sender to specify a receiver who can decrypt the message and the receiver to verify if the
received message is from the intended sender [5]. Due to the functionality of ME, some recent studies
have proposed bilateral access control schemes based on ME for secure data trading [6–8]. The authors
of [8] proposed a secure data trading system with bilateral authorization using the identity-based ME
(IBME) scheme [4]. They consider that the sender and receiver are under the authorization of the
same domain authority responsible for the key generation center (KGC). Therefore, their IBME-based
system is not suitable for a multiple domain environment because it requires another globally trusted
KGC to issue identity-based keys to the sender and the receiver who belong to different organizations.
As an alternative to this problem, a cross-domain IBME (cd-IBME) [9] may be employed in the data
trading system. The authors of [7] proposed a secure data trading framework based on the cd-IBME.
There is no doubt that IBME is useful for secure communication because no information is revealed



CMES, 2024, vol.141, no.1 673

unless the target identities (i.e., access policies) specified by the sender and receiver match the respective
counterparts. However, the policy-match is verified by the receiver after the final IBME decryption,
which puts a heavy computational burden on the receiver. In [8], the authors proposed a data-sharing
scheme for cloud services based on IBME (named IBME-DS) which delegates the policy-matching
process to the cloud. However, their scheme works in a single-domain environment and still puts lots
of computations on the receiver.

Based on the above considerations, we propose a cross-domain bilateral access control protocol
for a blockchain-cloud based data trading system. Table 1 summarizes the features of the proposed
protocol compared to some related work. In this paper, bilateral access control is to verify if the target
identities specified by the sender and receiver satisfy the access policy of the other party. It ensures that
only the designated receiver can decrypt the sender’s encrypted data. The proposed protocol leverages
identity-based encryption (IBE) [10] and the identity-based signature (IBS) [11] instead of using the
IBME to design a more efficient protocol. The proposed policy-match procedure is based on the idea
that the sender and receiver generate their authorization tags using the IBS and the cloud provider
verifies whether the tags are simultaneously valid under the target identities of the sender and receiver
when the receiver requests the sender’s data stored in the cloud. In addition, to restrict access to the
sender’s data to the designated receiver, the sender’s outsourced data is encrypted under the target
receiver’s identity by using the IBE. The IBE of [10] is practical in a multiple-domain environment
because each domain can set up its own domain KGC which generates identity-based keys only for
the users within the domain. The IBS of [11] enables batch verification that verifies multiple signatures
efficiently at once. Hence, two authorization tags from the sender and receiver can be simultaneously
verified by the cloud provider in an efficient manner. The contributions of this paper are summarized
as follows:

• For cross-domain bilateral access control in a blockchain-cloud based data trading system, we
present a system architecture that consists of domain authorities, data senders, data receivers,
a blockchain layer, and a cloud provider.

• By using IBE and IBS, we propose a bilateral access control protocol that restricts data sharing
and trading to only the sender and receiver who satisfy each other’s policy in the system.

• We devise a policy-match procedure with IBS-based authorization tags of the sender and
receiver. To reduce the computational overhead on the receiver, the cloud provider performs
policy-match verification on the authorization tags to provide only the matched data to the
receiver.

• To demonstrate the efficiency of the system, we evaluate the performance of the proposed
protocol and compare it with existing IBME-based studies.

The rest of this paper is organized as follows: Section 2 briefly introduces related work on
blockchain-cloud based data trading system models. Section 3 outlines the IBE and the IBS which
serve as cryptographic building blocks of the proposed protocol. The system architecture is presented
in Section 4, and the bilateral access control protocol in this system architecture is proposed in
Section 5. Security and performance of the proposed protocol are evaluated in Section 6. Finally,
Section 7 concludes this paper.
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Table 1: Comparison of bilateral access control protocols in data sharing systems

System model Cross-domain Crypto schemes Match verification Computation
on user

[6] Blockchain-cloud X IBME By receiver High
[7] Blockchain-cloud O cd-IBME By receiver High
[8] Cloud X IBME-DS By cloud provider High
Proposed Blockchain-cloud O IBE, IBS By cloud provider Low

2 Related Work

Blockchain is a decentralized immutable ledger technology where the records on the blockchain
are kept by a reliable and transparent way through a consensus mechanism. The types of blockchain
can be broadly categorized into permissionless blockchain and permissioned blockchain [12]. Per-
missionless blockchain is a public and decentralized blockchain where any peer can participate in
the consensus process. So, transactions transferred to the blockchain network can be read by all
peers. Bitcoin [13] and Ethereum [14] are typical instances. However, due to privacy concerns, it is
not advisable to implement data business solutions on a public blockchain. On the other hand, in
a permissioned blockchain, only a limited set of authorized peers can join the blockchain network.
The widely known instances of permissioned blockchain are Hyperledger Fabric [15] and Corda
[16]. A consortium blockchain is a kind of permissioned blockchain collaboratively managed by
multiple organizations. A consortium blockchain provides a method to secure the interactions among
organizations that have a common goal.

Due to the immutability and auditability of the blockchain, accompanied by smart contracts, the
blockchain is evolving into a platform to develop a decentralized applications in various fields. It is
regarded that secure and reliable data trading can be achieved on the blockchain. Recently, research on
blockchain-based data trading models has received a great deal of attention, and several system models
have been introduced. The existing data trading system models can be roughly classified into on-chain
models and on/off-chain models. The data is directly shared or traded via blockchain in the on-chain
models [17–19]. Such on-chain models can find practical applications when the data volume is small.
However, managing data in on-chain data trading models becomes ineffective due to the continuously
growing data volume in IoT environments.

To reduce the on-chain storage cost, a hybrid model of on-chain and off-chain is considered. In
this model, an off-chain storage service such as the cloud is employed to host a huge volume of data
in the on/off-chain model [3,6,20,21]. Therefore, a novel paradigm of blockchain and cloud fusion has
been widely considered as a promising data trading platform. Moreover, the data is usually encrypted
before being outsourced to the blockchain or cloud storage. For secure sharing and trading of data,
the data owner can specify access policies and manage decryption rights to the data. In addition to the
on-chain and off-chain models, Wang et al. introduced the concept of an off-state system model for big
data sharing [22]. They discussed some issues in off-chain based schemes built on a public blockchain
and designed an off-state data-sharing protocol based on a permissioned blockchain which addresses
the security and autonomy issues in off-chain data sharing schemes.

With regard to fair data trading, Li et al. proposed a decentralized data trading system using
blockchain to guarantee fair data transactions with authentication [23]. For a digital data marketplace
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based on the blockchain, Dixit et al. proposed a decentralized platform that hosts data in a reliable
and fault-tolerant manner [24]. Chen et al. proposed a blockchain-based non-repudiable IoT data
trading system [25], in which the blockchain records data trading behaviors of data sellers and buyers
to facilitate on-chain and off-chain arbitration. However, their system does not consider secure data
trading with access control for data confidentiality.

For secure data trading, Alsharif et al. proposed a medical data marketplace based on the
blockchain [26]. They applied the ciphertext-policy ABE scheme [27] in order for the seller to enforce
access control policies on the encrypted records. In [28], Li et al. proposed a secure blockchain platform
for fair data trading by using the plaintext checkable encryption scheme [29]. However, Alsharif
et al.’s and Li et al.’s systems only focused on the access control by the seller for data confidentiality
and burdened the on-chain procedures with complex cryptographic computations.

There are some studies on cross-domain secure data sharing for industrial IoT [30–32].
Sing et al. proposed a centralized cloud-based cross-domain data-sharing platform using multiple
security gateways that use the blockchain to store the information in the cloud [30]. Yu et al. proposed
a consortium blockchain-based cross-domain industrial IoT data-sharing mechanism [31]. The
authors introduced a consortium blockchain to construct trust among different domains, and
proxy re-encryption and group signature schemes for secure cross-domain data sharing and privacy-
preservation of end devices. In [32], Zheng et al. also proposed cross-domain data sharing by deploying
permissioned blockchain. The authors developed a key agreement protocol and zero-knowledge proof
to verify data ownership under the criterion of confidence and anonymity.

3 Cryptographic Building Blocks

We briefly outline the IBE in multiple KGC environment of Wang et al. [10] and the IBS of
Cha et al. [11] based on bilinear map.

3.1 Bilinear Map
Let G and GT be two groups of the same prime order q and P be a generator of G. A bilinear map

e : G × G → GT satisfies the following properties:

• Bilinearity: e(Pa, Pb) = e(P, P)ab for all a, b ∈ Zq.

• Non-degenerate: e(P, P) �= 1GT
.

• Computable: It is efficient to compute e(P, Q) for all P, Q ∈ G.

3.2 Wang-Cao Identity-Based Encryption
Wang and Cao’s IBE is constructed as follows:

1. G-Setup: It sets the global public parameter param = 〈G,GT , q, e, P, H1, H2〉, where H1 :
{0, 1}∗ → G and H2: GT → {0, 1}n are hash functions.

2. Setup: It chooses a random α ∈ Zq and computes A = Pα ∈ G, and sets the master secret key
msk = α and the master public key mpk = A.

3. KeyGen: Given an identity id ∈ {0, 1}∗, it computes Qid = H1(id) ∈ G and generates the private
key dkid = Q1/α

id , where α is the msk.

4. Encrypt: To encrypt a message m ∈ {0, 1}n under an identity id, it chooses a random r ∈ Zq,
then sets the ciphertext C = 〈C1, C2〉 as
Qid = H1(id) (1)
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ω = e(P, Qid) (2)

C1 = Ar (3)

C2 = m ⊕ H2(ω
r). (4)

5. Decrypt: On input a ciphertext C = 〈C1, C2〉 and the private key dkid, it outputs the decrypted
message m as

m = C2 ⊕ H2(e(C1, dkid)). (5)

3.3 Cha-Cheon Identity-Based Signature
Cha and Cheon’s IBS consists of the following algorithms:

1. Setup: Given the system parameter 〈G,GT , q, e, P, H1, H3〉, where H3 : {0, 1}∗ × G → Zq is a
hash function, it picks a random β ∈ Zq as the master secret key (msk = β) and computes
B = Pβ ∈ G as the master public key (mpk = Pβ).

2. KeyGen: Given an identity id, it computes Qid = H1(id) and generates the secret signing key
skid = Qβ

id of the id, where β is the msk.

3. Sign: To sign a message m under the secret key skid, it picks a random x ∈ Zq and outputs the
signature σ = 〈σ1, σ2〉 as
σ1 = H1(id)x (6)

h = H3(m, σ1) (7)

σ2 = skx+h
id . (8)

4. Verify: To verify a signature σ = 〈σ1, σ2〉 of a message m under the identity id, it computes
Qid = H1(id) and h = H3(m, σ1), then checks

e(P, σ2)
?= e(B, σ1Qh

id). (9)

If it holds, the signature σ of m is accepted.

4 System Model
4.1 System Architecture

We consider the data trading architecture as shown in Fig. 2 which consists of supervising
authority, data sender (owner), data receiver (requester), blockchain layer, and cloud provider.

• Supervisors consist of a set of domain authorities (DA) which cooperate to manage the data
marketplace. For instance, a group of organizations that want to participate in the data
marketplace may form a consortium and collaborate in managing the data trading platform
based on the blockchain. DA is responsible for setting up the public system parameters for
bilateral access control. Each domain authority acts as a KGC that issues identity-based
private keys to senders and receivers belonging to it. In addition, if a dispute occurs, DA
forms a committee to identify the dishonest party by examining the evidence recorded on the
blockchain.

• Data sender (S) offers its own data through the system. To ensure that only an authorized
receiver can access the data, S sets the receiver policy which specifies the allowed identity of the
receiver, and encrypts the data under the target receiver identity. S obtains its identity-based
private key from the domain authority to which S belongs. When S outsources the data to the
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cloud, S attaches its authorization tag generated by the private key and the target receiver’s
identity.

• Data receiver (R) requests the data when R finds interesting data provided by the desirable
sender S satisfying the sender policy. R obtains its identity-based private keys from the domain
authority to which R belongs. When requesting the data, R presents its authorization tag
generated by the private key and the target sender’s identity to the cloud. R can obtain the
data if and only if the encrypted data is associated with its identity which corresponds to the
receiver policy of S.

• Blockchain layer serves as a decentralized and trusted platform that enforces data trading rules,
verifiably updates data trading state, and facilitates payments using digital currency. Blockchain
is a ledger that records the state of data trading between the sender and the receiver. Smart
contracts on the blockchain execute the business logic of data trading and define the terms
and actions necessary for the involved parties to carry out specific aspects of data trading
transactions.

• The cloud provider (CP) serves storage to host a huge volume of data shared by the customers.
For bilateral access control, CP runs the policy-match verification procedure for the authoriza-
tion tags presented by the sender and the receiver. When successful match occurs, CP allows the
receiver to access the sender’s data.

Figure 2: Overview of the system architecture for the proposed protocol

4.2 Threats and Design Goals
DAs establish a trust relationship among themselves as consortium members, while the sender and

receiver only trust their respective affiliated authorities. Each DA advocates for the rights and interests
of internal users, so DA will not collude with any external user. CP is semi-trusted entity that carries out
the protocol honestly but may be curious about the data contents, which makes users anxious about
data confidentiality of their data on the cloud. When a sender outsources its data to cloud storage,
data confidentiality requires that CP do not learn any information about the data, while receivers
designated by the sender can access the data. A malicious entity may impersonate the receiver or the
sender to gain illegal access to data or mislead the receiver. Under the threat model, we consider the
following security goals.
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• Policy-match: For bilateral access control, the sender and receiver can specify their own access
policies that the other party must satisfy. The data trading is achieved only if their identities
simultaneously meet the policies specified by the respective counterparts.

• Privacy: The outsourced data must be protected from being revealed to the cloud provider. In
addition, the identities of the sender and receiver must be hidden from the cloud provider even
in the policy-match verification.

• Accountability: The system can supervise and keep track of transactions processed by the sender
and receiver to prevent misconduct.

The proposed protocol aims to ensure the above security goals on the data trading system so
that the receiver specified by the sender obtains the correct data from the sender specified by the
receiver. Here, the correct data means the same encrypted data as the sender commits to the blockchain.
However, this paper does not consider cheating by a dishonest party attempting to gain unfair financial
profits. Such a problem can be addressed by fair exchange protocols with incentive and penalty
techniques [33–35], and arbitration protocols can be introduced to resolve disputes [36].

5 Proposed Protocol

The proposed cross-domain bilateral access control protocol for the data trading system is
presented in this section. Table 2 describes the notations used in the protocol.

Table 2: Notations used in the protocol

Notation Description

DA Set of domain authorities, DA = {DA1, DA2, ..., DAn}
F Data file of the sender for marketing
CP Cloud storage provider
SC Smart contract for the data trading
G, GT Bilinear map groups of prime order q
e : G × G → GT Bilinear pairing
P ∈ G Generator of G
H1 : {0, 1}∗ → G Hash function
H2 : GT → {0, 1}n Hash function
H3 : {0, 1}∗ × G → Zq Hash function
αi, βi ∈ Zq Master secret keys of DAi

Ai = Pαi , Bi = Pβi ∈ G Master public keys of DAi

dkid, skid Private keys for an identity id for IBE and IBS
EncK(X) Symmetric encryption of the input X under the key K
DecK(Y) Symmetric decryption of the input Y under the key K
Atagid Authorization tag of the id for policy-match
indtx Index of the referenced transaction tx

X ?= Y Operation to check if X = Y is true or false
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5.1 Overview
The basic idea of the proposed bilateral access control protocol is twofold. One is that the sender’s

data entrusted to the cloud is encrypted under the target receiver’s identity by using the IBE to allow
only the designated receiver to decrypt the data. The other is that the cloud provider checks if the
authorization tags based on the IBS of the sender and receiver are valid under the target identities
specified by the other party at the same time.

In the proposed system, data senders and receivers who want to participate in the data trading
system should obtain their identity-based private keys by their domain authorities, respectively. The
sender encrypts its data under the target receiver’s identity, and generates its IBS-based authorization
tag to prove that the sender is an authorized entity of the specified identity. Then, the sender registers
the encrypted data along with the authorization tag to the cloud. The receiver also generates its
authorization tag, and presents the tag to the cloud provider when requesting the sender’s data. The
cloud provider performs policy-match verification on the authorization tags of the sender and receiver.
If the tags are valid under the specified sender’s and receiver’s identities at the same time, the cloud
provider allows the receiver to access the sender’s encrypted data. Therefore, the receiver can decrypt
the actual data if the receiver is the authorized holder of the target identity specified by the sender.

5.2 Setup
The consortium of domain authorities DA establishes an efficient blockchain as a transpar-

ent and reliable controller for data trading, and agrees on the global public system parameters
〈G1,G2, q, e, P, H1, H2, H3〉. Then, each DAi ∈ DA randomly chooses αi, βi ∈ Zq and computes Ai = Pαi

and Bi = Pβi . DAi sets its master secret key and master public key pair as mski = (α, β) and
mpki = (Ai, Bi) to issue id-based keys to the users authorized by it. At this phase, we assume that
the public parameters are known to the system and the smart contract to control the data trading is
deployed on the blockchain.

5.3 Data Trading with Bilateral Access Control
Suppose that a sender S provides a data F and a requester R purchases the data through the data

trading system. S and R perform the data trading protocol with the mediation of the smart contract
(SC) on the blockchain. For simplicity, we assume that S and R are under the authorization of DAS ∈
DA and DAR ∈ DA, and denote the target identities (i.e., access policies) specified by the sender and
the receiver as rcv and snd, respectively. Note that identities can be represented by group membership,
roles, or other attributes associated with the entity.

5.3.1 Data Registration

To participate in the data trading, S must obtain its identity-based key issued by DAS which will
be used to generate an authorization tag for policy-match. Given the identity idS, DAS issues S with the
private signing key skS = H1(idS)

βS generated by DAS’s master secret key. S prepares and outsources
the encrypted data file package EF to the cloud storage. Hence, the data file F is first encrypted by
using a symmetric key encryption and then the key is encrypted by using the IBE for the target receiver
of rcv as follows:

1. choose a random secret key K and encrypt the file F as E ← EncK(F)

2. compute Q ′
R = H1(rcv) and ω = e(P, Q ′

R)

3. choose a random r ∈ Zq and output C2 = K ⊕ H2(ω
r).
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Note that C2 is the partial ciphertext of the IBE scheme [10] presented in Section 3.2. The
computation of ωr = e(P, Q ′

R)
r is independent of any DAi’s public key Ai. Therefore, at this phase,

S can pre-compute C2 under the target identity rcv without knowing which domain the receiver who
will request the decryption key is affiliated with. Particularly, this feature is useful in a multi-receiver
scenario, where the receivers exist across multiple domains. S only needs to compute single C2 no
matter how many domains the receivers are from.

In addition to the encryption of data, S generates its authorization tag AtagS by using the IBS as
follows:

1. pick a random x ∈ Zq and compute QS = H1(idS), S1 = Qx
S, and S2 = skx+h

S , where h =
H3(QS|Q ′

R, S1)

2. output AtagS = σS|Q ′
R, where σS = 〈S1, S2〉.

S forms the encrypted file package as EF = 〈E, C2, AtagS〉 and computes �F = H(F), �K =
H(K), and �EF = H(EF), where H() is a cryptographic hash function for message digest. S invokes
SC to register the proof of the data by submitting the transaction reg := [descF , prcF , �F , �K , �EF ],
where descF is short description about the data and prcF is the price of the data. When reg is recorded
on the blockchain, S outsources [EF , indreg] to the cloud, where indreg is the index of the referenced reg
on the blockchain.

5.3.2 Data Request and Policy-Match Verification

When R is interested in the data registered by reg, R must obtain its identity-based keys issued
by DAR to participate in the data trading. Given the identity idR, DAR issues R with the private keys
dkR = H1(idR)

1/αR and skR = H1(idR)
βR generated by DAR’s master secret keys. To request access to EF

coupled with indreg, R first generates its authorization tag AtagR as follows:

1. compute QR = H1(idR) and Q′
S = H1(snd), where snd is the identity of a target sender

2. pick a random y ∈ Zq and compute R1 = Qy
R and R2 = sky+l

R , where l = H3(Q′
S|QR, R1)

3. output AtagR = σR|Q′
S, where σR = 〈R1, R2〉.

R presents AtagR to CP, then CP runs policy-match verification that checks if the identities (i.e.,
idS and idR) match the access policies (i.e., snd and rcv) of each other. By taking (AtagS, BS, AtagR, BR)
as input, where BS and BR are public keys of DAS and DAR, respectively, the policy-match verification
works as follows:

1. parse the tags as σS = 〈S1, S2〉 |Q ′
R ← AtagS and σR = 〈R1, R2〉 |Q′

S ← AtagR

2. compute h = H3(Q′
S|Q ′

R, S1) and l = H3(Q′
S|Q ′

R, R1)

3. check e(P, S2R2)
?= e(BS, S1Q′

S
h)e(BR, R1Q ′

R
l).

If S and R satisfy the policies, that is, idS = snd and idR = rcv, hence QS = Q′
S and QR = Q ′

R are
valid, then match occurs and CP allows R to access the package EF . The correctness of the policy-
match verification will be discussed in Section 6.1.

5.3.3 Order and Offer Decryption Key

When AtagR passes the policy-match verification, R can download the encrypted file package
EF from the cloud storage. To verify the integrity of the downloaded EF , R takes �EF from reg on
the blockchain and checks �EF

?= H(EF). However, R cannot recover the actual data F yet without
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knowing the key K encapsulated in C2. Therefore, R needs to order the decryption key to S by using
SC with payment. R invokes SC by submitting the transaction ord := [indreg, payR, depR, expord], where
payR is the payment for the data and expord is expiration time. Note that, after this order transaction,
if the decryption key is not offered by S within expord then SC will cancel this trading and return payR

to R.

Upon receiving the order from R, S takes DAR’s public key AR and computes the partial ciphertext
C1 = Ar

R, where r is the random value chosen in the data registration phase to compute C2. S offers C1

to R through SC by submitting the transaction ofr := [indord, C1, depS, expofr], where depS is a guarantee
deposit that will be confiscated if S offers invalid decryption key.

5.3.4 Decryption and Confirmation

Once ofr is recorded on the blockchain, R retrieves C1 from ofr and combines it with C2 in EF . To
extract the key K, R decrypts 〈C1, C2〉 under its private key dkR as K = C2 ⊕ H2(e(C1, dkR)) and checks
�K

?= H(K), where �K is the digest recorded in reg. If it holds, R recovers the file as F ← DecK(E). If
R is a valid receiver specified by rcv, R can recover the key K and then the data F by computing the
same ωr generated by S. The correctness of computing the key K will be discussed in Section 6.2.

After decrypting the file, R verifies the authenticity of F by checking �F
?= H(F), and if it holds,

then invokes confirmation procedure. Upon receiving the confirmation call, SC transfers the escrowed
payR in ord to S’s account and also returns depS in ofr to S. Finally, the data trading between S and
R is successfully completed. Therefore, if S and R are the authorized sender and receiver who meet
the access policies specified by the other party and honestly follow the protocol, they can respectively
receive the payment and the data.

6 Analysis
6.1 Policy-Match

Bilateral access control is that the identities of the sender and receiver must satisfy the poli-
cies specified by the other party simultaneously to accomplish data trading between them. In the
proposed protocol, the sender S and receiver R are required to presents their authorization tags AtagS

and AtagR to CP for policy-match verification. In practice, σS = 〈S1, S2〉 = 〈
Qx

S, skx+h
S

〉
in AtagS and

σR = 〈R1, R2〉 = 〈
Qy

S, sky+l
R

〉
in AtagR are the signatures of S and R for the specified policies snd and

rcv as the input message H1(snd)|H1(rcv). The policy-match procedure of CP is batch verification of
σS and σR [37], where both of these signatures must be valid under the target identities specified by
the sender and receiver, respectively. Therefore, if S and R satisfy the policies of the other party (i.e.,
idS = snd∧idR = rcv), then they will pass the policy-match verification as shown in the below equations
and be authorized as the intended parties:

e(P, S2R2) = e(P, S2)e(P, R2) (10)

= e(P, skx+h
S )e(P, sky+l

R ) (11)

= e(P, QβS(x+h)

S )e(P, QβR(y+l)
R ) (12)

= e(PβS , Qx
SQh

S)e(P
βR , Qy

RQl
R) (13)

= e(BS, S1Qh
S)e(BR, R1Ql

R). (14)
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Moreover, these tags are based on Cha-Cheon’s IBS scheme secure against existential forgery
on a chosen message and identity attack according to the hardness of the computational Diffie-
Hellman problem [11]. Only S and R, who obtained their identity-based private keys skS = H1(idS)

βS

and skR = H1(idR)
βR from their domain authorities DAS and DAR, can generate valid authorization

tags. Hence, it is hard to impersonate the sender and receiver to deceive the policy-match verification
without knowing the private keys.

6.2 Privacy
Except the sender and receiver specified by the other party, no one can know the data contents and

the identity information about the sender and receiver in the proposed protocol. For access control and
data confidentiality, the data file F is encrypted by using a symmetric key encryption as E ← EncK(F)

and the key K is again encrypted by using the IBE scheme [10] under the target receiver identity as
C1 = Ar

R and C2 = K ⊕ H2(ω
r), where ω = e(P, H1(rcv)). Data decryption depends on the correctness

of the key K resulting from the computation of ωr as shown in the following equations:

e(C1, dkR) = e(Ar
R, H1(idR)

1/αR) (15)

= e(PαRr, H1(idR)
1/αR) (16)

= e(P, H1(idR)
r) (17)

= e(P, H1(rcv)r) (18)

= ωr. (19)

According to the security of Wang-Cao’s IBE, only the authorized receiver R that possesses the
identity-based private key dkR = H1(idR)

1/αR satisfying idS = rcv can decrypt the data F ← DecK(E)

after extracting the correct key K = C2 ⊕ H2(e(C1, dkR)). On the other hand, it is infeasible that not
only CP but also any malicious entity calculate R’s private key dkR to decrypt the data even though
AR, QR, and 〈C1, C2〉 are known to the system.

Furthermore, CP may also need to know the identities of the target sender and receiver for policy-
match verification. However, the identity information of S and R given to CP are hidden in Q′

S =
H1(snd) and Q ′

R = H1(rcv), respectively. Due to the one-way property of hash function, it is hard to
infer the identities from Q′

S and Q ′
R. CP is just able to run policy-match verification for AtagS and

AtagR without knowing the identities of S and R. Therefore, identity privacy can be also preserved in
the proposed protocol.

6.3 Accountability
Data trading is performed by means of smart contracts which define the valid state of data trading

progress and transaction logic. All transactions processed by the smart contract at each phase are
recorded on the tamper-resistant ledger on the blockchain. These records can be regarded as evidence
of the behaviors performed by the sender and receiver throughout the data trading protocol.

The recorded transactions at each phase can be regarded as evidence of the behaviors taken by the
participants during the data trading protocol. One goal of the proposed system is to ensure that the
receiver obtains the correct data as same as the sender commits to the blockchain. S must submit reg
containing the message digests �EF , �K , and �F as a proof. Then, CP and R can verify the correctness
of the encrypted package, decryption key, and data by checking the recorded digests. Furthermore,
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when a dispute occurs, the consortium of domain authorities can examine the recorded transactions
to determine whether the participants adhered to the rules and provided correct data.

6.4 Performance
In this section, we evaluate the performance of the proposed protocol in terms of the computa-

tional overhead of the sender, receiver, cloud provider, and key generation center. Table 3 shows the
analysis of computational overhead and comparison with the existing approaches of IBME-based [6],
cd-IBME-based [8], and IBME-DS [7] systems. In Table 3, Tp denotes bilinear pairing computation,
Te1

denotes exponentiation in G, Te2
denotes exponentiation in GT , Tm1

denotes multiplication in G,
and Tm2

denotes multiplication in GT . Note that IBME-based and IBME-DS systems employ a global
single-domain KGC for bilateral access control while the proposed system considers multiple domain
KGCs. Cloud provider is not involved in policy-match in IBME-based and cd-IBME-based systems.

Table 3: Computational overhead

Sender Receiver Cloud Provider KGC

DAS DAR

IBME-based [6] 2Tp + 3Te1
3Tp + 1Te1

– 3Te1

IBME-DS [8] 4Tp + 8Te1
+ 2Tm1

+ 2Tm2
5Tp + 2Te1

+ 3Tm2
2Tp + 1Tm1

3Te1

cd-IBME-based [7] 2Tp + 4Te1
+ 3Tm1

+ 1Tm2
5Tp + 3Tm2

– 2Te1
2Te1

Proposed 1Tp + 3Te1
+ 1Te2

1Tp + 2Te1
3Tp + 2Te1

+ 2Te2
+ 1Tm2

1Te1
2Te1

In addition, we estimated the processing time by using the benchmark results of Java Pairing-
Based Cryptography (JPBC) library [38] tested on Intel(R) Core(TM) Quad CPU Q6600 @ 2.4 GHz
for the group G of 512-bit base field with 1024-bit security. Fig. 3 shows the processing time required
by each entity. The policy-match process of [6,8] relies on IBME schemes which causes additional
complexity to the end users due to the matchmaking aspect of IBME algorithms. However, to reduce
the computation cost of the end users, the proposed protocol devises the authorization tag based on the
IBS scheme and the policy-match verification on the tags is delegated to the cloud provider on behalf of
the end users. Therefore, as shown in Fig. 3, the sender and receiver in the proposed protocol consume
less processing time than other systems. On the other hand, the cloud provider in the proposed system
takes more processing time than that of IBME-DS. Nevertheless, the cost would not be a significant
burden for the cloud which is generally regarded as a powerful computing platform.

To demonstrate the efficiency on the receiver’s side, we also estimated the processing time
expected for the receiver and cloud provider when the receiver finds and decrypts policy-matched
data among multiple data packages on the cloud. Let Nt be the total number of packages and Nm

be the number of matched packages among Nt. Fig. 4 shows the processing time depending on Nt

assuming Nm = Nt × 40%. In the IBME-based and cd-IBME-based systems, the receiver processes
all Nt data packages to find policy-matched ones among them. On the other hand, in the proposed
system and IBME-DS, the receiver only needs to decrypt Nm data filtered by the cloud provider that
verifies Nt authorization tags. Consequently, the receiver does not need to check all data packages to
find policy-matched ones because the cloud provides the receiver with only allowed data packages after
policy-match verification. As shown in Fig. 4, we can observe that the proposed protocol can reduce
the computational overhead on the receiver.
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Figure 3: Processing time required by each entity

Figure 4: Processing time of the receiver and cloud provider to find and decrypt matched data

Another advantageous aspect of the proposed system is the efficiency on the sender’s side in
multi-receiver scenarios. Intuitively, to generate separately encrypted data for N receivers, the sender
needs to perform N data encryptions. However, in the proposed protocol, the sender can generate N
encrypted data in less time than N encryptions. We consider two scenarios to demonstrate the sender’s
efficiency in a multi-receiver environment. One scenario is for the receivers with different identities
in a single domain (scen1) and the other is for the receivers with the same identity across multiple
domains (scen2). In the proposed protocol, when the sender generates an encrypted data package, the
partial ciphertext C1 is computed on the public key of the receiver’s side DA while the other part C2

is computed on the identity of the target receiver. That is, scen1 only affects the computation of C1,
and scen2 only affects the computations of C2. Therefore, the sender can compute single C2 no matter
how many domains there are in scen1, and compute single C1 no matter how many receivers are across
multiple domains in scen2. Fig. 5 shows the estimated processing time depending on the scenarios. We
can observe that the proposed protocol outperforms others.
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Figure 5: Processing time of the sender in multi-receiver scenarios

7 Conclusion

In a blockchain-cloud based data trading system, the blockchain can be used to keep track of
behaviors performed by both the sender and receiver, while the cloud can provide a way to store and
access a vast amount of data. However, it remains a challenge to securely trade the data outsourced
to the external cloud in a way that restricts access to the data only to authorized users across multiple
domains. Therefore, in this paper, we proposed a bilateral access control protocol by leveraging
identity-based encryption and signature schemes. In the proposed protocol, the outsourced data
of the sender is encrypted under the target receiver’s identity, and the cloud provider runs policy-
match verification on the authorization tags of the sender and receiver generated by an identity-
based signature scheme. Therefore, the proposed protocol enables data trading is achieved only if
the identities of the data sender and receiver simultaneously meet the policies specified by each
other. In addition, we evaluated the performance of the proposed protocol and compared it with the
existing IBME-based systems to demonstrate improved efficiency. In a multi-receiver environment,
the performance of the proposed protocol is more affected by the number of identities rather than the
number of domains. It remains future work to explore a bilateral access control protocol for multiple
receivers with different identities.
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