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Secure Model of Medical Data Sharing for Complex Scenarios

Wei Shel, Yue Hu?, Zhao Tian', Guoning Liu®, Bo Wang* and Wei Liu* >~

Abstract: In order to secure the massive heterogeneous medical data for the complex
scenarios and improve the information sharing efficiency in healthcare system, a
distributed medical data ledger model (DMDL) is proposed in this paper. This DMDL
model has adopted the blockchain technology including the function decoupling, the
distributed consensus, smart contract as well as multi-channel communication structure
of consortium blockchain. The DMDL model not only has high adaptability, but also
meets the requirements of the medical treatment processes which generally involve multi-
entities, highly private information and secure transaction. The steps for processing the
medical data are also introduced. Additionally, the methods for the definition and
application of the DMDL model are presented for three specific medical scenarios, i.e.,
the management of the heterogeneous data, copyright protection for medical data and the
secure utilization of sensitive data. The advantage of the proposed DMDL model is
demonstrated by comparing with the models which are being currently adopted in
healthcare system.

Keywords: Medical data, sharing model, consortium blockchain, communication
channel structure, DMDL.

1 Introduction

In recent years, the developed countries have invested heavily in the development of
healthcare information system which has the features of the electronic medical records
[Azaria, Ekblaw, Vieira et al. (2016); Dong and Quan (2016); Guo, Shi and Zhao
(2018)], healthcare data sharing and so on. The purpose of the investment is to maximize
the safety of the healthcare data, and improve the overall medical service quality and
accessibility, and to reduce medical costs and the medical risk at the same time [Esposito,
Santis, Tortora et al. (2018)]. However, in the current healthcare system, the factors
related to the medical record check, data save and sync pose a big challenge for the
patients and doctors to access to the shared data. What’s more, the absence of a sound
data transfer model or architecture causes problems for secure and efficient medical data
processes and data sharing. Consequently, shortcomings of the current healthcare system
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include slow response, data tampering, insecure data transfer [Guoyuan, Bowen,
Pengcheng et al. (2018); Haux (2010); Liang, Zhao, Shetty et al. (2017)].

Blockchain is essentially a kind of decentralized distributed ledger [Lin, Yan, Huang et al.
(2018); Mettler (2016)], which is a new computing paradigm based on distributed
database, P2P transmission, distributed consensus mechanism, asymmetric encryption
algorithm and other technologies [Mengwei, Rong, Tiangang et al. (2018)]. Due to the
characteristics of decentralization, collective maintenance, traceability and tamper proof,
blockchain technology is suitable for the construction of the programmable decentralized
monetary system and has been widely researched on possible applications in the financial
sector [Chatterjee and Chatterjee (2017)]. Now the applications of blockchain technology
in other areas, such as the internet of things (loT), the supply chain, the big data and
cloud computing, have also attracted great attentions [Fang, Cai, Sun et al. (2018); Xia,
Sifah, Asmoah et al. (2017)].

2 The medical data accounting model based on blockchain technology

2.1 Distributed Medical Data Ledger (DMDL)

DMDL has eight groups:

DMDL= (EN, CN, ON, MLMS, MDCA, » ) 1)
Where:

1) EN={eni |i EN+} is Endorser nodes set, responsible for checking and endorsing
transaction requests in DMDL and excluding illegal or malicious requests.

2) CN={cni | i EN+} is Committer nodes set, responsible for the execution of the
transaction and jointly maintain the state and structure of the ledger.

3) ON={oni| i EN+} is Orderer nodes set, responsible for the global ordering of the
received transactions in the network, so as to reach the consensus of the whole network.

4) MLMS is multi-channel data structure of data ledger, which is composed of multiple
blockchains. Each blockchain is composed of different node code, data, contracts, to meet
the requirements of different people to access to different data in different business
scenarios. See definition 2 for details.

5) MDCA is a kind of BFT consensus algorithm running on distributed ledger, which is
used to reach consensus on the entire network. See definition 4 for details.

6) o: EN, CN, ON—MC denotes the mapping of node set to multi-channel model.

2.2 Medical Ledger Smart Contract (MLSC)

Smart contract defines the protocol and interaction within participates in the medical
scenarios with the script code [Zhang, Walker, White et al. (2017); Zheng, Xie, Dai et al.
(2017)], describes the data sharing process in the digital form, and records the process
information on the DMDL accurately. These provide the basis for developing variety of
complex medical data sharing applications.

Smart contract is essentially a kind of codes running on the DMDL ledger node, which
can be executed automatically according to the pre-set trigger condition. It reduces the
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uncertainty caused by human operation. Smart contracts can be called in the specific
medical processes like recording the entire medical data sharing processes in the
blockchain which include data source, registration, storage, transfer and so on. The
detailed smart contract model is shown in Fig. 1.
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Figure 1: Smart contracts running process

2.3 Medical Data Consensus Algorithm (MDCA)

Medical service scenarios are numerous, and are always involved in large amount of data
interaction. In order to guarantee the consistency of all distributed ledgers, we adopt the
DBFT algorithm in the DMDL model. This algorithm strictly follows the principles of
the byzantine fault tolerance. The algorithm may run in different channel structures
depending on the application scenarios. The flow chart of the consensus process is shown
in Fig. 2.
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As shown in the Fig. 2, there are three steps in the whole process of consensus, i.e.,
auditing, execution and sorting. The three steps are independently completed by different
nodes. Such a “decoupling” consensus method can greatly overcome the network
performance bottleneck.

In the whole process of consensus, sorting is the most important part, which is the key to
achieve consensus of the whole ledger. Therefore, the selection of the sorting node
(Primary Node) is critical. In order to achieve the consensus and meet the requirements of
the distributed and multi-channeled DMDL, the selection algorithm for order node is
formulated in this paper. The algorithm is based on the evaluation of historical
computation power of EN, CN and ON in this channel and credibility. All the nodes
satisfying the requirements form node set MSP. Nodes in the set are responsible for
sorting task and the forming of new block in every consensus processes by turns. The
consensus process is as follows:

1) Collect the current and historical operation information in the channel.

2) The collected information is classified into categories according to the specific medical
data sharing scenario as shown in Tab. 1.

Table 1: Medical information collection and assessment

Endorsing Committing Ordering
Committing
rEar;gorsement rate Ordering rate
Computing
power . Committing
Failurefrequen accuracy
cy.
Malicious Malici
signature a_]IfIOtl{Sn Ordering
numbers verimicatio validity
Trustrank number
evaluation o o
Malicious Malicious
signature data verification
volume data volume

The information of each subject is processed separately, and its information is fitted to
the (-1, 1) interval | according to the weight value.

3) In order to consider the importance of a variety of information, the fitting results are
multiplied by the influence factor ef to calculate the comprehensive coefficient Ki’ (see
Eq. (1)). ®={M, N}. M and N are, respectively, values to be calculated and the credible
value. The set Y={EN, CN, ON} represents the endorsement process, the validation
process and the sorting process.
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} =eij xlij ,Vieg,Vjey
s.t.—1<Iy <1 )

4) Integrating the channel nodes according to the comprehensive coefficient Kj, the

sorting values of EN, CN and ON. Using Kij, Rj is calculated using

R= YK/ ©)
ieg

As mentioned above, the consensus algorithm selects the master nodes according to the

indicators of credit, scale and computing power, which satisfies the characteristics of

distributed and diversified participants in medical data sharing processes.

Methodology here is to decouple the steps of the consensus process into various steps

which include endorser, ordering, validation as well as the steps of choosing the main

nodes and distributing these tasks to different nodes. The processes will not result in the

performance bottleneck during the whole consensus process, and is conducive to the

lateral extension of the network.

2.4 Application of the DMDL model

Blockchain has a brand new architecture which makes cross-subject business
collaboration easy, efficient and safe. Different from the traditional protocol which is
communication process oriented, DMDL is business process oriented. The running

process of DMDL is shown in Fig. 3.
MeteDatas

Medical DB

5 .
T .
B .
g -~ DMDL
=] - -
5 Sma Updtate
Proposes ...................
________ . contrac
. ts :
- ‘——————— . :
Applications: B :
Results A v

Channnel #X

Figure 3: Running process DMDL

The practical application of DMDL model for medical data sharing is divided into three
steps.

1) Confirm the identity information of each node participating in the medical business.
2) Write smart contracts to define business processes.
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3) Define multi-channel structure according to the participating nodes and smart contracts.

According to the requirements of modern medical institutions featured by diversified
service modes, we will write smart contracts respect to the protection and sharing of
privacy data, copyright protection of medical data. The characteristics and advantages of
DMDL will also be demonstrated.

3 Conclusion

In this paper, we use the Hyperledger Fabric as the experimental platform to develop the
smart contract and demonstrate the operation performance. In addition, the advantages of
DMDL data model are revealed by comparing with existing data models when identical
problems in the process of medical data sharing are analyzed.

3.1 Performance analysis

The configuration of test environment is that, OS: Ubuntu 16.04, CPU:1*3.2 GHz,
memory: 4 GB. The fabric network configuration can be seen from Tab. 2.

Table 2: Fabric network configuration

Fabric  Orderer Peer OrdererType BatchTimeout MessageCount
version count  count

1.0 1 2 solo 2s 10

There are two main operations in the test smart contract: query and invoke, and each of
the two operations contains multiple execution function, such as “initialMedical(),
transferMedical(), delete()” in invoke operation and ‘“readMedical(), getHistory(),
gueryByOwner()” in query operation. We will call multiple times for each function and
calculate the average through of the two operations. The result is showed in Tab 3.

Table 3: Throughput tests

Request Query operation tps Invoke operation tps
4/s 4/s 4/s

8/s 8/s 8/s

16/s 16/s 16/s

50/s 40/s 39/s
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