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Social-Aware Based Secure Relay Selection in Relay-Assisted D2D
Communications
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Abstract: Relay-assisted transmission could effectively enhance the performance of
Device-to-Device (D2D) communications when D2D user equipments (UES) are too far
away from each other or the quality of D2D channel is not good enough for direct
communications. Meanwhile, security is one of the major concerns for proximity services.
The secure relay selection problem for D2D communications underlaying cellular
network is studied in this paper. Firstly, we define a relay selection area and derive the
closed-form of outage probability in D2D links using a Poisson Point Process (PPP)
method. Next, in the defined relay selection area, we propose a secure relay selection
scheme for the relay-assisted D2D communication system by exploiting the social relation
as a security factor. Simulation results show that the scheme based on social relation can
greatly improve the security performance of relay-assisted D2D communications.
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1 Introduction

With the rapid development of mobile communication technologies, wireless spectrum
resources have become unprecedentedly crowded. How to improve the spectrum
utilization, the data transmission rate and system security has become a problem to be
solved in the future wireless communications. D2D communication is a technology that
can improve the spectrum efficiency and channel capacity of the system simultaneously,
and thus has been widely studied and applied. Meanwhile, most research work on
information security, such as cryptography, watermarking, steganography [Yang, Luo, Lu
et al. (2018); Zhang, Qin, Zhang et al. (2018); Ma, Luo, Li et al. (2018)], etc. are the
improvement and optimization of related protocols. The security research work in
communication focuses more on the physical layer security independently in addition to
upper layer protocols. However, most traditional solutions do not fully consider the
security of the relay communication and the social relationships between users. To
address the issue, D2D cooperative communication technology combined with social
networks has emerged. This technology can overcome the shortcomings of traditional
D2D cooperative communications and becomes the research hotspot. Additionally, most
of related works have considered a relatively simple scenario (i.e., in most cases, a single-
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cell scenario containing only a single D2D pair was considered). Actually, the spatially
distributed base stations (BSs) and cellular users (CUs) in practical scenarios would, to a
large extent, impact the accumulated interference of the target users.

For the interference problems caused by D2D communications, the relaying auxiliary
communication is an effective method. How to select an optimal relay node from the
candidate relays is a major problem in relay-assisted D2D communications. In Ma et al.
[Ma, Yin, Yu et al. (2012)], an effective relay selection algorithm was proposed by using
the distributed algorithm to select the optimal one after eliminating the inappropriate
relay nodes which cause the interferences to the CUs and the D2D users.

Furthermore, the terminal devices used by people constitute a mobile social network. A
series of parameters in social networks including social relationships, centricity, and
community can reflect the relationship among cellular network users, and utilizing the
behavior of people in social networks can help to solve the problem of relay selection in
D2D communications. The routing efficiency or total throughput can be improved by
utilizing the characteristics of the social network through selecting relays. In order to
more effectively improve the communication quality of D2D systems and the relay
performance, some scholars have proposed the characteristics of social networks to
improve the performance of the communication system.

Zhang et al. [Zhang, Chen and Zhang (2014)] presented a relay selection scheme based
on social relations. The optimal relay node is selected by considering the social
relationships between the candidate relays and the D2D users. A joint plan of two-step
strategy including relay selection and resource allocation was proposed in Zhao et al.
[Zhao, Gu, Wu et al. (2016)], and the optimal relay node is selected within the described
candidate relay range. Zhao et al. [Zhao, Chai, Chen et al. (2016)] introduced a two-layer
game model to discover the optimal relay node for cell-edge users. Chen et al. [Chen,
Zhao and Shao (2014)] proposed a relay selection method to maximize the D2D relay
link capacity and guarantee QoS for cellular users.

Li et al. [Li, Wu, Hui et al. (2014)] firstly introduced the use of social attributes to
improve D2D performance. Authors in Li et al. [Li, Su and Chen (2015)] defined the
concept of communication requirements and presented a set of social-aware resource
allocation schemes. Zhang et al. [Zhang, Yang and Chen (2016); Cao, Jiang, Chen et al.
(2016)] used the grouping idea in Li et al. [Li, Wu, Hui et al. (2014)] to divide users into
several large groups to satisfy local services and multicast services, respectively. A
concentration mechanism was proposed in Zhang et al. [Zhang, Li, Jin et al. (2015)] to
assist D2D pair matching. Li et al. [Li, Giuseppe, Cao et al. (2015)] combined actual
geographic factors and social information to present a composite grouping approach. A
social awareness program including offline social layer and online social layer for
optimizing D2D communication was presented in Zhang et al. [Zhang, Pan, Song et al.
(2013)]. Wang et al. [Wang, Chen, Kwon et al. (2014)] proposed an innovative traffic
download structure model based on social networks to effectively increase the user’s
download capacity.

In this paper, we analyze the relay-assisted D2D communication system model and give

the closed-form solution of the outage probability. Then using social relations as a
security factor for relay forwarding, we design a social-aware based security relay
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selection scheme, and compare it with the distance-based relay selection schemes.

2 System model

2.1 Network model

In this section, Fig. 1 shows the network model, the pink triangle presents the base
stations, and yellow five-pointed stars are the cellular UEs. The blue solid circles refer
D2D transmitter and the red empty circles are the responding receivers. The relays are
denoted by solid red square and the small empty black circles are idle UEs which can act
as relays.

We assume that the BSs and the conventional CUs are spatially distributed within a given
geographical area according to the classical homogeneous Poisson point process (PPP)
®, and @, of intensities A, and A, respectively. Without loss of generality, an
orthogonal resource allocation is assumed to be performed among co-BS CUs for
effectively mitigating the intra-cell interference. Furthermore, the D2D transmitters are
also distributed according to a homogeneous PPP @ with spatial density A,. Each D2D

transmitter has an associated receiver that is randomly distributed around its D2D peer
with an average distance D, .
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Figure 1: Network model
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When the distance of the D2D pair exceeds D, , a relay will be applied between the

transmitter and the receiver to guarantee D2D link communication. The relays can be idle
CUs, idle DUs or other relay devices with locations specified by a homogeneous PPP of

intensity A, . Note that only when the relay is located in the shadow area as Fig. 2 showed,

that is both the distances to the transmitter and receiver are less than D
be effective and the relay communication will be established.

the relay will

max ?

Figure 2: Relay selection region

2.2 Outage probability analysis of DUEs
2.2.1 SIR analysis for D2D links

We consider a D2D relay aided underlaying cellular network, the cellular network’s
uplink resources are reused for implementing the D2D communications. Without loss of
generality, orthogonal resource allocation is assumed to be performed among co-BS CUs.
To model the cellular/D2D links as well as the interference links, both the large-scale
power law propagation model and the small-scale (e.g., Rayleigh fading) model are taken
into account. Particularly, by considering the transmitter-to-receiver distance d and
transmit power p , the signal power received at a receiver can be denoted

bys=p- hij -D™, which is the exponentially distributed fading coefficient between the

transmitter i and the receiver j (i.e., Rayleigh fading is assumed), and the standard path
loss exponenta > 2. Furthermore, the i.i.d. links are assumed in the above-mentioned

model, corresponding to h; ~exp(b),i, j e{®,, @, D,}.

2.2.2 Interferences analysis for D2D links

The signal-to-interference ratio (SIR) of D2D links is
h,D,“
SIR, = Pk )
Idc + Idd
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where |, and |, represent the interferences caused by CUs and other D2D transmitters

respectively. The effect of noise is omitted. The channel power fading between the D2D
transmitter and its intended receiver is denoted as h; . The transmit power of D2D UEs

(including D2D relay UEs) are all p, . The interference from CUs is
%4

Idc = Z pchdcj Ddcj . (2)
jed,

The interference from the other D2D transmitters is given as

_ -

Iy = Z pdhddeddj : 3)

je@yMij#iq

where j, is the corresponding D2D transmitter.

2.2.3 Outage probabilities in DUEs

A SIR model is considered where a message can be successfully decoded at the tagged
UE if and only if the SIR of the useful signal is greater than a certain threshold ¢ . If the
SIR at the tagged UE does not exceed the threshold, the link experiences an outage (here
after referred to as SIR outage).

Successful transmission probability of the D2D Links is given as
h D—alpha

Sd=Pr(M>6 : (4)
Idc + Idd

Because the positions of CUE and DUE obey two mutually independent spatially
homogeneous PPP, the Laplace transforms of I, and |, can be expressed as [Lee and

Haenggi (2012)]:

) 2
T a a
‘CI (S):exp _ﬂ’x ¢ pxzs2 ' (5)
dx . 2
sin(z-—)
o

where s=¢p,D,”, ¢ is the threshold of SIR. To deferent interference, L, (s) can
be expressed as £,_(s) and £, (s) -

Therefore, we get the upper bound outage probability of the DUEs when they
communicate without any relay:

R =1=£4, (8)4,, (5). (6)

According to the above derivation, the probability of D2D direct communication outage
has been deduced, and the outage probability of D2D aided communication will be
derived below. It is assumed that when performing cooperative communication, a typical
transmission opportunity selects an idle user as a relay in the surroundings, because D2D
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is a communication that occurs in a short distance range, so an overlapping area shown in
Fig. 2 is selected as a selective area of the relay in this paper. In addition, we adopt the
decode-and-forward (DF) relaying scheme.

It is also assumed that the space of the entire system model is A, and there is a selection
areas A (Selection Area, SAe A ) according to maximum distance of D2D

communication D, as shown in Fig. 2, Only idle UEs in the SA may be selected as
relay nodes of the D2D communication pair.

Since the location of the idle UEs obeys the spatially homogeneous PPP, we can get the
outage probability of the relay-assisted communication by Feng et al. [Feng, Wang, Xu et

al. (2014)]:
PR — gkISA#) @)

out

where u is the average outage probability of a relay node, and

u—@f 1-Pr(SIR,, > £)Pr(SIR,, > &)dc.. ®)

Since all D2D source nodes transmit in even slots, while D2D relay nodes transmit in odd
slots, the interference received at a relay node is from all the co-channel source nodes of
other D2D pairs and all the co-channel CUEs that are transmitting in the same radio
resources, while interference received at a D2D destination is from all other co-channel
relay nodes and all co-channel CUEs.

PRI [ o= oL, 6L, )
|5A| )

L, ()L, (s,))dxdy

where S, =&Py ler 'Sy :‘c"pdilDrda and Dy z\/(%-'-x)z"'yz » Dy =\/(%_X)2+yz :

Substituting (9) into (7), we obtain the average outage probability of a dual-hop D2D link:
f D
max ( d )2 max y
out = exp(- 41'[ J. 2 (1 -L (Sl)L (51)

<L, (5,)L,, (5,))dxdy).

(10)

3 Social-aware secure relay selection

The communication security that we will discuss is not physical layer security, but the
security based on social relations. In the relay cooperative communication, the most
secure relay node is selected for data forwarding based on the consideration of security.
The stronger the social relationship between users is, the larger the security of data
forwarding is.

In this section, a social-aware based secure D2D cooperative communication relaying
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scheme is proposed. A distance-based scheme is also introduced in this section for the
security performance comparison.

3.1 Social relations

The emergence of mobile social networks has subverted the existing network architecture
and added a social layer network architecture based on social relations on the basis of the
original physical layer architecture. The relay selection model of the D2D communication
system is shown in Fig. 3. The communication model is composed of a two-layer
structure of a social layer and a physical layer, and there is a one-to-one relationship
between users in the social layer and devices in the physical layer. The presence or
absence of a path between users is not related to the physical link of the physical layer,
but is determined by the social relationship between users. The social relationship
between users is determined by a number of factors, including the relatives and friends
among the users, the history of encounters, and the geographical location of the social
relationships.
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,./ h Cellular User
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Physical N
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«+  Social Relation
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Figure 3: The mapping relationship between the social layer and the physical layer

In this work, we consider that the weight of social-relation is determined by the contact
history defined as follows [Feng, Wang, Chu et al. (2015)]:

T .
Fo=—a . (11)

2T

ked,

In Eq. (11) T; ; is the time of contact history between UE i and UE j, the denominator
is the total contact time between UE i and other UEs. Assume that the base station will
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keep track of contact among users, then F, ; can be calculated. The value of F, ; ranges

from 0-1, and a bigger value stands for a stronger social tie while a small value represents
a weaker social tie. As is proved in Cao et al. [Cao, Jiang, Chen et al. (2016)], the social
tie strength among most nodes is low and only a few nodes have strong social ties with
others which is similar to a Pareto distribution. The social relation weight will play an
important role in secure relay-assisted D2D communications in the following sections.

3.2 Distance-based relay selection

In this part, distance-based relay selection (DRS) strategy is proposed. We have derived
the relay region in Section 2. In this relay region, there may be more or less idle UEs, so
we will select the most appropriate UE as the final relay. Considering the large-scale
fading, we look for the minimum sum of the distances from the D2D transmitter to the
relay and the receiver to the relay respectively. The detailed process of DRS is shown in
Algorithm 1.

Algorithm 1: Distance-based Relay Selection

Input: Anilde UEsset R={R,R,,..., R} in relay Region of D2D link i to i’
Output: The node number of the set with minimum link distance

1: k<1D,, < 2D, K., <1

2:for k<N do

3 D, <« the distance between D2D transmitter i and idle UE k

D, < the distance between idle UE k and D2D receiver i’
if D, +D,. <D, then
I:)min A Dik + Dki" Kmin <~ k

else
k«—k+1

9: return K|

N o a B

3.3 Social-aware based secure relay selection

In this part, social-aware based secure relay Selection (SSRS) mechanism is discussed. In
DRS strategy, the optimal relay is not necessarily the safest. In other words, the social
relation factors between the relay and the transmitter or the receiver may not high.
Therefore, we use the social relationship coefficient as the security factor, and use the
product of the security factor of the relay to the transmitter and to the receiver
respectively as the evaluation standard. The UE relay that has most strong-relation will be
selected as finally relay. The detail relay selection procedure of SSRS is presented in
Algorithm 2.
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Algorithm 2: Social-Aware based Secure Relay Selection

Input: Anilde UEsset R={R,R,,...,R} inrelay Region of D2D link i to i’

Output: The node number of the set with maximum retransmitting security
1 k«<1lF, < 0K, <1

2:for K<N do

3 F,. < the security factor between D2D transmitter i and idle UE k
4 F < the security factor between idle UE k and D2D receiver i'

5 if F -F, >F_, then

6: Frox < Fi Fa Ko <K

7 else

8 kKe«—k+1

9:return F__ K.

4 Simulation results

We evaluate communication security of two relay selection schemes: DRS, SSRS. In the
simulation, we use the Pareto distribution to model the social-relation between the users.
We assume the average radius of simulation area is 500 m and other key parameters
applied in the section are listed in Tab. 1.

Table 1: Simulation parameters

Parameter Physical Meaning Value
A Intensity of cellular BSs 5*10°
A Intensity of ildel Relay UEs 5*10°*
A4 Intensity of D2D UEs 107
0, Required SINR threshold 0db
P. Transmit power of generic cellular UE 30 dbm
Py Transmit power of generic D2D UE 20 dbm
a, Path-loss exponet 3
k Pareto distribution shape parameter 1/20
sigma Pareto distribution scale parameter 1

theta Pareto distribution location parameter 0
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Fig. 4 illustrates the security communication factor of different relay selection schemes
versus relay selection constraint as well as maximum D2D communication radius D, .
As mentioned in Li et al. [Li, Wu, Li et al. (2012)], social relations of users obey the
Pareto distribution. The physical meaning is that within a certain area, most of the
social relationships between users are relatively weak. Only a small part of the users have
strong social relations. Thus, we can observe that as D, increases, the average security
of DRS increases slowly while SSRS increases fast. The reason is that at the beginning a
small D,,, results in a limited number of idle UEs to select where it is hard to find relays;

As D,,, increase, more idle UEs becomes available and relay with strong social relation

can be selected, so the average security factor of SSRS becomes higher, but that of DRS
still keep smaller than 0.1. The dotted line in Fig. 4 represents the lower idle UEs density

(5*10™*) condition. The same reason for little change of DRS and larger decrease of
SSRS.
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Figure 4: The different average security communication factor of two relay selection
schemes vs. maximum D2D communication radius

5 Conclusion

In this paper, we analyzed relay-assisted D2D communications and gave the closed-form
solution of the outage probability. We also proposed a relay selection region
simultaneously. Based on this, two relay selection schemes, i.e. DRS and SSRS, were
proposed. Using social relations as a security factor for relay forwarding, we analyzed the
performance of them. Simulation results reveal that the distance and the social relation
play a significant role in the cooperated D2D communication, hence SSRS outperforms
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DRS in most of the cases. Besides, it was observed that the relay selection region should
be set appropriately, i.e., it should be large enough to contain sufficient strong relation
idle UEs, while not overlarge to waste time in the selection process.

Acknowledgement: This work is supported by the National Natural Science Foundation
of China under Grant No. 61371188, and the National Key R&D Plan under Grant No.
2017YFC0803403.

References

Cao, Y.; Jiang, T.; Chen, X.; Zhang, J. (2016): Social-aware video multicast based on
device-to-device communications. IEEE Transactions on Mobile Computing, vol. 15, no.
6, pp. 1528-1539.

Feng, H.; Wang, H.; Chu, X.; Xu, X. (2015): On the tradeoff between optimal relay
selection and protocol design in hybrid d2d networks. IEEE International Conference on
Communication Workshop, pp. 705-711.

Feng, H.; Wang, H.; Xu, X.; Xing, C. (2014): A tractable model for device-to-device
communication underlaying multi-cell cellular networks. IEEE International Conference
on Communications Workshops, pp. 587-591.

Lee, C.; Haenggi, M. (2012): Interference and outage in poisson cognitive networks.
IEEE Transactions on Wireless Communications, vol. 11, no. 4, pp. 1392-1401.

Li, H.; Wu, C.; Li, Z.; Huang, W.; Lau, F. C. M. (2012): Stochastic optimal multirate
multicast in socially selfish wireless networks. Proceedings IEEE INFOCOM, pp. 172-180.
Li, Y.; Su, S.; Chen, S. (2015): Social-aware resource allocation for device-to-device
communications underlaying cellular networks. IEEE Wireless Communications Letters,
vol. 4, no. 3, pp. 293-296.

Li, Y.; Wu, T.; Hui, P.; Jin, D.; Chen, S. (2014): Social-aware d2d communications:
gualitative insights and quantitative analysis. IEEE Communications Magazine, vol. 52,
no. 6, pp. 150-158.

Ma, X.; Yin, R.; Yu, G.; Zhang, Z. (2012): A distributed relay selection method for
relay assisted device-to-device communication system. IEEE 23rd International
Symposium on Personal, Indoor and Mobile Radio Communications, pp. 1020-1024.

Ma, Y.; Luo, X.; Li, X.; Bao, Z.; Zhang, Y. (2018): Selection of rich model
steganalysis features based on decision rough set a-positive region reduction. IEEE
Transactions on Circuits and Systems for Video Technology, pp. 1.

Wang, L.; Araniti, G.; Chunyang, C.; Wang, W.; Liu, Y. (2015): Device-todevice
users clustering based on physical and social characteristics. International Journal of
Distributed Sensor Networks-Special Issue on Big Data and Knowledge Extraction for
Cyber-Physical Systems, no. 1, pp. 1-14.

Wang, X.; Chen, M.; Kwon, T.; Jin, L.; Leung, V. C. M. (2014): Mobile traffic
offloading by exploiting social network services and leveraging opportunistic device-to-
device sharing. IEEE Wireless Communications, vol. 21, no. 3, pp. 28-36.

Yang, C.; Luo, X.; Lu, J.; Liu, F. (2018): Extracting hidden messages of misb



516 Copyright © 2019 Tech Science Press CMC, vol.58, no.2, pp.505-516, 2019

steganography based on optimal stego subset. Science China Information Sciences, vol.
61, pp. 1-3.

Zhang, B.; Li, Y.; Jin, D.; Hui, P.; Han, Z. (2015): Social-aware peer discovery for d2d
communications underlaying cellular networks. IEEE Transactions on Wireless
Communications, vol. 14, no. 5, pp. 2426-2439.

Zhang, G.; Yang, K.; Chen, H. (2016): Socially aware cluster formation and radio
resource allocation in d2d networks. IEEE Wireless Communications, vol. 23, no. 4, pp.
68-73.

Zhang, M.; Chen, X.; Zhang, J. (2014): Social-aware relay selection for cooperative
networking: an optimal stopping approach. IEEE International Conference on
Communications, pp. 2257-2262.

Zhang, Y.; Pan, E.; Song, L.; Saad, W.; Dawy, Z. et al. (2013): Social network
enhanced device-to-device communication underlaying cellular networks. IEEE/CIC
International Conference on Communications in China-Workshops, pp. 182-186.

Zhang, Y.; Qin, C.; Zhang, W.; Liu, F.; Luo, X. (2018): On the fault-tolerant
performance for a class of robust image steganography. Signal Processing, vol. 146, pp.
99-111.

Zhao, J.; Chai, K. K.; Chen, Y.; Schormans, J.; Alonso-Zarate, J. (2016): Two-level
game for relay-based throughput enhancement via d2d communications in LTE networks.
IEEE International Conference on Communications, pp. 1-6.

Zhao, M.; Gu, X.; Wu, D.; Ren, L. (2016): A two-stages relay selection and resource
allocation joint method for d2d communication system. IEEE Wireless Communications
and Networking Conference, pp. 1-6.

Zhengwen, C.; Su, Z.; Shixiang, S. (2014): Research on relay selection in device-to-
device communications based on maximum capacity. International Conference on
Information Science, Electronics and Electrical Engineering, vol. 3, pp. 1429-1434.



