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Abstract: The medical industry develops rapidly as science and technology advance. 
People benefit from medical resource sharing, but suffer from privacy leaks at the same 
time. In order to protect patients’ privacy and improve quality of medical images, a novel 
reversible data hiding (RDH) scheme based on lesion extraction and with contrast 
enhancement is proposed. Furthermore, the proposed scheme can enhance the contrast of 
medial image's lesion area directly and embed high-capacity privacy data reversibly. 
Different from previous segmentation methods, this scheme first adopts distance 
regularized level set evolution (DRLSE) to extract lesion and targets at the lesion area 
accurately for medical images. Secondly, the data is embedded into the lesion area by 
improved histogram shifting method to enhance the contrast of medial image’s lesion 
area. Lastly, the rest of data is embedded into the non-lesion area by the high-capacity 
embedding method to achieve the higher payload. At the receiving end, data can be 
extracted completely and images can be recovered losslessly by the third party with right. 
Experimental results have shown that the method of lesion extraction has an advantage 
over the existing segmentation methods in medical images. The image quality is 
improved well and the performance of contrast enhancement in the lesion area is better 
than other RDH methods with contrast enhancement. 
 
Keywords: Reversible data hiding, contrast enhancement, lesion extraction, privacy 
protection, medical images. 

1 Introduction 
Cloud and big data have been derived from the explosion of data and information. The 
researches in such areas have promoted the rapid development of information storage, 
information mining, network application and computing technology. However, cloud and 
big data are easy to cause privacy leaks as personal information mounts and accumulates 
in the network. 
Modern big data increasingly appears in a variety of forms. And image is a commonly 
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used medium of information storage and transmission. In particular, the medical image is 
an important carrier of information about patients' physical condition. Besides, the 
medical image is labeled with private information, such as name, age, sex and so on, to 
distinguish its ownership. As a result, there are privacy leaks of patients in cloud and big 
data. A secure scheme will be desired to protect patients' privacy in the sharing of 
medical images. 
Reversible data hiding (RDH) is a data hiding technique that can recover the original 
image without any distortion after the embedded data is extracted from the marked image 
and the hidden data is so unperceived that it is protected well. There are already many 
classic algorithms, such as difference expansion (DE) [Tian (2003)], histogram shifting 
(HS) [Ni, Shi, Ansari et al. (2006); Du, Yin and Zhang (2018)], and prediction error 
expansion (PEE) [Sachnev, Kim, Nam et al. (2009); Li, Yang and Zeng (2011)]. DE 
method expands the difference value between two pixels to obtain redundant space to 
embed data. HS method embeds data by shifting the peak bin or lowest bin of the gray 
histogram. And PEE method expands a prediction error which is calculated according to 
the prediction rule to obtain redundant space to embed data. 
This important technique is widely used in medical images, where no distortion of the 
original image is allowed. Different from natural images, medical images are often 
demanded that the contrast of images can be enhanced for helping doctors to diagnose 
[Wu, Dugelay and Shi (2015); Wu, Tang, Huang et al. (2018); Gao and Shi (2015); Yang, 
Zhang, Liang et al. (2016); Gao, Wan, Yao et al. (2017); Yang, Zhang, Liang et al. 
(2018)]. And data to be embedded is not limited to authentication information, it may be 
information about the patient’s privacy, such as personal information, diagnostic records 
and results. These information is embedded into medical images to be protected. Only the 
third party with right, such as doctors and patient himself, can extract data and recover 
image completely. There are the state-of-the-art RDH methods with contrast 
enhancement as follows. Wu et al. [Wu, Dugelay and Shi (2015)] expanded the peak-
pairs of gray histograms to embed data to enhance image’s contrast, and they improved 
image preprocessing to achieve the higher payload later [Wu, Tang, Huang et al. (2018)]. 
On the basis of HS, Gao et al. [Gao and Shi (2015)] added wavelet domain to embed 
more data. Yang et al. [Yang, Zhang, Liang et al. (2016)] prioritized to embed data into 
the texture region by prediction errors histogram. For medical images, there are existing 
RDH methods based on region of interest (ROI) segmentation, such as adaptive threshold 
detector (ATD) and Otsu. Gao et al. [Gao, Wan, Yao et al. (2017)] adopted HS to embed 
data into ROI which was segmented by Otsu. Yang et al. [Yang, Zhang, Liang et al. 
(2018)] adopted HS to embed data respectively into region of interest and region of non-
interest (NROI) which were segmented by ATD. 
Through analyzing the existing RDH methods with contrast enhancement, we find that 
the contrast enhancement of these methods [Wu, Dugelay and Shi (2015); Wu, Tang, 
Huang et al. (2018); Gao and Shi (2015); Yang, Zhang, Liang et al. (2016)] are not 
obvious at the low embedding rate and the segmentation ways [Gao, Wan, Yao et al. 
(2017); Yang, Zhang, Liang et al. (2018)] which are based on threshold are not intuitive 
for doctors to diagnose. Therefore, the more goal-oriented segmentation scheme and 
RDH method with obvious contrast enhancement are required for medical images. Thus, 
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we propose a novel RDH scheme based on lesion extraction and with contrast 
enhancement for medical images in this paper. The main contributions of the proposed 
scheme include two aspects: 
(1) Propose a novel way which can extract lesion by distance regularized level set 
evolution. Experimental results have shown that it is goal-oriented and intuitive for 
medical images. And it has an advantage over the state-of-the-art segmentation methods 
for doctors to diagnose. 
(2) Propose two different embedding methods in the lesion area and the non-lesion area 
respectively. To improve quality of medical images, data first is embedded into empty 
bins of the gray histogram in the lesion area after stretched. To achieve the higher 
payload, the rest of data is embedded into the non-lesion area. Experimental results have 
shown that the contrast of lesion area is enhanced obviously and the performance of 
contrast enhancement in the lesion area is better than others which also are RDH methods 
with contrast enhancement. 
The rest of this paper is organized as follows. Section 2 describes the details of the 
proposed scheme. Experimental results and analysis are shown in Section 3. Finally, 
conclusion is presented in Section 4. 

2 Proposed method 
To protect patients' privacy and improve quality of medical images, this paper proposed a 
novel reversible data hiding scheme based on lesion extraction and with contrast 
enhancement. Aiming at the lesion area, the proposed scheme adopts distance regularized 
level set evolution to extract lesion for helping doctors to diagnose. Privacy data related 
to the patient is embedded into the lesion area and the non-lesion area respectively to be 
recorded and protected. In addition, the image quality is improved well. Data can be 
extracted completely and image can be recovered losslessly by the third party with right. 
Fig. 1 illustrates the diagram of the proposed scheme.  

 

Figure 1: The diagram of the proposed scheme 
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2.1 Lesion extraction 
At present, there are existing RDH methods which based on ROI segmentation, such as 
ATD and Otsu, for medical images. Those methods based on threshold segmentation are 
used to segment an image into foreground regarded as ROI and background regarded as 
NROI. In fact, doctors first distinguish between the normal and abnormal area of medical 
images after observing. Then, they analyze the lesion characteristics of the abnormal area 
intensively and make a clinical diagnosis eventually. So, the lesion area is an important 
basis for doctors to make a diagnosis. The proposed scheme adopts distance regularized 
level set evolution (DRLSE) [Li, Xu, Gui et al. (2010)] which is suitable for various types 
of medical images, such as computed tomography (CT), magnetic resonance imaging 
(MRI), ultrasound imaging (USI) and so on, to extract lesion. Due to space limitations, 
we briefly describe the process of lesion extraction as follows: 
(1) Lesion initialization: The approximate position of lesion is marked in red rectangle 
manually as shown in Figs. 2(b), 2(e) and 2(h). 
(2) Lesion extraction: The accurate lesion area is adaptively circled by the method of 
distance regularized level set evolution as shown in Figs. 2(c), 2(f) and 2(i). The area 
drawn by the red line is the lesion area which it is denoted as L . 

 
Figure 2: The process of lesion extraction 

Let I  be a medical image and ),( yxI  be a pixel located at the coordinates ),( yx  on I . 
A binary image ),( yxIb  is generated by 
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where L  is the region of lesion area. “1” in bI  denotes the lesion area. “0” in bI  denotes 
the non-lesion area. We can extract lesion from I  in accordance with bI . 

2.2 Data embedding 
To protect patients' privacy, privacy data is embedded into the corresponding medical 
image. Data first is embedded into the lesion area to enhance its contrast. The rest of data 
is embedded into the non-lesion area to achieve the higher payload. To achieve 
reversibility, the auxiliary information needs to be embedded into the image. This section 
details the process of data embedding. 

2.2.1 Embedding in the lesion area 
Medical images’ lesion area is the important basis for doctors to make a diagnosis. We 
aim at enhancing the contrast of lesion area for improving the quality of medical images 
and achieving RDH meanwhile. To enhance contrast, the lesion area is stretched firstly. 
As a result, there are empty bins in the gray histogram. Data is sequentially embedded 
into the empty bins of the stretched histogram. And the contrast of lesion area is 
enhanced further, which is similar to the effect of histogram equalization. The embedding 
steps in the lesion area are detailed as follows: 
(1) The value of pixel in the lesion area is stretched firstly. The original value oI  will be 
stretched to lI , when the value is stretched from [ ]maxmin ,II   into [ ]maxmin ,LL   as follow: 
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where lI  is the pixel in the lesion area after stretched. In general, 
2550 and LL maxmin == . 

(2) To avoid overflow and underflow problem, data is embedded by shifting histogram 
from left to right if the pixel lI  is in [0,126], or data is embedded by shifting histogram 
from right to left if the pixel lI  is in [129,255]. Calculate the gray histogram of lesion 
area. The modified pixel lI ′  is modified by 
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In which lI is the unmodified pixel in lesion area. mI  is the pixel value of peak bin in gray 
histogram. { }10，∈ib  is the secret data to be embedded. )( lIh  is the frequency of pixel lI  
in the gray histogram. 
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(3) Repeat Step (2) until there is no empty bin to be embedded or all data is embedded 
into the lesion area. The pixel value of peak bin in each round is embedded as the part of 
privacy data into the next round. 
 

2.2.2 Embedding in the non-lesion area 
To achieve the higher embedding rate, the rest data is embedded into the non-lesion area 
when there is no empty bin to embed data in the lesion area. We adopt a high-capacity 
RDH method [Li, Yang and Zeng (2011)] that can achieve the high embedding rate. The 
embedding steps in the non-lesion area are detailed as follows: 
(1) Select one of four prediction modes in Weng et al. [Weng, Pan and Zhou (2017)] and 
calculate the prediction errors jie , by 

jijiji pIe ,,, −=  (4) 
In which the prediction value jip , is predicted by its neighbors simply using the 
interpolation technique in Luo et al. [Luo, Chen, Chen et al. (2010)]. 
(2) Calculate the value of smoothness σ  which measures whether the pixel jiI ,  is 
smooth or complex by standard deviation of jiI ,  and its eight surrounding neighbors. 
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In which u  is the mean of jiI , and its eight surrounding neighbors. 
(3) The expanded prediction error jie ,′  is calculate by Eq. (6) if vT<σ . 
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In which { }3,2,1,0∈ib , pv TT  and   are thresholds detailed in Li et al. [Li, Yang and Zeng 
(2011)]. 

jie ,′  is calculate by Eq. (7) if vT≥σ . 
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In which { }1,0∈ib . 

(4) The modified pixel jiI ,′  is got by  
jijiji epI ,,, ′+=′  (8) 
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In which jiI ,′  should be in [0,255]. If there occurs overflow or underflow problems, we 
need the location map to record the overflow or underflow situation. 
Steps (1)-(4) are the process of a layer embedding. If a layer embedding does not meet the 
required embedding rate, repeat Steps (1)-(4) until all data is embedded into the image. 

2.2.3 Embedding of auxiliary information 
In order to extract data completely and recover image losslessly, the auxiliary 
information, such as the edge of lesion area, the peak bin in the last round mI  in the 
lesion area, the threshold pv TT  and  , the number of embedding layer, the end of symbol 
and the compressed location map in the non-lesion area, needs to be embedded into 
image. The four sides of medical image do not contain critical information, so they are 
used to embed all auxiliary information. As shown in Fig. 3, the size of the image is 

YX ∗ , h  rows and h  columns of the image’s sides without first M  pixels is the place 
to embed auxiliary information by replacing least significant bit (LSB). It is worth noting 
that h  rows and h  columns of the image’s sides are segmented first and they do not 
participate in the embedding process of lesion or non-lesion area. h (2 bits), the number 
of LSB plane (2 bits) and the end of symbol( YlogXlog 22 + bits) are put in the first 
M ( YlogXlogM 22 +++= 22 ) pixels’ LSB. Original LSBs in h  rows and h  columns 
of image’s four sides are embedded into the non-lesion area to vacate room which is used 
to embed the auxiliary after all data is embedded into image. 

 
Figure 3: The four sides of image 

2.3 Data extraction and image recovery 
The marked images are images with contrast enhancement and contain data which is not 
perceived. Only the third party with right, such as doctors and patient himself, can extract 
data and recover image. If doctors want to learn about information related patients or 
patient himself wants to know diagnostic records and results, data can be extracted from 
the marked image and the medical image can be recovered without distortion. This 
section details the process of data extraction and image recovery. 
(1) Extract first M  pixels’ LSB in four sides of image to obtain h , the number of LSB 
plane and the end of symbol. 
(2) Extract all auxiliary information from four sides of image except for the first M  
pixels, such as the edge of lesion area, the peak bin in the last round mI  in the lesion area, 
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the threshold pv TT  and  , the number of embedding layer, the end of symbol and the 
compressed location map in the non-lesion area. And decompress the location map of 
non-lesion area. 
(3) Extract the lesion area and the rest of image is the non-lesion area according to the 
edge of lesion area. 
(4) In the non-lesion area, if vT<σ , data ib  and the prediction error jie ,  are calculated 
by Eq. (9) and Eq. (10). 

, ,4 4i i j i jb e e′ ′= −     (9) 

Where { }3,2,1,0∈ib . 
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If vT≥σ , data ib  and the prediction error jie ,  are calculated by Eq. (11) and Eq. (12). 
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The original pixel jiI ,  in the non-lesion area is recovered by 
jijiji epI ,,, +=  (13) 

Repeat the process of extraction and recovery in the non-lesion area until all data is 
extracted. 
(5) Obtain LSBs of image in four sides from data which just has been extracted from the 
non-lesion area to recover four sides of image. 
(6) In the lesion area, data extraction and image recovery are as follows: 
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(7) The pixel lI  in the lesion area is recovered to oI  which is the pixel before stretched 
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by  

( ) 
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−
= minminmax
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o III*
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3 Experimental results 
We do a lot of experiments on medical images. However, due to the limitation of the 
space, we only randomly choose three medical images (in Fig. 4) from three different 
kinds which are often made to examine body in hospital to show the experiment results: 
CT mainly examines bone, joint, organ in thorax etc through X-ray, MRI mainly 
examines brain, soft tissue of the whole body etc through electromagnetic wave, USI 
mainly examines abdomen, blood vessel etc through ultrasound. To illustrate the 
characteristic of the proposed scheme, we do two series experiments: discuss the 
experiment results in the lesion area, and compare the performance of contrast 
enhancement in the lesion area by the proposed method with others which are also RDH 
methods with contrast enhancement at different embedding rate. In this section, the 
experimental results and analysis are introduced in detail. 

 
Figure 4: Three original medical images 

3.1 Experiment results in the lesion area 
We discuss the experiment results of lesion area in this section. We first compare lesion 
extraction in the proposed scheme with ROI methods which are the state-of-the-art 
segmentation methods. ROI methods based on threshold segmentation divide images into 
foreground and background. Foreground is regarded as ROI which is interesting for doctors 
and background is regarded as NROI which do not contain the key information. As shown 
in Figs. 5(b), 5(f) and 5(j) are ROI by Otsu [Gao, Wan, Yao et al. (2017)]. In particular, Fig. 
5(j) ignores the important place where is the lesion area by Otsu. Figs. 5(c), 5(g) and 5(k) 
are ROI by ATD [Yang, Zhang, Liang et al. (2018)]. Fig. 5(d), 5(h) and 5(l) are the lesion 
area by the way of lesion extraction. We can conclude that ROI is just the place where is 
sweeping, and it is not intuitive to observe. The lesion area is the doctor's focus and used as 
the basis for clinical diagnosis. Lesion extraction is performed on the lesion area, and the 
effect of segmentation is clear and intuitive to observe. So, the proposed scheme based 
lesion extraction has an advantage over other segmentation methods. 
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Figure 5: The comparison of lesion extraction with ROI methods 

From the subjective visual and objective data, we discuss the performance of contrast 
enhancement and the maximum embedding bits in the lesion area. As shown in Figs. 6, 7 
and 8, the contrast of lesion area in three different types of medical images is enhanced 
obviously in 0.1 bpp, 0.6 bpp, 0.8 bpp, and 1 bpp respectively. Since data is embedded 
into empty bins in the lesion area, there is the maximum embedding bits. As shown in 
Tab. 1, there are 106859 bits, 131466 bits, 309087 bits in the lesion area of three medical 
images respectively, the corresponding value of no-reference contrast distortion image 
quality assessment (NR-CDIQA) is 2.6808, 2.5863, and 2.8334 respectively, and the 
corresponding value of no-reference improved contrast distortion image quality 
assessment (NR-ICDIQA) is 2.8265, 2.9753, and 2.8602 respectively. Here, NR-CDIQA 
[Fang, Ma, Wang et al. (2014)] and NR-ICDIQA [Wu, Zhu, Yang et al. (2018)] are no-
reference image quality assessment (IQA) method based on the principle of natural scene 
statistics (NSS) only for contrast enhancement. NR-CDIQA and NR-ICDIQA methods 
can effectively assess the quality of contrast-enhancement images. The higher the scores 
of NR-CDIQA and NR-ICDIQA are, the better the quality of images is. 

 
Figure 6: The original image and the marked images of “CT” in 0.1 bpp, 0.6 bpp, 0.8 
bpp, 1 bpp 
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Figure 7: The original image and the marked images of “MRI” in 0.1 bpp, 0.6 bpp, 0.8 
bpp, 1 bpp 

 
Figure 8: The original image and the marked images of “USI” in 0.1 bpp, 0.6 bpp, 0.8 
bpp, 1 bpp 

Table 1: The maximum embedding bits and the value of NR-CDIQA and NR-ICDIQA 
in the lesion area 

image The maximum 
embedding bits NR-CDIQA NR-ICDIQA 

CT (298*292) 106859 2.6808 2.8265 
MRI (340*380) 131466 2.5863 2.9753 
USI (512*512) 309087 2.8334 2.8602 

3.2 Comparison of the proposed method with other RDH methods with contrast 
enhancement 
We discuss the performance of contrast enhancement in the lesion area by the proposed 
method when compared with Yang et al. [Yang, Zhang, Liang et al. (2016)] and Wu et al.’s 
[Wu, Tang, Huang et al. (2018)] method which are also contrast-enhancement RDH methods 
at different embedding rates, as shown in Tabs. 2, 3 and 4. We also calculate peak signal to 
noise ratio (PSNR) and structural similarity index measurement (SSIM). It is worth noting 
that PSNR and SSIM are traditional image quality assessment. PSNR is based on the error 
between the marked image and the original image. It is an image quality assessment for error 
sensitive image. But it does take into account the human visual characteristics. SSIM is a full-
reference image quality assessment which reflects the structural characteristics of the image, 
but it ignores the underlying visual characteristics of the human visual system. Therefore, 
PSNR and SSIM do not evaluate the image with contrast enhancement well. We use NR-
CDIQA and NR-ICDIQA methods to assess the quality of marked images. The value of NR-
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CDIQA and NR-ICDIQA by the proposed method are higher than Yang and Wu’s method as 
shown in Tabs. 2, 3 and 4. It shows the contrast of image quality in the lesion area is 
enhanced obviously by the proposed method and is better than other contrast-enhancement 
RDH methods at different embedding rates. 

Table 2: Comparison of the proposed method with Yang and Wu’s method in “CT” 

 
Table 3: Comparison of the proposed method with Yang and Wu’s method in “MRI” 

Embedding 
rate (bpp) 

Method PSNR SSIM NR-CDIQA NR-ICDIQA 

0.1 
Yang 53.2659 0.9989 2.1405 2.1368 
Wu 20.1912 0.9008 2.1217 2.0490 

Proposed 24.8080 0.9842 2.1699 2.2556 

0.6 
Yang 46.4140 0.9914 2.1462 2.1536 
Wu 20.2512 0.9903 2.1161 2.0272 

Proposed 24.8914 0.9843 2.5865 2.9755 

0.8 
Yang 46.2580 0.9911 2.1463 2.1539 
Wu 20.2117 0.8910 2.1161 2.0286 

Proposed 24.8919 0.9843 2.5872 2.9758 

1 
Yang 46.2385 0.9910 2.1463 2.1543 
Wu 19.9126 0.8645 2.1161 2.0313 

Proposed 24.8929 0.9843 2.5883 2.9765 

Embedding 
rate (bpp) 

Method PSNR SSIM NR-CDIQA NR-ICDIQA 

0.1 
Yang 56.0432 0.9984 2.2053 2.1589 
Wu 21.6739 0.9487 2.2084 2.1394 

Proposed 24.3267 0.9676 2.3203 2.2638 

0.6 
Yang 48.9086 0.9916 2.2082 2.1640 
Wu 23.2506 0.9473 2.3530 2.3507 

Proposed 24.3538 0.9676 2.3739 2.3643 

0.8 
Yang 48.6460 0.9909 2.2082 2.1645 
Wu 26.3139 0.9567 2.3915 2.3533 

Proposed 24.4182 0.9677 2.6817 2.8255 

1 
Yang 48.5756 0.9903 2.2083 2.1646 
Wu 29.8129 0.9570 2.4326 2.3984 

Proposed 24.4184 0.9677 2.6818 2.8255 
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Table 4: Comparison of the proposed method with Yang and Wu’s method in “USI” 

 
Next, we analyze the reasons why the proposed method is better than Yang and Wu’s 
method. Yang’s method prioritizes to embed data into the texture region by prediction 
errors histogram. Lesion is not necessarily the texture region. Yang’s method does not 
effectively enhance the contrast of lesion area. Wu’s method embeds data into images by 
histogram shifting. It first chooses the highest two bins, and keeps the bins between the 
two peaks unchanged and shifts the other bins outwards. Its contrast is obviously 
enhanced at the low embedding rate. The proposed method adopts DRLSE to extract 
lesion. It is goal-oriented for medical images. In the lesion area, the pixels are stretched to 
enhance contrast. Data is firstly embedded into empty bins of stretched histogram to 
enhance contrast further. The contrast of lesion area is obviously enhanced at the low 
embedding rate. In addition, it can avoid the overflow and underflow problem. In the 
non-lesion area, the rest of data is embedded to achieve the higher payload. It can achieve 
good image quality at high embedding rate. Through a lot of experiments, the quality of 
marked images in the lesion area is obviously better than other RDH methods with 
contrast enhancement. 

4 Conclusion 
Aiming at protecting patients' privacy and improving quality of medical images, this 
paper proposes a novel reversible data hiding scheme based on lesion extraction and with 
contrast enhancement. The proposed scheme first adopts DRLSE to extract lesion. In the 
lesion area, data is embedded preferentially into empty bins of stretched histogram to 
improve image quality. In addition, it can avoid the overflow and underflow problem. In 
the non-lesion area, the rest of data is embedded to achieve the higher payload. What is 
more, data can be extracted completely and image can be recovered losslessly by the 

Embedding 
rate (bpp) Method PSNR SSIM NR-CDIQA NR-ICDIQA 

0.1 
Yang 59.8321 0.9993 2.3607 2.3653 
Wu 24.7092 0.9536 2.2510 2.1961 

Proposed 25.3743 0.9565 2.4876 2.4101 

0.6 
Yang 49.8644 0.9941 2.3639 2.3715 
Wu 26.2095 0.9722 2.2983 2.2907 

Proposed 25.4509 0.9572 2.5943 2.5859 

0.8 
Yang 49.6617 0.9936 2.3640 2.3717 
Wu 25.4433 0.9756 2.3682 2.2933 

Proposed 25.4926 0.9570 2.8336 2.8603 

1 
Yang 49.5233 0.9936 2.3643 2.3722 
Wu 25.6257 0.9623 2.3052 2.3234 

Proposed 25.4934 0.9571 2.8337 2.8604 
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third party with right. Through a lot of experiments, the proposed scheme based on lesion 
extraction has an advantage over other segmentation methods. Experimental results have 
shown that the quality of marked image is improved obviously and the performance of 
contrast enhancement in the lesion area is better than other contrast-enhancement RDH 
methods. In conclusion, the proposed scheme can protect patients' privacy and improve 
the quality of medical images effectively. In the future, the method of adaptive lesion 
extraction, such as machine learning method, and reversible data hiding for improving the 
quality of medical images will be researched further. 
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