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ABSTRACT

The consensus scheme is an essential component in the real blockchain environment. The Delegated Proof of Stake
(DPoS) is a competitive consensus scheme that can decrease energy costs, promote decentralization, and increase
efficiency, respectively. However, how to study the knowledge representation of the collective voting information
and then select delegates is a new open problem. To ensure the fairness and effectiveness of transactions in the
blockchain, in this paper, we propose a novel fine-grained knowledge representation method, which improves the
DPoS scheme based on the linguistic term set (LTS) and proportional hesitant fuzzy linguistic term set (PHFLTS).
To this end, the symmetrical LTS is used in this study to express the fine-grained voting options that can be chosen to
evaluate the blockchain nodes. PHFLTS is used to model the collective voting information on the voted blockchain
nodes by aggregating the voting information from other blockchain nodes. To rank the blockchain nodes and
then choose the delegate, a novel delegate selection algorithm is proposed based on the cumulative possibility
degree. Finally, the numerical examples are used to demonstrate the implementation process of the proposed DPoS
consensus algorithm and also its rationality. Moreover, the superiority of the proposed DPoS consensus algorithm is
verified. The results show that the proposed DPoS consensus algorithm shows better performance than the existing
DPoS consensus algorithms.
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1 Introduction

The concept of blockchain originated from Bitcoin, which was first proposed in 2008. Blockchain
is the core part of electronic money—Dbitcoin. It works as a public ledger in various Bitcoin systems,
which is in charge of recording all the transactions in chronological order [1,2]. From the perspective of
the application, blockchain is a distributed database, which shows some features of decentralization,
non-tampering, transparency, and traceability [3]. Owing to its capabilities, blockchain can provide
a trusted, secure, and efficient environment for different application scenarios [4]. It has shown
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successful applications in the fields of transport systems [5], industrial IoT (Internet of Things) systems
[6,7], medical information-sharing platforms [8—10], and smart cities [11,12].

Blockchain comprises four core technologies, which are the distributed ledger, asymmetric
encryption, smart contract, and consensus mechanism, respectively [13]. All of them cooperate for
completing the functions of data storage, data security, data application, and data processing. The
distributed ledger adopts the design philosophy of decentralization to build a blockchain platform
as a distributed network [14]. Persons can freely join the distributed blockchain network and then
participate in the recording activities of transactions together. At the same time, people usually cannot
achieve consensus when the number of involved persons keeps increasing. The consensus scheme can
solve the problem that how to achieve consensus in blockchain under the distributed environment.

The Delegated Proof of Stake (DPoS) [15] was proposed by Daniel Larimer. It is an efficient
and democratic alternative for solving the consensus problem. DPoS requires the blockchain nodes to
vote and then elect delegates to govern the blockchain network and then propose core changes [16].
How to represent the collective voting information and select delegates is a new open problem. In
the traditional DPoS consensus scheme, each blockchain node votes for the nodes in each round of
selection [17]. The blockchain nodes having the first n largest number of votes are selected as delegates
when n delegates are needed. In this study, the nodes voted for their trusting nodes or abstained, while
the “opposition” opinion was not considered. To consider the “opposition” opinion, Xu et al. [18,19]

used the vague set that can express “support”, “abstention”, and “opposition” opinions that were given
by all the nodes for the voted nodes.

To the best of our knowledge, only the study of Xu et al. [1 8] focused on how to represent collective
voting information on the voted blockchain nodes. However, the study of Xu et al. [1&] still had a big
challenge in that the intensities of the “support” and “opposition” opinions are not considered. This
case may lead to information loss and then decrease the accuracy of knowledge representation. To
overcome this challenge, we propose a novel fine-grained knowledge representation method to improve
the existing DPoS consensus schemes. Our contributions are listed as follows:

(1) The symmetrical linguistic term set (LTS) is used to provide fine-grained voting options for
voting nodes. The symmetrical LTS can explicitly contain different intensities of “support”, and
“opposition” opinions. It can better express the subtle attitude of voting nodes.

(2) The concept of proportional hesitant fuzzy linguistic term set (PHFLTS) is used to represent
the collective voting information of the voting nodes on the voted nodes. It provides an accurate way
to model the collective opinions of the voting nodes.

(3) Based on the cumulative possibility degree and the lottery algorithm, a novel delegate selection
algorithm is proposed to rank blockchain nodes and then elect delegates. Two numerical examples are
provided to illustrate the implementation process of the proposed delegate selection algorithm.

(4) To validate the superiority of the novel delegate selection algorithm, the simulations are
conducted to compare the novel delegate selection algorithm with the existing algorithms. The results
show that the novel delegate selection algorithm is better than the existing algorithms.

The remainder of this study is organized as follows: Section 2 briefly reviews the existing studies
of consensus schemes for blockchain. The basic knowledge of the linguistic term sets (LTSs) and
proportional hesitant fuzzy linguistic term sets (PHFLTSs) are presented in Section 3. Section 4
improves the DPoS consensus scheme based on the LTS and PHFLTS, and then proposes a novel
delegate selection algorithm. One numerical example and a series of simulations are conducted to
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show the performance superiority of the novel delegate selection algorithm in Section 5. In Section 6,
some valuable conclusions are given. In the Section 7, limitations and future scope are discussed.

2 Studies about DPOS Consensus Scheme

The DPoS consensus scheme runs like a democratic system, where the blockchain nodes who stake
a token have the chance to elect a fixed number of delegates for validating blocks [20-22]. The election
of delegates is a continuous process [23]. It starts automatically at set intervals. The elected delegates
are always at risk of being replaced by the blockchain nodes who will get more votes in the next round
[24]. Due to its excellent features, the DPoS consensus scheme has become the research focus in the
blockchain field [25]. The master node has the authority to sort and broadcast transactions, but it
may be a selected malicious node. Therefore, the selection of the master node poses a threat to the
distributed blockchain system [26].

To decrease the probability of selecting the malicious nodes as the delegates and also prevent the
centralization of the blockchain, Liu et al. [27] used the k-means algorithm to select good nodes in
the DPoS consensus scheme. Tao et al. [28] introduced the Borda count voting method [29] to elect
delegates. To satisfy the performance requirements of blockchain systems, Luo et al. [30] improved the
ring-based election algorithm to select delegates. In the traditional DPoS consensus scheme [31,32],
the blockchain nodes vote for other blockchain nodes, and the blockchain nodes with more votes
are selected as delegates. The traditional DPoS consensus scheme does not consider the influence of
negative votes on the delegate selection results. To address this problem, Xu et al. [18] improved the
traditional DPoS consensus scheme by using vague sets. The vague sets are employed to accurately
express the collective voting information that contains positive votes, neutral votes, and negative votes.
Liu et al. [20] further improved the study of Xu et al. [18] by introducing the concept of average
fuzziness.

Through the above discussions, it can be seen that few of the existing research studies focus on
the knowledge representation of the collective voting information in the DPoS consensus scheme.
Although the existing studies [26] used vague sets to express the collective voting information of the
blockchain nodes, they still cannot express the fine-grained voting attitudes of positive and negative
votes. In this case, the fairness of the delegate election process in the DPoS consensus scheme will be
lowered.

Hence, in this paper, the concept of PHFLTS is used to represent the collective voting information
of the voting nodes on the voted nodes. A novel delegate selection algorithm is proposed to rank
blockchain nodes and then elect delegates, which provides an accurate way to model the collective
opinions of the voting nodes. To validate the superiority of the novel delegate selection algorithm,
numerical examples are conducted to compare the novel delegate selection algorithm with the existing
algorithms. The results show that the novel delegate selection algorithm is better than the existing
algorithms.

3 Preliminaries

In this section, some basic information about the LTS and the PHFLTS is briefly reviewed.

3.1 Linguistic Term Sets

The LTS [33-37] is an essential tool, which is used to provide the available linguistic variables for
linguistic computational models. It is a set that consists of an odd number of linguistic terms. There
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are two classes of LTSs, which are categorized into asymmetric LTSs and symmetric LTSs, respectively.
The definition of a common LTS is given as follows.

Definition 1 [33]. Let S = {s, |[e = —0,...,—1,0,1,...,0} denote a symmetric LTS, in which the
linguistic terms are ordered according to the ascending order of their subscripts. 6 is an even number
and 6 + 1 is the cardinality of the LTS S. s_, and s, are the lower bound and upper bound of S.

3.2 Proportional Hesitant Fuzzy Linguistic Term Sets

The definition of PHFLTSs was proposed by Chen et al. [38] to express the collective voting
information from a group of voting nodes. It is designed based on LTS and probability distribution
information of linguistic terms [39—41]. Its mathematical definition can be described as follows:

Definition 2 [38]. Let S = {s.Je = —-#6,...,—1,0,1,...,0} denote an LTS and P =
{(s.,p) le=—0,...,—1,0,1,...,0} be the probability distribution information of linguistic terms,
6
then a PHFLTS Ps = {(s.,p.) le = —0,...,—1,0,1,...,0}, where 0 < p, < l and > p, = 1.
e=—0

For each voted node, its received voting information can be modeled as a PHFLTS. To rank nodes
and select delegates, the PHFLTSs should be compared.

Chen et al. [38] developed the possibility degree to compare PHFLTSs. The definition of possibility
degree is given as follows:

Definition 3 [38]. Let S = {s.le=-60,...,—1,0,1,...,0} represent an LTS, and P, =
{(s.,P,) |5, € S} and P2 = {(s.,.p.,) |s., € S} be any two PHFLTSs, then the possibility degree
between them is defined as:

p (P; = Pzg) - ZslE{—H,...‘—I,O‘l,...,(ﬂ Zsze{—e,...‘—1,0‘1,...,9) R (SSI’SSZ)’ (1)

where R (sg1 , ng) is the relation value between s, and s,, .

Definition 4 [38]. Let S = {s.le=-60,...,—1,0,1,...,0} represent an LTS, and P, =
{(5:P¢,) |5:, € S} and P = {(s.,.p.,) |5., € S} be any two PHFLTSs, then the relation value between
s., and s,, is defined as:

De Deys Sep = Sey
1

R (Sfl 2 SSZ) - zpslpaza Ssl = Ssz ’ (2)
0, Se < S,

where p, and p,, are the probability distribution information of s, and s.,, respectively.
Property 1[38]. Let P} and P2 be any two PHFLTSs, then we have p (P} > P)+p (Py < P}) = 1.
Especially, if Py = P2, then we have p (P} > P%) = p (P} < P}) = 0.5.

4 Novel DPoS Consensus Mechanism

In this section, a novel full associative voting architecture of the novel DPoS consensus mechanism
is described. After that, the knowledge representation of collective voting information is given, and a
novel delegate selection algorithm is presented.
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4.1 Knowledge Representation

To ensure the fairness of the delegate selection results in the DPoS consensus mechanism, we
propose a novel full associate voting architecture for collecting the voting information of all the
blockchain nodes.

In the full associate voting architecture, each blockchain node should choose a linguistic term
from the LTS S to vote on each blockchain node in the blockchain network. Thus, each blockchain
node will receive the voting information from all the blockchain nodes including itself as shown in
Fig. 1.

Blockchain node 2 Blockchain node 3 Blockchain node 4 Blockchain node 5

82 .

.
Blockchain node 1 Blockchain node 6

S0

S| :
0 5 5

’ o
- C

Blockchain node 10 Blockchain node 7

S={s.,=“Very opposed”, s.;=“Opposed”, s;=“Neutral”, s;=“Supported”, s,=“Very supported”}

Figure 1: The full associate voting architecture

Here, a symmetric LTS S is used to provide the fine-grained voting options for blockchain
nodes as follows : S = {s., = "Veryopposed',s_, = "Opposed’,s, = "Neutral',s, = "Supported’,
s, = "Very supported'}.

By using this symmetric LTS, each blockchain node can express its more fine-grained opinion by
choosing one linguistic term from this LTS. The linguistic term s, indicates the neutral attitude of the
blockchain nodes. If the blockchain nodes abstain, then the linguistic term s, is used to express their
opinions.

Example 1. For the blockchain node 1 as depicted in Fig. 1, the collective voting information
from all the blockchain nodes for the blockchain node 1 can be represented as a PHFLTS Py =
{(5_,,0), (s_,,0.1), (55, 0.4), (51,0.2), (s5,,0.3)}. We can find that the PHFLTS shows accurate informa-
tion way without information loss.

4.2 Delegate Selection Algorithm

For a blockchain network, there are n blockchain nodes and all the blockchain nodes should vote
for each other using the voting options from the symmetric LTS S. Based on the above discussion, the
steps of the delegate selection algorithm are developed as follows:
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(1) Each blockchain node selects one linguistic term from the symmetric LTS S to vote for
blockchain nodes in the blockchain network every time z. If the blockchain node abstains, the linguistic
term s, in the symmetric LTS § is used to express his/her voting information.

(2) For each blockchain node in the blockchain network, the voting information from all the
blockchain nodes is collected, and the probability distribution information of linguistic terms is
calculated. Then, the PHFLTS is used to model the collective voting information of each blockchain
node i as Py = {(s.,,p.,) |s, € S}.i=1,2,....n.

For more details, please refer to Example 1.

Thus, all the collective voting information of n blockchain nodes in the blockchain network can
be expressed as a set of # PHFLTSs. Then, the delegate selection can be formulated to be a blockchain
node rank problem by comparing their PHFLTSs.

(3) The pairwise comparisons of all the blockchain nodes are conducted, and then a possibility
degree matrix can be obtained as follows:

05 P12 e Pin

021 05 e Pon
r=|. . . |

pnl pn2 e 05

(4) The cumulative possibility degree p; of each blockchain node i is calculated as

I < )
P = sz=1pija 1= 1,2,.. LN (3)

(5) The cumulative possibility degrees of blockchain nodes are ranked in descending order as
Pu = Poy = - = P(mf(mlﬂ)) = /0(,,,7,,11) = Z Pty = Py = Pontty = = ,O(m+m2) = Z Pwys
where {p), o, - - - » P} i @ permutation of {p,, ps, . .., p,} that satisfies p,, > py).

If poy # Puniry» then the blockchain nodes with the largest m cumulative possibility degrees are
selected as delegates.

If all the cumulative possibility degrees of blockchain nodes satisfy the following condition:
Pln(m+1)) = Plnm) = = Pty = Powy = Panst) = *** > P(mimy) > P(memys1)» then the blockchain
nodes that possess the largest m — (m, + 1) cumulative possibility degrees are selected as delegates.
Then, the lottery algorithm is used to select the rest m, + 1 delegates from the blockchain nodes that
own the cumulative possibility degrees P(mmy)> =5 Pin-1ys P> Pty - = 5 P(msmy) -

Example 2. Let us assume that there exist two nodes A and B, the LTS S is used to provide fine-
grained voting options for blockchain nodes. The voting information received by them is listed in
Table 1. Based on the voting information in Table 1, the collective voting information for nodes A and
B can be modeled as the following two PHFLTSs:

o Y (o Y (o 2) (6 2) (o 4
s — S_2, 10 ' 10 > | So» 10 > {51, 10 > | 52 10

= {(S72a 01)1 (S—la Ol)) (SOa 01)1 (Sl: 02)5 (S2> 04)}5
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. 1 0 4 4 1
PS= S,Z,E 5 Sq,m 5 SO’E 5 Slam > S2>E

= {(S72a 01)3 (S—lz OO), (SOa 04)3 (sla 04)1 (S2, 01)}

Table 1: Voting information received by nodes A and B

Total votes s, s, S & 5

Node A 10 1 1 2 2 4
Node B 10 1 0 4 4 1

Let us consider choosing one node from node A and node B as the delegate. If the voting result
of one node is computed as the difference value of positive votes and negative votes, then the voting
result of node A is computed as 4 +2 — 1 — 1 = 4 and the voting result of node B is computed as
14+4—1—0=4.In this case, node A and node B are indistinguishable, and then the delegate cannot
be chosen. That is because the neutral attitudes of blockchain nodes, and the intensity of support
attitudes and opposition attitudes are not considered. If our delegate selection algorithm is used, then
the possibility degree between nodes A and B is computed as p (P > P%) = 0.595.

According to Property 1, p (P% > P{) = 0.405. Therefore, it is considered that the voting result
of node B is superior to that of node A, and node B can be selected as the delegate.

In the following part, another example is given to compare the traditional DPoS consensus
algorithm with our proposed DPoS consensus algorithm as follows:

Example 3. Let us assume that there exist two nodes C and D, and the LTS S is used
to provide fine-grained voting options for blockchain nodes. The voting information received
by them is listed in Table 2. Based on the voting information in Table 2, the collective vot-
ing information for nodes C and D can be modeled as the following two PHFLTSs: P{ =
{(55,0.2), (5.1,0.3), (5, 0.1), (5,,0.1), (55, 0.3)}, P? = {(5,,0.0), (5_1,0.1), (59, 0.6), (51, 0.0), (55, 0.3)}.

Table 2: Voting information received by nodes C and D

Total votes s, s, S S| S5
Node C 10 2 3 1 1 3
Node D 10 0 1 6 0 3

Let us consider choosing one node from node C and node D as the delegate. If the traditional DPoS
consensus algorithm is used, only the number of positive votes is considered to choose the delegate.
In this case, the number of positive votes of node C is 4, while the number of positive votes of node
D is 3. Then, node C is selected to be the delegate when the traditional DPoS consensus algorithm is
used. However, from Table 2, it can be seen that the number of negative votes of node Cis 5. It is more
than that of node D. Moreover, the number of neutral votes of node C is also less than that of node
D. Thus, it is unreasonable to choose node C to be the delegate. When our proposed DPoS consensus
algorithm is used, the possibility degree is computed as p (P§ > P§) = 0.62 > 0.5. Thus, node D is
selected as the delegate. It demonstrates the rationality of our proposed DPoS consensus algorithm.
The security of the blockchain network is improved.
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5 Numerical Analysis
5.1 Experiment Analysis of the Novel DPoS Consensus Mechanism

Let us consider an example that there exist 21 nodes, each of which can give its voting information
to all the nodes including itself by using the LTS S. The voting information received by these 21 nodes
is listed in Table 3.

Table 3: Voting information received by 21 nodes

Total votes

S_
Node 1 21 1
Node2 21 6
Node3 21 4
2
3

5%
L
o5
(=1
L
5%
[

2

—_
(98]

[u—

Node4 21
Node 5 21
Node6 21 10
Node7 21 6
Node 8 21 2
Node 9 21 2
Node 10 21 2
Node 11 21 8
Node 12 21 3
Node 13 21 2
Node 14 21 14
Node 15 21 |
Node 16 21 1
Node 17 21 7
Node 18 21 4
9
1
1

N O O OO O O N NN N

—_
[\

e
oo

Node 19 21
Node 20 21
Node 21 21

o
COVRARNNONNONMNMULUREARAMDLDRAORNDRININD=—

n O — N b OO RO UOANDODODN DN B BN DNDO
wn nh O B b= O O
S O N B B OO~ W WL WWOAN W WL Wn— O

—

(1) Our DPoS consensus algorithm (DPoS-PHFLTS)

Based on Table 3, the collective voting information of these 21 nodes can be modeled as the
following PHFLTSs:

1 1 6 13
Po={(sna) (50 5o ) (557
S (S—b 21)5 (S—h 21): (SOaO)a (Sb 21)5 (S27 21)} s
6 2 2 2 9
P,ZS‘ = {(S—Za ﬁ)a (S—h i): (SO) i): (Sh i): (SZa i)} ’
s (4 2 2 2 1
s — S_2, 21 s\ S-15 21 5 | So, 21 s S, 21 s | 52, 21 )
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| 3 4 5
Sl LTy A STy A R 21 a1 21 21
s [f, 3 6 6
s SQ’E)’(S“m) (0’21) ("21) 21)
o_|(, 10 5
PS - S_2, 21 s (S—lao)a S0, 77 21 (Slao) SZa
o [(, 6 4 6 . 5
s — S_2, ﬁ)a (sla ﬁ): (SOa 5): (S1> )9 (Sz, ﬁ) ’
A= { (o) (o) (o) (o20) (- )
s — S_2, 21 >\ S-15 21 > | o, 21 >\ S1» 21 > | 52, 21 s
r= (o) (o) 00 (1) (2
- S_2, 21 >\ S-15 21 H (SO> )9 S, 21 > | S2, 21 s
= (o) (o) 00 (o3p)-(21)
s — S_2, 21 s\ S-1s 21 H (SOa > 51, 21 5> | 25 21 s
7= {(oar) (o) (o) 000 (31)
s — S_2, 21 s\ S-1s 21 > \ So» 21 ] (Sls > | 52, 21 s
=) (o) (o) (21) ()
s — { S_2, 21 s 0 S-1s 21 > | So» 21 > 1St 21 N 21 ’ s
#={ (o) (o) 00 (o31)-(21)
s { S_2, 21 s\ S-1s 21 ] (SOa )a S, 1 > | 25 21 } s
u 4 4 3
PS - {(SZJ 21)3 (Sflao)a (S07 21)3 (Slao)v (S27 21)} H
(D) (s 2 18
PS - {(SZJ 21)5 (S 21)9 (SOa O) (S],O), (S27 1)} ]
(D) (s 2 10y (8
PS - {(S27 21)3 (S17 21)9('8’030)3 (Sla 21)3 (SZJ 21)} )
= { (o) (o) (o) (21) ()
s — { S_2, 21 s U S-15 21 > | So, 21 >\ St 21 s | S2, 21 ’ ’
= (o) (o) (o) (1) ()
s — S_2, 21 s S-15 21 >\ So, 21 s\ St 21 ) 21 ’ s
19 __ 2 2 1 2
PS - (S—Za 21)7 (S—I’ 21)7 (S07 ) (Slao) (SZa 21)} s
0 _ 16 >
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According to Definitions 3 and 4, the cumulative possibility degree p; of each node i is computed
as:

1 21 1 21
0 = ﬁZ/ZIpU =0.7333, p, = ﬁz,-zl py = 0.5407,

1

1 21 21
pr=572 Py =006104 pi=3 " p,=0.5468,

1 21 1 2
05 = ﬁZ,—=1 ps; = 0.5059, ps = al py = 0.4178,

1 21 1 )
P7 = ﬁzjzl,@ﬁ = 0.4367, Pg = ﬁzj:lpxj = 0.5090,
1 21 1 .
Py = ﬁ J_=|P9j = 06223, Pro = ﬁzlepmf — 05888,

1 21 1 21

P = izjzlp”‘f = 03671, p, = izjzlplzi = 0.4788
1 21 1 21

P13 = ﬁzj=1pl3j = 0.6060, o, = ﬁZ/ﬁIPMj = 0.2974,
1 21 1 21

Pis = izjzlplif = 0.7750, p;c = ﬁzj:lpléj = 0.6632,
1 21 1 21

P11 = izjzlpm =0.4457, ps= ﬁz]ﬁlplsj = 0.48006,
1 21 1 21

P19 = ﬁzj:ﬂo'gj =0.2999, py = ﬂzl,:lpmj = 0.2475,

1 21
P = ﬁzjzlpzlj = 0.3271.

According to the descending order of cumulative possibility degree, these 21 blockchain nodes
can be ranked as: Nis > N, > Ny > Ny > Ny > Ni3 > Ny > N, > N, > Ny > Ns > Ng > N, >
Ny; > N; > Ny > N,y > Ny > Ny > Ny > Ny,

Therefore, node 15, node 1, node 16, node 9, and node 3 are selected as the delegates for validating
the transactions.

(2) Difference value method (DV)

The voting result of one node is computed as the difference value of positive votes and negative
votes in DV. In this part, we calculated the number of affirmative and negative votes in Table 3, and
the statistical results are shown in Table 4. The difference value method is used to calculate the voting
result of each blockchain node as follows:

E=13+6-1-1=17,6=9+2-2-6=3,
£ =11+2-2-4=76=5+6-4-2=5,
£=6+2—-6-3=—1,6=6+0—0—10=—4,
£, =5+0-4—6=-5¢6=3+6-4-2=3,
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E,=6+9-4-2=9£,=9+6—-4—2=9,
£ =340-4-8=-9£,=3+5-5-3=0,
En=5+12-2-2=13,£,=34+0-0—14=—11,
Es=184+0-2—-1=156,=8+10—2—1=15,
Ep=444-2-T=—16,=4+4-4-4=0,

£y =240-9-9=—16,£,=0+5-0—16=—11,
£,=0+5-0—11 = —6.

Table 4: Statistical results for 21 nodes

Total votes  For Against

Node 1 21 19 2
Node 2 21 11 8
Node 3 21 13 6
Node 4 21 11 6
Node 5 21 8 9
Node 6 21 6 10
Node 7 21 5 10
Node 8 21 9

Node 9 21 15 6
Node 10 21 15 6
Node 11 21 3 12
Node 12 21 8 8
Node 13 21 17 4
Node 14 21 3 14
Node 15 21 18 3
Node 16 21 18 3
Node 17 21 8 9
Node 18 21 8 8
Node 19 21 2 18
Node 20 21 5 16
Node 21 21 5 11

According to the voting result, these 21 blockchain nodes are ranked as: N; > Njs = N > N3 >
No=Ny>N;>N,>N,=Ng >N >N,=Nyg>Ns >Ne >N, >N, >N, >Ny > Ny >
Ny.

Thus, node 1, node 15, node 16, and node 13 are directly selected as the delegates. However, the

voting results of node 9 and node 10 are equal. They cannot be indistinguishable and the remaining
delegate cannot be obtained when the difference value method is used.
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(3) Traditional DPoS consensus algorithm (T-DPoS)

The voting result of one node is computed as the value of positive votes in T-DPoS. In this part,
according to the statistical results as shown in Table 4, the traditional DPoS consensus algorithm is
used to compute the voting result of each blockchain node as:

8, =13+6=19,8,=9+2=11,
§,=11+2=13,8,=5+6= 11,
8, =6+2=8,8=6+0=6,

8, =5+0=58=3+6=09,
8=9+6=158,=9+6= 15,
8, =3+0=38,=3+5=8,
S,=5+12=17,8,=3+0=3,
S5 =18+0=18, 8, =8+ 10 =18,
S,=4+4=88,=4+4=38,

8y =2+0=28,=0+5=5,
Sy=0+5=5.

According to the voting result, these 21 blockchain nodes are ranked as: N; > Njs = N > Ny >
Niy=No>N; >N, =N, >Nyg>Ng=N; =N, =N;>Ng >N,y =Nyy=N, >N, =N, >
Ny.

Thus, node 1, node 15, node 16, and node 13 are directly selected as the delegates. However, the
voting results of node 9 and node 10 are equal. They cannot be distinguishable and the remaining
delegate cannot be obtained when the difference value method is used.

(4) PBFT consensus algorithm based on vague sets (VS-PBFT)

In this part, the PBFT consensus algorithm based on vague sets (VS-PBFT) [42] is used. As listed
in Table 5, the collective voting information for these 21 blockchain nodes is modeled using vague sets,
and their corresponding fuzzy values are computed.

Table 5: Voting information received by 21 nodes

Node Total votes S_, S_| So S| S5 Vague set Fuzzy value
1 21 1 1 0 6 13 [19/21, 19/21] 0.9048
2 21 6 2 2 2 9 [11/21, 13/21] 0.5738
3 21 4 2 2 2 11 [13/21, 15/21] 0.6721
4 21 2 4 4 6 5 [11/21, 15/21] 0.6271
5 21 3 6 4 2 6 [8/21, 12/21] 0.4746
6 21 10 0 5 0 6 [6/21, 11/21] 0.3929
7 21 6 4 6 0 5 [5/21, 11/21] 0.3684
8 21 2 4 6 6 3 [9/21, 15/21] 0.5789

(Continued)
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Table 5 (continued)

Node Total votes S_s S So S S5 Vague set Fuzzy value
9 21 2 4 0 6 9 [15/21, 15/21] 0.7143
10 21 2 4 0 9 6 [15/21, 15/21] 0.7143
11 21 8 4 6 0 3 [3/21, 9/21] 0.2632
12 21 3 5 5 5 3 [8/21, 13/21] 0.5000
13 21 2 2 0 12 5 [17/21, 17/21] 0.8095
14 21 14 0 4 0 3 [3/21, 7/21] 0.2203
15 21 1 2 0 0 18 [18/21, 18/21] 0.8571
16 21 1 2 0 10 8 [18/21, 18/21] 0.8571
17 21 7 2 4 4 4 [8/21, 12/21] 0.4746
18 21 4 4 5 4 4 [8/21, 13/21] 0.5000
19 21 9 9 1 0 2 [2/21, 3/21] 0.1129
20 21 16 0 0 5 0 [5/21, 5/21] 0.2381
21 21 11 0 5 5 0 [5/21, 10/21] 0.3448

According to the fuzzy values, these 21 nodes are ranked as:
N] >N|5=N16>N13>N9=N|0>N3>N4>Ng>N2>N]2=N18>N5=N17>N6>N7>N2|
> N” > N20 > N14 > N|9.

Thus, node 1, node 15, node 16, and node 13 are directly selected as the delegates. However, the

fuzzy values of node 9 and node 10 are equal. They cannot be indistinguishable and the remaining
delegate cannot be obtained.

To show the superiority of our DPoS-PHFLTS algorithm, the ranking results obtained by four
algorithms are summarized in Table 6.

Table 6: Ranking results of various algorithms

Algorithm Ranking result

DPOS'PHFLTS N15 > N] > NIG > Ng > N3 > N|3 > NlO > N4 > Nz > NS > N5 > ng > N12 >
Ny; > N; > Ng > Ny > Ny > Nyg > Ny > Ny

DV N, > Nis=Njs>N;3;>No=Nyy>N;>N,>N,=N; >Ny >Njp=Ny >
Ns > Ny > N; > N, > N, > Ny > Ny > Ny

T-DPoS N, >Ns=Ns>N;3;>Ny=Ny>N;>N,=N,>N;>Ny=N,;,=N,;, =
Ns > Ng > Ny = Nyy=N; > Ny =N, > Ny

VS-PBFT N, >Nis=N;i>N;3;>Ny=Nyy>Ny>N,>Nyg>N,>Nj,=N;3> N5 =

N17>N6>N7>N21 >N11 >N20>N14>N19

As shown in Table 6, it can be seen that our DPoS-PHFLTS algorithm can effectively obtain 5
delegates from all the nodes, while the rest algorithms only select 4 delegates and the rest one delegate
cannot be directly obtained from node 9 and node 10. Nevertheless, we can perceive from the voting
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results of node 9 and node 10 that there is a stronger intention to support node 9. From the analysis
result, it can be seen that our DPoS-PHFLTS algorithm has better performance than the existing
algorithms in this example.

Another voting information received by these 21 nodes is listed in Table 7.

Table 7: Another voting information received by 21 nodes

Total votes s_, S So ) S5
Node 1 21 1 1 8 3 8
Node 2 21 0 13 1 6 1
Node 3 21 1 15 3 1 1
Node 4 21 1 2 9 3 6
Node 5 21 4 4 2 8 3
Node 6 21 5 0 9 0 7
Node 7 21 3 0 6 3 9
Node 8 21 4 8 2 2 5
Node 9 21 2 5 3 6 5
Node 10 21 1 1 9 2 8
Node 11 21 3 4 2 2 10
Node 12 21 0 2 8 9 2
Node 13 21 0 3 1 4 13
Node 14 21 4 5 4 2 6
Node 15 21 0 0 2 7 12
Node 16 21 2 1 0 2 16
Node 17 21 0 7 0 10 4
Node 18 21 9 4 1 4 3
Node 19 21 8 4 1 6 2
Node 20 21 0 4 12 1 4
Node 21 21 2 4 10 1 4

(1) Our DPoS consensus algorithm (DPoS-PHFLTS)

Based on Table 7, according to Definitions 3 and 4, the cumulative possibility degree p; of each
node i is computed as:

1 21 1 21

= g1 =058 = 5 =036
1 21 1 21

05 = ﬁzjzlpy = 0.2835, p, = ﬁzjzlmj = 0.5329,

21 1 21
ps= 572 Py =04469, po= 2> py = 04764,
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1 21 1 21

Py = ﬁzjzlﬂaj =0.4942, p) = ﬁzjzl'omf = 0.5749,
1 21 1 21

P = izj=1pllj = 0.5532, p;, = iZFlple = 0.5234,
1 21 1 21

P13 = ﬁzjzlplsf = 0.6957, pis = ﬁz,':l'ow = 0.4430,
1 21 1 21

pis =572 pis=0.7323, =523 pig = 0.7245,
1 21 1 21

P17 = ﬁZHPW = 0.5259, p;s = ﬁzjzlplxj = 0.3235,
1 21 1 21

Pio = izj=1pl9j = 0.3387, py = ﬁz/=1p20j = 0.4700,

1 21
P = EZ/':I'OZU = (0.4358.

According to the descending order of cumulative possibility degree, these 21 blockchain nodes
can be ranked as:

Nis> N> N3 >N, >N,>Ny>N,;;>N,>N;; >N,>Ny>Ng >N,y >Ns >Ny, >N,
> Ng >N, > Ny > N> N

(2) Difference value method (DV)

In this part, we calculated the number of affirmative and negative votes in Table 7, and the
statistical results are shown in Table 8. The difference value method is used to calculate the voting
result of each blockchain node as follows:

£ =34+48—-1-1=9,&=1+6-0—13=—6,
E=1+1-1-15=—14,&=3+6—1-2=6,
£, =8+3-4-4=3£=0+7-5-0=2,
£,=349-3-0=9,&=2+5-4-8=-5,

£, =6+5-2—5=4,£,=2+8—1-1=38,
En=2+10-3-4=5£(,=9+2-0-2=09,
Eh=4+13-0-3=14,£,=2+6—-4—5=—1,
Es=T4+12-0-0=19,&,=2+16—-2—1=15,
£, =10+4—-0-7=7,6=4+3-9—4=—6,
Eo=6+2—8—4=—4 & =4+1-0—4=1,
Ey=44+1-2—4=—1.
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Table 8: Another statistical result for 21 nodes

Total votes  For Against

Node 1 21 11 2
Node 2 21 7 13
Node 3 21 2 16
Node 4 21 9 3
Node 5 21 11 8
Node 6 21 7 5
Node 7 21 12 3
Node 8 21 7 12
Node 9 21 11 7
Node 10 21 10 2
Node 11 21 12 7
Node 12 21 11 2
Node 13 21 17 3
Node 14 21 8 9
Node 15 21 19 0
Node 16 21 18 3
Node 17 21 14 7
Node 18 21 7 13
Node 19 21 8 12
Node 20 21 5 4
Node 21 21 5 6

According to the voting result, these 21 blockchain nodes are ranked as: N5 > Ny > Nj; >
N7:N12:N1>N10>N17>N4>N11 >N9>N5>N6>N20>N14:N21>N|9>N3>N2:
ng > N3.

Thus, node 15, node 16, and node 13 are directly selected as the delegates. However, the voting
results of node 7, node 12, and node 1 are equal. They cannot be indistinguishable and the remaining
delegate cannot be obtained when the difference value method is used.

(3) Traditional DPoS consensus algorithm (T-DPoS)

In this part, according to the statistical results as shown in Table 8, the traditional DPoS consensus
algorithm is used to compute the voting result of each blockchain node as:

6, =34+8=11,6,=6+1=7,
8=14+1=2,6,=34+6=09,
85=8+4+3=11,8,=04+7=7,

8, =34+9=12,8,=2+5=7,

86 =6+5=11, 6,=2+8=10,
8y =24+10=12,6,=9+2=11,
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83 =4+13=17,6,=2+4+6=28,

Sis=T7+12=19,8,=2+16= 18,

8, =104+4=14,63=4+3 =7,

819:6+2:8,620:1+4:5,

821:1+4:5.

861

According to the voting result, these 21 blockchain nodes are ranked as N5 > N > N3 > N;; >
N; =Ny >N =Ns=Ny=Np>Nyy>Ny;>Ny=Ny>N,=Ng=Ng = Nig > Nyy=Nyy > N;.
Thus, node 15, node 16, node 13, and node 17 are directly selected as the delegates. However, the

voting results of node 7 and node 11 are equal. They cannot be indistinguishable and the rest one
delegate cannot be obtained when the difference value method is used.

(4) PBFT consensus algorithm based on vague sets (VS-PBFT)

In this part, the PBFT consensus algorithm based on vague sets (VS-PBFT) is used. As listed in
Table 9, the collective voting information for these 21 blockchain nodes is modeled using vague sets,
and their corresponding fuzzy values are computed.

Table 9: Another voting information received by 21 nodes

Node Total votes

S_1

o}
=

e

T
[

Vague set

Fuzzy value

1 21
2 21
3 21
4 21
5 21
6 21
7 21
8 21
9 21
10 21
11 21
12 21
13 21
14 21
15 21
16 21
17 21
18 21
19 21
20 21
21 21

S_
1
0
1
1
4
5
3
4
2
1
3
0
0
4
0
2
0
9
8
0
2

1
13
15
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[11/21, 19/21]
[7/21, 8/21]
[2/21, 5/21]
[9/21, 18/21]
[11/21, 13/21]
[7/21, 16/21]
[12/21, 18/21]
[7/21, 9/21]
[11/21, 14/21]
[10/21, 19/21]
[12/21, 14/21]
[11/21, 19/21]
[17/21, 18/21]
[8/21, 12/21]
[19/21, 21/21]
[18/21, 18/21]
[14/21, 14/21]
[7/21, 8/21]
[8/21, 9/21]
[5/21, 17/21]
[5/21, 15/21]

0.7455
0.3548
0.1500
0.6667
0.5738
0.5556
0.7368
0.3770
0.6000
0.7222
0.6230
0.7455
0.8387
0.4746
0.9672
0.8571
0.6667
0.3548
0.4032
0.5294
0.4717
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According to the fuzzy values, these 21 nodes are ranked as: N5 > Ny > N3 > N, = N, > N; >
Ny>N,=N;; >N, >Ny >Ns>Ng>Ny>Ny,>Ny, >Nyg>Ng >N,=N;3 > N,.

Thus, node 16, node 17, node 13, and node 19 are directly selected as the delegates. However, the
fuzzy values of node 2 and node 18 are equal. They cannot be indistinguishable and the remaining
delegate cannot be obtained.

To show the superiority of our DPoS-PHFLTS algorithm, the ranking results obtained by four
algorithms are summarized in Table 10.

Table 10: Ranking results of various algorithms

Algorithm Ranking result

DPoS-PHFLTS Nis > N> N3 >N, >N;,>Nyy>N;;>N,>N;; >N, >Ny >Ng >Ny >
N5>N14>N21>N8>N2>N19>N18>N3

DV Nis > N> N3 >N, =N,=N,>N;y,>N;;>N,>N,;, >Ny >N; >N >
Ny > Ny=N,, >Ny>Ng>N,=Nj;>N,

T-DPoS Nis > N> N3 >Ny;>N, =N, >N =Ns=Ny=N;, >N;y>N, >N, =
Nig> N, =Ng=Ny=N;> Nyy=N, >N,

VS-PBFT Nis>Ng>N;3;>N =N,>N,>N,y>N,=N;; >N, >Ny > N5 >N >

Ny > Nyu> Ny > Nig>Ng >N, =Nz >N,

As shown in Table 10, it can be seen that our DPoS-PHFLTS and VS-PBFT algorithms can
effectively obtain 5 delegates from all the nodes, while the rest algorithms only select 4 delegates and
the rest of one delegate cannot be directly obtained. Nevertheless, we can perceive from the voting
results of node 1 and node 12 that there is a stronger intention to support node 1 in VS-PBFT. From
the analysis result, it can be seen that our DPoS-PHFLTS algorithm has better performance than the
existing algorithms in this example.

5.2 Fairness Verification of the Algorithm

If 5 delegates are elected from 21 nodes in different examples, then it will also happen that the
cumulative possibility degree of the fifth node is equal to that of the sixth node. To further show
the advantage of our DPoS-PHFLTS algorithm, the simulations are conducted. Let us continue the
example that 5 delegates are selected from 21 nodes. The voting information of blockchain nodes
is randomly selected from the LTS S and then 21 PHFLTSs should be randomly generated at each
time. DPoS-PHFLTS, DV, T-DPoS, and VS-PBFT are used to rank these 21 PHFLTSs to rank the
corresponding blockchain nodes. This process is performed 1000 times, 10000 times, and 100000 times.
The probabilities of the fifth node and sixth node with equal ranking results are shown in Fig. 2.

As shown in Fig. 2, it is seen that the probabilities of the fifth node and the sixth node with equal
ranking results are 0.700%, 0.710%, and 0.654% when our DPoS-PHFLTS algorithm is used. They
are very low. However, the probabilities of the fifth node and sixth node with equal ranking results are
much higher when these existing DV, T-DPoS, and VS-PBFT algorithms are used. The reasons can be
analyzed as follows.
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® 100000 times 10000 times 1000 times

DPoS- 1 0.654%
0.710%
PHFLTS 0.700%

I 9.957%

VS-PBFT 9.820%
9.100%
I 37.933%
DV 38.360%
38.000%
S 5 . 0 8 8%
T-DPoS 56.270%
53.600%

The probability of the fifth node and sixth node with equal ranking results

Figure 2: The probability of the fifth node and sixth node with equal ranking results when different
algorithms are performed

In the T-DPoS algorithm, it elects the top 5 blockchain nodes with the largest number of
“Supported” and “Very Supported” votes as delegates. Thus, the T-DPoS algorithm only considers the
positive votes but ignores the impact of the negative votes on the ranking results. The DV algorithm
solves this drawback. It selects the top 5 blockchain nodes with the largest difference value of the
positive votes and the negative votes as delegates. Therefore, the DV algorithm obtains a lower
probability than the T-DPoS algorithm. However, both the DV algorithm and the T-DPoS algorithm
do not consider the number of neutral votes. The VS-PBFT algorithm introduces the vague set to
model the collective voting information, which can model the distribution information of positive
votes, negative votes, and neutral votes. Thus, the probability of the fifth node and sixth node with
equal ranking results is greatly lowered when the VS-PBFT algorithm is used. It is lower than 10%.

Furtherly, our DPoS-PHFLTS algorithm uses the PHFLTS to express the collective voting
information of blockchain nodes. It can express not only the distribution information of positive
votes, negative votes, and neutral votes but also the intensities of positive votes and negative votes.
Thus, our DPoS-PHFLTS algorithm provides one more accurate and fine-grained means of modeling
the collective voting information than the existing DV, T-DPoS, and VS-PBFT algorithms. It greatly
decreases the probability of the fifth node and sixth node with equal ranking results. Its probability is
lowered to be much less than 1%. The comparative analysis shows that our DPoS-PHFLTS shows the
best performance among these algorithms.

6 Conclusions

In this study, a novel fine-grained knowledge representation method is put forward to improve the
traditional DPoS consensus algorithm. According to the voting rule of the traditional DPoS consensus
algorithm, a novel full associate voting architecture is proposed. Then, the LTS is used to capture the
fine-grained voting options for voting blockchain nodes. Based on the LTS, the PHFLTS is utilized
to express the collective voting information of voted blockchain nodes. Afterward, a novel delegate
selection algorithm is designed to rank blockchain nodes and then select the delegates. The efficacy
of the proposed approach is evaluated through comparative analysis, which demonstrates its superior
performance compared to existing algorithms.
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7 Limitations and Future Scope

In this study, only the overall performance of the blockchain nodes is voted. In future research,
we plan to identify some attributes of the blockchain nodes, and the blockchain nodes are voted in
terms of multiple attributes.
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