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Abstract: IoT devices rely on authentication mechanisms to render secure
message exchange. During data transmission, scalability, data integrity, and
processing time have been considered challenging aspects for a system con-
stituted by IoT devices. The application of physical unclonable functions
(PUFs) ensures secure data transmission among the internet of things (IoT)
devices in a simplified network with an efficient time-stamped agreement. This
paper proposes a secure, lightweight, cost-efficient reinforcement machine
learning framework (SLCR-MLF) to achieve decentralization and security,
thus enabling scalability, data integrity, and optimized processing time in
IoT devices. PUF has been integrated into SLCR-MLF to improve the
security of the cluster head node in the IoT platform during transmission by
providing the authentication service for device-to-device communication. An
IoT network gathers information of interest from multiple cluster members
selected by the proposed framework. In addition, the software-defined secured
(SDS) technique is integrated with SLCR-MLF to improve data integrity and
optimize processing time in the IoT platform. Simulation analysis shows that
the proposed framework outperforms conventional methods regarding the
network’s lifetime, energy, secured data retrieval rate, and performance ratio.
By enabling the proposed framework, number of residual nodes is reduced to
16%, energy consumption is reduced by up to 50%, almost 30% improvement
in data retrieval rate, and network lifetime is improved by up to 1000 msec.
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1 Introduction

Security is one of the significant challenges for the Internet of Things (IoT) or IoT as they
feature more and more frequently in our personal life in the form of myriad applications in diverse
sectors such as smart homes, smart transportation, smart city, and smart industrial manufacturing
plants [1]. IoT devices face significant issues, including low energy availability [2], a lack of computing
resources, and potential cyber-attacks from adversaries [3]. The IoT security triangle comprises three
sides, i.e., authentication, authorization, and privacy [4–6]. The first barrier against cyber-attacks
is authentication. Authentication services provide a means for the devices on the network to verify
the identity of each other [7,8]. Physical unclonable functions (PUFs) have been known for being a
lightweight, cost-efficient, and ubiquitous option for serving as the root of trust in an IoT network
[9]. PUFs promise a remarkably secure authentication scheme without any cryptographic assets
burdening the systems, making them especially interesting for resource-scarce IoT devices [10]. PUF
can provide an effective authentication mechanism by providing a device-specific identifier that can
form the basis for establishing a secured session key among the devices [11].

A physical unclonable function (PUF) is a function that maps a set of challenges centered on
a complex irreproducible physical system to a set of responses. The output of the function can only
be accessed through the physical system. Every physical instance of a PUF is unique and cannot be
reproduced. In both ICs and FPGAs models, physically unclonable functions (PUFs) are capable
primitives for security enhancement [12]. They can be used both for secure key generation and
authentication purposes. A PUF can be used to recognize the device on which it is embedded uniquely,
and it is improbable to replicate an exact physical unclonable function on other devices due to its
unclonable property. By leveraging differences added during the development process, unclonability
and uniqueness can be obtained. One of the most common attacks in IoT networks is device tampering
and clonability [13]. In the device tampering attack, a secure device on the network is tampered with to
make it hostile and compromise the information being transmitted over the network. This tampered
device cannot be authenticated if a PUF-based approach is utilized due to the irreproducibility
properties of the physically unclonable function. Similarly, a cloning attack attempts to produce a copy
of the device that is already authenticated by the system. In this attack, the cloned device acts on behalf
of the legitimate device and attempts to eavesdrop or subsequently launch a man-in-the-middle attack.
This cloning attack is resisted by a PUF-based authentication system because the cloned device cannot
reproduce the exact response characteristic of the original PUF on the authenticated device [14,15].

An ideal PUF cannot be reproduced or cloned. An attempt to clone a PUF will still introduce
some minor differences in the manufacturing process, and the response of the copied PUF will differ
significantly from that produced by the original PUF. Such differences are random so that devices
with unique defects are created and uncontrollable, in the sense that controlling the production system
is difficult to replicate them precisely. A physical unclonable function maps a collection of outputs
(responses) to the collection of inputs (challenges) in one way, creating a collection of challenge-
response pairs (CRPs) that, for each system where the PUF has been applied, is unclonable and unique.
In the proposed work, PUF has been employed dynamically to authenticate selected cluster heads,
making the resulting IoT system secure against several cryptographic attacks, including man-in-the-
middle attacks, cloning attacks, tampering attacks, eavesdropping, etc.

In this paper, we consider an IoT system that consists of numerous devices deployed in a
natural environment. Such devices could be interfaced with multiple heterogeneous sensors, such
as temperature, humidity, and pressure. IoT devices frequently poll these sensors to gather raw
heterogeneous data, eventually transmitted to a central and secure base station. However, these sensors
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are battery-operated, making them energy-constrained to not transmit data directly to the base station.
For this purpose, we utilize a swarm optimization method, i.e., the ant colony optimization approach,
to group the devices into several clusters [16,17]. Each cluster has a dedicated device aggregating
information from all the devices within its cluster, referred to as the cluster head (CH). The optimized
approach to clustering and selection of cluster heads considers the residual energy, position, velocity,
and other characteristics of the devices in a cluster. For the aggregation of information at the cluster
head, we utilize the principal component analysis (PCA) approach that reduces the redundancy in the
transmitted information and saves transmission and processing energy at the cluster head [18,19]. To
ensure the secure operation of the network, we propose that the cluster heads authenticate themselves
with the base station using a PUF on the device. That is, the base station sends a challenge to the cluster
head’s PUF, and the cluster head responds to the authentication request, making the system robust
and secure against attacks on the network [20,21]. To efficiently transmit data to the base station, the
data from the cluster head must be routed through various relay nodes, which are pre-authenticated
by the base station [22–24]. We adopt the software-defined secure (SDS) approach for efficient routing
of information to the base station [25,26]. Various devices in an IoT network and their roles are
depicted later in Fig. 1. This study is arranged as follows. In Section 1, the significance of security and
authentication for IoT networks is emphasized, along with the use of PUFs to provide authentication
between the base station and the cluster heads. A thorough literature work has been demonstrated
in Section 2. In Section 3, the Secured Lightweight Cost-efficient Reinforcement Machine Learning
Framework (SLCR-MLF) is discussed with appropriate mathematical analysis. In Section 4 results,
research has been compared based on reliability, accuracy, and performance, and in Section 5, the
conclusion and recommendations for future studies have been discussed.

Figure 1: Basic configuration of IoT devices in the system model

2 Literature Review

In this section, we present and discuss recent related works to security considerations and their
solutions in the context of software-defined networking employed in IoT systems. To better organize
this section, we present the related work in two subsections.
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2.1 Secure SDN-Based IoT Networks

Sharma et al. [27] proposed Open cloud software-defined wireless network security for the
internet of things (OpCloudSec) security attack mitigation architecture with a highly programmable
monitoring network to permit attack identification. The results have shown that the OpCloudSec
proposal is successful when it comes to tackling new challenges. The detection algorithm for deduction
line packages is quick enough and carries out a high identification rate.

Yan et al. [28] presented a multi-level distributed denial-of-service (DDoS) mitigation framework
(MLDMF) to protect against IoT DDoS attacks, including the edge level of computing, the fog level,
and the cloud level [29,30]. The networking software specified is used for managing several IoT devices
for mitigating DDoS attacks. Experimental findings demonstrate the efficiency of the proposed system
for secured data transmission.

Wang et al. [31] analyzed Software-Defined Networking Enhanced Edge Computing (SDNEEC)
to determine how SDN and related technologies are incorporated to promote edge server and IoT
system management and service [32,33]. They concentrate on how SDN can be used to provide
coherent and programmable system management interfaces. The finding of the SDN network is
proposed for edge computing, which is explored by the author.

Theodorou et al. [34] proposed a Multi-Protocol Software-Defined Networking (MPSDN) for
IoT, which uses the required SDN interface to enforce service knowledge of complex, resource-
constrained IoT environments. Several on-demand networking protocols and an Interface provide a
tailor-made dashboard and real-time visualization for secured data transmission.

Alqahtani et al. [35] presented a trust-based monitoring security scheme (TBM) to enhance cloud-
assisted IoT safety features. This protection framework uses middleware and smart agents to control
user and communication safety. The findings show its consistency concerning lower response and
detection times, probabilities for misdetection, and false-positive rates. Moreover, a decrease in energy
usage has been found to enhance network life for effective data management.

2.2 Recent Authentication Techniques for IoT Networks

Mohanty et al. [36] proposed the Hardware-Assisted Proof-of-Authentication (HA-PoAh) pro-
tocol for Data Security on the Internet of Everything (IoE). Proof of PUF-Enabled Authentication
mechanism uses the PUF available on each device to reliably produce a specific cloning key, thus
ensuring the highest degree of protection. A PUF can create keys using nanoelectronics processing
variants that are introduced during the production of an integrated circuit. Therefore, the keys cannot
be cloned or produced from any other module once generated with a physical unclonable function
module. PUF-based authentication protocols use PUF as the cryptographic primitive and utilize
specific cryptographic modules, such as hashing, to achieve secrecy of communication. Also, some
IoT-based lightweight authentication schemes have recently been presented in [37–39].

Based on the background research, scalability, device authentication, data integrity, and process-
ing time have been considered IoT devices’ challenging characteristics during data transmission. This
work presents a new lightweight machine learning-based device authentication technique to enhance
security in IoT networks. Our proposed SLCR-MLF has resolved challenging issues related to security
and routing efficiency in IoT systems to yield scalable, decentralized, secure, and efficient processing
time in IoT devices. In addition, the proposed framework, which internally employs data aggregation
along with secure authentication, shows superior performance as compared to OpCloudSec [27],
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SDNEEC [31], and MPSDN [34] in terms of energy consumption, data retrieval rate, and network
lifetime.

3 SLCR-MLF: Secured Lightweight Cost-Efficient Reinforcement Machine Learning Framework

This section contains the proposed framework, the architecture diagram and coordination, the
main system components, explanations of the different algorithms, and performance analysis. Fig. 1
illustrates the basic configuration of the suggested platform containing the sensor nodes, static relay
nodes, and base station.

For the IoT device encompassing complex sensors, the energy loss incurred from sensors could
be significant. The sensors primarily drop their energy in their motions, interact with other sensors,
and conduct actions over the information. In IoT implementations like routine tracking, warning
devices and such systems are commonly used. The unique design of the sensors promotes application
dynamism while choosing the most fitting node to pick the best energy-efficient route to the base
station (BS) in any communication step yields to maximize communication throughputs. This work
considers two heuristic methods, the PUF-based authentication mechanism and software-defined
system-based routing.

For selecting cluster heads, we consider speed, the location of base stations (BS), the number of
neighbors, and the residual energy of the device itself. The proposed system utilizes a swarm-based
intelligence methodology for selecting cluster heads where a fitness value is computed each time all
swarm members (i.e., sensor nodes), and the node with a better fitness value is chosen as the cluster
head (CH). In particular, we employ the ant colony optimization method, a swarm-based optimization
technique for solving combinatorial optimization problems, for the cluster heads’ election, wherein the
fitness functions are calculated at each period, and the one with the better range is selected as the cluster
head (CH). The chosen fitness function maintains the complex existence of the system by analyzing
the clustering dynamics and removing residual nodes, thus boosting the system’s network lifetime.

At the data aggregation stage [40], Principal component analysis is used for dimensionality
reduction at the cluster head. Since the devices typically carry heterogeneous sensors, they collect
different types of information updated at various rates, hence making transmitting and storing all
related information in the network nodes inefficient. PCA solves this issue by providing effective
aggregation of data at the cluster heads. Further, PUF provides a basis for authentication among
cluster heads and various devices on the IoT network. Since the newly selected node must authenticate
with the base station before performing its role, we propose using an authentication mechanism that
utilizes challenge-response pairs from a PUF module on the device to create a root of trust with the
base station. The techniques mentioned above in the suggested model setup are elaborated below
concisely.

In principle, the SDS technique is a computer technology focused on using a given web topology
to locate an appropriate path so that data can be transmitted to the base station optimally. When
data is ready to be transferred from the cluster heads, it is forwarded to the base station through an
efficient routing algorithm. The SDS routing approach selects relay nodes to transmit data to the base
station via an optimal route. It also determines the most appropriate node for forwarding at any level.
SDS technique is a likelihood-based computational model utilized to determine an optimal pathway
in specified network topologies. Factors such as hop count energy and distance from the base station
are also considered. Therefore, the most powerful and stable node is selected at all stages, improving
the network’s lifetime while maintaining low communication latency in the overall system.
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As stated earlier, the SLCR-MLF enables gathering heterogeneous sensor data from its multiple
cluster members by integrating the SDS technique that enables data integrity while maintaining
optimized processing time in the IoT platform. It starts with the sensor nodes being initially deployed
at random. The relay nodes are statically deployed around the base station for optimal defense in
a hexagonal topology, and the used heterogeneous-nature sensors are distributed randomly, i.e., in
various contexts. It is inefficient to bring data from each node to the BS, move it on, and regularly
find the most appropriate node to the cluster head (CH). Thus, the CH election is based on its relative
distance, velocity, and energy from the relay node.

The base station is the sink utilized for the network propagation and aggregating sensed infor-
mation from the sensor nodes network. The sensor nodes could monitor anything from ambient
conditions, humidity, pressure, temperature, etc. These nodes are distributed randomly to forward data
from the sensor network to the base station through the statically allocated relay nodes with higher
computing capacity, storage, and coverage. Therefore, the system architecture contains randomly
distributed nodes, statically positioned relay nodes, and the base station’s registration in a hexagonal
structure. The second essential module in the proposed system involves constructing and managing
the global and local table, the fitness examination, the cluster head’s election, and the clusters’
development, along with employing the PUF-based authentication scheme to authenticate devices.

Network topology is the network’s spatial structure that defines the nodes’ location and how they
connect. As seen in Fig. 2, the suggested work prefers a hexagonal topology. The hexagonal topology
will increase the coverage so that three adjacent relay nodes are attached to each relay node. Any sensor
node will find a relay node at an angle of 120 degrees, meaning that the relay nodes in the device do
not exist without a node. The sensor nodes randomly travel around the network to at least one of the
relay nodes.

Figure 2: The block diagram of the suggested model
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Furthermore, the local table is assisted by any sensor node that is installed within the network.
Table 1 displays the local table, including different node parameters such as node id, location, speed,
node energy, neighbor count, and list of neighbors. For successful clustering, these parameters are
important. In addition, a global table is held at every relay node so that it would be retained to store
data about other network relay nodes. As shown in Table 2, the defaults are the node id, global spot
(i.e., position), node energy, and hop from the base station. Relay nodes are allowed to broadcast and
exchange address messages to the base station. The global table and local table are dynamically altered
after frequent breaks. The suggested scheme allows for the complex support of the whole topology.
Properly designed systems are needed to have an effective topology control scheme to secure each node
and prevent the residual node from being removed from the scheme.

Table 1: Sensor node local table

Node ID Location Speed Node energy Neighbour’s
count

Neighbour list

Table 2: Global table of the relay node

Node ID Position Hop count Energy

3.1 Dynamic Clustering

Here, a method to collect data from different sensor nodes is required. Clustering is the process
utilized to remove the idleness present in cluster sensor results. For this reason, a cluster head (CH)
must be selected first to make the clustering efficient, as it allows for forming related neighbors and
the closest distance to the CH nodes at its movement speed. The parameters mentioned above are
gathered frequently and stored in a local table from the nodes. Note that each node or particle sensor
can become the head of the cluster. Formally, each node can be considered to be an element, and the
fitness function ffunction for each node is evaluated as follows:

ffunction = £1a1 + £2a2 + £3a3 + £4a4 (1)

a1 = 1/dR − dP (2)

a2 = EAvg (Cn) (3)

a3 = Number of neighbor nodes (4)

a4 = 1/Velocity of the particle (5)

Here, the distance of dR − dP among the particles (relay and sensor), the average energy of EAvg,
and the number of the clusters is the number of nodes as Cn. As stated in the introduction section,
the node with a better fitness value is selected as a CH. The nodes and particles are interchangeably
utilized to describe sensor nodes. Since it is complicated, regular table changes, fitness measurements,
and prefers CH occur. The other nodes follow the closest Heads to complete the structure of the cluster-
based fitness values Pbest and Gbest. Since energy is often used for assessing the function, the cluster head
does not always consist of the same node. In addition to being ignored, even the lowest-fitness node
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is an independent cluster head based on the current and present values Currentvalue > Presentvalue. The
technique then tends to remove residual node development, as shown in Algorithm 1. The cluster head
then delivers the hello note to the nodes in its handling and accepts the acknowledgment messages as
a part of the nodes. The framework is the input for this algorithm; the output includes the heads of the
cluster. In the fitness function, the velocity parameter is used. In addition, if a node that develops the
CH moves at a very significant rate, the grouping must be repeatedly carried out. Given the difficulty
and the energy expended on clustering, this is not effective. For CH selection, a node that transfers
with a steady speed and does not drastically alter its location and velocity is reflected. The constraint,
velocity, is, therefore, inversely relative to the fitness function condition. The cluster head then sends
the message to the secured nodes and acknowledges it while the nodes receive acknowledge messages.
The device sensors, the output containing the cluster heads, are the inputs to this algorithm. The fitness
function requires the velocity parameter, so the clusters must be done repeatedly since the node that
is transformed to the cluster head runs fast. Then given the complexity and energy consumed for
clustering, this is inefficient. For CH collection, nodes travel progressively and do not radically change
their position and velocity.

Algorithm 1: Dynamic clustering pseudocode
Input: Set of nodes Snodes /∗ nodes have been set in the framework∗/
Output: Set of cluster heads CHs /∗ Cluster head nodes have been set in the framework∗/

Begin
if p do:

set (id, Snodes, P)
calculate (ffunction = £1a1 + £2a2 + £3a3 + £4a4)

calculate Pbest and Gbest

else if (currentvalue > presentvalue) do:
update (Pbest)

else
update (Gbest)

End

The cluster head gives a table with the requisite information and selects the next deserving member
to be the cluster head when it is about to die or wear out. This means that even if a cluster head fails, we
do not lose knowledge from either cluster, thus assuring the system’s stability. The method encourages
dynamism as new sensors join the cluster, and the table updates the new entrants and measures their
residual energy value.

3.2 Data Aggregation in SLCR-MLF

As previously stated, the cluster head needs to gather heterogeneous data from its cluster members
in diverse dimensions respective to sensor types, then forwards them to the relay node. It employs a
dimensionality reduction algorithm, mainly principal component analysis (PCA), for data aggregation
before being forwarded to the base station. The data set is accumulated to a given window frame;
the co-variance matrix and mean-variance are measured, and the eigenvectors and eigenvalues are
computed. The main factors are extracted, and the reduced data collection is determined using the
different measures involved in PCA.

Several key factors identify the degree to which the data is minimized and proportional to the
dimensions. The data is expressed in matrices, and dimensions are shortened to determine a matrix
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with columns as the key factor. PCA can be beneficial in the suggested heterogeneous scenario since
any shape can be compressed into reduced dimensions. This mathematical model is an unsupervised
method that decreases the data collection’s dimensionality before it is sent, thus minimizing the number
of packets that are prerequisites to be safely sent to the base station (BS). PCA is a way of computing
the difference in several attributes in a reduced set of variables, thus minimizing the data transmitted to
the cluster head (CH) node. The relay node gathers the data before the k values are obtained, which is
the size of the window representing the volume of the collected data. Algorithm 2 presents the proposed
PCA-based aggregation algorithm. The data aggregation at the relay node matches the PCA in regular
mode. The linking records will be transmitted directly from the CH to the BS from the relay nodes in
urgent mode.

Algorithm 2: Aggregation of secured transmission
Input: Set Snodes /∗ nodes have been set in the framework∗/
Output: Set of CHs /∗ Cluster head nodes have been set in the framework∗/

Begin
if Snodes > threshold do:

set (data, relay_node)
else:

calculate (Agdata)
set Agdata (datasize < Winsize)

forward (Agdata)
update (BS)

End

The aggregation system is encountered with low and high threshold th values for each sensor type.
The context-aware framework checks whether the data is within the threshold range while the cluster
head gathers data. If not, the base station is alerted of any irregularities and needs immediate transfer
based on data size, and window size is denoted as datasize < Winsize. The device would otherwise wait
until the window frame obtains the data. The principal components of the proposed data aggregation
technique Agdata are shown in Fig. 3. The input is the sensor node data, and the output is the data
decreased. A case study to demonstrate the aggregation process is presented in Appendix.

3.3 PUF for Cluster Head Authentication

A PUF-based authentication mechanism is used for authentication with the base station. We
assume that a large enough collection of challenge-response pairs has been stored in the BS for each
CH candidate device in the IoT network along with its identifier. For authentication, CH sends an
authentication request to the BS using its device-specific identifier. Upon receiving the request, the BS
looks up a challenge-response pair available in the database corresponding to the received identifier.
The challenge is sent to the cluster head, which uses its onboard PUF to compute the response to the
received challenge. A hash of this response is then sent back to the BS, which verifies the hash and
authenticates the CH device. Let’s consider M indicated as yj with class mean μl for class l. The valid
samples of every L PUFs form ∪lWl, whereas the defective samples form ∪lCl. To neglect defective
samples to describe within-class variance as

RS = 1
|∪lWl| − L

∑L

l=1

∑
j∈Wl

(
yj − μWl

) (
yj − μWl

)T
(6)
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satisfying unsamplability needs splitting valid and defective instances of similar PUF and disseminat-
ing various valid PUFs separately. Therefore, it has been measured the distance from defective samples,
in place of the defective mean, to the valid mean Wl,

RSC
= 1

|∪lCl| − L

∑L

l=1

∑
j∈Wl

(
yj − μWl

) (
yj − μWl

)T
(7)

as inferred from the Eq. (7) where RSC
denotes the class variance. To valid grand mean μU yielding in

PUFs

RSV
= 1

L

∑L

l=1

∑
j∈Wl

(μWl − μU) (μWl − μU)
T . (8)

At the software level, PUF is a one-way function associating a response to a given challenge.
Since each PUF’s instance possesses its irreproducible properties, PUF enhances the reliability and
security tradeoff without reforming the IoT devices. This method guarantees that the information is
transmitted through a trustworthy path from the sensor node to the base station.

Figure 3: Data is accumulated from multiple sensor nodes. Data aggregation is being performed using
PCA at the cluster head. The aggregated data is then transmitted to the base station

3.4 Integration of SDS with SLCR-MLF for Data Integrity

The last step is to transmit data from the relay nodes to the base station. The reconstruction
of the PCA-based compressed data is followed by the initial data collection for the data integrity
and optimized processing time. The cluster heads serve as an intermediate medium to transfer the
detected data through the relay nodes toward the BS, where SDS is used to find the fastest path to the
nearest relay node. At each stage, the routing considers the location of the relay node, node energy, and
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speed. Starting from a node, the SDS technique specifies an optimized path to the base station through
various relay nodes. The pheromone value is determined concerning energy, speed, distance from the
node and relay node, and hop count. The minimum hop count node is also taken into consideration
for efficient routing.

Algorithm 3: SDS based routing method
Input: Set of particles P /∗ particles have been set in the framework∗/
Output: Set of pheromones ph /∗ pheromones have been set in the framework∗/

Begin
if Pph == Unity do:

set (Pph = Pbest)
else:

set (Pph = Pcheck_best)
update (Pph)

End

Fig. 4 shows the SDS integrated with the proposed model for data integrity and optimized
processing time. The different one-hop neighbors within the CH transmission range will receive the
transmission accompanied by each pheromone value. The cluster head then discovers the possibility
of each direction across the following equation as

g (x, y) = (1 − L)� (x, y) + �� (i, j) , (9)

where g (x, y) is the pheromone quantity on one particular edge is (x, y), � denotes the pheromone
vanishing rate, �� (i, j) is the pheromone quantity of the formula:

�� (i, j) =
⎧⎨
⎩

K
EK

, if ant travels on edge (i, j)

0, otherwise
(10)

where K is the node’s outstanding energy, and EK is the distance between the hop_count ∗ base_station
∗ Velocity of the particle and node. A node with the highest pheromone value ph is selected for
forwarding of information. Algorithm 3 outlines the algorithm of SDS-based routing.

Figure 4: SDS integrated with SLCR-MLF for data integrity, device authentication and optimized
processing time

The SDS-based routing is used to check the best probability value of Pcheck_best, taking the likelihood
of reaching the destination via an absolute path long before the entire route is taken, thus avoiding the
issue of looping over the same path while maintaining secure data transmission. The approach, which
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considers the frequency of the path, node energy, and proximity to the relay node, ensures that each
idle node’s efficiency is not used in transmission, avoiding attacks from malicious nodes and disrupting
unreliable or unlicensed nodes.

4 Results and Discussion

In this section, we implement the proposed SLCR-MLF using a network simulator employing
OpCloudSec [27], SDNEEC [31], MPSDN [34] to enable the construction of an IoT environment
composed of communicating IoT devices. The experiment involves constructing 300 nodes, 6 relay
nodes, and a base station. A new method with nodes using Swarm Optimization is implemented to
enable dynamic clustering. The energy function used in our methodology helps estimate the dynamism
of the node’s velocity. The most productive member is selected as the CH, and the remaining node’s
formation is removed. Fig. 5 displays the map demonstrating the different methods and residual node
development. In contrast with other existing methodologies such as OpCloudSec, SDNEEC, and
MPSDN, the proposed scheme eliminates the remaining nodes. Even as a node with the least desired
fitness value, the remaining nodes’ formation becomes a distinct CH in this proposed method and
directly sends its data.

Figure 5: Number of residual nodes with various approaches

Fig. 8 displays the network life after multiple methods have been used. Network lifespan is the
period that the whole network is alive or operational. In this case, the diagram is drawn in milliseconds
for the duration of the system. The comparison between OpCloudSec, SDNEEC, MPSDN, and the
device proposed will be demonstrated. Compared with current approaches, the proposed solution
shows an enhanced network life due to proposed algorithms such as dynamic cluster creation, SDS
to minimize dimensionality in a heterogeneous setting, and efficiency of data transmission to BS. The
node energy is one of the parameters of all proposed algorithms. The above results show that our
proposed method improves several performance metrics for the network, i.e., the number of residual
nodes is reduced to 16%, energy consumption is reduced up to 50% (Fig. 6), almost 30% improvement
in data retrieval rate (Fig. 7), and network lifetime is improved by up to 1000 msec.
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Figure 6: Overall energy consumption at diverse time slots

Figure 7: Data retrieval rate at different time slots

Therefore, the proposed SLCR-MLF yields an IoT system that empowers decentralization,
scalability, security, data integrity, and optimized processing time in IoT devices. That is, we employ
PUF-based authentication to deliver privacy and security requirements within IoT devices, making
the system robust to eavesdropping and various cryptographic attacks. At the same time, the proposed
SDS technique ensures data integrity and optimized processing time in the IoT platform.
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Figure 8: The network lifetime of the various approaches

5 Conclusion and Future Work

A framework for efficient and secure communication between sensor devices in heterogeneous IoT
environments has been proposed. The presented cluster formation and selection based on the SLCR-
MLF framework yields better performance than the current methods. PCA-based data aggregation
allows the integration of various data types, minimizing the size of data and the number of packets
transmitted, thus improving energy conservation. The PUF-based authentication mechanism allows
cluster heads to authenticate and maintain secure sessions with the base station, making the system
robust against various attacks such as man-in-the-middle and cloning attacks. The proposed SDS
algorithm guarantees the path’s efficiency to the base station, which ensures the selection of the
optimal paths with the highest velocity, proximity, and reduced energy usage. Therefore, by reducing
the creation of excessive residual nodes, enabling successful authentication of the cluster head via the
PUF-based method, and introducing energy-efficient SDS routing, the proposed method enhances
connectivity in a highly complex heterogeneous environment. The experimental results show that the
proposed SLCR-MLF improves several performance metrics for the IoT network, i.e., the number of
residual nodes is reduced to 16%, energy consumption is reduced up to 50%, almost 30% improvement
in data retrieval rate, and network lifetime is improved by up to 1000 msec. With the inclusion of
greater sensor heterogeneity and more sophisticated PUF designs, the device may be generalized for
any complex application to boost the precision of the data recovery process. The proposed approach
would require advanced swarming methods in the future.
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Appendix A

The elected Cluster Leader carries out data aggregation. The cluster head continues to gather
heterogeneous sensor information from its multiple cluster members. The accumulated heterogeneous
CH information is sent to the relay node. It executes the PCA to combine heterogeneous information
into a minimal data set and forward the compact data into the base station. Suppose three sensor
types exist: temperature, pressure, and humidity. PCA allows the storage of multi-dimensional data.
The PCA steps and sample data are given below. The CH first gathers and creates a data matrix from
heterogeneous sensors. Let us presume that there are three categories of sensors in the cluster: humidity,
pressure, and temperature; in each group, three sensors. The constructed 3 × 3 data matrix is the same
as the one below.

Temperature (T) Pressure (P) Humidity (H)

25 130 15
31 134 16
32 133 17

Corollary 1

The next step is to measure each dimension’s mean. Subtract from its mean each value of a specific

dimension, i.e.,
(

a − A
)

,
(

b − B
)

∧
(

c − C
)

build the Data Adjust matrix.

|DA| =
⎡
⎣

−3.33 −2.60 −3.30
−0.43 2.30 −0.30
3.66 0.43 3.66

⎤
⎦

Corollary 2

The following step will be to define the co-variance of the data adjustment matrix assumed with
the co-variance Eq. (A.1):

Co_variance(T ,P,H) =
⎡
⎣

cov (t, t) cov (t, p) cov (t, h)

cov (p, t) cov (p, p) cov (p, h)

cov (h, t) cov (h, p) cov (h, h)

⎤
⎦ =

⎡
⎣

6.66 3.77 6.66
3.77 6.66 3.77
6.66 3.77 6.66

⎤
⎦ .

As inferred from the above matrices, where the co-variance is of the pressure and temperature, i.e.,
Co_variance(T ,P) is calculated utilizing the following equation:

Co_variance(T ,P) =
∑n

i=1 (ti − T) (pi − P)

n − 1
. (A-1)

Then, find the co-variance matrix
∑n

i=1 (ti − T) (pi − P). The eigenvector is a matrix that gives the
matrix of a new form if multiplied by the ideal matrix n − 1. This matrix can be articulated as an
Eigenvector scalar product. The word scalar is referred to as the value of Eigen.

Corollary 3

Let matrix A = Co_variance(T ,P,H), the Eigenvalues of matrix A is determined as follows:

A =
⎡
⎢⎣

6.66 3.77 6.66

3.77 6.66 3.77

6.66 3.77 6.66

⎤
⎥⎦

|A − λI| = 0
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By solving the above equation, we get Eigenvalues λ1
∼= 15.1, λ2

∼= 5.0 and λ3
∼= 3.1 × 10−14.

Then, measure the function’s vector and reduce the size as the key variable is picked the eigenvector
with the largest Eigenvalue (15.1). A function vector is generated in the corresponding line in the
eigenvector. The higher the dimension, the smaller the loss of compression. So, this is the functional
vector.

featurevector =
⎡
⎣

−0.72
−0.56
−0.72

⎤
⎦

The final condensed data is calculated utilizing the following Eq. (A.2):

Finaldata = DA ∗ featurevector (A-2)

Finaldata =
⎡
⎣

−3.33 −2.60 −3.30
−0.43 2.30 −0.30
3.66 0.43 3.66

⎤
⎦ ∗

⎡
⎣

−0.72
−0.56
−0.72

⎤
⎦ =

⎡
⎣

4.09
−0.77
−5.5

⎤
⎦ .


	Application of Physical Unclonable Function for Lightweight Authentication in Internet of Things
	1 Introduction
	2 Literature Review
	3 SLCR-MLF: Secured Lightweight Cost-Efficient Reinforcement Machine Learning Framework
	4 Results and Discussion
	5 Conclusion and Future Work
	Appendix A



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


