. Computers, Materials & )
‘ Continua & Tech Science Press

DOI: 10.32604/cmc.2023.035668 .
Article
Check for
updates

A Speech Cryptosystem Using the New Chaotic System with a Capsule-Shaped
Equilibrium Curve

Mohamad Afendee Mohamed', Talal Bonny’, Aceng Sambas’, Sundarapandian Vaidyanathan’,
Wafaa Al Nassan’, Sen Zhang’, Khaled Obaideen’, Mustafa Mamat' and
Mohd Kamal Mohd Nawawi‘*

'Faculty of Informatics and Computing, Universiti Sultan Zainal Abidin, Malaysia
?Department of Computer Engineering, University of Sharjah, Sharjah, 26666, UAE
3Department of Mechanical Engineering, Universitas Muhammadiyah Tasikmalaya, Indonesia
4Research and Development Centre, Vel Tech University, Avadi, Chennai, India
3School of Artificial Intelligence, and Automation, and Key Laboratory of Image Processing, and Intelligent Control of
Education Ministry of China, Huazhong University of Science, and Technology, Wuhan, 430074, China
®Institute of Strategic Industrial Decision Modeling, School of Quantitative Sciences, Universiti Utara Malaysia, 06010,
UUM Sintok, Kedah, Malaysia
*Corresponding Author: Mohd Kamal Mohd Nawawi. Email: mdkamal@uum.edu.my
Received: 30 August 2022; Accepted: 08 February 2023

Abstract: In recent years, there are numerous studies on chaotic systems
with special equilibrium curves having various shapes such as circle, butterfly,
heart and apple. This paper describes a new 3-D chaotic dynamical system
with a capsule-shaped equilibrium curve. The proposed chaotic system has
two quadratic, two cubic and two quartic nonlinear terms. It is noted that
the proposed chaotic system has a hidden attractor since it has an infinite
number of equilibrium points. It is also established that the proposed chaotic
system exhibits multi-stability with two coexisting chaotic attractors for the
same parameter values but differential initial states. A detailed bifurcation
analysis with respect to variations in the system parameters is portrayed
for the new chaotic system with capsule equilibrium curve. We have shown
MATLAB plots to illustrate the capsule equilibrium curve, phase orbits
of the new chaotic system, bifurcation diagrams and multi-stability. As an
engineering application, we have proposed a speech cryptosystem with a
numerical algorithm, which is based on our novel 3-D chaotic system with a
capsule-shaped equilibrium curve. The proposed speech cryptosystem follows
its security evolution and implementation on Field Programmable Gate Array
(FPGA) platform. Experimental results show that the proposed encryption
system utilizes 33% of the FPGA, while the maximum clock frequency is
178.28 MHz.
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1 Introduction

Chaos theory has been applied in various areas of science and engineering such that found in
nonlinear oscillatory systems [1,2], biological modelling [3,4], circuits [5—10], artificial neural network
modelling [11,12], chemical modelling [13,14], fuzzy modelling [15,16], robotics [17], cryptosystem
[18], audio encryption [19,20], image encryption [21-24], data hiding [25-27], watermarking [28], and
Field Programmable Gate Array (FPGA) implementation [29]. A system is said to be chaotic when
exhibiting high sensitivity to even small changes in the initial conditions [30].

By definition, dynamical systems with a positive Lyapunov index number are called chaotic [31].
In recent years, there is a great interest by researchers in finding a specific type of chaotic systems
that has a closed curve of equilibrium points [32—38]. Thus far, many such chaotic systems have been
reported in the chaos literature with equilibrium curves such as circles [34], butterflies [35], hearts [36],
and apples [37], etc. These chaotic systems come with a curve of infinitely many equilibrium points,
and hence these systems are equipped with hidden chaotic attractors.

Speech signal encryption is one of the most widely used techniques for ensuring the security
of the verbal transmission of data. To address information security concerns, various cryptographic
standards and protocols have been proposed, including speech encryption algorithms such as Data
Encryption Standard (DES) [38], Triple Data Encryption Standard (3DES) [39], and the Rivest—
Shamir-Adleman (RSA) algorithm [40].

Each standard encryption technique has pluses and minuses; however, these cryptographic
techniques do not address the distribution of encryption keys. The signal being aperiodic, broadband,
and spacious spectrum for housing the secret message, the use of chaotic systems in cryptography
brought new life into encryption systems [41,42]. Several algorithms based on chaotic maps have been
proposed in order to expand the range of parameters and improve the sensitivity of secret keys. The
implementation of chaotic systems can be found in various technologies such as analog circuits [43],
digital circuits [44] or FPGA [45,46].

This study presents a novel 3-D chaotic system consisting of six nonlinear terms. A novelty in
our research work is that the proposed chaotic system exhibits a capsule-shaped equilibrium curve.
In addition, an illustration of the system’s dynamic properties including signal plots and bifurcation
diagram are given. For nonlinear dynamical systems, multi-stability refers to the coexistence of chaotic
attractors for the same values of parameters but different values of initial states [21,22]. In this work,
we show that the proposed chaotic system exhibits multi-stability with coexisting chaotic attractors.
Finally, a speech encryption scheme is developed using the novel chaotic system with a capsule-
shaped equilibrium curve and implementation on the FPGA platform. Simulation results revealed
that the proposed encryption system utilizes 33% of the FPGA, with the maximum clock frequency
at 178.28 MHz.

Section 2 presents the modelling of our proposed chaotic system with capsule equilibrium curve.
In Section 3, we analyze the proposed system from the perspective of bifurcation and multi-stability
properties. We show that the new chaotic system has two coexisting chaotic attractors for the same
parameter set but different sets of initial sets. A speech encryption scheme based on the proposed
system is introduced in Section 4. Finally, conclusions are dressed in Section 5.
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2 A Novel Chaotic System with a Capsule Equilibrium Curve

This study proposed a 3-D chaotic dynamical system having six nonlinear terms.

E=¢
n=—¢ (an+ B0’ +&¢) (1)
C=&*—0.10+7n"-05

In the system (1), the state is designated by the three-dimensional vector K = (&, n, ¢). Notewor-

thy, the dynamics (1) consists of six nonlinear terms. We assume that all system constants «, 8 are
positive.

To determine the equilibrium points of system (1), we solve the following set of equations:

=0 (2a)
— ¢ (an+Bn*+6¢) =0 (2b)
£ 018+ —0.5=0 (2¢)

Solving the equations (2a) and (2b), we get ¢ = 0. Combining this with (2c), we conclude that the
system’s equilibrium points (S) are given by a curve residing on (£, ) —plane:

S={E&.n0) eR|t=0¢—0.1&0+n—0.5=0} 3)
Fig. 1 shows the capsule-shaped equilibrium curve of the system (1) on the (¢, ) —plane.
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Figure 1: Equilibrium curve with capsule-shaped of the system (1) on the (¢, ) —plane

MATLAB’s Lyapunov Index (LI) values spectrum analysis was used to establish the chaotic exis-
tence in the three-dimensional dynamical system (1) with the following values for tuning parameters:

«a=8,=3 4)
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To perform time-series analysis for the system’s state K, the initial state of the system (1) takes up
the following values:

£(0) = 0.02, 7(0) = 0.01, £(0) = 0.02 (5)

Based on Wolf’s procedure [47], for T = le4 seconds, the values of Lyapunov Exponent Index
(LEI) belong to the dynamical system (1) (see Fig. 1) were found to be:

wy = 0.0468, p, =0, uy; =—0.0993 (6)
The chaotic property of system (1) is guaranteed following the positivity of LEI value for u,.

The negative sum of all LEI values in (6) shows that the system (1) also has dissipative motion
derived from its entire trajectories, which finally converges to the strange chaotic attractor. Since
the proposed chaotic system (1) with a capsule-shaped equilibrium curve comes with infinitely many
equilibrium points, we can immediately conclude the existence of a hidden chaotic attractor.

Moreover, the Kaplan-Yorke dimension for system (1) can be found as:
M+ W,

Dyy = 2+
| 45

=24713 (7

The higher the value of Dy, indicates that higher complexity in the chaotic system (1).

By fixing the parameter set (o, ) = (8, 3) and K, = (0.02, 0.01, 0.02), we determine the values of
LI and signal plots for the system (1) using MATLAB.

Fig. 2 shows the LEI spectrum of the new chaotic system (1), while Fig. 3 shows the phase plots
of the system (1).
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Figure 2: The spectrum of Lyapunov index values for the proposed 3-D chaotic system (1)
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Figure 3: The signal plots for the proposed 3-D chaotic system (1)

3 Bifurcation Analysis and Multi-Stability of the New Chaotic System
3.1 Bifurcation Analysis

In this section, we use bifurcation diagrams to analyze the dynamics of the proposed chaotic
system (1). Bifurcation analysis is useful for studying the qualitative properties of dynamical systems
[48=51]. Our analysis concentrates on the parameter-dependent behavior of the proposed chaotic
system (1) having capsule equilibrium and it is divided into two different cases.

For the first case, let 8 = 3, the initial state at K, = (0.02,0.01, 0.02) and change « such that 6 <

a < 10. For the second case, let « = 8, the initial state at K, = (0.02,0.01, 0.02) and change 8 such
that2 < B8 <6.
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For both cases, we performed bifurcation analysis for the state variables & and ¢, and the
corresponding largest Lyapunov exponent, respectively depicted in Figs. 4 and 5. It is observable from
both settings that the system (1) exhibits robust chaos with a positive largest Lyapunov exponent runs
through the entire region. Besides, it also indicates that the chaotic characteristics of system (| ) increase
with the decrease of the bifurcation parameter 3.
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Figure 4: Dynamical analysis of the new chaotic system (1): (a) bifurcation diagram of & with reference
to «; (b) largest Lyapunov exponent spectrum
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Figure 5: Dynamical analysis of chaotic system (1): (a) bifurcation diagram of ¢ with reference to B;
(b) largest Lyapunov exponent spectrum

3.2 Multi-Stability

Multi-stability is an intrinsic property of nonlinear dynamical systems, which reveals the abundant
dynamic characteristics of the system (1), and has attracted much attention in recent years [18,19]. It
means that two or more different kinds of attractors coexist together under the same parameter setting
but with different initial states.

By fixing « = 12, varying B in the region of [1,4] and selecting initial states to be K, =
(0.02,0.01,0.02) and 2, = (—0.02, —0.01, —0.02), respectively. The coexisting bifurcation diagrams
are plotted in Fig. 6. From Fig. 3, it is clear to observe that there exists a coexisting region of [1.5,
4]. For example, when 8 =2.5, we discover that the system produces two types of coexisting chaotic
attractors that can be shown in the respective Figs. 7a and 7b.
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Figure 6: The coexisting bifurcation diagrams of the new system (1) with respect to 8 where o =
12, K, = (0.02,0.01,0.02) (blue orbit) and 2, = (—0.02, —0.01, —0.02) (red orbit)
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Figure 7: Phase portraits of the coexisting chaotic attractors in two different planes with @ = 12 and
B = 2.5 for the initial conditions K, = (0.02,0.01, 0.02) (blue orbit) and £, = (—0.02, —0.01, —0.02):
(a) & — n plane and (b) n — ¢ plane

4 Speech Cryptosystem with FPGA Realization
4.1 The Proposed Speech Cryptosystem
This section illustrates the speech-based cryptosystem using the proposed 3-D chaotic system (1)

with a capsule equilibrium curve. Fig. 8 shows the block diagram of the encryption system. In this
cryptosystem, the two chaotic systems A and B are used as sources for chaos based key generators.

Speech Signal

A 4

Masking phase 1

Encrypted Signal

b

Key A

Masking phase 2

[}

Key B

Chaotic System A

e

Chaotic System B

Figure 8: Block diagram of the proposed speech encryption
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The encryption process consists of two phases. Firstly, the speech signal S(¢) is masked based on
the output of the chaotic system A as follows:

E@0=SO+&+n.+¢ ®)

Then this signal is masked again using the second chaotic system B output, to produce the
encrypted signal F,(z) as in (8) that is to be transferred through the channel

E() =E () +&+np+ 3 (9)

We note that the outputs of systems 4 and B are managed to combine all state variables of the
chaotic systems. As a result, the encrypted signal that carries the information becomes more complex
than any individual state variable and cannot be predicted by the intruder.

In the decryption process (see Fig. 9), the proposed 3D chaotic system with capsule equilibrium
curve in (1) is used in systems A and B as chaos-based key generators. Firstly, the received encrypted
signal E,(r) is unmasked using the chaotic systems B as follows:

D (t) = Ex(¢) — (5 + 15 + &p) (10)
Encrypted Signal Recovered Speech Signal
W #| Unmasking phase 1 #| Unmasking phase 2 W
» 1
Key B Key A
Chaotic System B Chaotic System A

Figure 9: Block diagram of the proposed speech decryption

Then the un-masking of the produced signal D,(¢) takes place using the output of the chaotic
system A to produce the recovered speech signal D,(r) as follows:

Dy(t) = D(t) — (§z + np + &5) (11)

We assume that the key generators on the decryption side are identical and synchronized with the
systems on the encryption side. Based on this assumption, the recovered signal D,(¢) in (11) is similar
to the original speech signal S(¢).

4.2 Numerical Simulation

The simulation results were obtained using MATLAB/SIMULINK. Various tests were performed
to examine the security and efficiency of the proposed system, such as waveforms, spectrogram
analysis, Signal to Noise Ratio (SNR), and correlation tests. Speech signals have an 8000 Hz using
eight quantization bits.

Fig. 10a shows the waveform in the original speech’s time domain, while Fig. 10b illustrates the
encrypted speech waveform after the two phases of masking. On the other hand, the decrypted speech
waveform in Fig. 10c matches the original speech waveform on the transmitter side.
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Figure 10: Waveform plots of (a) original speech, (b) encrypted speech, and (¢) decrypted speech
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4.3 Spectrogram Analysis

The proposed speech cryptosystem can be visually analyzed using the spectrogram’s distribution
of energy in the time-frequency plane. As shown in Fig. 11, the spectrogram of the encrypted signal
in Fig. 11b was distributed and very different from that of the original signals in Fig. 11a. Thus, the
original signal became incomprehensible. Moreover, from the spectrogram plots, we can deduce that
the decrypted speech signal in Fig. 11c is identical to that of the original speech as in Fig. 11a.
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Figure 11: Spectrogram plots for (a) original speech, (b) encrypted speech, and (c) decrypted speech

4.4 Keyspace and Key Sensitivity Analysis

Noteworthy, the proposed chaotic system consists of two parameters and three initial conditions.
The combination of these five parameters makes up the keyspace. They are responsible for the
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robustness of the proposed algorithm against many attacks. Based on key sensitivity test, it was shown
that a slight change in one parameter alters the decrypted signal entirely. For example, Fig. 12 shows

the effect of changing Bvalue from 3 to 2.99999999999.

X T T T
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0.8

25
Time (sec)

Figure 12: Decrypted speech signal with a little change in the parameter j

4.5 Statistical Tests

The Correlation Coefficient (CC) and Signal to Noise Ratio (SNR) are used to determine the
strength of the proposed algorithm against statistical attacks. Table | shows the calculations of CC
and SNR for four speech signals. The CC measures the numerical correlation having values in the
range of —1 and 1. The smaller value of CC indicates a much better scrambled encrypted signal in
comparison to the original speech signal. The SNR measures the ratio between the encrypted image
and the original image. The highly negative value of SNR indicates an excellent quality of the encrypted

speech signals.

Table 1: The measurements of SNR and CC for different speech samples

Name CcC SNR in dB
Speech 1 7.2801e* —62.7157
Speech 2 7.8085¢* —61.5435
Speech 3 8.9026¢* —61.1175
Speech 4 7.5163¢* —62.0466
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4.6 Encryption Speed Analysis

Measuring the encryption speed of a speech signal is affected by the operating system, program-
ming language, CPU frequency, and system complexity. The encryption speed results for a speech
sample using the proposed speech cryptosystem are (0.12 s). Where the length of speech sample is
(7.9 s) and the specifications of the used PC are; Intel(R) Core (TM) i7-8565U CPU @ 1.80 GHz hp
LAPTOP-UFTCGPRC, 8 GB RAM, Windowsl1.

4.7 Algorithm Complexity Analysis

The algorithm complexity for the encryption of a speech signal consists of n samples is mainly
determined by the following sub operations: masking phases 1 and 2. The complexity of each masking
phase is O(n). Therefore, the overall complexity of the proposed speech cryptosystem is O(2n).

4.8 Statistical Randomness Tests

In this test, we analyze the randomness of the encrypted speech signal using NIST 800-22
test package provided by the National Institute of standards and technology (NIST) of the United
States. Which is a statistical randomness test consisting of fifteen tests. This paper mainly tests the
randomness of the original and the encrypted speech signals. The fifteen tests were applied to examine
the randomness of each signal as shown in Table 2. The bit-stream of the original speech signal passed
only 2 of the NIST tests. However, after applying our proposed speech signal (see Fig. 8), all tests were
passed.

Table 2: The results of NIST statistical test for the original and the encrypted speech signals

Name Original speech signal  Encrypted speech signal
Frequency Fail Pass
Block frequency Fail Pass
Cumulative sum Fail Pass
Approximate entropy Fail Pass
Runs Fail Pass
Longest run Fail Pass
Rank Fail Pass
Fast fourier transform Fail Pass
Non-overlapping template Pass Pass
Overlapping template Fail Pass
Universal Fail Pass
Serial Fail Pass
Linear complexity Pass Pass
Random excursions Fail Pass

Random excursions variant Fail Pass
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4.9 FPGA Realization

In this part of the study, the speech-based cryptosystem has been realized on the FPGA platform.
The synthesizable Very High-Speed Integrated Circuit Hardware Description Language (VHDL)
code was generated using a Hardware Description Language (HDL) coder. MATLAB toolbox is
responsible for converting MATLAB/SIMULINK design into VHDL or Verilog code. The generated
VHDL code has been tested using the QUARTUS program using CYCLON V FPGA chip. The
Quartus includes full support for all popular methods of entering a description of the desired circuit
into a Computer Aided Design (CAD) system, such as the Verilog, VHDL, and based on a schematic
diagram.

In this section, we illustrate in detail how to build the speech-based cryptosystem using the
proposed 3D chaotic system with a capsule equilibrium curve (1) and its realization in MAT-
LAB/SIMULINK to generate HDL-code. The study begins with the discretization of the novel 3D
chaotic system with a capsule equilibrium, which is presented with differential equations in continuous
time. The discrete form for the proposed 3D chaotic system using the forward Euler algorithm is shown
in Eq. (12).

§ln+ 1] = &[n] + h.g[n]
nln + 11 = nn] + h.(=¢ (enln] + Bn*[n] + &[n)¢[n])) (12)
¢[n+1] = ¢[n]_h.(§*[n] — 0.18?[n]n’[n] + n’[n] — 0.5)

The discretization step size parameter h is chosen to be 0.001 with n» and n + 1 being the current
state and the next state of the chaotic system.

Using Simulink, we can draw the top-level block diagram of the discretized 3D chaotic system (12)
asin Fig. 13. This system consists of three main parts, one for each state variable. The initial conditions
for the system are £[0] = 0.02, n[0] = 0.01, ¢[0] = 0.02. Each part has three inputs u(1), «(2), and u(3)
represents &£[n], n[n], and ¢[n] respectively. The output of each part is connected to the output block
that passes the values of state variables to the workspace as time series.

> Ly ]
! > u{1}+0.001*(u(3)) 1)

Xi

L] l 4 + ¥ uf2)+0.001"(-u(3)"(8"u{2)+2.99909999 (2] w(Z}ru(3) ul1))) — h@l
Eta ata_ni

1 B u(30.001{u(1)"4 0.0 u1) w2y u(ZPu(2] w2)0.5) | + F@
" iy Zeta zeta_nt

Figure 13: Simulink block diagram of the proposed 3D chaotic system

Figs. 14a—14c illustrate the chaotic attractors of the discretized 3D chaotic system (12).

The top-level block diagram of speech encryption process is shown in Fig. 15a. This system
consists of three inputs; clock, reset, and speech signal.
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Figure 14: Simulation trajectories of discretized 3D chaotic system (12)

Encryption System Decryption System
clock = clock ——
reset =— _.Enm:rd et —— _'M:::’::d
—-— T
(a) 1)

Figure 15: Top-level simulink blocks of: (a) speech encryption and (b) speech decryption system
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Similarly, the top-level block diagram for the decryption is shown in Fig. 15b. The inputs of these
systems are the encrypted signal, clock, and reset. The values of («, 8) parameters, the initial values
of the three state variables, £[0]n[0]¢[0] and step size h are assigned internally within the system.

Figs. 16a and 16b illustrate the internal Simulink blocks for the encryption/decryption systems.
These systems mainly consist of the chaotic systems A and B, which are identical to each other, adders

and subtracts.

Chaotic System A
Speech Signal

£_A +
[
LA *

Chaotic System B : Encrypted Signal

£B +
[

B +

n_A

+

n_B

(@)

Chaotic System A

Encrypted Signal

A +

n_A

LA +

e +
Chaotic System B b Recovered Signal

£B +

I'Ili—l—.+

*

B

(b)

Figure 16: Detailed simulink blocks for (a) speech encryption and (b) speech decryption system
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Then, the hardware implementation of the proposed cryptosystem is done using the VHDL code.
Each system is realized on the FPGA Cyclon V platform as shown in Fig. 17.

i = »m ¢ - €% I Pty At Ao MU

Figure 17: The FPGA implementation of the proposed encryption system

With regards to FPGA implementation, all variables and constants makes use of the 32-bit fixed-
point arithmetic representation. This representation can be divided into three parts, 1-bit for the sign,
7-bits for the integer part, and 24-bits for the fractional part.

Table 3 reveals the amount FPGA resources utilization by the encryption and decryption systems.
As shown in Table 3, both encryption and decryption systems require almost the same FPGA
resources, which are 33% of Logic Utilization and 23% of Digital Signal Processors (DSP), while the
maximum frequency and power consumption obtained as 178.28 MHz and 365.60 mW respectively.

Table 3: FPGA resources utilization by the communication system

Encryption system Decryption system
Units Utilization Units Utilization
Logic utilization 18451 33% 18508 33%
Total registers 193 - 193 -
Total pins 68 25% 68 -
Total DSP blocks 36 23% 36 23%
Maximum frequency (Hz) 178.28 — 178.28 —

Power consumption (mW) 365.60 - 356.61 -
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5 Conclusion

This research describes a new chaotic dynamical system with a capsule equilibrium curve. The
proposed chaotic system is made up of six nonlinear terms. The proposed chaotic system exhibits a
hidden attractor and multi-stability with coexisting attractors. A detailed bifurcation analysis with
respect to parameters was described for the proposed chaotic system with capsule equilibrium curve.
Finally, we have proposed speech cryptosystem and algorithm, which is based on our novel chaotic
system with a capsule equilibrium curve and follows its security evolution and implementation on the
FPGA platform. The measures for encrypted and decrypted signal quality showed that the proposed
algorithm has high quality of recovered speech signal. Experimental results showed that our speech
encryption system utilized 33% of the Field Programmable Gate Array (FPGA), while the maximum
clock frequency was 178.28 MHz.

Chaotic systems have several applications in science and engineering. In this work, we focused only
on a speech encryption cryptosystem. As future research work, we plan to develop more engineering
applications of our chaotic system such as watermarking, data hiding, steganography, etc.
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