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ABSTRACT

With the continuous progress of information technique, assisted driving technology has become an effective
technique to avoid traffic accidents. Due to the complex road conditions and the threat of vehicle information being
attacked and tampered with, it is difficult to ensure information security. This paper uses blockchain to ensure the
safety of driving information and introduces mobile edge computing technology to monitor vehicle information
and road condition information in real time, calculate the appropriate speed, and plan a reasonable driving route for
the driver. To solve these problems, this paper proposes a trusted edge resource allocation framework for assisted
driving service, which includes two stages: the blockchain generation stage (the first stage) and assisted driving
service stage (the second stage). Furthermore, in the first stage, a delay-and-throughput-oriented block generation
model for the mobile terminal is designed. In the second stage, a balanced offloading algorithm for assisted driving
service based on edge collaboration is proposed to solve the problems of unbalanced load of cluster mobile edge
computing (MEC) servers and low resource utilization of the system. And this paper optimizes the throughput
of blockchain and delay of the transportation network through deep reinforcement learning (DRL) algorithm.
Finally, compared with joint computation and communication resources’ allocation (JCCR) and resource allocation
method based on binary offloading (RAB), our proposed scheme can optimize the delay by 7.4% and 26.7%, and
support various application services of the vehicular networks more effectively.
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1 Introduction

The Internet of Vehicles (IoV) is a new mobile ad hoc network recent years, which ensures
road safety and improves people’s driving experience. With the increasing traffic flow of urban road
networks, drivers inevitably encounter congested areas in the process of driving, which greatly increases
travel time, fuel consumption, and additional gas emissions. To solve this problem, assisted driving
technology is introduced to reduce the probability of accidents, and correct the vehicle driving routes
in time after detecting accidents to improve transportation efficiency. We can obtain the current vehicle
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position, direction, speed, and other driving data through the onboard unit (OBU), and infer the
driver’s dangerous driving intensity, to verify the driver’s behavior and curb the accident from the
source [1]. We comprehensively consider the current vehicle information (such as vehicle identification
(ID), location, acceleration, speed, and destination) and road condition information, calculate the
reasonable speed, and plan a recommended driving route to prompt the driver.

In the traditional assisted driving scheme, information processing is concentrated on one side,
which is vulnerable to attack. And each server needs to maintain a large amount of account
information, resulting in a waste of resources for many servers, which may also lead to server
performance bottlenecks [2]. Blockchain technology can establish trust relationships for nodes in
vehicular networks, effectively solve the security problems such as decentralized management and
privacy protection of the IoV, and reduce the risk of information tampering and data center attacks
[2]. However, many existing public blockchains cannot meet the requirements of high throughput and
low delay of assisted driving tasks.

In the application of smart transportation, the frequent driving operation of vehicles makes
the nearby data processing and strict delay requirements become extremely important. MEC has
the ability of high bandwidth and low latency. It can provide computing services for all kinds
of mobile network edges, which can reduce the latency caused by long-distance communication
transmission, and make higher performance. Therefore, we use MEC to realize the real-time processing
of computing-intensive tasks generated by driving assistance and reduce the total delay of service [3].

The demand for a large number of vehicles for assisted driving makes vehicle computing services
face great challenges. Many schemes to solve the problem of assisted driving have been proposed.
A driving assistance scheme based on the driver’s behavior was proposed in [1,4], which obtains
driving information through sensors and cameras, and provides reasonable suggestions to drivers after
processing. But it cannot adjust the driving route dynamically. References [2,5] proposed anonymous
identity authentication schemes, which applied blockchain in the IoV service to protect the security
of vehicle information, but they did not consider improving the throughput of blockchain. References
[3,6] designed a scheme to deploy the edge computing function to roadside units (RSUs). However,
they did not consider the task allocation of collaborative offloading and load balancing of MEC
servers. To sum up, the existing researches still have many problems [1-6].

To solve these problems, we first uses a digital map to configure road condition information such
as ramp geometry and traffic information on the road-side unit (RSU) and then generates a block
on the vehicle to store some parameters of the vehicle obtained through OBU, such as vehicle 1D,
location, acceleration, speed, destination. In this process, the block size, block interval, and offloading
decision of tasks are jointly optimized to reduce delay and maximize transaction throughput. Then
the parameters of the vehicle will be uploaded to the RSU, and the destination, speed, and other
attributes will be comprehensively analyzed to plan the appropriate speed and route. At the same
time, the block will be generated on the RSU and the processing results will be stored in it. Aiming at
the computing-intensive tasks generated in this stage, we propose a balanced offloading algorithm for
assisted driving service based on edge cooperation and jointly optimize the offloading mode and ratio
to further optimize the total delay of the system. The main contributions of this paper are as follows:

(1) A trusted processing framework for assisted driving service is established, the whole framework
includes two stages: the first stage designs a delay-and-throughput oriented block generation model for
mobile terminals, and the second stage proposes a balanced offloading algorithm for assisted driving
service based on edge collaboration. The two-stage optimization problem is modeled as the Markov
decision process (MDP), and the paper introduces the deep reinforcement learning (DRL) algorithm
to solve it.
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(2) A load-balancing model for clustered MEC servers is proposed by comprehensively consid-
ering the usage of storage and computing resources of MEC servers. The paper designs a load factor
based on the model, and models the MEC server as the M/M/1 queue, which affects the task offloading
ratio in the collaborative computing mode and further optimized the total delay of the system.

The rest of this paper is organized as follows. Section 2 reviews the related works. Section 3 designs
the trusted processing framework for assisted driving services. Section 4 proposes the two-stage joint
optimization problems, and uses the DRL algorithm to solve these problems. Section 5 analyses the
simulation results, and Section 6 draws a conclusion.

2 Related Work

This section introduces the existing assisted driving technology, the application of blockchain in
vehicular networks, and the computing offloading methods based on MEC.

2.1 Assisted Driving Technology

To improve the efficiency of traffic operations and ensure the safety of drivers, many assisted
driving schemes have been proposed. Many schemes [1,4,7,8] deal with the driving information but do
not consider the efficiency of the processing. All the calculation tasks are completed on the vehicle.
Zhang et al. [9] proposed an abnormal behavior detection scheme for autonomous vehicles. The
scheme offloads the computing tasks to the MEC server with strong computing power and large
storage space, which greatly improves the efficiency of service processing. However, the scheme ignores
the security of data. Therefore, to solve computing-intensive tasks generated in assisted driving process
and security problems, we introduce MEC technology and blockchain to the paper.

2.2 Application of Blockchain in the Vehicular Networks

To guarantee the safety of data, several works [10,11] built blockchain systems for IoV.
Baietal. [12] proposed a driving behavior warning scheme based on blockchain. The road information
and driving data are regarded as transactions to ensure that the correct road condition is broadcast to
other vehicle locations. Yao et al. [2] proposed an anonymous authentication mechanism, which can
effectively resist the attack of data tampering by combining encryption with blockchain. Yangetal. [13]
proposed a consensus mechanism based on proof-of-work (PoW) and proof-of-stake (PoS) for
blockchain in the IoV. To prevent the dissemination of forged information from interior terminals,
Zheng et al. [14] designed an anonymous authentication scheme based on blockchain, which ensures
the safety of communication between vehicles.

The use of blockchain technology can effectively guarantee the security requirements of the IoV,
but the above schemes all ignore the transaction throughput of blockchain. In order to improve
transaction throughput, this paper optimizes the size and interval of generated blocks.

2.3 Computing Offloading Methods Based on Mobile Edge Computing

MEC servers can provide flexible computing and storage resources for various terminals at the
edge of the network. Many pieces of literature [15—17] have proposed various solutions to solve the
problem of computing offload in mobile edge computing. Feng et al. [3] proposed an edge computing
framework for autonomous vehicles. It arranges the vehicles on the road for scheduling according to
the information collected from the adjacent vehicles, to ensure that the vehicle computing resources are
fully utilized. Zhao et al. [18] designed a collaborative computing offloading scheme, which made full
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use of computing resources and reduced the completion time of tasks. However, the above two schemes
do not consider the impact of vehicle movement on task offloading. Boukerche et al. [19] proposed a
data retrieval scheme for computing offloading in vehicle edge computing (VEC), which modeled the
computing offloading task in VEC, estimated the user’s position, and then selected the appropriate
access point. Yang et al. [20] proposed a mobile-aware task offloading scheme, which optimized the
task offloading decision, delay, and computing resource allocation.

Many schemes adopt a binary offloading decision, which does not consider the problem of
computing task allocation in the process of multi-device collaborative offloading. We propose a load-
balance-based offloading ratio decision model, which takes the resources of the MEC server into
account. And we model the resource allocation process in the system as an MDP and introduce A3C
to solve the problem.

3 System Model
3.1 Application Model

We propose a trusted edge resource allocation framework for assisted driving service, which
consists of a blockchain system, multiple MEC servers, and multiple vehicles, as shown in Fig. 1.
In the vehicular network, M = {l1,2,...,m} represents the set of vehicles. The vehicles collect road
conditions and driving data. The OBU and RSU are transmitted by the orthogonal spectrum. Vehicles
can generate blocks in the terminal layer. At this time, the blockchain system needs mining in the
consensus process, which will generate a computing-intensive task 7,,. To ensure the credibility of
driving data, we store the data (vehicle ID, location, speed, acceleration, destination, etc.) in the block.
The MEC servers are deployed in RSUs and N = {1, 2, ..., n} represents the set of RSUs. After the
vehicle is connected to the RSU, the vehicle transmits the parameters existing in the block to the
RSU. Then, the RSU processes the data collected by vehicles, generates the assisted driving task 7},
generates the block on the RSU, and stores the processed results (appropriate speed and route) into
the blockchain system.

Blockchain
Edge server: Blockchain —Blocki____
based reliable manager
4y Offloading between Transactions
MEC servers
Block i+1
~ O
Hash of i
- Blockchain S
=== 12V downlink i

Figure 1: The blockchain-based processing framework for assisted driving service
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3.2 Blockchain System Model

We deploy the blockchain system on the mobile terminal and RSU to store the vehicular
parameter information (storage transaction) and result information (policy transaction) into the block
generated by the terminal and RSU, respectively. A blockchain is a digital ledger in which all executed
transactions are stored. It uses a distributed point-to-point network to generate a continuous, ordered
list of records. Each block contains a set of signed transactions, which are verified by a consensus
mechanism. Using blockchain technology, we can maintain a reliable and consistent database [13],
and ensure the safety and credibility of the vehicular network. We introduce the delegated Byzantine
fault tolerance (dABFT) consensus mechanism and participate in consensus through proxy voting.

To improve efficiency, the consensus nodes are MEC servers that have a high voting rate. In
addition, the voting rate depends on the staking and available resources [21]. We use €, () =
{Q@®,2%®,...,2,(1)} to express the staking set, and use C,(?) = {C, (1), G (?),...,C, (1)} to
express the available computing resource set of the RSU. The RSU has a first-out data buffer, and
the processing queue can be expressed as:

F,(1+ 1) = max{F, (1) — fx + p, R, (1) , 0} 6]

where R, () is the vehicle calculation rate, f; is the central processing unit (CPU) cycle frequency of

the MEC server and p, is the processing density (in CPU cycles/bit). The computing resources that the

RSU can use for the blockchain system in slot t is:

Cn (t) = max {F - Fn (t) s Cmin} (2)
Assuming that ¢ is the size of transactions, S () means the block size (in MB) and 7 (¢) represents

the block interval (in seconds). We express transaction throughput as:

S (1) = LS®O/9]/1() 3)

3.3 Mobile Communication Model

Assuming that the coverage area of RSU is d,. Vehicles can transmit data to RSU through vehicle-
to-infrastructure (V2I) communication. According to the Shannon theorem, the transmission rate
between the moving vehicle and the RSU can be expressed as:

P, (1) g (1) (d, (1) }
o, (1)

where B, is the transmission channel bandwidth, P, () is the transmission power, g, (¢) is the channel
gain, o, (?) is the background noise power, 6 is the path loss index, d, is the distance between the vehicle
and the RSU [20]. d, (¢) can be denoted as

d, (1) = \/h,f + (L, —d,/2+ v,,z)2 (5

where /, is the position of the vehicle n and v, is the speed of vehicle n.

4)

R, (t) = B, 10g2 <1 +

3.4 Computational Model

There are two stages in the proposed framework. In the first stage of mobile terminal blockchain
generation, a mining task 7, will be generated. In the second stage of assisted driving service, the RSU
process and analyze the data collected by vehicles, and then generate the calculation task 7. Both T,
and T, are computing-intensive tasks, so we propose two different computing modes to perform 7,
and T,: local computing mode and collaborative computing mode [22].
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We use a, (1) € {1,2,3} to represent the computing offloading decision, a, (f) = 1 represents
the local computing mode (mode 1), a, (f) = 2 represents the collaborative computing mode for
adjacent MEC servers (mode 2), and «, (1) = 3 represents the collaborative computing mode for mobile
terminals and MEC servers (mode 3).

3.4.1 Local Computing Mode ( Mode 1)
(1) Local mobile terminal independent computing mode (mode 1-V)

For the local mobile terminal, we use a parameter tuple < D,,, X,,, ¢,, > to express a task, where
D, is the data size (in bits), X, is calculation intensity (in CPU cycles/bit), and ¢,, is completion time
(in seconds) of the blockchain mining task 7, f, is the CPU cycle frequency of vehicles, and the local
vehicle processing time 7, can be denoted as:

D,X,
7—7"1 [ — m m 6
=" ©)

(2) Local MEC server independent computing mode (model-R)

The task T, offloaded to RSU is expressed by a tuple < D,, X,, A,, ¢, >, where includes the task
data size D,, the calculation intensity X,, the proportion of result data to task data A,, and maximum
processing time ¢,. Suppose that the task generated by the vehicle conforms to the Poisson distribution,
so the task will be sent to RSU with an arrival rate A;. We further model the MEC server as the M/M/1
queue. Therefore, average delay AT, (¢) of the local RSU includes queuing delay and execute delay,
and it can be denoted as:

1

AT, () = ————— 7

l( ) l/Texe,/ (t) - )\'i ( )
where T, (?) is the processing delay of the local RSU to execute the local task 7, and it can be
calculated by:

D.X,

Texe, (t) = 8

I - ()

3.4.2 Collaborative Computing Mode for Adjacent Mobile Edge Computing Servers (Mode 2 )

Similar to [23], we analyze the performance of mode 1. The calculation task 7} can be divided into
two parts: one part is «D,, which is calculated on the surrounding RSU n;, where « is the offloading
ratio, and the other partis (1 — «) D,, which is calculated on the local RSU #;,, and the final calculation
results will be sent back and summarized on the local RSU n,. As the task generated by the vehicle
follows the Poisson distribution and be sent to local RSU #; at a stable arriving rate, the total processing
delay of tasks on n, is affected by load factor §,, arrival rate (1 — §,) A; and the local processing delay
T, (¢). Then, the average delay AT; (¢) of the RSU #, can be denoted as:

1

AL = = a=o)n ©)
T (1) = “‘j‘,ﬂ (10)

Moreover, the task offloaded to the surrounding RSU 5, follows the Poisson process. Similarly,
the average delay AT, (t) of RSU n; can be denoted as:



CMC, 2023, vol.77, no.2 2635

1

AT (1) = 11
! ( ) I/Te,\’e,f (t) - 81')"1' ( )
where §;A; 1s the arrival rate, and T, (¢) can be denoted as:
aD, X,
Teer (t) = (12)
Sr

The transmission rate R,; (f) and communication delay T, (f) of the offloading part of the
calculation task in mode Ibetween RSU #; to n, can be denoted as:

R, (1) =B, - logz(l + P((j?—(gt)(’)) (13)
D,
T0= % (14)

where P;; (¢) 1s the transmission power, g;; (¢) 1s the channel gain, and o;; (¢) 1s the background noise
power from #; to n, in time slot ¢ [21].

Therefore, the total delay of the system in the assisted driving service stage can be denoted as:
T ) = 2 —a,) AT, (1) + (a, (1) = 1) Tiy (1) (15)

3.4.3 Collaborative Computing Mode for Mobile Terminals and Mobile Edge Computing Servers
(Mode 3)

Similar to mode 2, we analyze the performance of mode 3. The mining task 7,, can be divided
into two parts: (1 — 8) D, is calculated on the local mobile terminal, 8D,, is calculated on the MEC
server n,, where 8 is the offloading ratio, and the processed result is returned to the mobile terminal.
The time taken by the mobile terminal to execute part of the mining task can be expressed as:

1-8)D,X,
Texe,m ([) == w (16)
1
The time taken to offload the remaining tasks from the vehicle to RSU n, can be expressed as:
BD,
T,. ()= 17
) 0 (17)
where R, (¢) is the transmission rate.
Therefore, the average time delay AT, (f) of the RSU #, can be denoted as:
1
AT, ()= —— 18
‘ ( ) I/Texe‘k (l) - )"i ( )
The total delay of the system in blockchain generation stage is:
1 1
Ty () = 3 B—a, )T, @ + 5 (@, () = D) Ty (1) (19)

3.5 Load Balancing Model

Weuse W.,,, () = {EL.,,,,‘,-(Z), Coupi (l)} to represent the performance of RSU n,, where E,,,,; (f) means
storage resources and C,,, (¢) represents computing resources of the RSU #,. The storage resource
utilization E; (f) and the computing resource utilization C; (¢) of the MEC server n, can be denoted as:



2636 CMC, 2023, vol.77, no.2

Ecur,i (t)

E (1) = Emm (1) (20)
 Cai (D)
Gw=c" 1)

where E.,.; () is the storage resource usage and C,,, (¢) represents the computing resource usage of
RSU n,.

We define the load rate of RSU #; as:
Fioaai (1) = Y E; (1) + nC; (2) (22)
where y + 1 = 1, y and n represent the weight.

The average load rate F,,. (¢) can be calculated by:
1 n
Foc () =~ Z Fpua; (1) (23)

The more balanced the load of the cluster, the more stable it will be. We use the standard deviation
oy to measure the load balance of the cluster, and calculate it by:

Op =

1 n
D (Fuus () = Foc ()’ (24)
i=1
Finally, we define the load factor §; as the load of the cluster:
— and,i (Z) - Fave (t) + OFf

Ly
20F

(25)

4 Problem Formulation

Since the wireless channel has Markovian property, we modeled the blockchain-based processing
framework for assisted driving service as MDP. Generally speaking, reinforcement learning (RL) can
solve MDP problems greatly. The RL adjusts the strategy adaptively according to the reward function
through learning, and then obtains the optimal strategy. However, due to traditional RL has low
learning efficiency and quality in complex environment, we use DRL to solve the problem of resource
allocation [24].

4.1 Blockchain Generation Stage ( The First Stage)
4.1.1 Optimization Objective

In the process of driving, the vehicle acquires the driver and vehicle data and generates a block
on the vehicle. At this time, the blockchain mining process on the mobile terminal will produce
computing-intensive tasks, which seriously affects the system delay. To solve this problem, we consider
an optimization problem with a delay-and-throughput focus that jointly optimize the offloading
location, block size, and block interval, which is defined in formula (26):
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Pl: max Tz_‘j |:a)1d>(t) —(1 - a)l)wzi T, (l):|

n=1

s.t. a,(t) €{l,3} C1
B () €[0,1] C2 (26)
0 </ fr < fou C3
T, (1) < ¢ C4
0<P,,() =P, C5
D,<Z, Co6

where w; (0 < w; < 1) and w, are the weight factor and the mapping factor of the optimization
function, respectively. Constraints C1 and C2 represent the effectiveness of the offloading decision.
Constraint C3 indicates that the CPU frequency of the vehicle and RSU cannot exceed the maximum
value. Constraint C4 represents the limit of the completion delay. Constraint C5 indicates that the total
transmission power should be less than the available power P,, of the system. Constraint C6 represents
that the data size of the offloading task cannot exceed the link capacity Z,,.

4.1.2 Problem Transformation

The state space of the current timeslot can be expressed as the combination of the number of stacks
Q@) ={Q2,(®,2®,...,2, (]}, the available storage resource E, (¢) = {E, (t) , E, (¢), ..., E, ()} of
the MEC server and channel condition G, (¢) = {g, (H)}:
Sa () £ {2, (1), E (1), G, (1) 27)

We denote the state transition probability density function by /. The probability from one system

state s,; (7) to the next system state s,, (z + 1) is:
t+1

H%U+Dm@ﬂﬂm=/ﬂfﬁﬂm%mﬁﬂﬂl (28)

Offloading mode a (1), offloading rate from vehicles to MEC servers g (t), block size S (t) and
block interval 7 (t) constitute the action space. A, (f) mean the action set in the formula (29):

Ac(={a@,BM®,S®, 11,1 [0,1] (29)
at) = {a (O,a ), -, ay(O)

To improve the efficiency and security of consensus process, we select the MEC server which has
a high voting rate as the consensus node according to the stake and available resources held by the

node, and use the dBFT algorithm as the consensus mechanism. Using the limit fraction method [21],
as the equations below, the size of a block and the interval between blocks are determined:

S (1) €[0.2, Spu] (30)

I(t) €[0.1, I,,] (31
where S, is the maximum value of block size and I,,,, is the upper limit of block interval.

Finally, the reward function can be expressed as:

| Wa @), if C1 — C6aresatisfied

Fa = [0, otherwise (32)

where W, () =0, ® () — (1 —w) 0, >, T, (£).
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4.2 Assisted Driving Service Stage ( The Second Stage)
4.2.1 Optimization Objective

To optimize the resource allocation and realize the balanced offloading of the assisted driving
service, we put forward an optimization problem to further reduce total latency and jointly optimize
the offloading mode and offloading rate:

T-1 N
P2: min > > T,.,(t)
.. ;zj(nt)l €{1,2} Cl
a (1) €[0,1] C2
0 < fx < fomn C3 o
T, (1) < ¢ C4

J —
e <FE,; (), jeN C6
Among them, constraints C1 and constraints C2 guarantee the decision on the offloading mode
and offloading ratio of the task is effective. Constraint C3 represents that the RSU’s CPU frequency
does not exceed its maximum value /... The total delay to execute a computing task is limited to
constraint C4. Constraints C5 and C6 indicate that the MEC server needs to meet the computing
resource requirement ¢; and storage resource requirement e, in task assignment.

¢, < Cuy (), jEN C5

4.2.2 Problem Transformation

Our state space includes available computing resources C,(#) = {C, () ,C(®),...,C, ()},
available storage resources E, (t) = {E, (), E, (¢¥), ..., E, (1)}, and channel condition G, () = {g,-,, (t)}
of RSUs:

SsZ ([) é {Cs ([) > Es (t) > GZ (t)} (34)
The probability of leaving the current state s,, (¢) to the next state s, (¢ + 1) can be defined as:

M@m+nmmﬂﬂm=/ﬁfmmﬂummmﬁ (35)

The action space consists of offloading mode a (t) and offloading ratio decision « (t). A, () =
{a (¥),a (t)} mean the action set. Where, « (t) € [0, 1], and a (t) is:

a() = {a(V,a 0, - ay (1) (36)
We express the reward function as:

| Wu (), if C1 — C6aresatisfied 37)
270, otherwise

4.3 Algorithm Design

Since optimization algorithms have the problem of falling into the local optimal solution or using
too long a solution time, the computation speed or quality of them is low. By comparison, the DRL
algorithm can effectively solve these problems. Value-based approach and policy-based approach are
two main types of RL. The value-based approach solve problems by predicting the total value of a
given state from now to the future. The policy-based approach adjusts the probability distribution of
each action in a given state. A3C is an asynchronous RL algorithm [25]. A3C can work in discrete
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and continuous action spaces, which combines the advantages of two RL methods. Through the A3C
algorithm, computing resources are fully utilized and data correlations are effectively broken. We apply
A3C algorithm for our problem.

As in Fig. 2, the blockchain-based processing framework for assisted driving service includes
two stages: the blockchain generation stage and assisted driving service stage. First of all, we use the
sensors to get the dynamic and driving data of the vehicle and store some parameters of the vehicle,
such as vehicle ID, location, acceleration, speed, destination, etc., into the block generated on the
terminal. Then, the collected vehicle information and road condition information are comprehensively
calculated and analyzed. This stage will produce computing-intensive tasks. To optimize the total
latency and realize the load balancing among cluster MEC servers, we propose a balanced offloading
algorithm for assisted driving service based on edge collaboration, and jointly optimize the offloading
mode and offloading ratio. And the processing results of assisted driving service will be stored in the
block generated on the RSU.

Delay and throughput oriented block generation model | 1 Inﬁut | A3C Based Algorithm

Blockchain System

Expenence Replay Buffer

Balanced offloading algeorithm in Internet of vehicles e s e -
based on edge cooperation ( Action ) ( Stete ) ( Rwa@
Load Balancing Modal et S e

The Delegated Byzantine
Fault Tolerance

]
f
¥
i

Dynamic Processing arm (] &5 e load s o e ) o
Lo oot - lobal Network
o Zorpiny MEC sarver AR T— Factr
Transaction Throughput 'gﬂmn Objective
Aros Dlay & Modal Glinput
s Thraughput - —
Local MEC sewvar indepander computing Deltimad ot L
Colabarative computing betwsan ad@cent MEC sarvers g e St AEar
I Zinput
Mobile Communication Model Optimization Objective State Space Action Space W\Jﬂw'.‘ Worker 2 Wiorker 3 \Mmm.n

a Deelay prrrietivel ph—

3z = TInformation Environment information iiResource 1 2 3 e n
( Aoy drivng information ) | " L @ ‘s
e | Collection -~ o o Strategy

Figure 2: The flow chart of the algorithm

5 Simulation Results and Analysis
5.1 Parameter Settings and Comparison Algorithms

We use TensorFlow2.0 for simulation on a Python 3.7-based simulator. Table 1 lists relevant
parameters and super parameters in the simulation. To validate the efficiency of the first stage

algorithm, we use several algorithms for comparison: (1) FAJORA [26]: The size of block is fixed;
(2) FBT [21]: The block interval is fixed.

Table 1: Experimental parameters and hyperparameter setting

Symbol Definition Value

Jr CPU cycle frequency of the MEC server 2.4 GHz [27]
1 CPU cycle frequency of the mobile terminal 1.0 GHz

B, Bandwidth between the vehicle and RSU 180 KHz [26]
B, Bandwidth between RSUs 10 MHz [28]

(Continued)
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Table 1 (continued)

Symbol Definition Value

d, The coverage area of RSU 600 m

h, Height of the MEC server 20 m

0 Path loss index 2.5[29]

N, Noise power density —174
dBm/Hz

A, The data size ratio of the output and input 0.01[22]

®,, W Weighted values 0.2, 0.5[23]

At the same time, to validate the performance of the second stage algorithm, the following
comparison algorithms are selected: (1) JCCR [23]: A joint allocation scheme of computing and
communication resources is proposed by optimizing the offloading ratio in the process of computing
offload, but the load difference of cluster MEC servers is not considered; (2) RAB: A resource
allocation scheme for collaborative offloading, but with binary offloading; (3) Simulated annealing
algorithm (SA): Obtain a near-optimal solution through reducing the temperature parameter from its
initial parameter in polynomial time.

5.2 Simulation Results

This part compares the performance of the above algorithms and analyze the influence of different
parameter settings.

Fig. 3 shows the learning curve based on A3C, in which we compare the changes in the reward and
loss function of the proposed algorithm in different stages with other comparison algorithms. From
Figs. 3a and 3c, it can be found that the proposed algorithm has the highest reward, and its overall
performance is better than the other two algorithms. Figs. 3b and 3d show that the loss function of
the proposed algorithm converges faster and has better robustness.
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Figure 3: (Continued)
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Figure 3: The learning curve of the DRL-based methods

Fig. 4 compares the effects of block size and block interval on the reward under FAJORA, FBT,
and the proposed algorithm. As we can see from Fig. 4a, except for the FAJORA, when block size
increases, the reward increases slowly accordingly. Meanwhile, Fig. 4b illustrate that, except for FBT, as
block interval increases, the reward decreases accordingly. This is because the impact of block interval
on transaction throughput is inverse, while the impact of block size is positive, which has an impact
on the reward. And the proposed algorithm has better performance, it is because the size of blocks
algorithm is the same in the FAJORA, and the block interval is the same in the FBT, which affects the
transaction throughput of the blockchain.
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Figure 4: Influence of block size and block interval on reward

We can see the variation of the system’s total delay under different CPU cycle frequency f from
Fig. 5. With the increase in f3, the total delay of all schemes decreases correspondingly. This is because
the increase in CPU frequency f; will improve the calculation speed of executing tasks, shorten the
execution time of tasks, and reduce the total delay. The SA algorithm of comparison is a heuristic
algorithm, but some random factors are introduced into the search process. As shown in Fig. 5,
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although the heuristic algorithm converges quickly, it is easy to fall into the local optimal solution
prematurely. As a DRL algorithm, A3C can train a high-quality model by continuously learning from
the different environment state, and make action decisions according to it. Therefore, the solution
quality of the SA algorithm is much worse than the quality of the A3C algorithm.
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Figure 5: The effect of CPU cycle frequency f; on delay

From Fig. 6, we can see the impact of different data sizes of tasks on the average reward and the
offloading ratio in the proposed algorithm. Fig. 6 shows that, as the D, increases, the average reward
decreases, and the offloading ratio gradually increases. This is because when the D, increases, more
computing tasks will be offloaded to the devices with a lower load state for collaborative computing,
which will affect the offloading ratio. At the same time, we can also observe that among all the
comparison algorithms, the reward of the proposed algorithm is always highest, followed by JCCR,
RAB. The reason is that under the same D,, the proposed algorithm considers the resource utilization
of cluster MEC servers, and offloads more computing tasks to MEC servers with low load state, so that
MEC servers are in a load balancing state, which can well improve the load balancing degree. However,
the JCCR does not consider load balancing, and the RAB adopts the binary offload method during
the offloading process, which leads to uneven resource allocation of the cluster.
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Figure 6: The change of average reward and offloading ratio under different data sizes D,
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6 Conclusion

To solve the security problems in vehicular networks, we propose a trusted edge resource allocation
framework for assisted driving service, which includes two stages: the blockchain generation stage and
assisted driving service stage. The framework improves the transaction throughput of the blockchain
and reduces total latency of the transportation system by establishing the delay-and-throughput-
oriented block generation model for mobile terminals. At the same time, we design a balanced
offloading algorithm for assisted driving service based on edge collaboration to realize the balanced
offloading of the cluster MEC servers. Simulation results show that our algorithm performs better
than compared algorithms in average delay. In future work, we will study differentiated service
processing to be suitable for more application scenarios, such as IoT, and industrialization scenarios.
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