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ABSTRACT

Some reconstruction-based anomaly detection models in multivariate time series have brought impressive per-
formance advancements but suffer from weak generalization ability and a lack of anomaly identification. These
limitations can result in the misjudgment of models, leading to a degradation in overall detection performance.
This paper proposes a novel transformer-like anomaly detection model adopting a contrastive learning module
and a memory block (CLME) to overcome the above limitations. The contrastive learning module tailored for time
series data can learn the contextual relationships to generate temporal fine-grained representations. The memory
block can record normal patterns of these representations through the utilization of attention-based addressing
and reintegration mechanisms. These two modules together effectively alleviate the problem of generalization.
Furthermore, this paper introduces a fusion anomaly detection strategy that comprehensively takes into account
the residual and feature spaces. Such a strategy can enlarge the discrepancies between normal and abnormal data,
which is more conducive to anomaly identification. The proposed CLME model not only efficiently enhances
the generalization performance but also improves the ability of anomaly detection. To validate the efficacy of the
proposed approach, extensive experiments are conducted on well-established benchmark datasets, including SWaT,
PSM, WADI, and MSL. The results demonstrate outstanding performance, with F1 scores of 90.58%, 94.83%,
91.58%, and 91.75%, respectively. These findings affirm the superiority of the CLME model over existing state-
of-the-art anomaly detection methodologies in terms of its ability to detect anomalies within complex datasets
accurately.
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1 Introduction

Anomaly detection in multivariate time series has been extensively applied in industrial operation
maintenance and early warning, medical and health monitoring, financial risk analysis, etc. [1].
Considering the difficulty of gathering labeled multivariate time series data and the uncertainty and
diversity of anomalies, this task is typically handled using unsupervised learning techniques [2,3].
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Concretely, unsupervised learning adopts normal data to learn the distribution rendering normality
during the training phase. When testing, those samples that do not conform to the distribution
are usually identified as anomalies. Therefore, timely and efficient anomaly detection requires the
exploitation of algorithms to mine patterns and relationships in multivariate data to accurately make
decisions about the behavior of normal and anomaly [4].

Profiting from the fruitful progress of neural networks, the performance of anomaly detection
models based on deep learning techniques has experienced prominent enhancements [5,0]. Among
them, reconstruction-based models usually follow the paradigm of encoder-decoder. The encoder
learns a representation of the latent space by reducing the dimensionality of the input data while
the decoder attempts to recover data from the representation. In the detection phase, the residuals
obtained by subtracting the input and reconstructed data are regularly used to discriminate anomalies.
Under this paradigm, some representative deep models, such as the autoencoder (AE) and recurrent
neural network (RNN), are leveraged to construct the core components of the encoder and decoder.
Normally, RNN is always used to deal with time series-related tasks. RNN-based models [7,8] often
fail to model long-term dependencies and suffer from poor computational efficiency [9,10]. The model
[2] constructed with AE has the advantage of low overhead, which makes up for the defect of low
computational efficiency [1 1]. However, the model often lacks the utilization of temporal information
and sufficient generalization ability in anomaly detection tasks [12]. Besides, another optional model
is the recently prevalent transformer [! 3], which can deal with long-term dependencies by virtue of the
attention mechanism. Researchers have also extended its application to anomaly detection [14,15].

Although the above models bring remarkable performance improvements, there are still two
challenges. First, some reconstructed models [2,15-17] suffer from weak generalization ability due
to overfitting. Compared with image-based tasks, the training data of time series anomaly detection
models does not have some data augmentation techniques, such as random flipping [18&]. Therefore,
the patterns of normal data learned by the model are limited by the abnormal data patterns of
unpredictability and uncertainty. This leads to the model being sensitive to overfitting and further
exhibiting poor generalization ability, ultimately resulting in a decline in detection performance.
Second, there is a lack of identification of anomalies. The generalization ability further induces the
phenomenon that anomalies may also be well reconstructed [19]. In this case, some recent models,
such as [2,14], that only use the reconstruction residual as a criterion to identify anomalies have the
problem of misjudgment, which increases the difficulty of anomaly identification [20].

To handle the above challenges, we innovatively propose a transformer-like anomaly detection
model using contrastive learning and memory (CLME). First, to cope with the problem of general-
ization ability, we adopt a contrastive learning module and a memory block. The module can learn
the contextual relationships of the time series to generate enhanced representations. The block clusters
and records the representation pattern of normal data, thus boosting generalization ability through
attention-based addressing and retrieval mechanisms. Second, to tackle the problem of anomaly
identification, we propose a fusion anomaly detection strategy that integrates residual and feature
discrepancies. This strategy takes into account the data discrepancy in the feature space. It enlarges
the gap between normal and abnormal to a certain extent, which will be beneficial to the identification
of anomalies. Therefore, the model proposed in this paper can improve detection performance. Our
main contributions are summarized as follows:

e We propose a novel anomaly detection framework (CLME) to deal with the poor generalization
ability through time series contrastive learning and memory block.
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e We propose a fusion anomaly detection strategy that fuses residual and feature space discrep-
ancies to expand the gap between normal and abnormal data.

e Experiments on two publicly available datasets show that our model achieves detection perfor-
mance superior to the state-of-the-art approaches.

The remaining sections are organized below. Section 2 expounds on the relevant literature on
anomaly detection models from two aspects: deep learning and memory. Section 3 describes the
methodology, including the model framework, training loss function, and calculation of the anomaly
score. Section 4 explains the experimental results, which are displayed visually through tables and
graphs. Section 5 gives a summary of the proposed model.

2 Related Work
2.1 Anomaly Detection Based on Deep Models

Lately, most deep models have been flourishingly implemented in the area of anomaly detection.
For instance, with its strong nonlinear representation ability, AE is usually employed as a fundamental
component to build models. The reference [2] adopted the architecture of AE, consisting of one
encoder and two decoders, and leveraged an adversarial learning technique to perform anomaly
detection. Moreover, RNNs possess the ability to capture temporal features for handling time-series
tasks [7]. Reference [§] introduced a one-class anomaly detection model that employed a dilated
RNN with skip connections to extract multi-scale temporal information and incorporated a clustering
mechanism to enhance its anomaly detection capabilities. Reference [17] developed a probabilistic
autoencoder-based anomaly detection model with multi-scale convolutional operations. Besides, with
excellent graph structure modeling ability, the reference [20] adopted two graph attention networks to
optimize the reconstruction and prediction models to perform anomaly detection, but such a model
is relatively complicated. Reference [16] adopted a hybrid model using graph structure learning and
a variational autoencoder to perform anomaly detection for multivariate time series. Despite the
impressive improvements in detection performance brought by these reconstruction-based models,
their generalization ability for anomaly detection remains lacking or insufficient.

Notably, transformer [ 3] has garnered considerable attention owing to its remarkable advantages
in dealing with long sequences and large-scale data. For anomaly detection, there have been some
pioneering works that have explored its potential. The reference [14] presented a transformer-based
anomaly detection model equipped with graph structure learning to perform anomaly detection.
Reference [15] enhanced the detection performance through an adversarial transformer structure
and the strategy of fusing anomaly probability. However, when performing anomaly detection, these
transformer-based variants only use the residuals for anomaly discrimination. This leads to a certain
degree of misjudgment.

2.2 Anomaly Detection with Memory Network

The memory network can memorize and infer input and stored information [21,22]. Recently,
memory networks have found applications in anomaly detection. Researchers [23-25] proposed
memory-based video anomaly detection models, which enhanced the abilities of remembering normal
data and reasoning by introducing external storage technology. References [19,26] introduced self-
supervised learning based on memory, improving the feature representation ability and detection
performance. Reference [27] developed a hyperspectral image anomaly detection model that combined
memory with the optimal transportation theory to improve detection performance.
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Overall, memory networks have shown remarkable effectiveness in anomaly detection. By virtue
of its superior memory capacity and advanced inference mechanism, it offers distinct advantages in
processing long-term time-dependent tasks. Therefore, in this paper, we employ the power of memory
to detect anomalies in multivariate time series.

3 Method Overview
3.1 Problem Statement

The multivariate time series data is symbolized as X = {x,, x,,...,x,} € R™", where n represents
the length of data and m denotes the number of dimensions. For any time step ¢, x, € R" is a m-
dimensional vector. After data regularization, the sliding window win and step ¢ are applied to obtain
input data, as depicted in Fig. 1. Under the paradigm of unsupervised learning, the training dataset
consists only of normal data, whereas the test dataset contains both normal and abnormal data. The
objective of anomaly detection is to find anomalies during testing. The final output is a vector with the
value Y = {y1,,,..., ¥}, where y, € {0, 1} and y, = 1 declares that the current sample is an anomaly.

Figure 1: The example of sliding window

3.2 Model Architecture

In response to the limitations inherent in existing reconstruction models concerning weak gen-
eralization ability and the deficiency in anomaly identification, we introduce a novel transformer-
based architecture. This architecture adopts contrastive learning, a memory block, and a fusion
anomaly detection strategy to alleviate the above problems jointly. The time series-based contrastive
learning serves to generate fine-grained and robust representations in a self-supervised manner,
while the memory effectively clusters the normal patterns of these representations by virtue of its
attention-driven addressing and reintegration. This enhances the generalization ability of the model.
Furthermore, the proposed fusion anomaly detection strategy widens the disparity between normal
and abnormal samples, thereby mitigating the challenges associated with anomaly identification.

As depicted in Fig. 2, our proposed CLME is mainly composed of three core components: a con-
trastive learning module, a memory block, and a reconstruction network. The processed multivariate
time series data is first fed into the contrastive learning module. This module is capable of learning
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contextual relationships in the temporal dimension to generate enhanced representations. Next, these
representations and the memory block undergo a series of calculations to obtain integrated vectors.
The memory block memorizes patterns of these representations in an attention-based clustering
manner. Finally, these vectors are passed to the reconstruction network. Such a network synergistically
integrates the outputs of the previous two modules to generate the final output. Additionally, the
concator serves as a linear layer that performs concatenation of the relevant information. Further
details about the first two components are thoroughly explained below.
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Figure 2: A high-level framework of CLME

3.2.1 Contrastive Learning Module

Contrastive learning of time series can learn the intrinsic nature of data to obtain fine-grained rep-
resentations for anomaly detection tasks [28,29]. In order to better generate temporal representations,
we construct a contrastive learning module /2 employing a transformer-based encoder and a projector
in Fig. 2.

To avoid the requirement of dot product self-attention, we adopt the attention free transformer
(AFT) module according to [30]. The AFT first combines the key and value with a set of learned
positional biases and then multiplies the query in an element-wise manner, as formulated in Eq. (1).
This operation eliminates the need for computing and storing a large attention matrix while still
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preserving the global interaction between query and value, like the multi-head attention mechanism.
In addition, we build the projector, namely a linear layer, after the encoder for two functions: (1) It
facilitates highly flexible feature dimension matching within the memory block, allowing memory to
be adaptable across various dimensions instead of being limited to specific ones; (2) The output of the
module is utilized for contrastive learning, which promotes the embedding ability of the model [31].

T
2 exp (K, +a) 0OV,
aft = sigmoid (Q) © “—— (1)
> exp (K, +ay)

=1

where Q, K and V indicate the outputs after the linear transformation. a is the learned positional bias.
T denotes the length of the input series. ® represents the element-wise operation.

The input data x and its variant x,,,, are fed into the contrastive learning module to generate the
outputs f and f,..«x, as shown in Eq. (2).

P =0 (), S = 1 (Xt 2)

where /1 denotes the contrastive learning module. x,,,, represents a variant of input data x with a mask
rate of 0.5. The superscript D is the memory dimension.

For contrastive learning, these outputs, namely representations, should be consistent over the same
time step according to [29]. Therefore, we declare that two representations occurring at the same time
step are considered positive samples, whereas those occurring at different time steps are considered
negative samples. By implementing contrastive learning over time series, such a module can learn more
robust and fine-grained representations.

3.2.2 Memory Block

Memory is a typical technique for recording data patterns that clusters latent representations
through an attention-based mechanism [21,32]. In this paper, we define memory Me € R as a
learnable matrix that contains M D-dimensional items. Each item m;, Vi € [1, M] can be regarded
as the cluster center of those latent representations. During training, the memory is updated through
backpropagation. The calculation process for memory block is as follows.

To be specific, the representation f obtained by the contrastive learning module will be calculated
the similarity with each item in Me, as shown in Eq. (3). Then, normalize the similarity matrix s to
create the w;, as shown in Eq. (4).

Jm!
V=7 i 3
SOom) = )
o e (m) "

i exp (s (f.m)

Indeed, due to the complex interaction of normal patterns, the model may result in high-quality
reconstruction of abnormal samples during training. This situation is not desirable, as the objective
of this paper is to accentuate the distinction between normal and abnormal samples. To prevent
this behavior, the normal patterns in memory should be sparse. Therefore, we adopt the sparsity
mechanism following [21], as shown in Eq. (5). Such a mechanism forces the memory to reintegrate
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the output using fewer but more informative items.
_ max (w —pu,0)- W

= 5
Wi |?v,-—,u|+9 )

1 3 ) ) . e
where u € |:M’ H:| 6 is a decimal value introduced to avoid division by zero.

Finally, we renormalize w; by w;, = w,/||w||,. The w; is multiplied by m; to obtain the memory
output f,..., as shown in Eq. (6).

M
f;nem = Z Wimi (6)
i=1

In conclusion, for the representation, the memory block calculates the similarity with each item
and reintegrates it into a new representation according to the similarity. Since the training dataset
consists of normal samples, the above attention-based addressing and reintegration mechanisms of
latent representations enable the memory block to grasp normal patterns of data dynamically. During
testing, the representations of abnormal samples can only be reintegrated using memory items based on
normal patterns rather than feature extraction from the original anomalies. Such a particular operation
obstructs the propagation of anomalies. The ultimate reconstruction output generated by the model
diverges significantly from that of the anomalous samples and converges towards the normal samples.
This essentially increases the separability between normal and abnormal data.

3.3 Joint Optimization

In the training phase, the model reconstructs samples to increase the discriminative ability of
normal and abnormal data using the contrastive learning technique and a memory block. Therefore,
we employ the reconstruction loss, contrastive loss, and triplet loss to jointly optimize the model, as
shown in Eq. (7).

L= o - Lrec + o, - Lcontra + o Lm‘p (7)
where o represents the constraint coefficient and the values of «,, «., ¢, are 1, 0.005, 0.005, respectively.

Under the reconstruction paradigm, the model dynamically learns typical patterns in memory.
Therefore, one of the learning objectives is to minimize the reconstruction residual by adopting the
mean squared error, as shown in Eq. (8).

[
L,.a=;§\

To extract fine-grained and robust feature representations of input sequences, we use a temporal
contrastive learning loss following [29]. Two different views of the same timestamp ¢ are positive sample
pairs; otherwise, they are negative sample pairs, as shown in Eq. (9).

exp (f; 'ﬁmxk‘t)
Z/en (eXp (f; 'ﬁnask,l’) + II[[#I’] exp (/; .fl’))

where I denotes indicator function. ¢ and ¢ represent the different timestamps.

x = [ ®)

Lc()ntra - - log (9)
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To increase the diversity of items in memory while preventing their similarity, we adopt a triplet
loss to constrain the learning of the memory referring to [33], as shown in Eq. (10).
Ly = >[I = mudlls = |y = maalls + 1], (10)
i=1
where Ist and 2nd represent the index operations of the top two on memory, namely 1st = argmaxw;;,
jeM
2nd = argmaxw,;;, n = 1.
JeM j#lst

3.4 Anomaly Score

Typically, reconstruction residual is a primary anomaly criterion in some existing models [2,14].
Taking into account the generalization ability of the neural networks, the anomaly may be recon-
structed effectively. Consequently, the anomaly reconstruction residuals are small, which presents a
challenge in identifying them and hampers the overall detection performance of the model. To address
this issue, we propose a fusion anomaly detection strategy that integrates feature discrepancy and
reconstruction residual.

Specifically, harnessing the ability of memory to capture normal patterns, we calculate the feature
discrepancy before and after the memory in feature space. Such a discrepancy is linked to the residual
by defining an adjustment factor, as shown in Eq. (11). Based on the residual, the discrepancy can
amplify the distinction between normal and abnormal data. This detection strategy considers both the
data space and the feature space, which effectively alleviates the difficulties associated with anomaly
identification and significantly improves the detection capability of the model.

+ (A =8 foen — 1) (11

where ¢ is the adjustment factor.

S(l)=8-|xt—5c,

4 Experiment
4.1 Datasets

In experiments, we adopt two publicly available datasets, including secure water treatment (SWaT)
[20], pooled server metrics (PSM) [15], mars science laboratory (MSL) [14], and water distribution
(WADI) [14]. SWaT and WADI are typical operational water treatment testbeds primarily utilized for
research in anomaly detection. PSM is server data collected from the IT system to detect anomalies
in multiple application server nodes. MSL contains a variety of mars observation data collected by
NASA. Table 1 gives the description in detail. In order to display the data more intuitively and clearly,
we portray parts of the SWaT to present the multivariate time series in Fig. 3.

Table 1: Dataset statistics

Dataset Train Test Dimensions  Anomaly rate (%)
PSM 132481 87841 25 27.75
SWaT 496800 449919 51 11.98
MSL 58317 73729 55 10.72

WADI 1048571 172801 123 5.99
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Figure 3: Visualization of SWaT dataset. The pink highlights represent anomalous segments

4.2 Evaluation Metric

As performance metrics for the proposed model, we employ precision (P), recall (R), F1 score (F1),
and accuracy (Acc). P = TP/(TP + FP) denotes the proportion of true anomalous samples that the
model correctly detects, where TP and FP represent true positive and false positive. R = TP/(TP+FN)
indicates the percentage of predicted anomalous points relative to all anomalies, where FN is false
negative. The F1 = 2PR/(P + R) comprehensively balances P and R. The higher the value above F1,
the better the performance of anomaly detection. Acc = (TP + TN)/(TP + TN + FP + FN) is the
proportion of correctly predicted samples to the total samples. In addition, abnormal triggering usually
persists for a period of time, forming abnormal segments. Hence, it is reasonable to use the point-adjust
strategy provided by [3]. If any observation within an abnormal segment is correctly recognized, it
deems the whole segment to be accurate. References [15,20] adopted such a strategy in evaluation. In
this paper, we adopt the above adjustment strategy to evaluate the performance of anomaly detection.

4.3 Implementation Details

The preprocessing operations of input data include normalization and sliding window (win = 20
and ¢ = 3). The learning rate is 0.001, and the batch size is 128. Adam [34] is adopted as the network
optimizer with 81 = 0.9 and 82 = 0.999. The training epoch is set to 300, and the patience of the early
stopping strategy is 20. The M and D of memory are 100, 64 for SWaT and WADI; 30, 128 for PSM;
and 30, 64 for MSL. The ¢ in Eq. (11)1is 1.5 for SWaT; 0.8 for PSM and MSL; and 1.2 for WADI. The
experiment is implemented using Pytorch on a machine with a NVIDIA RTX 3090 GPU.
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4.4 Comparison with State-of-the-Art Methods

We conduct a comprehensive comparison between the proposed CLME and the existing state-
of-the-art (SOTA) approaches, including LSTM-VAE [7], USAD [2], MTAD-GAT [20], THOC [§],
GReLeN [16], GTA [14], PAMFE [17], and Adformer [15].

Table 2 illustrates the comparison of the models in terms of P, R, and F1. Remarkably, our model
consistently attains the highest F1 score, outperforming SOTA methods on both available datasets.
There are two factors contributing to such exceptional performance. First of all, the transformer-
based contrastive learning architecture effectively improves the temporal feature representation ability.
The high-quality representations are conducive to memory, allowing it to extract the normal data
pattern and boost the generalization ability of the model. Secondly, in the detection stage, the anomaly
detection strategy that fuses the reconstruction residuals and the feature discrepancies plays a crucial
role in further enlarging the gap between normal and abnormal instances, which favors the detection
of anomalies. By virtue of the above two superiorities, our model achieves SOTA performance.

Table 2: Comparison results of CLME with various models

Methods SWaT PSM
P R F1 P R F1
LSTM-VAE 0.8178 0.7855 0.8013 0.9016 0.7448 0.8157
USAD 0.9977 0.6879 0.8143 0.7442 0.9901 0.8497
MTAD-GAT 0.9030 0.8210 0.8600 0.9528 0.7565 0.8434
THOC 0.8394 0.8636 0.8513 0.8814 0.9099 0.8954
GReLeN 0.9560 0.8350 0.8910 0.9420 0.9210 0.9310
GTA 0.7491 0.9641 0.8400 - - -
PAMFE 0.9849 0.8039 0.8852 0.9980 0.7262 0.8407
Adformer 0.9890 0.7618 0.8607 0.9934 0.8647 0.9246
CLME 0.9694 0.8501 0.9058 0.9887 09112 0.9483
Methods WADI MSL
P R F1 P R F1

LSTM-VAE 0.8779 0.1445 0.2500 0.9232 0.7861 0.8492
USAD 0.6451 0.3220 0.4296 0.8810 0.9786 0.9109
MTAD-GAT 0.9162 0.7715 0.8517 0.8754 0.9440 0.9084
THOC - - - 0.8845 0.9097 0.8969
GReLeN 0.7730 0.6130 0.6820 - - -

GTA 0.7456 0.9050 0.8200 0.9104 09117 09111
PAMFE 0.4610 0.4131 0.4357 - - -
Adformer - - - 0.9200 0.8864 0.9029

CLME 0.9193 0.9123 0.9158 0.9277 0.9075 0.9175
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4.5 Anomaly Detection Visualization

In order to intuitively visualize the detection performance of the proposed model, we perform
anomaly detection visualization on the SWaT dataset. According to the test set of SWaT, we roughly
divide the anomalies into three types: significant anomaly (relatively obvious and easy to detect),
moderate anomaly (different from normal data but not significant), and tiny anomaly (concealment
and nearly no difference between anomaly and normal). The detection visualizations of these three
types of anomalies correspond to Figs. 4-6. In each figure, two subfigures are displayed as a group. The
first subfigure represents test and reconstructed values, while the second subfigure denotes anomaly
scores. The highlighted area denotes the abnormal segment. In Fig. 4, there are significant differences
between abnormal and normal. Our model basically detects the anomaly interval accurately. In Fig. 5,
there are some differences between abnormal and normal data. Our model can detect each anomalous
segment efficiently. For the tiny anomalies in Fig. 6, the model also exhibits accurate identification
even when there is little discrepancy between normal and abnormal samples. The ability to accurately
differentiate between subtle differences greatly contributes to the overall effectiveness and robustness
of our model.
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Figure 4: Visualization of anomaly detection for significant anomaly
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Figure 6: Visualization of anomaly detection for tiny anomaly

In this paper, contrastive learning of time series promotes memory to learn fine-grained normal
patterns, which can ultimately achieve normal sample reconstruction. Indeed, the process of recon-
structing anomalies using normal patterns retrieved from memory can lead to notable reconstruction
residuals. This is because anomalies inherently deviate significantly from the learned normal pat-
terns. Furthermore, the feature difference calculated using memory further amplifies the distinctions
between normal and abnormal instances, resulting in increased separability between the two classes.
Through the above analysis, our model demonstrates excellent detection performance.

4.6 Ablation Study

We validate the effectiveness of the model with respect to each component, including memory,
loss constraints, and the fusion anomaly detection strategy. Specifically, we investigate the impact on
model performance by removing each component individually. Firstly, we assess the importance of
memory by observing the change in model performance after its removal. Secondly, to discuss the
impact of loss constraints on performance, we exclude the contrastive loss and triplet loss separately.
Finally, we only adopt the reconstruction residual to evaluate the effect of the detection strategy. The
comparison results of P, R, F1, and Acc are presented in Table 3.
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Table 3: Comparison of CLME ablation experiments

Model SWaT PSM
P R F1 Acc P R F1 Acc

w/o memory 09792  0.7183  0.8287  0.9630  0.8027  0.8756  0.8375  0.9057
w/o contraloss  0.8078  0.9121 0.8568  0.9639 09120  0.9499  0.9306  0.9606

w/o trip loss 09701  0.7942  0.8734  0.9721  0.8919  0.9507  0.9203  0.9543
wonly residual ~ 0.9578  0.8334  0.8913  0.9753  0.9889  0.7672  0.8641  0.9330
CLME 0.9694  0.8501  0.9058  0.9785 0.9887 09112  0.9483  0.9725
Model WADI MSL

P R F1 Acc P R F1 Acc

w/o memory 0.6244 09999  0.7687  0.9652  0.8432  0.8931  0.8674  0.9712
w/o contraloss  0.8754  0.9035 0.8893 09870  0.8888  0.8926  0.8907  0.9769

w/o trip loss 0.8737 09123  0.8926 09873  0.8545  0.9287  0.8901  0.9758
wonly residual ~ 0.9096 09123 09110  0.9897 09163  0.8587  0.8865  0.9768
CLME 09193 09123 09158  0.9903  0.9277 09075 09175  0.9824

From Table 3, we can make the following observations. Firstly, these variants, with the specific
components discarded, are dramatically inferior to the proposed model. It clearly indicates that each
part is integral to the model and beneficial for performance. Notably, F1 and Acc drop prominently
after removing the memory block. This underscores the vital and indispensable role of memory in
effective anomaly detection. Secondly, the loss constraints also contribute to the overall performance
improvement, as indicated by the comparative results. Lastly, it is essential to highlight that detection
performance experiences a decline when only relying on residuals as an abnormal criterion. The decline
serves as further confirmation of the effectiveness of the proposed fusion anomaly detection strategy.
These findings collectively reinforce the significance of the above core components in enhancing the
model’s anomaly detection capabilities.

4.7 Parameters Analysis

We perform a parameter analysis for the main hyperparameters on SWaT, including the length of
window (win) and step (c) of the data, the size (M) and dimension (D) of the memory, as well as ¢ in
the detection strategy.

(1) The win and ¢. The length of the window and step are commonly used techniques for
processing time series data. Too long a window may lead to the averaging of information, which fails to
capture short-term fluctuations and rapid changes. Conversely, smaller steps allow for more frequent
observations of data changes but can result in more windows, increasing computational burden and
overfitting. On the other hand, larger steps can reduce computational overhead but may sacrifice
details and rapidly changing information. Therefore, selecting an appropriate window length and step
is crucial for capturing the evolving trends and patterns in the data. In this paper, we conduct parameter
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selection for the window and step. Fig. 7 displays the F1 score for windows ranging from 10 to 50 and
steps ranging from 1 to 5. The performance exhibits a general trend of initially increasing and then
decreasing. It is evident that the model achieves the highest performance when win = 20 and ¢ = 3,
with an F1 score reaching its peak.

0.950 0.950
0.925 0.925 A
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Figure 7: Display of performance changes under different windows and steps

(2) The M and D of memory. In memory, a larger size offers a greater capacity, which enhances
the ability to store and retrieve extensive knowledge. However, it also leads to increased computational
and storage costs and potentially requires more training data. Besides, higher dimensions enable the
model to capture richer representation capabilities, facilitating the understanding of relationships and
semantic information within memory. Nevertheless, higher dimensionality comes with a trade-off of
increased parameter counts and computational complexity. Hence, it is crucial to carefully consider the
requirements and feasibility of the model when determining the size and dimension of the memory. In
this paper, we ascertain the optimal memory size and dimension through experimentation and tuning,
as illustrated in Fig. 8. The model achieves the highest score when M = 100 and D = 64.

(3) The ¢ in detection strategy. ¢ balances the reconstruction residual and feature discrepancy,
which can be regarded as the adjustment correction of the latter to the former. In practice, we determine
a specific range empirically through experiments. Fig. 9 shows the performance comparison of ¢ under
various values. As ¢ increases, the overall performance demonstrates an upward trend. Notably, the
model performs optimally when ¢ = 1.5.
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Figure 8: Display of performance changes under different memory sizes and dimensions
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Figure 9: Display of performance changes under ¢

5 Conclusion

This paper proposes a novel transformer-based anomaly detection model with contrast learning
and a memory block for multivariate time series. The contrast learning module enables the model to
acquire temporal views while the memory clusters the normal patterns of the data. This enhances
the generalization ability of the model to some extent. Morecover, the fusion anomaly detection
strategy proposed in this paper increases the gap between normal and anomaly, making anomalies
easier to detect. The proposed model has excellent anomaly detection abilities, especially for some
tiny anomalies. Experiments on two publicly available datasets confirm that the model outperforms
existing SOTA methods. In the future, we will explore more possibilities to improve the performance
of anomaly detection further.
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