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ABSTRACT

The 6th generation mobile networks (6G) network is a kind of multi-network interconnection and multi-scenario
coexistence network, where multiple network domains break the original fixed boundaries to form connections
and convergence. In this paper, with the optimization objective of maximizing network utility while ensuring
flows performance-centric weighted fairness, this paper designs a reinforcement learning-based cloud-edge
autonomous multi-domain data center network architecture that achieves single-domain autonomy and multi-
domain collaboration. Due to the conflict between the utility of different flows, the bandwidth fairness allocation
problem for various types of flows is formulated by considering different defined reward functions. Regarding the
tradeoff between fairness and utility, this paper deals with the corresponding reward functions for the cases where
the flows undergo abrupt changes and smooth changes in the flows. In addition, to accommodate the Quality of
Service (QoS) requirements for multiple types of flows, this paper proposes a multi-domain autonomous routing
algorithm called LSTM+MADDPG. Introducing a Long Short-Term Memory (LSTM) layer in the actor and critic
networks, more information about temporal continuity is added, further enhancing the adaptive ability changes in
the dynamic network environment. The LSTM+MADDPG algorithm is compared with the latest reinforcement
learning algorithm by conducting experiments on real network topology and traffic traces, and the experimental
results show that LSTM+MADDPG improves the delay convergence speed by 14.6% and delays the start moment
of packet loss by 18.2% compared with other algorithms.
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1 Introduction

In the future 6G era, more and more autonomous networks [1-3] are appearing. Autonomous
networks are networks that operate with little or no manual participation. The cloud-edge autonomous
multi-domain data center networks (DCNs) are composed of interconnected multi-domain DCNs
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which are required to perform better in the dynamic environment, including but not restricted to
self-operation, self-healing, and self-optimization capabilities. However, as the volume of services
for emerging Internet applications grows, which will increase the amount of data that needs to be
transmitted for each scheduling/routing information exchange in the inter-data center network, it
further enhances the diverse needs to fulfill the network QoS.

Traffic engineering (TE) is an essential tool that optimizes network scheduling/routing to improve
network QoS performance and resource utilization. Multi-domain TE is about optimizing the
performance and network utilization of different types of data flows for different network domains.
In cloud-edge autonomous multi-domain DCNs, there is a trade-off between maximizing network
utility and performance-centric fairness for inter-data center (inter-DC) links since the multi-domain
DCNs are collaborating and competing with each other. Most of the conventional TE solutions
for semi-autonomous/autonomous networks have used heuristic algorithms for resource allocation.
By resolving the multi-commodity flows (MCFs) at each cycle, the Software-Driven Wide Area
Network (SWAN) [4] maximizes the combined throughput of all flows. SWAN iterates from the
allocation of lower rate flows and freezes the flow constrained by the link capacity at each step,
thus achieving approximate max-min fairness. However, the QoS guarantees for flows with higher
bandwidth requirements are restricted due to insufficient consideration of the bandwidth demand
differences of various flows. Dong et al. [5] proposed TINA, which describes all transmissions in
fair competition with each other as an El Farol game and allocates a probability to each transfer
to maximize the utility in each transmission while ensuring that the traffic load on the link avoids
congestion and conflicts under a certain threshold. However, the game process requires the game
elements to be knowable and rational, which is often not the case in real network environments. In
2015 researchers at Google designed the Bandwidth-Efficient (BWE) data Backup System [6], in terms
of network utility, which enables operators to construct intricate (non-linear) bandwidth functions
to roughly evaluate the utility of the network. In terms of fairness, BWE determines the global max-
min fairness through a concentrated multipath fair allocation algorithm (MPFA). However, due to
the high inherent complexity of the multi-domain DCNs problem, the optimization model is typically
difficult to solve and takes a long time. This paper studys cloud-edge autonomous multi-domain DCNs
with dynamically changing traffic patterns and network environment parameters. In the conventional
approaches described above, the network state is often underutilized for scheduling and routing.

In recent years, machine learning (ML) and deep reinforcement learning (DRL) have proven
to be feasible and effective solutions for the autonomous control and management of complex
systems. Some attempts have been made to improve routing decisions by using ML techniques,
however, multi-domain routing is usually hypothetical and it increases the signaling overhead. Deep
Reinforcement Learning Congestion Control (DRL-CC) [7] uses a single agent for dynamic and
coordinated congestion management of all active Multipath Transmission Control Protocol (MPTCP)
flows to the end hosts to enhance overall utility. DRL-CC also introduces proportional fairness,
which achieves a tradeoff between utility and fairness. However, proportional fairness does not isolate
well the business needs of different types of flows and can introduce interference. Zhang et al. [§]
proposed Congestion-Free Routing with Reinforcement Learning (CFR-RL) intending to reduce the
network’s maximum link consumption. CFR-RL establishes and resolves a straightforward linear
programming optimization problem to identify each traffic matrix that has chosen a few key flows,
which is subsequently rerouted to balance the network link utilization to achieve approximate fairness.
However, since the Linear Programming (LP) solution space is large, it imposes a large computational
overhead. Geng et al. [9] outlined a data-driven approach for the multi-domain TE problem that
employs several agents for deep reinforcement learning in a unique way. Among them, TE’s goal is
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to maximize edge usage across the network. However, the evaluation of fairness is neglected. Our
objective is to investigate the tradeoff between maximizing network utility and flows performance-
centric fairness of inter-DC links in cloud-edge autonomous multi-domain DCNs from a new
perspective, but there is little literature on this topic.

6G networks are expected to deliver higher data rates, lower latency, wider coverage, and
greater reliability. This high-performance network environment has prompted the deployment of
multi-domain data center networks with cloud-edge collaboration. In real-world deployments, this
architecture faces several challenges and considerations:

Practical Challenges: (1) Heterogeneity: 6G networks may include a variety of devices (e.g., smart-
phones, IoT devices, drones, etc.) and multiple network technologies. This heterogeneity complicates
unified resource management and optimization. (2) Resource constraints: Edge devices may be limited
in terms of computation, storage and energy, and these devices need to work effectively with cloud
resources. (3) Dynamics: The connectivity of devices, the needs of users and the conditions of the
network may be dynamically changing, which requires real-time resource allocation and scheduling
strategies.

Notes: (1) Resource allocation strategy: Considering the heterogeneity and dynamics of cloud-
edge, a flexible and adaptive resource allocation strategy is needed. (2) QoS: Ensure that QoS
requirements for different applications and services can be met during design and deployment. (3)
Cross-domain collaboration: In a multi-domain environment, policies and protocols need to be
developed to ensure collaboration and cooperation between different domains.

This article devises a reinforcement learning-based cloud-edge autonomous multi-domain data
center networks architecture to meet the QoS requirements for various types of flows in a highly
dynamic and interacting multi-domain network environment. The main contributions are as follows:

(1) To formalize the bandwidth fair allocation problem for different types of flows, this paper
proposes a reward-based maximized variable elastic social welfare function (VESWF), which is a two-
stage function incorporating proportional fairness and «a-fairness.

(2) The essence of bandwidth fair allocation is to achieve a reasonable allocation and utilization of
network resources for different types of flows that compete with each other, thus improving bandwidth
utilization. In this paper, the bandwidth fair allocation is determined by the reward function which is
used to evaluate the bandwidth resources. Different attributes of optimization (peak traffic demand
and fluctuations in traffic demand) are taken into account according to the relevant measures of
fairness and utility, and the corresponding reward function is used.

(3) For the scenario of the cloud-edge multi-domain data center networks, this paper describes
the structure of the Long Short-Term Memory (LSTM)+Multi-Agent Deep Deterministic Policy
Gradient (MADDPGQG) algorithm, by improving the reinforcement learning experience pool and
introducing an adaptive mechanism, thus speeding up the convergence of the model.

(4) After extensive simulation experiments, our LSTM+MADDPG algorithm outperforms other
reinforcement learning algorithms, with a 14.6% improvement in delay convergence speed and at least
18.2% later packet loss onset. The rest of this paper is organized as follows. This article conducts the
research for the related works in Section 2. Section 3 presents the background and motivation.

Section 4 describes the problem and the optimization objective this paper has investigated.
Section 5 is an introduction to the LSTM+MADDPG algorithm. Section 6 depicts the experimental
setup and the analysis of the experimental results. Finally, this article concludes the paper in Section 7.
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2 Related Work

The dynamic routing problem for cloud-edge autonomous multi-domain data center networks
that are explored in this paper includes the following research topics.

Multi-domain network traffic engineering: Multi-domain orchestration enables service providers
to collaborate with other domains in the further provision of services in a federated environment.
Reference [10] examined the service federation problem’s access control, which used the R-learning and
Q-learning algorithms to maximize discounted rewards and maximize average rewards, respectively.
Reference [11] studied the problem of Service Function Chains (SFCs) embedding in multi-domain
networks. With very little information shared between Internet network operators and not much
collaboration to improve routing decisions, reference [12] proposed a novel cooperative multi-domain
routing system that effectively directed incoming flows through various domains, assuring their
bandwidth and latency requirements and increasing overall network usage.

Flows performance-centric fairness: Fairness in flows performance implies that more types of
flows are transmitted in parallel. Reference [13] introduced a fairness coefficient to provide network
administrators with a flexible means of achieving utility and fairness maximization goals. To manage
networks with multiple independent domains, it becomes possible for the distributed control plane to
have a flat design. In reference [14], a distributed traffic engineering algorithm DisTE was designed for
the traffic engineering problem on the flat control plane, to prevent policy conflicts between several
controllers and a completely distributed arbitration system is used to deliver a fair max-min bandwidth
allocation for traffic to maximize resource utilization. Considering the throughput and fairness trade-
offin Network Function Virtualization (NFV) service chains between various network flows, reference
[15] investigated a fair-aware flow scheduling problem that takes into account resource allocation
and rate control for network utility maximization. To balance this trade-off, a low-complexity online
distributed algorithm built on the Lyapunov optimization framework was presented to manage this
trade-off. It allowed for the creation of arbitrary optimal utilities at various fairness levels by modifying
the fairness deviation parameters.

Reinforcement learning for network traffic optimization: DR L is a promising method for effectively
resolving issues with routing and traffic optimization that are pertinent to self-driving networks.
Almasan et al. [16] integrated Graph Neural Networks (GNNs) into DRL agents and devised specific
action spaces to achieve generalization. GNNs were created with the specific purpose of capturing
useful data about the links’ relationships with one another and the traffic flowing through the
network topology structure. Reference [17] developed intelligent TE algorithms for Software-Defined
Wide Area Networks (SD-WAN) to provide service flows with certain QoS over the broadband
Internet using software-defined capabilities. The performance of the baseline TE algorithm was first
evaluated. Then, different deep- Reinforcement Learning (deep-RL) algorithms were implemented
to overcome the limitations of the baseline approach. Liu et al. [18] proposed a new DRL-based
routing Scheme, DRL-R, which used different images with resource reorganized pixels to represent
the states of DRLs and actions representation at the path level. DRL agents deployed on Software-
Defined Networking (SDN) controllers adaptively make reasonable routing decisions based on the
network state, coordinating the optimal allocation of caches and bandwidth for traffic. Liu et al. [19]
proposed DRL-OR, an online routing algorithm based on multi-intelligence deep reinforcement
learning. Each routing node is controlled by a DRL agent, which quickly selects the best next
hop for an upcoming flow request. To achieve energy efficiency goals in DCNs, Wang et al. [20]
predicted traffic demand in DCNs using LSTM networks and tailored DRL algorithms to solve
the MCF problem. To deal with user heterogeneity in terms of multi-dimensional characteristics of
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applications (including delay tolerance/sensitivity), reference [21] designed an incentive mechanism
between edge servers and users using multi-dimensional contract theory modeling. In addition, the
incentive mechanism realized users’ joint computational task offloading and uplink transmission
power allocation through a Stackelberg game between users and edge servers. Guo et al. [22] proposed
a federated learning framework in Digital Twin for Mobile Networks (DTMN), which is responsible
for constructing virtual twin models for DTMN. To enhance the reliability of DTMN models trained
by federated learning algorithms, they designed a method to assess the trust level of users participating
in federated learning, which considered multiple behavioral attributes of the participants and the
temporal correlation of the behavioral data. This paper gives a summary of DR L-based network traffic
optimization in Table 1. These references are categorized into four aspects: art approaches, techniques,
tools, and limitations.

Table 1: Summary of DRL-based network traffic optimization

Reference Art approach Technique Tool Limitations
[16] DRL+GNN DRL OpenAl Routing problem in optical
gymframework transport networks
[17] Deep-RL SD-WAN OpenAl The TE features of an
gymframework SD-WAN based network
(7 DRL-CC Single agent for Congestion control in
dynamic and MPTCP
coordinated
congestion
management
[%] CFR-RL RL+LP TensorFlow Learns a critical flow

selection policy and reroutes
the corresponding critical
flows to balance link
utilization of the network

[9] Two RL agents Multi-agent DRL  TensorFlow Distributed TE in
multi-region network
[18] DRL-R Single agent DRL  OMNet++ Software-defined
data-center networks
[19] DRL-OR Multi-agent DRL  Pytorch The online routing
optimization
[20] DDPG+LSTM Single agent DRL  Tensorflow Multi-commodity flow
problem
[21] Multi-Dimensional Non-Orthogonal Edge-fog networks
Contract and Multiple Access
Game Theories
[22 Trust evaluation Federated Python Digital twin for mobile
scheme for Learning for network

federated learning Digital Twin
ina DTMN
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LSTM+MADDPG is a pragmatic and challenging solution compared to existing works. The
LSTM+MADDPG algorithm is not only considered to maximize the network utility but also to
take into account the performance-centric fairness of flows for improving the overall performance
of dynamic routing.

3 Background

As the number of various types of flows in mobile terminal devices and their QoS demands
continue to expand, it has imposed a huge workload on the already congested cloud backbone
network. Mobile Edge Computing (MEC) is a new approach to reducing the burden on the backbone
network by immersing resources such as computing/storage into the edge network. Therefore, the
future 6G network will need to be supported by cloud-edge automated multi-domain DCNs with
distributed and centralized interoperability.

This paper describes the main framework of the cloud-edge automated DCNs. The network func-
tional architecture of the cloud-edge automated DCNs is a hierarchical convergence, as demonstrated
in Fig. 1, which contains the global autonomous layer and domain autonomous layers.

/ s
| b
Edge Agent | Core Agent \

—> ) “\ Edge Agent I
A \ A 4 4

~ ’ 5 -

o A
3

Figure 1: Framework of cloud-edge autonomous data center networks

1) Global autonomous layer: It is an autonomous pivot with centralized control function, which
can complete the pivotal control and autonomous traffic scheduling of global coordination. The
global autonomous layer cooperates with the flexible and fast-edge autonomous layer to constitute a
distributed and hierarchical control system.

2) Edge autonomous layer: It refers to autonomous functions that are deployed on various
distributed edge DCNSs and cooperate with the autonomous pivot to compose Artificial Intelligence
(AI) DCN systems. The edge autonomous layer provides fast on-demand autonomy services for
multiple types of flows generated by a large number of edge devices through distributed AT algorithms
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that work together with the autonomous pivot to complete the autonomous function of DCNs.
Moreover, under the control of the autonomous pivot, various edge DCNs can interact with each
other to achieve distributed autonomous collaboration in specific scenarios.

4 Problem Statement

How to tradeoff maximizing network utility and flow performance-centric fairness in cloud-edge
multi-domain data center networks is the primary issue which is needed to be addressed in this paper.
Multiple types of flows are included in cloud-edge autonomous multi-domain DCNs, nevertheless,
various types of flows have different network performance requirements. Flow performance-centric
fairness is a concept in the networking field, especially in traffic management and resource allocation.
It is primarily concerned with ensuring that each data flow in a network has fair access to the resources
for which it is intended, rather than focusing only on per-user or per-connection. How strictly should
this paper define the concept of flow performance-centric fairness? As available bandwidth resources
are allocated to different types of flows, good or bad flow performance is reflected in the length
of time it takes to complete a flow transmission. The time that is required to complete the traffic
transmission of a flow is called the flow completion time (FCT). To achieve the best performance
with the shortest FCT, the guiding principle of flow performance-centric fairness is that the inverse of
the FCT is proportional to the weight of the bandwidth contended by the flow.

4.1 Problem Parameters

Cloud-edge multi-domain networks are complex systems of interconnected multi-domain data
center networks that need to exhibit higher performance in dynamic environments, including, but
not limited to, the ability to operate autonomously, self-heal, and self-optimize. In cloud-edge multi-
domain data center networks, there are data flows with different QoS requirements, such as elephant
flows and mice flows. Each network domain is usually managed by a single network operator, however,
there is limited information sharing among different network operators and little collaboration among
different network domains to improve routing decisions and enhance the overall performance of large-
scale multi-domain networks. Dynamic routing optimization of network resources in cloud-edge multi-
domain networks refers to the real-time and automated optimization of routing decisions for network
traffic in a multi-domain network environment to ensure effective utilization of network resources,
maximize performance, and satisfy different applications and user requirements. This optimization
typically requires consideration of multiple domains, including cloud data centers, edge computing
devices, and other network domains. Overall, dynamic routing optimization of network resources in
the cloud-edge multi-domain network aims to ensure optimal utilization of network resources, improve
network performance, and satisfy different applications and user demands through automated, real-
time, and resource-aware approaches to cope with the complexity and dynamics in multi-domain
network environments.

Assume a network that is constituted of multiple network domains. In general, the directed graph
G (V, E) is employed to model the entire cloud-edge multi-domain DCNs, where V is represented as
the set of all network nodes (routers/switches) and E is used for denoting the set of all edges. Each
edge e (v,v') € E has the capacity c, (v, V), which denotes the maximum throughput from node v
to the neighboring node v’ through this edge. The directed subgraph G,, (V,,, E,,) is taken to indicate
the network domain m. Assuming U, V,, = V aswell as V,, NV, # ¢ (m domain and m’ domain

will have intersection), and that E,, = {e (v,,,, v:n) v, € V,,,}. There may be several mutually inverse
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edges between two adjacent domains, and the end-point nodes of these mutually inverse edges are the
boundary nodes of domains.

Each flow f = (srcf, des;, Dy, tsy, td1,, tdZ,-) is represented by a six-tuple, where src; and des; are
source DC and destination DC, respectively, D, is traffic volume, ts; is the start time, and (tdlf, td2/-)
represents soft deadline and hard deadline. The flow has no utility loss when the transmission is
completed before td1;, the utility gradually degrades after td1;, and the utility is O at the moment of
td2;. Note that if td1; = td2,, it means a hard deadline. Our goal is to maximize the network’s overall
utility while meeting the FTC of different types of flows, each with specific QoS demands.

Let b}”v/ denotes the bandwidth allocated to the link (v,v') of flow f ({v,v) € E) and DE‘V/
represents the traffic volume of flow f from source src; to destination des; routed on link
DV

Vv is employed to indicate the FCT of flow f on link (v, V').

(v, V') (src;, des; € V, src, # des;), then bvf
f

tr=max, _, >, % is denoted as the FCT of flow f, i.e., the sum of the FCTs of all links on
;
the slowest path of flow f during the communication phase. Each flow f is associated with a weight
1
w,. The performance of flow f is denoted as o indicating that the shorter the FCT, the better the

7
performance.

4.2 Objectives

This paper is now ready to illustrate the problem of maximum network utility while maintaining
flows performance-centric weighted fairness:

max U (1)
subject to:
b

Z Z v/ = ‘ “Coy U’ (Vf € F) (2)
veV vev Df Zf Wf
b= 0l D X 4 by 3)

f3der
by <cy-U V:(vW)ekE) 4)

Among them, Table 2 describes and defines the relevant parameters. Constraint (2) indicates
weighted flow performance-centric fairness. Constraint (3) indicates that the allocated bandwidth on
link (v, V') is contributed by the explicit routing and the default traffic volume of already allocated
bandwidth. Constraint (4) is the link utilization constraint.

Table 2: Notation definitions

Variable Definition

Cyv The capacity of the link (v, v) ({(v,V) € E)
£ A flow fis sent from the source DC s to the destination DC d
X/ v Binary variable: 1 for flow f if transmitted on link (v, v'), 0 for otherwise

(Continued)
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Table 2 (continued)

Variable Definition

aj”f, The percentage of traffic volume from source s to destination d routed on link
(v,v)(s,de V,s£d,(v,v) € E)

Dy’ The traffic volume of flow f from source DC s to destination DC d

b,y The volume of traffic carried on link (v, V') ({(v,Vv) € E)

by The already allocated volume of traffic carried on link (v, v') ((v, V') € E)

4.3 Variable Elastic Social Welfare Function

The social welfare function (SWF) is an important component of the study of welfare economics,
which tries to point out the objectives pursued by society, while some factors should be under
consideration. This paper considers the need to deal with the utilities (welfare) of these different flows
when there are conflicting utilities between them.

The accurate choice of SWF depends on the specific problem that is trying to be addressed. This
article proposes the Variable Elastic Social Welfare Function (VESWF), which makes a trade-off
between fairness and utility, i.e., optimizing the SWF for a given fairness is equivalent to choosing
the feasible solution with the best trade-off among the Pareto-optimal feasible solutions. Specifically,
it allows considering several different defined reward functions to formulate bandwidth allocation
problems for mice and elephant flows based on maximizing VESWFG, (r), where r (u, F (-)) € R’ is
used to represent the reward obtained by assigning bandwidth u (utility) to flow fand F (-) € R" is
employed to represent the distribution of flows generated according to the a-priori model.

The generalized SWF, which is defined as follows:
G, (u) = Z Wl (5
felp)

where w € [0,1]” is weight vector and u' is the vector derived by sorting the components of u
incrementally. However, in order to ensure that the obtained solution is fair, the weights w are required
to be strictly decreasing (i.e., Pareto optimal and fair). Another expression of SWF can be re-written
as below:

G =Y Uu) (6)
SelD]

where U : R — R is rigorously incremental as well as strictly concave. Among them, VESWF is a
variant of SWF, and VESWF involves proportional fairness and «-fairness, as follows:

for « >0, a#l
G, (w =1 (7

The function G, (#) yields allocation based on flows performance-centric fairness. At the same
time, it demonstrates that the welfare function is degrading with rising resources and the parameter «
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controls the rate of the degrading welfare function [23]. When o — oo it has converged to the max-min
fairness [24].

4.4 Solution Overview

In the cloud-edge automated multi-domain DCNs bandwidth resource allocation problem, the E-
agent in each edge network domain needs to collaborate to find a policy 7;; that maximizes the global
utility. Based on the concept of VESWE, our problem can be simply formulated as:

max G, (J 9)) 3)

where 6 is the set of all E-agent i corresponding to the policy parameter 6’ and J, () = E, [Z, yf;{,,,]
is the sum of the expected discounted rewards for flow f.

This paper has adopted the Deep Deterministic Policy Gradients (DDPG) approach for policy
gradient learning of multi-domain E-gents in continuous action space. More specifically, considering

a game with E-agents in all domains where the policies are parameterized by 8 = {6',...,6"}, and

let u, = {u,,...,un} be continuous deterministic policies. Then this paper cans find an optimal

deterministic policy (#,) concerning the global RL objective:

J (ut9) = EX,a~D [Q"9 (Xa a) |a:u9(())] (9)
By performing gradient ascent concerning the following gradient:

Vo J (W) = Exop I:Veiuei (0) v, O (X, a) |ui=u9i(()l-)i| (10)

Here Q!(X,a) 1s a concentrated action-value function that treats all E-agents actions a =
(ay,...,ay) as input, X = (0,,...,0y) is regarded as status information, and outputs the Q-value
of E-agent 1. Since each Q" learned individually, the reward structure of the E-agent is arbitrarily
combined and can be competing for conflicting rewards in a contending environment. Furthermore,
the empirical replay buffer D is composed of the tuple (X X an, ... ay, T, ... rN), which records all
E-agents’ experiences. This paper can achieve policy gradient estimates of policy parameter 6° per E-
agent i in multi-domain DCNs:

Voi J (1) = Exop |:Z m' i Ugi (0;) Va O (X, a) |al~=u9i (o,-)i| (11)

As compared to the policy gradient in Eq. (10), in Eq. (11) if the variable ' is 1 indicating that
domain 1 is selected, otherwise it is 0.

The action-value function Q! is updated as follows:
L(O) = Eyux [(Qf.‘ (X.q) — y)2:|
y=r+y0 (X.d)|d=u/o) (12)

where ' = {”91’ e ug;v} is used to denote the set of target policies and 6, is used to denote the delay

parameter. In this paper, agents learn in a decentralized manner, each performing DDPG updates
separately.
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5 LSTM+MADDPG

This section proposes the innovative dynamic routing algorithm LSTM+MADDPG for cloud-
edge autonomous DCNs, which can learn both the local reward of peak traffic demand and the global
reward of traffic demand distribution. Since LSTM can handle time serial data, this paper introduces
this structure to MADDPG to further improve the performance of multi-agent routing and bandwidth
allocation.

5.1 System Overview

The cloud-edge automated DCN architecture based on deep reinforcement learning is illustrated
in Fig. 2, which involves five components as described below.

Autonomous decision-making layer

Cloud | ol
ayer 3 "
ks < SDN.-Cont
N| =
v .
e’
L ] .ﬁ
s § *s
Edge layer -’ H s
*
Pl ¥ b
E-Agent : E-Agent
2
"

by @ T Y

Figure 2: Deep reinforcement learning-based SDN cloud-edge automated DCNs architecture

IIZ:}

Environment: According to the architecture in Fig. 2, the SDN-based multi-domain DCNs
environment is composed of three parts: an SDN-enabled cloud-edge collaborative network, edge
device providers, and clients. In the SDN-based cloud-edge automated DCNs, the SDN controller
in the cloud layer controls the E-agent of each domain in the edge layer and deploys traffic control
policies. The E-agent in each edge domain is responsible for managing the edge DCs in its domain,
and E-agents in different edge domains can communicate with each other. The edge DCs collect and
deliver different service data separately. In addition, the edge device providers offer clients 5G or 6G
services, such as video, and so on.

E-Agent: There are multiple edge network domains in the edge layer, and each edge network
domain generates an E-agent which dynamically and confederate controls the various types of
flows on the edge DCs in that domain, to maximize network utility while guaranteeing flows
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performance-centric fairness. The cloud layer collects state information (global latency, throughput,
traffic demand, etc.) of all E-agents and reports it to the autonomous decision layer for training.
After completing the training, the autonomous decision layer deploys the well-trained model to the
E-agents, and each E-agent i only requires the local observational information (single edge network
domain delay, throughput, traffic demand, etc.) of the domain in which E-agent i is located and then
makes the optimal decision.

State: As input to E-agents, which needs to capture the critical state of the network environment.
Formally, this paper denotes s, = [s! s,...,s"] as the set of observations of the E-agents in N

s,
edge domains at iteration step t. s = [D/, u/, [/, w!, g'] is the state of edge domain i at time t, where D/
indicates the Traffic Matrix (TM) in edge domain i at time t, ! denotes the link utilization of each link
in the edge network domain i at time t, /! is used to indicate the transmission delay between each DC
nodes pair in edge network domain i at time t, w! is used to indicate congestion rate per link in the edge
network domain i at time t and g’ denotes the goodput of each link in the edge network domain i at
time t, respectively. This article assumes that goodput is the valid throughput, which is only counted

for packets that are received successfully.

Define the set of all packets as P. For each packet pi that is transmitted in edge network domain i,
a packet will be routed from the source DC k into edge network domain i at time t and diverted from
destination DC j out of edge network domain i at time t. Assuming that the total number of DCs in
edge network domain iis M, and all DCs can be transferred in and out of edge network domain i at
time t, then the total number of all source-destination DC pairsis M x M. If D! is defined as a TM of
M x M dimensions, where each element d: is the total traffic demand transmitted from source DC k
to destination node j in edge domain i at time t, as follows:
d’i,ll . dli,lM
p=| . (13
d;‘,Ml . d;’,MM

Formally, This article indicates d"¥ as the set of precomputed forwarding paths between source
DC k and destination DC j at time t in edge network domain i. Let D’ be the traffic vector of E-agent
on edge network domain i at time t, as follows:

ikj ikj ikj
d = |d*| x [d,,/]pepg-kfl,-#k,,-,keV,,l (14)
where d;V € [0, 1] indicates the fraction of traffic amount delivered from source DC k to destination
DCj on path p at time t in edge network domain i, as follows:

DAV =1YkeV,j#k (15)
pePi’kj

Action: The objective of E-agents is to translate the state space into the action space and
to determine an optimum traffic scheduling decision. Concerning the multi-domain DCNs traffic
scheduling, an action includes two components: the selected path and the bandwidth adaption for
all types of flows. Unlike traditional flow scheduling strategies, probability-based scheduling does not
assign metrics to each link but assigns weights to each link. Define the link weight corresponding to DC
k and any neighboring DC j in the edge network domain i at time t as w'¥, then for a given DC k with
M neighboring DCs have a weight vector Wit = [wil, w2, . wM]|. Letal = [WH, W2, ..., W]
as the set of all link weights at time t in edge domain i, then g, = [at', cendy . ay ] is used to denote
the action set of all E-agents in the multi-domain DCNss at time t.
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Reward: Based on the state of the network at the current moment and the actions taken by the E-
agent, the E-agent will receive feedback on the network metrics at the next moment as a reward, which
can be set as a function of different metrics according to different network optimization requirements.
Let UV = [u"*"] € R™* is the bandwidth allocation matrix for flow f in edge network domain i at
time t, consisting of all possible bandwidth allocations (BAs) for flow f (i.e., #/" is used to indicate
the assigned bandwidth for flow f on link (v, V') at time t in edge network domain i). Since ¢!’ is the
capacity of link (v, V') in edge network domain i, then 0 < u’}”*“‘" < cl‘.‘”/, for all flows and bandwidth
allocations (i.e., when BA = ¢/ indicates the link is completely idle, and when BA = 0 indicates the
link is congested). Maximize G, (u (¥)) as our optimization objective, where r = [r, ..., rr] € Risused
to denote the rewards obtained when assigning utility # = [u,, ..., u;] € U to flows. R and U are used
to denote the set of rewards and the set of utilities, respectively. Thus, the flows performance-centric
fairness is given by 7, (@) € argmax,.x G, (u (r)), from which the «-fairness allocation 7, (@) = u € U
can be obtained.

This paper investigates two reward functions. Reward matrix R’ = [r""*'] € RM*" is computed
depending on the reward function r (-) that scores the possible BAs according to the flows’ preferences.
r (u,max f) is used to denote the first reward function, which is depended on the assigned utility u and
the peak traffic demand max f € R” of the flow, as expressed below:

i

. / iy vy 7 v i ()
pioy (u;m,m ’maxz(f)) = 1 maxi(f)
e otherwise

0 < u* < maxi(f) (16)

where maxi(f) is used to represent the peak traffic demand for flow i (i.e., depending on the
fluctuations i (f) ~ F;(-), and ¢ is used to indicate a score for BAs that are less preferred by the
flow. r (u, f, &) is used to denote the second reward function, which relies on the quantity of assigned
utility u, where f = [f,...,f.] is used to denote the fluctuation matrix of the traffic demand, which
relies on the traffic demand distribution F = [F; (-),..., F, (-)], with the f ~ F. The parameter £ is
defined as the degree of tolerance for unserved traffic in all flows, as follows:

5+ 4 |min, 5+

i(f).vV (=)
U, > &

e —— - —
™ Wi (), E) = ‘maxw 8| 4+ |miny 87 (17)
i) (=)
g u, <é
where
o o A
Sj(f)a‘vl — u:(f)vh‘ () u;(f)vh‘ (=) (18)

is the difference between average excess utilities 2/ and average unserved traffic 2" of flow
fin edge domain i at time t, when allocated /" utilities, given by:

1

ey CN .

l/llt(/)’v" ) - Z (utt(/),\,v — (f,)) (19)
1wl i)

ult(/)‘\,v () — 7 Z }(u;(/),w — i (f;))| (20)
I\ui(f)’v’v/ <i(fy)

where

if)~F (), Y t=1,....,T 1)
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Hence, u™ and u~ are evaluated according to T traffic demand fluctuations (Eq. (21)) around u,
quantifying the expected flow over- and under-provisioning effects of BA u.

5.2 Deep Reinforcement Learning Formulation For MADDPG

LSTM+MADDPG adopts a centralized training and decentralized execution architecture, as can
be seen in Fig. 3. The LSTM+MADDPG is multiple actor-critic architecture, in which the actor-
network of each agent obtains the local observed state information during training, while the critic
network of the agent obtains its observed state information and additional information (usually the
actions of other agents) for centralized global training. When the model is well-trained, it only needs
the actor to interact with the environment to acquire the optimal action decision.

---—

-

BP

Reward Reward

> Environment o

Figure 3: The overall approach of LSTM-MADDPG

Note that in multi-domain DCN scenarios, the network state often varies over time and changes
with significant temporal correlation. Moreover, LSTM has achieved excellent results in processing
and predicting data that exhibit significant temporal correlation [4]. This paper introduces an LSTM
layer based on Multi-Agent Deep Deterministic Policy Gradient (MADDPG), which is referred to as
LSTM+MADDPG described in Algorithm 1. Firstly, the actor actor-i generates actions ai according
to their observation oi and interacts with the environment. Secondly, the centralized critics estimate the
Q-value Critic-1 based on the observations and actions of all agents. Finally, after receiving feedback
rewards from the environment, the actors and critics are trained jointly using back propagation (BP)
based on Egs. (11) and (12). Assuming that all agents have the same observation and action space,
the time complexity of the LSTM+MADDPG algorithm is denoted by O (n? (od + ad)). Where n is
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the number of agents, and od and ad indicate the dimensions of the observation and action space,
respectively.

Among them, the recurrent neural network LSTM is added to the actor-network and the critic-
network. Since the agents cannot communicate, the LSTM+MADDPG model fetches only a single
frame in each time slot. The MADDPG adds the LSTM to memorize the last communication received
from the other agents (the effect of the action on the reward). The actor-network and the critic-network
are denoted by // and /4! for historical information, respectively. A single agent chooses an action based
on the previous state /4, i.e., al = 7/ (h{), at the same time the Q function becomes Q' (h!, a') (where

h = {hf.p h o, ... h M}). Among them, the loss function L (6,) in the critic network can be expressed
as:

L) = Eg | (2 (1) =) ] 22)
where

=y OF (7l () ol (1) (23)
the objective function can be expressed as:

(@) = By [QF (1" () oot () N = = ()] (24)

In each training step, the critic and actor networks are updated by randomly sampled episodes
from the replay buffer, with the target critic and actor-network parameters denoted by 6’ and ¢/,
respectively, and the target network using soft updates.

When this paper uses LSTM in combination with MADDPG, the hyperparameters affect not only
the underlying learning process but also the processing of timing information. From the perspective
of network architecture and algorithmic workflow, hyperparameters affect the algorithm as follows.

Network architecture perspective: 1) the number of hidden units of the LSTM directly determines
the capacity and capability of the LSTM, i.e., the complexity of the timing information it can capture
and memorize. Too few hidden units may not adequately capture the timing dependencies of the
environment, while too many hidden units may lead to overfitting. 2) LSTM with multiple layers can
help the model capture more complex timing patterns, but it also increases computational complexity.
Increasing the number of layers may improve the performance of the model, but it may also lead to
slower training and overfitting. 3) The width and depth of the neural network (the parts other than
LSTM) determine the overall capacity of the model. A network that is too small may not capture
all the necessary information, while a network that is too large may lead to overfitting and unstable
training.

Algorithmic workflow perspective: 1) The learning rate directly determines the magnitude of
weight updates. Too high a learning rate may lead to unstable training, while too low a learning
rate may make the training process slow. 2) Discount factor (y) determines the importance of future
rewards in the current decision. A low y value causes the agent to care more about short-term rewards,
while a high y value causes the agent to be more long-term. 3) Experience playback size determines how
much the model can learn from historical data. A small buffer may lead to frequent data overwriting,
while a large buffer can provide richer learning experiences.

The non-stationarity of the environment brought on by changes in the agents’ tactics is a persistent
issue in multi-agent reinforcement learning. In particular, in an environment where multiple types of
flows compete for network bandwidth, by overfitting the behavior of its rival E-agents, the E-agent
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can create a powerful policy, but such policies are undesirable since they are brittle and are susceptible
to failure when rival E-agents alter their tactics. This paper trains a set of K distinct sub-policies
to produce multi-agent policies that are more resistant to competing agents’ policy modifications.
This paper assigns each agent a specific sub-policy to carry out at the beginning of each episode at
random. At each episode, this paper arbitrarily selects a specific sub-policy to execute for each agent.
Assume that policy u,, is the set of K different sub-policies and sub-policy k is denoted by u . For

agent i, this paper is then maximizing the ensemble objective: J, (6;) = E, ..;ax [ZZO y’rj], where
unif (1, K) denotes the set of sub-policy indexes, k denotes the sub-policy index. The corresponding
policy gradient (Fq. (11)) can be rewritten as:

1 .
Vo Jo (o) = LBy, 0 {Z m' vy uy (0) v., O (X, a) Ial.,,g@((,l.)} (25)
i=1 !

Algorithm 1: LSTM+MADDPG
Input: Initializing the state of multi-domain DCNs S (.), initialize the actor network u,, (0;) and
the critic network QY (X,a) of each E-agent 1, initialize LSTM network R () and
corresponding target network R’ (-).
Output: At timestep t, the action & as the bandwidth allocation for various types of flows in
edge domain i.

1. Initialize replay buffer B;

2. for each episode do

3. Initialize Ornstein-Uhlenbeck process O for exploration;

4. for each E-agent i, select action ai = ufi(o;) + Nt, where o, represents the observed state of
this agent and Nt represents the random noise imposed by the exploration;

5. fort =0to T do

6. Derive hidden state /4, from the LSTM network R(s,);

7. Derive an action a, = u,, (h,] 0;) + O, from the actor network u,, (0,);

8. Each E-agent executes the corresponding bandwidth allocation action a obtains the
corresponding reward value r = (r,,1,,...,7)), and enters the next state X’ ;

9. Store [X?1, a,, h,, r,, X'1] in replay buffer D, where a = (a,, @, . .., ay);

10. X <« X7

11. for E — agenti = 1 to M do
12.  Sample a random minibatch of S samples [X7, &, //, ¥/

13. ht+ 1 = R(s,,,) is obtained through the target network R’(-);

4. Sty =rl+y0Q (hX"d,.....d,) la, = u, (] o));

15.  Update critic by minimizing the loss £ (0,) = éEjS:] (V=0 (h,X"d,... ,a’N))z;
16. Update actor using the sampled policy gradient: Eq. (22);

17.  Update LSTM using the sampled policy gradient;

18. Update target network parameters for each agent i: ;

19. 0%: =108+ (1 —1)0%;

20. 09: =102+ (1 —1)09;

21. 07 =16+ (1 —1)67;

X7 ]from B for training;
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6 Performance Evaluation

This section firstly describes the set-up of a simulation scenario for a cloud-edge autonomous
data center network, then the LSTM+MADDPG algorithm is evaluated in comparison with existing
routing algorithms based on reinforcement learning, and the experimental results are analyzed and
summarized.

6.1 Experiment Setup

This paper has built a cloud-edge autonomous data center network using Ryu [25] and Mininet
[26] on a Core 17, 3.4 GHz CPU, and 16 GB RAM server. In addition, the experimental simulation
environment ultimately deploys the Ubuntu 20.04 operating system, and the specific reinforcement
learning algorithms are implemented in PyTorch. Mininet is used to build a virtual network topology,
generating network flows and collecting statistics according to scripts; Ryu controller is the controller
in the SDN architecture, which implements and activates the routing actions of the agents by installing
OpenFlow flow rules into the network devices.

The LSTM+MADDPG algorithm that we propose in this paper is based on the PPO algorithm,
and the flow requests are randomly generated based on the real flow matrices measured in the literature
[27]. In particular, when the probability of selecting a source-destination DC pair is proportional to the
real traffic between that source-destination DC pair. The source code of this paper is available online at
https://github.com/zsy32/LSTM-MADDPG. Our experiments use a network topology derived from a
real-world network called GEANT [28], a larger network topology with 23 nodes and 37 bi-directional
links, where each link has a different transmission capacity. In particular, the majority of the links have
a data rate of 10 Mbps. The flow requests generated by the simulation experiments are based on a
traffic matrix containing four types of flows (type 0: delay-sensitive, type 1: throughput-sensitive, type
2: delay-throughput-sensitive and type 3: delay-packet loss-sensitive, respectively).

The Mininet simulation platform collects statistics on delay, throughput ratio, and packet loss
ratio for various types of network flows. This paper compares LSTM+MADDPG with three other
schemes: Deep Reinforcement Learning with Optimal Routing (DRL-OR), Asynchronous Advantage
Actor-Critic (A3C) and MADDPG. Furthermore, this article analyzes the impact of the LSTM
network on the loss functions of the actor and critic network. DRL-OR is a multi-agent PPO algorithm
that takes into account the behaviors and states of other agents during training, but during execution
each agent still operates independently and does not take into account the interoperability of the
different agents. A3C uses multiple parallel work processes to update a sharing neural network, which
allows it to train quickly and stably, avoiding the need for empirical playback. However, since A3C does
not use experience replay, it may be less responsive to continuously changing environments that require
learning from experience. MADDPG is based on DDPG, which take into account the interactions of
multiple agents, allowing each agent to update its strategy taking into account the strategies of the other
agents, which contributes to better coordination and competition. Our propose LSTM+MADDPG
algorithm combines LSTM with MADDPG, implying that in a multi-agent environment, each agent
not only uses MADDPG for strategy learning but also uses LSTM to capture and take into account
the temporal dependence of its observation sequence.

6.2 Evaluation with Current Methods

1) Delay: The delay is defined as the time that it takes for a packet to be transported in a
topological network from the source node to the destination node. As the number of switches or
routers involved in packet transmission increases, the delay in the network is decreased as the time
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slot increases due to multipath routing. Figs. 4a—4d show the delay variation for the four types of
flows, this paper finds that the delay converges faster in Fig. 4a compared to the other types of flows.
Since tpye 0 is a delay-sensitive type of flow, the final delay of each algorithm converges to about 5
ms. DRL-ORL, MADDPG and A3C converge 14.6%, 3.2% and 11.2% later respectively compared to
LSTM+MADDPG. Furthermore, this paper finds that the delays for all types of flows are relatively
small with the LSTM+MADDPG algorithm, and the change of delay with increasing time slots is
not very significant (it tends to be stable). The lower latency of MADDPG and LSTM+MADDPG
compared to the other two schemes means that lower latency is available for each agent.
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Figure 4: Comparison of the delay of different algorithms in GEANT topology

2) Throughput Ratio: The throughput ratio is the percentage of the remaining available bandwidth
offered to the data flows between two nodes in a network topology at a given moment. Namely, the
maximum rate that a network device can accept in the absence of packet loss. As shown in Figs. Sa—
5d, the throughput ratio gradually increments as the time slot increases, eventually converging to
a throughput ratio close to 100%. For lightly loaded scenarios, the bandwidth used by the links
under the DRL-OR, MADDPG and A3C algorithms may not reach the upper limit of bandwidth
resources, but the routing policy learned by the LSTM+MADDPG algorithm selects the path with a
higher remaining available bandwidth for final routing. As a result, LSTM+MADDPG has a higher
throughput ratio than other algorithms at the same time slot. In Fig. 5b, type 1 is the throughput-
sensitive flows, and the LSTM+MADDPG algorithm is more sensitive to changes in throughput than
applied to other types of flows, showing a later convergence to nearly 100% throughput.
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Figure 5: Comparison of the throughput ratio of different algorithms in GEANT topology

3) Packet Loss Ratio: Data is transmitted in a topological network in individual packets, and the
packet loss ratio is the proportion of packets that are lost to the total amount of packets transmitted.
As shown in Figs. 6a—6d, the packet loss ratio increases as the time slot grows. The packet loss rate
of each algorithm is close to zero in the light load scenario, and the variation of the packet loss
rate of each algorithm is different in the heavy load scenario. For example, in Fig. 6a, DRL-OR,
A3C and MADDPG start dropping packets 7.4%, 18.2% and 16.4% earlier than LSTM+MADDPG,
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respectively. Furthermore, this paper finds that the proposed LSTM+MADDPG algorithm is suitable
for all types of flows, with a packet loss rate close to 0% even in heavy load scenarios.
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Figure 6: Comparison of the loss ratio of different algorithms in GEANT topology

4) Reward: The reward is seen as a metric for the outcome of the action, further enabling agents
to perceive the relevant network state to the environment. In DRL, the agent performs one action as
well as receives the reward according to the corresponding network policy. The trend of global reward
about various types of flows under different algorithms is illustrated in Fig. 7. The reward for the DRL
OR, A3C and LSTM+MADDPG algorithms fluctuates smoothly with the increasing time slot, with
the mean values of reward for the DRL OR, A3C and LSTM+MADDPG algorithms being —1.36,
—1.91 and 8.78. The results for positive rewards are more inclined to accrue those rewards, while the
results for negative rewards are more inclined to terminate as soon as possible to avoid being penalized
all the time. Therefore, our proposed LSTM+MADDPG algorithm can achieve more positive rewards
compared to other algorithms.
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Figure 7: The variation of rewards over time for different algorithms

7 Conclusion

This paper establishes the latest cloud-edge autonomous multi-domain data center network
architecture for routing multiple types of flows, specifically, the network architecture that the paper
has designed incorporates a global autonomous layer and a regional autonomous layer. In addition,
this paper proposes that maximizing network utility is used as an optimization objective while ensuring
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performance-centric weighted fairness for flows. Based on this, the paper targets the problem of how
to improve the convergence speed of the model as well as the performance of the algorithm, this
paper specifically designs the LSTM+MADDPG algorithm, which uses the agent’s observation of
continuous time as input to the policy network and allows the LSTM layer to process hidden temporal
messages. Finally, extensive simulation results demonstrate that our proposed approach outperforms
the latest reinforcement learning algorithms. In conclusion, although MADDPG+LSTM provides
a powerful mechanism to process time series data in a multiagent environment, several optimizations
and adaptations are required to effectively apply this technique in large-scale multi-domain data center
network. Because MADDPG relies on a centralized learning process, information from all agents is
required, which can lead to significant communication overheads. In future large-scale multi-domain
data center network, this article will considers optimizing the communication strategy between agents
to reduce the communication burden by aggregating information or prioritizing the transmission of
critical information.
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