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ABSTRACT

Image steganography is a technique of concealing confidential information within an image without dramatically
changing its outside look. Whereas vehicular ad hoc networks (VANETs), which enable vehicles to communicate
with one another and with roadside infrastructure to enhance safety and traffic flow provide a range of value-added
services, as they are an essential component of modern smart transportation systems. VANETs steganography has
been suggested by many authors for secure, reliable message transfer between terminal/hope to terminal/hope and
also to secure it from attack for privacy protection. This paper aims to determine whether using steganography
is possible to improve data security and secrecy in VANET applications and to analyze effective steganography
techniques for incorporating data into images while minimizing visual quality loss. According to simulations in
literature and real-world studies, Image steganography proved to be an effective method for secure communication
on VANETs, even in difficult network conditions. In this research, we also explore a variety of steganography
approaches for vehicular ad-hoc network transportation systems like vector embedding, statistics, spatial domain
(SD), transform domain (TD), distortion, masking, and filtering. This study possibly shall help researchers to
improve vehicle networks’ ability to communicate securely and lay the door for innovative steganography methods.

KEYWORDS
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1 Introduction

Digital image-based steganography has emerged as an essential field of study in signal processing.
That partly results from the analysis of the community’s intense interest. A steganography expert
from Dresden University has urged researchers in the field to look at how steganography and other
per-processing approaches, like cryptography, communication, etc., because all current steganography
methods heavily rely on conventional cryptographic algorithms that are obviously inappropriate for
steganography uses in situations requiring adaptability, robustness, and safety. Real-time transfer of
information among vehicles and road equipment is made possible by the revolutionary and flexible
technology for wireless communication known as the VANET. The use of ad hoc networks and

https://www.techscience.com/journal/CMC
https://www.techscience.com/
http://dx.doi.org/10.32604/cmc.2024.045908
https://www.techscience.com/doi/10.32604/cmc.2024.045908
mailto:ar.ansari@mu.edu.sa


2866 CMC, 2024, vol.78, no.3

communication between vehicles study are combined in this novel technology to generate a robust
and adaptable system that improves traffic flow, highway security, and the overall driving experience.
They will make highways safer, quicker, and more intelligent, and they will move us nearer to the
dream of self-sufficient and connected automobiles [1–4]. The process of hiding a message within the
image is known as steganography. In VANET applications, image classifiers using machine learning
techniques can be extremely helpful in identifying and understanding steganographic content hidden
within images. Image steganography, in contrast to the use of encryption, alters the cover image (CI)
to disguise the hidden data, making it appear legitimate. On the other hand, steganalysis is used to
undergo/decipher secret signals and uncover hidden information [5–9].

In Fig. 1, we see the steganographic method in action in the VANET environment. After an
emergency car accident, a car location message or picture can be transmitted using encryption &
steganography from one terminal to another terminal.

Figure 1: VANETs secure terminal to terminal transmission of accident location and picture

The practice developed throughout time as a result of the pressing necessity to write faster due
to the rapid interchange of oral messages. Steganography is typically used in court proceedings and
the media. The file containing the concealed information is denoted as the cover file, while the file
itself is denoted as the secret data file. The new business and court hearings are typically where
steganography is used most frequently [10–14]. Three fundamental building blocks for steganographic
techniques are described in contemporary steganography. i) Using Cover Modifications (CMO). To
include confidential information, the steganographer first creates a CI and adjusts it. The modified
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version will obviously result in some embedding modifications to the cover picture. ii) Steganography
using Cover Selection (CSE) is a process asking for image size according to the size of data. Using
a big database of photos from which hidden messages can be created using stego images, the
steganographer chooses a genuine, unaltered, normal image to use for steganography. iii) By using
Cover Synthesis, steganography (CSY), a steganographer makes a stego picture with hidden messages.
Building a realistic digital image was more of a theoretical concept ten years ago than a useful
steganographic method [15–18]. The private data is slightly modified and designated as a CI by typical
image steganography before being embedded into the carrier data. SD and TD-based steganography
techniques are the two primary categories of steganography techniques [19–21].

The image cameras installed in vehicles can provide useful data for things like lane detection,
distance measurement, obstacle identification, augmented reality navigation, and more. Images
captured by smartphones, computers, tablets, watches, etc., carried by drivers and passengers, can also
be utilized for other purposes, such as communication, accident recording and liability determination,
vehicle tracking, etc. The use of numerous images in a realistic manner distributing the embedding
payload among a collection of photographs and conducting theoretical security assessments on a large
number of images are significant hurdles for steganography [22,23].

1.1 Outline and Types of Steganography

The term steganography originates from the Greek for hidden writing. Steganography derives
from the Greek terms steganos and graphical, which mean secret writing. Steganography has its roots
in the biomedical and physiological [24–26]. Image classifiers are used in VANET applications as
a preventative measure against steganographic attacks. Nowadays, however, most persons use the
medium to transmit information in text, photographs, videos [27–30], in VANET, and in transporta-
tion systems.

1.1.1 Steganography of Text File

Text files are used to conceal secret information. Since text steganography can only save text files,
it uses less memory [31–35]. It allows for rapid file transfers or interaction between computers [36–
40]. Text steganography is rarely used since there is so much redundant information in text files.
Information can be concealed in text files in a variety of ways. The first method is predicated on
structure, the second on statistics, and the third on language [41–45].

1.1.2 Steganography of Image

Image steganography, also known as the method of secret data concealment in an image file [46–
50], is a technique for hiding information using a cover such as a photograph. Some limitations include
not being able to safely incorporate a large quantity of data in an image without raising suspicions
that the image itself contains data and causing distortion. The LSB embedding technique is used for
traditional image steganography [51–55].

1.1.3 Steganography of Audio

Using audio steganography, one can hide sensitive information in an audio file. It also has a strong
personality, yet there is only so much data that can be kept secret [56–58]. This method can be used
to obfuscate data in audio formats including MP3, AU, and WAV. There are a number of different
approaches to audio steganography [59].
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1.1.4 Steganography of Video

Frequency domain (FD) and spatial domain (SD) techniques are the two main categories of
steganographic methods. In this case, video is used as the carrier to conceal the data. Each video
frame has its contents obscured using Discrete Cosine Transform (DCT), a common method for
hiding sensitive information. H.264, MP4, MPEG, and AVI are the most used file types for video
steganography [60].

1.1.5 Steganography for a System or Protocol

Network steganography techniques include changing just one network protocol. It requires
disguising the information by passing it through a network protocol. It is really strong and safe [61].

1.2 Steganography for VANET & Transportation System

Radio transmission parameters, including low transfer speeds, mutual association, and admin-
istration remain unchanged; therefore, the standard for VANET generally follows the procedural
innovation of MANET. However, VANET’s primary operational challenge stems from the rapid and
unpredictable mobility of the flexible hubs (vehicles) along the routes. The methods of steganography
for VANETs are shown in Fig. 2. It shows how steganography is done in VANET environment.
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Figure 2: Process of VANETs steganography

1.3 Different Methods/Techniques for Different Domains of Steganography

To name only a few of the many steganographic variants: Many different steganographic tech-
niques are presented by authors, each one suited to a different kind of cover item. Fig. 3 shows different
steganography methods/techniques & embedding domains.

The two main basic categories of steganography embedding domains are special domain (Exam-
ple: Least significant bit insertion) and frequency domain (Example: Discrete Cosine Transform).
By substituting the LSB of the CI pixels with the bits of concealed data, this method utilizes a
straightforward kind of embedding. After being embedded, an image looks remarkably similar to the
original, with little variation when the LSB of a pixel is altered. LSB is efficient for short messages by
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quietly modifying the least significant bits of pixel values, but it is vulnerable to visual examination,
The FD steganography method may balance data concealment and image quality as it operates in the
frequency domain, it has a reasonable efficiency for short messages, as shown in Table 1 for efficiency
for short messages. In the TD-based method coefficients of the picture, attempt to encrypt message
bits. Strong watermarking frequently uses information embedding in the TD. There are several groups
into which TD methods can be divided as shown in Fig. 3.
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Figure 3: Steganography techniques & embedding domain

Table 1: Efficiency for short messages

Steganography domain Short messages efficiency Difficulty faced

Special domain (LSB) High Capability of visual detection
Frequency domain (DCT) Moderate Sensitive to compression

2 Literature Review

This study’s main goal is to research and describe the different steganography methods for VNET.
Deep-learning methods used to visualize steganography and VANETs. VANETs can undoubtedly
support deep learning. Deep learning, a type of machine learning, uses artificial neural networks to
learn from data. Because of this, it excels at jobs like intrusion detection, traffic control, and highway
safety. Deep learning is a promising technology for VANETs despite many difficulties. Deep learning
is anticipated to become more crucial to the creation of VANETs as technology advances and the
amount of data at our disposal grows.

Study [62] enhanced the development of agent software using a steganography approach. It
suggested using an agent network to conceal a secret message in a particular cover reputation, based
on a support vector machine (SVM) classifier. Six statistics parameters energy, the standard deviation,
the histogram, variation, mean, and entropy were essential to the development of an agent system. As a
result, the SVM classifier was able to classify the features and predict which cover picture would be the
best candidate for embedding. Regarding indistinctness, threat, and cover photograph prediction by
quantitative issues, noteworthy results have been obtained. Study [63] improved the privacy of patients
in the event of a remote diagnosis by safely and imperceptibly embedding the patient’s identifiable
data in their medical photos using steganography system. The average square error and PSNR were
used to calculate the deformation between the cover photograph and stego-image, and normalizing
cross-correlation was used to calculate the degree of proximity between the two images. Study [64]
proposed multithreaded planning technique utilizing virtual realities to address the issues of narrow
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orientation of objects and inadequate visual making capacity of the test system of the optical network
for communication. Additionally, the exploratory system design approach for the optical network
of communications with multiple channels serial line design. The outcome shown that the test setup
for optical communication networks had an excellent visual modeling effect, enhanced stability and
dependability, and decreased telecommunication transmissions error.

Study [65] developed a deep learning-based method for enhancing steganography in spontaneous
cloud systems. There are two sections to this research implementation. The performance of the
deployed ad-hoc system was superior to that of Amazon AC2, and the deep stenography technique
demonstrated an outstanding assessment rate for data and picture concealment when tested against
multiple attacks in a spontaneously cloud system context. Study [66] presented an image steganography
process that builds the safety of the confidential information using an encrypted image method based
on binary bit-plane decomposition (BBPD) and a mix of several techniques. In contrast to the latest
techniques used currently, the suggested stenography method exhibits superior outcomes in terms
of security, photographic quality, and capacity of payload. Study [67] proposed a key negotiation
method for an instantaneous data exchange platform for vehicular ad hoc networks (VANETs), where
a communication center verifies a user’s identity as they declare a disaster and provides other users
with a digital certificate in case of emergency. The experiment’s findings demonstrate the viability and
compliance of the suggested plan with security standards.

The idea of imagining steganalysis, which enables us to find the image buried inside another image,
was applied in study [68]. This experiment analyzes different steganography techniques utilized in the
modern world and tries to use picture stochastic analysis with visual decoding using LSB and MSB
methodology.

In order to take advantage of multi-domain information in the geographical, rate, and compres-
sion areas, they provided the manipulation classification network (MCNet) in study [69]. Furthermore,
they conducted experiments to demonstrate the effectiveness of the refined model, which was based
on the multi-class modification job, for various forensic tasks including DeepFake detection and
JPEG picture integrity verification. Study [70] addressed an evaluation of the steganographic scheme’s
system capacity using a 2-D Markov chains model in respect to the specification. A comparison of
the analytical and computational outcomes under various network parameters is used to validate
the model. According to quantitative and modeling outcomes, the steganographic channel’s system
performance values are dependent on data.

Study [71] proposed an image localization technique for a class of steganography involving
pseudo-randomly scrambled JPEG images. According to the research findings, when the examiner
has several stego pictures inserted in the identical direction, the suggested position methods can locate
the stego sites in JStego and F5 steganography with accuracy. Furthermore, the location findings can
be utilized to obtain the technique known as key requested to unlock the hidden messages that have
been implanted.

Study [72] presented a method that combines the techniques of inversion code, encryption, and
steganography. It concentrates on the LSB approach in a different way, i.e., the approach utilizes the
MSB of the footage frame and the LSB of the stego image in order to accomplish the LSB stenography
method opposed to inserting information at the LSB of the original frame. The combination of factors
contributes to the safeguard image’s improved quality and minimal distortion. The PSNR value would
be used to calculate the algorithm’s productivity value. B-spot was a durable and safe image transfer
system that was based on cryptocurrency and steganography was proposed in study [73]. Ultimately,
the distributed ledger is recovered and used to recreate the stego-image. After using the extraction
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process, the recipient can then get the hidden images. The outcomes of the simulations indicate that
the suggested mechanism possesses a substantial data ability, enhanced imperceptibility, a tolerable
computation time, and resilience against noise. Study [74] suggested a variation of the spatial rich
model feature that was based on asymmetrical channels anchoring modification probability. The
experimental findings demonstrate that, particularly for smaller package sizes, the suggested features
can greatly enhance identification capabilities for steganography system.

Study [75] presented the IAS-CNN, a lightweight convolutional neural network designed for
image adaptable the steganalysis. They use the network’s self-education filter technique to get around
the drawback of manually creating remaining extractor filtering. The outcomes of the experiments
demonstrate the manner in which IAS-CNN works in steganalysis. Study [76] suggested combining
blockchain-based technology with two-factor authorization as a safety preventative measures to
increase the use of smart electronic voting machines for election procedures. The private blockchain
approach is used to guarantee records operations’ integrity and dependability, prevent records
manipulation, and provide immutability. The experimentation with a false accepting rate, the system’s
performance was demonstrated to be improved.

The three main divisions of deep learning approaches for photo steganography are traditional
methods, methods based on “convolutional neural networks (CNNs), and methods based on global
adversarial networks (GANs)”. The paper [77] offered a thorough justification of the technique,
a list of the datasets utilized, an analysis of the experimental conditions, and a list of frequently
employed assessment measures. Promising research in the subject area is outlined in this publication.
Before they analyze the primary uses of this research’s methodology, they first give some background
information about it. They also describe the information of different datasets used by the authors
to analyze results. All the images of size 512 ∗ 512 are used to analyze results. Capacity, robustness,
and security factors have been considered for observation. The remainder of the paper [78] explored
projects showcasing state-of-the-art advancements in the creation of strategies and tactics to achieve
information concealment in digital visuals. The focus of this study, which does not purport to be
thorough, is on recent studies that show the path that information embedded in digital photographs is
now taking. The primary characteristic of a review that sets it apart from reviews that have already been
published is that. Finding a sensible compromise between requirements like large Hiding Capacity
(HC), improved imperceptibility, and increased security is the main challenge for the bulk of these
Image Steganography Techniques (ISTs). The study [79] analyzed numerous picture steganography
measures across multiple ISTs, ranging from conventional to cutting-edge spatial innovations. The
primary challenge in designing a steganography system is striking a good compromise between
robustness, security, invisibility, and high bit embedding rates. The book [80] examined all the different
types of photo steganography that are in use today, including the most current developments in each
subcategory across different mediums. Additionally, the paper offers a comprehensive introduction
to visual steganography system, including a discussion of its basic concepts, necessary conditions,
many aspects, different types, and evaluations of its efficacy. Image detectors are trained using huge
collections of covering and stego images.

The previously suggested steganography systems are divided into two primary groups in this work:
the geographical domain and the frequency domain. We evaluate works based on their ability to
withstand geometric and non-geometric attacks, as well as their complicity, as well as their payload,
and recovered bit error rate. The most popular metrics used in the field of steganography are discussed
together with their methods of assessment. Finally, steganography’s difficulties and emerging trends
were presented by the research [81].
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The paper [82] reviewed the history of steganalysis and offers broad guidelines for utilizing digital
multimedia to conceal hidden information. For better comprehension, steganalysis is categorized in
this survey based on a variety of viewpoints. Additionally, it offers a thorough evaluation of current
steganalysis methods and procedures for audio, video, and pictures. Finally, to provide a helpful
resource for future study, the current problems and recommendations in this topic are highlighted.
This study [83] gave a high-level summary and comparison of several investigations that have been
undertaken in the field of object recognition and image categorization. The study was divided into
three sections: machine learning methods, deep learning methods, and object recognition in low-light
settings. A table was included to facilitate comparison of the various texts. They conducted a thorough
literature review on “3-D mesh steganography and steganalysis” in this paper. New taxonomies for
steganographic methods were proposed in the paper under the names “convert field, permutations
area, LSB area, and two-state area” [84]. They separated the two categories of steganalysis techniques:
general-purpose and specialized. Each section describing the current state of the art includes some
background information on the development of technology. They emphasized several intriguing
research topics in their conclusion, as well as the challenges of improving 3-D mesh steganography
and steganalysis performance. Steganography is the process of secretly transmitting information via
encoded messages that can be deciphered only by the intended recipient.

An introduction to steganography in cloud computing was provided in [85], which also serves as a
comparison table for studies that differ in their technique choice, carrier format, payload capacity, and
embedding algorithm. The paper provides a summary of the research that is being done in this area
right now. The paper [86] began by describing the foundations and operation of text steganography.
The following section explains the three categories of text steganography: linguistics, format-based
techniques, and statistical and random generation. The methods used by each class are examined, with
a focus on how each class offers a special method for concealing sensitive information but ignored the
robustness issue.

The article [87] explored the underlying concepts, covered selection methods and security aspects
of steganography along with mythologies. In addition, evaluation quality metrics for cover selection
were also highlighted. Improvement direction for steganography mythologies also suggested. The
paper [88] used artificial intelligence for text based linguistic steganography to improve hiding method.
Natural language processing used for automatic text detection. The article also proved the robust
security against attack. The traditional LSB steganography method was used in article [89]. The author
experimented on natural images considering edges and smooth region of images. The gradient of
edge was used to embed secret message. The data inserted in the pixel range from 0 to 255. Pixel
values adjusted to positive negative value range accordingly. Steganography proved more robust while
combining cryptography technique. The Filter bank cipher encryption method was used in paper [90]
to provide strong security and speed. DCT domain used to embed secret data. PSNR metric is used
to evaluate the result performance. High PSNR value evaluated for better perceptibility.

This section reviewed the reported work of scholars on steganography. The segment summarized
the different types of steganography presented by authors along with their methodologies used.
In addition, it discussed the factors considered for result assessment. The comparative analysis is
described in the next section.
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3 Comparative Analysis
3.1 A Survey Regarding Three Categories of Image Steganography

After surveying the various image steganography frameworks, the various approaches are essen-
tially classified as traditional, CNN-based, or GAN-based image steganography methods. Traditional
approaches are frameworks that do not employ machine learning or deep learning methods. The LSB
approach is the foundation for many traditional methods. To embed and extract the hidden messages,
CNN-based approaches rely on deep CNN, whereas GAN-based methods use various forms of GAN.
Both CNN and GAN models may be used for deep learning techniques.

3.1.1 Traditional Steganography Methods

Traditional image steganography makes use of the LSB substitution technique [91]. Higher-
resolution images often have a lower percentage of their pixels utilized. The LSB approach presupposes
that changing a small number of pixel values would not be noticeable [92]. Binary code is used to store
the private information. The LSBs of the CI are then modified by swapping in the binary data from
the hidden image [93,94].

A variety of comparable approaches have been presented, with the LSB method serving as the
benchmark for comparison. For instance, in the process of turning the hidden data into binary codes,
there is a very slight modification that is carried out [95,96]. The LSB technique is then used to add
the encoded bits to the CI [97]. In the study [98], the LSB method was applied in a unique way to
RGB images. The CI has three channels, and each of those channels has been a bit fragmented [99]. In
videos, the LSB substitution technique in its most basic version and the Huffman encoding method,
in conjunction with the LSB substitution method, are used [100].

The comprehensive analysis of classic image steganographic techniques is shown in Table 2. PVD
is another time-tested technique for concealing images [101]. The secret bits may be hidden in PVD by
measuring the difference between neighboring pixels, and the method ensures that the cover image’s
visual coherence is preserved in the process [102,103]. Coverless steganography is another method, in
which the CI is not provided but rather created depending on the hidden data [104]. Using the object
detection approach, we extract the confidential data and handle the associated relationships in order
to create the CI [105]. The borders of the color CI are retrieved without using LSB [106,107]. Then,
after the borders of the cover images have been uncovered, the secret information may be deciphered
in binary [108].

The following describes several variations of the VANET and transportation system techniques
used in steganography. We analyze pixels in the same positions in both blocks and exploit the
differences in their DCT coefficients to conduct embedding [109–113]. These JPEGs serve as medical
documentation. In particular, the novel method known as the Pixel Density Histogram [114] works
well with halftone images. To protect the privacy of the data, a histogram is created [115].

PSNR & MSE

The mean squared error (MSE) of the cover and stego images is divided by the maximum
pixel value to produce the PSNR, which measures the stego image’s quality. Increasing PSNR
values improve the stego image’s quality. The comprehensive analysis of classic image steganographic
techniques is shown in Table 2.

PSNR = 10 ∗ log10
((

max2
)
/MSE

)
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Table 2: Steganography traditional models performance summary

Method Metrics Dataset Advantages Disadvantages

[109] Mean square error
(MSE) & peak
signal-to-noise ratio
(PSNR)

Lena and Baboon Computation time is less
The image is a hidden
message

Security is less
than deep
learning

[110] PSNR and time RGB image Computation time is less Weak security
[111] PSNR Lena The image is a hidden

message
Security is less

The median squares differences are calculated using MSE using the values of pixels of the cover
and stego pictures. If the MSE is lower, the quality is higher.

MSE = � (pixelcover − pixelstego)
2
/N

where N = quantity of pixels.

3.1.2 CNN-Based Steganography Methods

The encoder-decoder structure is a major inspiration for CNN-based image steganography [116].
Using the CI and the Secret Image (SI), an encoder creates a Stego Image (SOI); the decoder
then reads the SI from the SOI [117]. Though they all operate on the same underlying principle of
VANET and transportation systems, many approaches have experimented with various architectural
implementations [118,119]. Each technique has its own unique set of parameters. The CI and the SI
must have the same dimensions for this to work; otherwise, just some of the CI’s pixels will end up on
the cover [120].

A proposal for encoder-decoder architecture may be found in [121,122] suggests using a CNN
with 6 layers for the extraction process. The hiding process uses an encoder-decoder architecture that
is based on U-Net. The U-Net’s input form has been changed so that it can now accept input in 256256
and 6 channels [123]. The input is created by combining the cover and hidden images, yielding a total
of six channels [124]. The steganography techniques used with CNN are reviewed in Table 3.

Table 3: CNN models summary

Method Dataset Architecture Advantages Disadvantages

[122] ImageNet U-Net Simple architecture The image size is quite
modest at 64 × 64.

[125] ImageNet Encoder-decoder The picture is a
hidden message

Picture size is quite modest at
64 × 64.

3.1.3 Steganography Methods Based on GAN

A subclass of CNNs known as General Adversarial Networks (GANs) was initially introduced
in 2014 by [125,126]. For image creation challenges, a GAN employs game theory to develop an
adversarial generative model [127,128]. In GAN architecture, an ideal picture is generated by having
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two networks: the generator network and the discriminator network compete with one another. Input
data is provided to the generator model, and a high-quality, near-perfect approximation of the input
image is produced as output [129]. The VANET and transportation system-produced images are
sorted into fake and real categories by the discriminator networks [130]. Both networks are trained to
minimize noise while producing an accurate representation of the input data [131]. In order to detect
the phony images, a discriminator model is trained. Since then, several variants of GAN have been
presented, each one improving the algorithm and making it more suited to generating synthetic images
[132]. In the realm of image generation, GANs have a well-deserved reputation for excellence [133].

One example of this kind of image-generating task is image steganography, which takes two images
as input (the CI and the SI), and VANET and the transportation system produce a third image (the
stego image) [134,135]. The two primary parts of a GAN model are the generator and the discriminator
[136]. Some of the techniques include the use of a novel network, the steganalyzer, to decipher the
steganographically concealed images in VANET and transportation systems [137].

The generator network was created using the U-Net-based design, which is why the authors in [138]
refer to this system as a UT-GAN. For the input value CI, C, the algorithm creates a probabilistic map,
P, and U-Net is chosen because of its effective pixel-for-pixel segmented capability. Convolutional
layers in the U-Net utilized here grow in size for the convolutional layers and shrink in size for the
deconvolutional layers [139,140]. The authors in [141] used a WGAN as their generative model. It is
suggested to use a generative model to create a CI with textural content. Once the CI and SI have been
prepared, they are sent to a concealing network [142]. Because of this, the final output is a textured
output with hidden information inside it. The authors in [143,144] offered an adversarial learning,
VANET, and transportation system-based approach.

3.1.4 Patchwork

A steganography approach called the Patchwork Algorithm involves breaking an image up into
smaller patches or blocks and altering these patches to conceal data. By limiting the visual impact on
the entire image and embedding information inside it, this method reduces the likelihood of discovery.
The information we are concealing is given redundancy by this steganography method, which then
distributes it throughout the image. In this, two areas of the image are chosen, and if one area is
lightened, the other area is made darker. In order to conceal data, this method breaks the image into
smaller patches and modifies the colors or textures of the patches. Due to the fact that it does not alter
the full image, it may be more resistant to detection. Table 4 reviews the patchwork steganography
methods.

Table 4: Patchwork model summary

Methods Advantages Disadvantages

Patchwork 1. Unwillingness to accept tone and gama corrections Smaller bit rate
2. Utilizing distinct patches prevents interference between them,
which results in disruption in one patch but not the other

3.2 Pixel Value Differencing Steganography (PVDS)

There are smooth and textured areas in a picture. The image’s texture areas of VANET have the
ability to hold more hidden information than its smooth regions. The transportation system has rough
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and smooth parts of a picture that cannot be distinguished using LSB-based approaches, though. The
foundation of PVDS is the idea of pixel difference, sometimes referred to as Fluctuation Value (FV).
The image is then divided into several blocks, each of which has two CPs. The CPs of the various
blocks is then used to locate FVs. Then, these FVs are used to perform the embedding procedure
in each individual block. Fig. 4 shows an example of the PVDS technology and describes how the
embedding and extraction processes work. Overflow and Underflow Problem (OUP) status, Attack
Resistance Ability (ARA) to Regular and Singular (RS) analysis, average “Bits per Pixel (BPP), Peak
Signal-to-Noise Ratio (PSNR)”, Pixel Difference Histogram (PDH), or any other steganalysis attacks,
are shown in Table 5.

3.2.1 Merits and Issues of PVDS Technique

The smooth and textural parts of the picture are effectively used by VANET, the transportation
system, and the PVDS approach in a sufficient manner for hidden bit embedding. As a result, it defies
the RS analysis. The PVDS technique’s RS-plot of the Lena picture is displayed in Figs. 4 and 5. It is
evident that the circumstances.

Figure 4: RS-plot of Lena image Figure 5: PDH-plot of Lena image for PVDS

Table 5: Evaluation of a PVDS-based method

Ref. Methodologies BPP Standard PSNR
(in dB)

ARA to
RS

OUP
avoided

ARA to
PDH

Hussain et al. (2017) [145] Parity-bit PVDS (with RT 2) 2.17 39.09 � � �
PVDS parity-bit PVDS
(PBPVD) + Improved
rightmost digit replacement
(IRMDR)

2.07 40.45 � � �
3.00 38.47 � � �

(Continued)
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Table 5 (continued)

Ref. Methodologies BPP Standard PSNR
(in dB)

ARA to
RS

OUP
avoided

ARA to
PDH

Swain (2018) [146] RT PVDS-non-adaptive 3.16 36.88
RT PVDS-adaptive 2.96 42.97 � � �

Hameed et al. (2018) [147] Adaptive PVDS in a block
with a color image in the
diagonal, vertical, and
horizontal directions

1.65 45.49 – – �

Liu et al. (2019) [148] PVDS + Side match technique 2.79 35.17 – –
Grajeda-Marín et al. (2018)
[149]

Optimization strategy + PVDS 2.41 38.33 – – –

Kim et al. (2019) [150] Adaptive steganography +
Modified PVDS

1.58 40.67 – � –

Wu et al. (2005) [151] Modified PVDS 1.55 43.35 � � �
0.11 47.23

Furthermore, almost all of the VANET, transportation system, and PVD-based steganography
methods that have recently been created by various researchers were built on PVDS technology. One
of the biggest problems with the PVDS approach in a PDH analysis is resistance. After hidden bits have
been embedded, the PDH plot of the Lena image is shown in Fig. 6. The fact that the CI’s histogram
is zigzag in shape, as opposed to smooth, shows that the CI contains some information. Next, OUP
affects the majority of PVDS procedures. The OUP pixel employed in the PVDS technique is shown in
Fig. 6. These methods are also taken into consideration for the evaluation since they put the VANET,
transportation system, and PVDS idea into practice. By including some random data in the obtained
images, as shown in Fig. 7, the proportion of pixels that experience OUP is seen in Table 6.

Figure 6: An illustration of OUP in the PVDS
process

Figure 7: Test images in 512 × 512
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Table 6: OUP affected pixel count for various PVDS-based techniques

Dark image (512 × 512) Wu et al. (2005)
[151]

Wu et al. (2003)
[152]

Jung (2018)
[153]

Khodaei et al. (2012)
[154]

Aerial 46 259 329 194
Baboon 3 22 4566 11
Lena 0 0 0 2
Baby 30 472 1576 207
Barbara 746 673 492 1
House 1 0 0 0
Zelda 0 5 631 5
Couple 74 173 631 64
Boat 81 99 256 4
Houses 1545 3165 3707 2267
Girl’s face 172 4283 11383 2065
Peppers 228 391 4138 58
Crowd 64 980 1458 967
Airfield 734 4001 4566 3813
Clown 140 146 15909 2

3.3 Least Significant Bit Steganography (LSBS)

The LSBS methodology, which includes swapping out the least significant bits (LSBs) of the
original picture OI pixels with secret bits, is by far the most traditional and basic method of image
steganography. The LSBs of the OI’s pixels could be changed to hidden bits to further enhance the HC.
In Fig. 8, we can observe the 1 LSBS approach. Different LSBS-based strategies have been developed
by the literature, some of which enhanced HC quality and others, CI quality, and transportation
systems.

Without embedded data, the RS plots for the Lena picture are shown in Figs. 9 and 10. However,
statistical analysis methods including RS research, bit plane analysis, and chi-square analysis are made
available to the traditional LSBS procedures. RS plots for the Lena picture using the 1 LSBS approach
are shown in Fig. 11. For the 1 LSBS, 2 LSBS, and 3 LSBS approaches, the PDH indicators are revealed
in Figs. 11a–11c, correspondingly.

Additionally, LSB plane analysis can be used to quickly spot the CI planes’ visual defects, which
are different from the OI planes. Bit planes of the related plane images in the original Lena image.
The first-bit plane images match the original Lena image (1 LSBS, 2 LSBM, and 3 LSBS). Please
note that the other two methods under consideration here both use randomized embedding, whereas
the 1 LSBS method uses sequential embedding. The obtained images demonstrate that the 1 LSBS
approach is unique from the OI’s original bit plane and smooth. Anyone can therefore assume that
information about VANET and transportation systems exists. However, randomized embedding can
be used in place of sequential embedding to avoid this analysis.
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Figure 8: An example of the LSBS approach

Figure 9: Lena images RS plots without embed-
ded

Figure 10: Lena images RS plot after embedded
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Figure 11: (a) RS plots for the Lena picture using the 1 LSBS approach. (b) RS plots for the Lena
picture using the 2 LSBS approach. (c) RS plots for the Lena picture using the 3 LSBS approach

3.3.1 Advantages and Disadvantages of the LSBS-Based Strategy

The simplicity of the LSBS approach is one of the transportation system’s most important benefits.
The HC can also be expanded by extra LSBs in order to embed the hidden bits. When the secret bits
are embedded using MSBs, the CI quality suffers. Another significant flaw is the poor ARA it has with
respect to certain statistical studies. With the LSBS method, secret bits are used in place of the LSBs
directly. As a result, RS analysis is applied to these procedures. The OI pixels in a unique embedding
technique are altered at random by 1. The LSBM method is the name of this methodology. However,
the LSBM’s real implementation. However, algorithm 3 discusses how to use LSBM in practice.

In an array, the LSB bits are gathered and stored. The secret bits are then mapped with this array,
which is given the label LSBA. For the retrieval, the index of the sites where the greatest numbers of bits
match has been kept. Since just a small portion of the OI is affected by VANET and the transportation
system, this method observes high imperceptibility. Table 7 displays standard BPP, PSNR, and ARA
to RS analyses as well as alternative steganographic assaults for various LSBM, LSBS, and LSBA-
based methods. Agent-based steganography for VANET is proposed by authors in mounted the agents
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on terminals and used steganography for secure transfer of data. The successful experimental results
are based on an RGB color scheme using a multi-agent technique.

Table 7: Comparative study of LS-based methods

Ref. Approaches used BPP PSNR on
average (in dB)

Any other
steganalysis
to ARA

Analysis
from ARA
to RS

[155] LSB-based data mapping strategy 3.24 42.15 Histogram
analysis

–

[156] n-rightmost bit replacement 1.00, 2.00 51.21, 44.08 S&P noise –

3.00, 4.00 40.72, 34.83
[157] Multi-Stego-image-based LSBM 4.00 36.06, 37.88 – –

39.60, 41.00
[158] Inverse Transitions + LSBS 1.50 50.04 – –
[159] Quantum IS + LSBS 0.50 50.22 – –

4 Observations

Traditional steganography uses common techniques for data concealment, usually on text, audio,
or image files. Traditional methods of image steganography frequently make use of simple algorithms,
including Least Significant Bit (LSB) insertion, in which hidden data is inserted into the image’s
pixels’ least significant bits. Convolutional neural networks are used in CNN-based steganography to
increase data capacity and imperceptibility in comparison to straightforward conventional approaches
[160,161]. To further increase security and robustness, deep learning steganography, on the other hand,
uses sophisticated architecture like GANs and RNNs in addition to CNNs. By offering additional
methods to embed and extract data, CNN and deep learning techniques also significantly increase
steganography. This ensures secure communication in a variety of applications, including VANETs
[162,163]. The work experiments used standard steganography methods to produce the stego images
for the desired steganalysis demanding practicality assessment for this issue to overcome the proposed
solution. The author has used machine learning RBF (radial-based function) and Nave Bayes formula
to improve accuracy [164]. Traditional steganography, CNN-based techniques, and Deep Learning
steganography were compared in this paper. Traditional steganography is simple but unreliable,
whereas CNN-based techniques increase capacity and imperceptibility but may still be detectable. The
performance of deep learning-based steganography is superior to the other two methods in many ways,
including security, capacity, and visual appeal. Deep learning algorithms, however, might need more
computing power and training data. The best approach to use for a given VANET application will rely
on the intended level of privacy, information capacity, and computing complexity.

The different types of steganography were reviewed including audio and video steganography.
Compared to image steganography, audio steganography can handle more data, and it is challenging
to spot without specialized equipment. Data embedding may cause a little decrease in audio quality.
Some audio steganography approaches can be broken by steganalysis tools including the durability of
hidden data can be impacted by audio recordings with high compression rates. Video steganography
provides more data storage than steganography in images or audio. Video frames conceal data,
making it more difficult to identify, and temporal redundancy can be exploited for improved security.
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Higher complexity levels for embedding and data extraction. Possibly requires a specialized detection
apparatus. Additionally, video editing or compression may have an impact on data extraction.

5 Conclusion

Image steganography is a method of hiding data in digital photos that has attracted a lot of
interest in the field of vehicular ad hoc networks (VANETs). This study contributes to a holistic
review of image steganography methods for improving data security and secrecy inside vehicular
ad hoc networks (VANETs) without jeopardizing the exterior look of images. This study may aid
researchers in investigating and increasing the secure communication capabilities of vehicle networks
and open the way for new steganography approaches. VANETs provide safety and value-added
services and are essential components of contemporary smart transportation systems. The study
explores multiple steganography methods, including Spatial and Transform Domains steganography,
distortion-based, masking, and filtering-based steganography, to improve safety in transportation
systems. Steganography in VNAT reliably secures the trustworthy and confidential transmission of
messages between terminals, thereby safeguarding privacy within VANETs. The literature review
reveals that transform domain methods are more secure but embed a smaller number of data bits
whereas special domain methods or bit insertion methods can insert more numbers of data bits but
are less secure. The frequency domain loses more data bits during compression than special domain
methods do. Many steganography algorithms have been proven applicable in ensuring secure and
reliable message transfer between terminals while also protecting privacy in VANETs. We can still
improve data security in VANET systems, with an emphasis on reducing visual quality loss. Image
steganography has been shown in simulations and real-world research to succeed in maintaining secure
communication even in difficult network settings.

5.1 Challenges

The following are some issues with image steganography:

• Data Availability-Despite the fact that unsupervised learning is used and image reconstruction
is the primary aim, there is currently no suitable benchmark dataset for image steganography
[165]. It might be difficult to find a useful dataset. The large image sizes in ImageNet, the most
used dataset, are a big issue [166]. There is 64 × 64 in each image, which is really small.

• Convergence of GAN-One of the main problems with GAN is that the system does not converge
regardless of the parameters used [167]. Given the interdependence of the generator and the
discriminator, mode collapse occurs often.

• Compared to other approaches-Because different approaches use various evaluation metrics, it
is challenging to compare the proposed method to the existing methodology.

• Real-time steganography-Large volumes of data are used to teach steganography models [168].
The situation becomes more challenging, however, when authentic steganography is required
[169–171]. The stego image must be sent across an unsecured channel in order to utilize the
trained model for conducting steganography and steganalysis [172–174]. The VANET and
transportation system trained model’s ability to handle live, in-the-moment images that may
include sounds, skew, and blur remains unproven. The viability of using the concept in real-
time steganography is still up for debate.

5.2 Future Works

The following are a few things to consider while planning future programs:
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• Popular networks like U-Net and cycleGAN, as well as DCT and DWT, have been considered,
and more research into additional specialized designs may be done. For instance, alternative
methods to conventional CNNs such as RNNs might be investigated. Different types of GAN
may stand in for a personalized WGAN [175].

• Most image steganography techniques rely on text or a grayscale image to conceal data, and
there is a pressing need for studies that investigate the hiding of images inside other images
[176,177].

• Using different datasets, further experiments may be run to optimize the parameters and reduce
the storage capacity.

• Since the quantum computing era is on the horizon, more research may be done into designing
quantum images.

• An ensemble of both classic and modern machine learning techniques may be investigated
further for their synergistic effects on VANET and transportation systems.

• A benchmark dataset made up of images from different source cameras and image formats
may be created. The algorithms for making steganographic images may be compiled as well
[178–180].
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