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ABSTRACT

The Internet of Vehicles (IoV) is extensively deployed in outdoor and open environments to effectively address
traffic efficiency and safety issues by connecting vehicles to the network. However, due to the open and variable
nature of its network topology, vehicles frequently engage in cross-domain interactions. During such processes,
directly uploading sensitive information to roadside units for interaction may expose it to malicious tamper-
ing or interception by attackers, thus compromising the security of the cross-domain authentication process.
Additionally, IoV imposes high real-time requirements, and existing cross-domain authentication schemes for
IoV often encounter efficiency issues. To mitigate these challenges, we propose CAIoV, a blockchain-based
efficient cross-domain authentication scheme for IoV. This scheme comprehensively integrates technologies such
as zero-knowledge proofs, smart contracts, and Merkle hash tree structures. It divides the cross-domain process
into anonymous cross-domain authentication and safe cross-domain authentication phases to ensure efficiency
while maintaining a balance between efficiency and security. Finally, we evaluate the performance of CAIoV.
Experimental results demonstrate that our proposed scheme reduces computational overhead by approximately
20%, communication overhead by around 10%, and storage overhead by nearly 30%.
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1 Introduction

The IoV (Internet of Vehicles), a prominent application of IoT (Internet of Things) technology in
the automotive industry [1–3], constitutes a high-speed mobile broadband wireless network supporting
diverse services such as driving safety and information services. It stands as a vital component of ITS
(Intelligent Transportation Systems). However, during participation in data sharing and information
exchange within the Internet of Vehicles, vehicle users may expose sensitive information such as
identity, location, and request details. Additionally, user data might fall victim to malicious tampering
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during transmission by attackers [4–6], resulting in data becoming invalid due to the receiver’s inability
to verify it accurately [7,8]. While current research suggests that cross-domain authentication schemes
can effectively address these issues, centralized cross-domain authentication schemes often encounter
single point of failure issues.

Recently, emerging blockchain technology has been recognized as a pivotal component of
distributed solutions [9], offering advantages such as decentralization, transparency, and security. In
a blockchain-based cross-domain authentication system, authentication information is distributed
across a blockchain network rather than centralized on a single server. Consequently, even if some
nodes fail or are attacked, other nodes can continue to provide authentication services, addressing the
issue of single point of failure [10]. However, current blockchain-based cross-domain authentication
schemes [11–15] face challenges such as excessive cryptographic computations and high performance
requirements for edge nodes, resulting in decreased authentication efficiency and difficulties in meeting
the demands of IoV scenarios. On the contrary, zero-knowledge proofs enable a prover to demonstrate
the truth of a statement to a verifier without divulging the specific details of the statement. Founded on
mathematical principles and cryptographic techniques, zero-knowledge proofs furnish robust security
guarantees, thwarting information leakage and forgery. They can ensure security while also striking a
balance with efficiency, rendering them highly suitable for contemporary IoV cross-domain authenti-
cation scenarios. Therefore, to address the recurring cross-domain authentication requirements in IoV
environments, we propose a blockchain-based efficient cross-domain authentication scheme for IoV,
namely CAIoV. Our main contributions are summarized as follows:

• We propose a blockchain-based efficient cross-domain authentication scheme for Internet of
Vehicles, referred to as CAIoV. Which categorizes cross-domain authentication into two types:
Anonymous cross-domain authentication and safe cross-domain authentication. These two
approaches are selected based on the varying access requirements of vehicle users, significantly
enhancing both the security and efficiency of cross-domain authentication.

• To address the issue of user privacy leakage during the cross-domain process, we implement
an anonymous cross-domain scheme using zero-knowledge proofs and smart contracts. Subse-
quently, we ensure safe cross-domain authentication by employing a Merkle hash tree structure
and smart contracts. Which guarantees user privacy during the cross-domain process while
ensuring the efficiency of cross-domain authentication.

• We evaluate the performance of the CAIoV scheme and experimental results demonstrate its
advantages in security, efficiency, and reduced storage consumption.

The rest of this work is organized as follows. In Section 2, we review the related work. In Section 3,
we present the schema framework and adversarial threat model. In Section 4, we describe our system
in detail, in Sections 5 and 6, we perform security analysis and performance evaluation. Finally, the
conclusion is presented in Section 7.

2 Related Work
2.1 The Centralized Cross-Domain Authentication Schemes

In the research of cross-domain identity authentication, traditional Public Key Infrastructure
(PKI) is widely deployed in various safe communication fields. However, when applied to the Internet
of Vehicles (IoV), it encounters numerous challenges. In IoV scenarios, privacy, authentication, latency,
revocation, performance, and malicious credential detection have entirely different requirements. To
meet these demands, Khan et al. [16] proposed Vehicle Public Key Infrastructure (VPKI) based on PKI
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technology to facilitate key management and security services in IoV. In [17], Khan et al. conducted a
comprehensive, specific, and thorough investigation of the latest advancements in VPKI and the flaws
within VPKI. Traditional certificates are susceptible to being tracked or monitored by attackers due to
their long-term unchanging nature. Wang et al. [18] proposed a spatio-temporal dynamic pseudonym
mechanism which divides the entity’s movement trajectory into multiple unrelated trajectory seg-
ments with different pseudonymous identities. This not only ensures data availability and real-time
performance but also preserves the entity’s trajectory privacy. Therefore, centralized cross-domain
authentication schemes cannot be applied to current IoV scenarios due to the issue of single point of
failure.

2.2 The Blockchain-Based Decentralized Cross-Domain Authentication Scheme

Blockchain technology is considered the most effective means of achieving decentralization [19].
Zheng et al. [20] designed a protocol scheme for internet of vehicles authentication and key agreement
based on blockchain. However, due to its employment of a dual-chain structure, the maintenance cost
becomes prohibitively high, thus limiting its applicability in IoV scenarios. Xu et al. [21] proposed a
blockchain-based authentication and key negotiation protocol for multi-Trust Authority (TA) network
models, reducing the computational load on TAs. Nonetheless, as Road Side Units (RSUs) serve as
computational nodes, the requirements for edge device performance are excessively high, rendering
it unsuitable for IoV deployment. In [22], Chen et al. proposed a privacy-preserving cross-domain
authentication scheme compatible with both existing Public Key Infrastructure (PKI) and Certificate
Transparency (CT) systems, utilizing a multi-level Merkle hash tree structure to efficiently handle
large data volumes. However, in this scheme, efficiency significantly decreases as communication
volume at edge nodes increases. Zhang et al. [23] presented a completely cross-domain authentication
architecture with high security but excessive cryptographic computations, leading to impractical
computational overheads for meeting the real-time demands of IoV. In [24], Zhang et al. introduced
a cross-domain scheme based on master-slave chains with lower latency, yet its dual-chain usage
imposes high requirements on edge device performance and maintenance costs, thereby restricting
its widespread adoption in mobile scenarios. Huang et al. [25] proposed a cross-domain scheme
employing blockchain, zero-knowledge proofs, homomorphic encryption, and random permutation
technologies. However, it also demands high computational capabilities from edge devices and suffers
from high latency, making it unsuitable for IoV applications. In [26], Li et al. proposed a cross-domain
authentication and key negotiation system based on blockchain smart contracts, which offered lower
computational and communication overheads due to the absence of complex encryption operations
and certificate verification. However, its security remains unguaranteed. Jia et al. [27] introduced a
cross-domain solution based on Inter-Blockchain Communication (IBC), effectively alleviating issues
posed by traditional PKI systems but incurring excessive computational overhead during user cross-
domain processes, thus rendering it impractical for IoV scenarios. In [28], Feng et al. proposed
a cross-domain authentication scheme based on blockchain, employing threshold-shared multi-
signatures to construct identity federations. While ensuring security, the complexity of the cross-
domain authentication scheme leads to significant computational overheads.

In summary, there are already many schemes in the field of cross-domain authentication that
utilize blockchain technology combined with digital signatures, cryptography, and other related
technologies. However, few of these schemes can effectively balance efficiency and security to meet
the needs of cross-domain scenarios in the Internet of Vehicles (IoV). Therefore, we developed an a
blockchain-based efficient cross-domain authentication scheme for internet of vehicles to meet the
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needs of modern IoV scenarios. Compared to other schemes outlined in our paper, our scheme is both
more secure and efficient.

3 System Model
3.1 The Scheme Framework

The overall framework of the proposed scheme is shown in Fig. 1, which primarily consists of
the following entity layers: Vehicle users, Road Side Units (RSUs), Trust Agencies (TAs), and IPFS
storage nodes on the TA side. Aside from decentralized storage, all entities are required to register on
the blockchain network. The descriptions of each layer are provided below.

Figure 1: The overall framework of the scheme

At the Vehicle layer, vehicles equipped with multiple onboard sensors and On-Board Units (OBUs)
collect various valuable information about other vehicles, roads, and the surrounding environment,
such as road conditions and entertainment aspects. Therefore, vehicles serve as the source of data
generation and provide partial information for users in other domains. This information is represented
as attri = {attr1, attr2, . . . , attri}. Additionally, their identities need to be verified by the Trust Agency.

At the Road Side Unit (RSU) layer, multiple servers equipped with communication, computation,
and storage resources are distributed along the roads, forming a collection denoted as RSUi =
{RSU1, RSU2, . . . , RSUN}. However, due to the limited capabilities in various aspects, RSUs cannot
independently complete tasks and require collaboration with the TA to fulfill relevant tasks. The
servers surrounding the RSUs can utilize their own communication, computation, and storage
capabilities to provide vehicles with high-quality Vehicle-to-Infrastructure (V2I) transmission and
assist in the completion of cross-domain authentication between vehicles and the TA. This facilitates
the subsequent provision of necessary services for authenticated vehicles.
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At the Trust Agency (TA) layer, each entity serves as the administrator for its respective indepen-
dent domain. Underneath, there are several Road Side Units (RSUs) with limited communication,
computation, and storage resources. Moreover, the Trust Agency TAi in different regions also acts
as the nodes in the consortium blockchain, responsible for registering vehicles within their respective
areas. Given the inefficiency of using blockchain to store and query vast amounts of data for cross-
domain authentication, IPFS nodes are employed as substitutes for blockchain nodes. These IPFS
nodes are tasked with providing vehicle users with distributed storage for encrypted data resource
files (such as location information, driving speeds, etc.) and performing data queries during the
authentication process, thereby significantly enhancing the efficiency of cross-domain operations.

At the storage layer, the CAIoV scheme employs blockchain technology and IPFS (Inter Planetary
File System) for data storage and cross-domain identity verification. However, considering the
relatively low efficiency of blockchain technology in storing and querying large amounts of data and
the security risks posed by IPFS, this paper aims to balance efficiency and security by leveraging the
advantages of both technologies. Specifically, IPFS is utilized as the storage layer for storing cross-
domain data, while blockchain is used as a ledger to ensure consistency between on-chain and off-
chain data. Which utilizes the efficiency of IPFS and the data consistency features of blockchain to
ensure that the system is both efficient and secure in storing and verifying data.

3.2 Adversary Threat Model

In the proposed solution, a static adversarial model is established, which assumes that the majority
of trust centers are honest. Malicious vehicle users and Road Side Units (RSUs) could be compromised
by external attackers, denoted as A, who can then attack and disrupt the system using the attack
methods defined below.

Forgery Attack: Attacker A attempts to forge legitimate data, signatures, or other security
identifiers to deceive trust centers or vehicle users. This type of attack is typically aims to bypass
authentication, authorization, or data integrity protection and allow the attacker to perform unau-
thorized operations or manipulate data. Possible forgery attack methods in this scheme include digital
signature forgery, message forgery, session forgery, and identity forgery.

Replay Attack: Attacker A intercepts captured valid communication and retransmits them to
deceive trust centers or vehicle users. A typically captures packets in communication and resends
these packets later to repeat the same operation or deceive. Common attack methods include i
communications interception, repeating, and deception.

Denial-of-Service Attack (DoS attack): A common network security attack that aims to make
target systems or network resources unavailable, thereby preventing legitimate users from accessing
or using those resources. Attacker A achieves the goal of denial of service by consuming the target
system’s resources, exhausting bandwidth, or causing system crashes.

In order to combat these malicious attacks within the scheme, a security model is defined and
then evidence is presented to show that these attacks can be prevented, thereby ensuring the security
of vehicle users’ information.

4 Description of Our Scheme

The efficient cross-domain authentication framework proposed in our paper consists of two parts:
Identity initialization and cross-domain authentication. Specifically, the identity initialization part
includes system initialization and vehicle user registration, while the cross-domain authentication part
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consists of anonymous cross-domain authentication and safe cross-domain authentication. In Table 1,
we summarize some of the abbreviations and symbols used in this work.

Table 1: The notations used in our proposed

Symbol Notation

E Elliptic curve
G Cyclic group
q The order of G
P The generator of G
H() One way hash function
TAi The trust agency of domain i
SkDi The trust agency private key of domain i
PkDi The trust agency public key of domain i
attri The i-th identity attribute of the vehicle
IDi The ID of vehicle
PWi The password of vehicle
⊕ XOR operation
|| OR operation

4.1 Identity Initialization

4.1.1 System Initialization

Let P be a sufficiently large prime number, Z∗
P be a finite field and E

(
Z∗

P

)
be an elliptic curve

over the finite field Z∗
P is defined, where its generator (base point) is denoted as g and the order of

g is a sufficiently large prime p. Then let H1, H2, H3 be three hash functions where are satisfying
H1 : {0, 1}∗ → Z∗

P, H2 : {0, 1}∗ → Z∗
P, H3 : {0, 1}∗ → {0, 1}l, where l represents the bit size of

P. Suppose there are N trust agencies {TA1, TA2, . . . , TAN} form a consortium chain, and each TAi

acts as a registration server for a IoV domain Di, here the corresponding key pair is represented as(
SkDi , PkDi

)
, where i ∈ [1, N] and SkDi ∈ E(Z∗

P), PkDi = SkDi · g. This public-private key pair is used
for the signature process during interactions between entities. Given the resource-limited nature of IoV
scenarios, the signature algorithm used in this paper is based on the Elliptic Curve Digital Signature
Algorithm (ECDSA), which exploits the discrete logarithm problem on elliptic curves to achieve digital
signatures.

Finally, during the registration and authentication phases in this paper, when an entity sends
a message, the sender uses the Hash-based Message Authentication Code (HMAC) algorithm to
calculate the authentication tag for the message to be sent. This algorithm uses a pre-shared key to
calculate the message’s authentication identifier, which is predetermined by the trust center and shared
with vehicle users. Then vehicle users and TAs use the same HMAC algorithm (specifically HMAC-
SHA256) to process messages to ensure that they are not tampered with or forged during transmission.
if a signature algorithm is not used when the message is subsequently sent, it will be encrypted and
sent using this algorithm by default for the integrity and authenticity of the message. The following
provides a detailed introduction to the algorithm:
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The HMAC-SHA256 algorithm is a message authentication code algorithm based on the SHA-
256 hash function and a key. Its process includes key preparation, message padding, internal hash
algorithm processing, key processing, combination of internal hash result and key, and rehashing.
Through this process, the generated HMAC-SHA256 authentication code is used to verify the integrity
and authenticity of the message, where the confidentiality and selection of the key are crucial.

4.1.2 Registration

Before accessing relevant servers, vehicle users must go through an identity registration process
if they have not already registered. The trust agency first checks the identity data of the registered
vehicles. If the vehicle information cannot be found on the chain, the registration process will continue.
The specific steps of the registration process are described below:

Step 1: First, the vehicle Vi in the domain Di submit the unique identity information IDi to the trust
agency TAi, and sets its password character information PWi. Subsequently, the process of calculating
the Merkle hash tree root value of the vehicle’s identity attribute set {attr1, attr2, . . . , attrN}, where
attr1 represents the identity IDi, while the other identity attributes could include, for example, the
vehicle owner’s name, biometric information, auxiliary collected information, etc. Each vehicle user
calculates a Merkle tree root value Hattr for the identity attribute information using the hash function
H1 according to the Merkle hash tree structure. Then, the process includes hiding the character
information of the vehicle user’s registration password and the current timestamp T is recorded,
followed by the calculation of Wi = H1(PWi||T). Finally, the message mesg = {IDi, Wi, Hattr} is
transmitted to the TA via an RSU.

Step 2: Upon receiving the message, TAi verifies it with the HMAC-SHA256 algorithm. If the
verification is successful, it selects a random number Xi ∈ E(Z∗

P) and records the current timestamp
Ti, then sets Ni to represent the number of user registrations, which is initially set to 0. Next Hattr is
written to a smart contract for subsequent verification, with the contract address uniquely identified as
ipfsAddrVi . This is followed by the hash function H2 is applied to get Ai = H2(IDi||Xi) and Ei = Ai⊕Wi,
then Ii is computed by Ii = H2{Ni ||Ti|| Ai}, and the trust agency stores {Ii, ipfsAddrVi} on the IPFS
node, where Ii servers as zero-knowledge proof evidence. Finally, the message credi = {Xi, Ei, Ti} is
sent to Vi via an RSU.

Step 3: Upon receiving credi, Vi verifies the integrity and authenticity of the message using the
aforementioned algorithm. If successful, the obtained information is saved together as CREDi =
{IDi, Wi, Di, Xi, Ei, Ti}, which serves as the identity credential information for Vi. The pseudocode
of the registration phase is shown below:

Pseudocode: Vehicle registration
Input: IDi, Wi, Hattr

Output: true or false
1 Function Register(IDi, Wi, Hattr)
2 if (verify(mesg) = True)
3 TA → ipfsAdd(Hattr)
4 IPFS ← Ii, ipfsAddrVi

5 TA → send{Enc (credi)}
6 Vi ← store(CREDi)

7 return true;
(Continued)
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Pseudocode (continued)
8 else return false;
9 end function

4.2 The Cross-Domain Authentication Scheme

The cross-domain authentication scenario is divided into anonymous cross-domain authentica-
tion and safe cross-domain authentication based on different efficiency and security requirements. The
anonymous cross-domain authentication scheme is designed for efficient anonymous authentication,
which is used when vehicles need to access publicly available information within the domain, such as
nearby traffic conditions. On the other hand, the safe cross-domain authentication scheme is utilized
when vehicles require access to tailored services that demand higher security levels. Specifically, In
the former case, vehicles authenticate themselves anonymously using zero-knowledge proofs based on
their identity credentials managed by the TA, enabling them to obtain basic road information services.
In contrast, for the later, the authentication contract is deployed on the blockchain. By interacting with
the blockchain, vehicle users achieve cross-domain authentication and thus access services with more
higher security requirements. Below you will find detailed descriptions of both schemes. The overall
scheme flowchart is shown in Fig. 2.

Figure 2: The overall scheme flowchart

4.2.1 Anonymous Cross-Domain Authentication Scheme

Anonymous cross-domain authentication primarily employs zero-knowledge proof technology.
In the following, we provide a brief introduction to zero-knowledge proofs, zero-knowledge proof is
a cryptographic technique that allows a prover to demonstrate the truth of a statement to a verifier
without revealing any detailed information about the statement, except that it is indeed true. This type
of proof ensures credibility while protecting privacy.
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In this scheme, vehicle users achieve anonymous cross-domain identity verification by proving
possession of a valid identity credential CREDi issued by the TAi. If the verification is successful, the
vehicle user can access the services provided by servers near the RSU to obtain the traffic situation
information.

Specifically, in the anonymous authentication process, let us consider a scenario where a vehicle
user Vi requires anonymous authentication at the trust agency TAj. When Vi initiates a cross-domain
access request, TAj must check V ′

i identity. The process of the specific scheme is described as follows:

Step 1: Vehicle anonymous proof generation

To first address the potential issue of repeated anonymous proofs, this paper proposes that the
trust agency TAi periodically publishes a nonce value R to IPFS to prevent this problem. Then
Vi obtains the public verification key PVF = {Ni, Ti} from IPFS and calculates Ai = Ei ⊕ Wi.
Subsequently, Vi compute the zero-knowledge proof evidence πz according to formula (1) below.
Finally, {πz, Di} is transmitted to TAj via an RSU.

πz = H3{Ni||Ti||Ai| |Di| |Dj||R} (1)

Step 2: Anonymous verification process

Upon receiving the message πz from the vehicle Vi, the TAj first retrieves the zero-knowledge proof
evidence Ii and the currently published nonce value R from IPFS. These parameters are then used to
calculate π

′
z according to formula (2) below:

π
′
z = H3{Ii||Dj||Di||R} (2)

Then the TAj determines whether πz = π
′
z holds. If this is the case, the verification is successful

and Vi completes the authentication. Otherwise, the verification will fail. During the whole process,
the vehicle user only needs to provide the zero-knowledge proof and the vehicular networking domain
information, without revealing any other information, thus ensuring anonymity. The following is the
pseudocode of the anonymous verification process:

Pseudocode: Anonymous cross domain authentication
Input: PVF , Di, R
Output: true or false
1 Function Anonymous(PVF , Di, R)
2 Vi → compute(Ai, πz)
3 Vi → send({πz, Di})
4 TAj → compute{π ′

z}
5 if(πz �= π

′
z ) return false;

6 else return true;
7 end function

4.2.2 Safe Cross-Domain Authentication Scheme

For applications or services with higher security requirements, stricter vehicle users authentication
is required in cross-domain scenarios. Otherwise, there could be security risks. This imposes higher
demands on the confidentiality and security of identity authentication.

In particular, unlike anonymous cross-domain authentication, verification of other registered
attributes is required for the vehicle’s identity attribute set {attr1, attr2, . . . , attrN}. In addition, since



576 CMC, 2024, vol.80, no.1

the vehicle user’s identity attribute set is autonomously controlled by the user, ensuring the credibility
of the user identity information requires the consistency between on-chain and off-chain identity
information on the blockchain to complete safe authentication. Considering the transparency of the
blockchain and excluding directly. uploading identity information to the chain, we defined a three-
layer Merkle hash tree. This structure is used to store the hash values of the vehicle user’s identity
attributes, to ensure the consistency of blockchain information and meet the security requirements of
this scheme. Specifically, each vehicle user identity attribute serves as a leaf node in the Merkle tree,
and ultimately a Merkle hash tree root is calculated. This ensures that attackers cannot access the
vehicle user’s identity information and thus ensures the security of their identity attributes. When a
vehicle user Vi requesting access to services that require higher security authentication, the specific
authentication process is as follows:

Step 1: Vi → TAj : {request}
The cross-domain vehicle user requests access to services provided by nearby RSUs by sending a

{request} message.

Step 2: TAj → Vi : EncSkDj
{request(attr1)}

Upon receiving the request message from Vi, TAj verifies the message using the HMAC-SHA256
algorithm. To enhance security, the trust center sends information about the vehicle’s identity attribute
request(attr1) which encrypted with the private key SkDj and signs the message before transmitting it
to the vehicle user through the RSU.

Step 3: Vi → TAj : msg{attr1, H ′
attr}

After receiving messages and signatures from the Trust Center, vehicle users verify the signatures
using the public key PkDj . If verification is successful, it computes a Merkle hash tree root value H ′

attr

using all identity attributes. Subsequently, the message msg{attr1, H ′
attr} is transmitted to the Trust

Center via RSU.

Step 4: TAj : Hattr = H ′
attr is true or false

After receiving the message msg, TAj verifies the message using the above algorithm. If the
verification is successful, it is based on attr1 to find the unique address of the smart contract generated
during registration ipfsAddrVi . Subsequently, it retrieves the Merkle hash tree root value Hattr from the
smart contract. Then it compares the H ′

attr from the message with Hattr. If they are equal, the verification
is successful; otherwise, it fails.

The following is the main pseudocode of safe cross-domain authentication:

Pseudocode: Safe cross domain authentication
Input: attr1, H ′

attr, ipfsAddrVi

Output: true or false
Input: attr1, H ′

attr, ipfsAddrVi

Output: true or false
1 Function Safe(attr1, H ′

attr, ipfsAddrVi )
2 TAj → request(attr1)
3 Vi → send({attr1, H ′

attr})
4 TA → find(ipfsAddrVi)

5 TA → getByIPFSAddr(Hattr)
(Continued)
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Pseudocode (continued)
6 if(Hattr �= H ′

attr) return false;
7 else return true;
8 end function

5 Security Analysis

We assume that the attacker A has the following capabilities:

• A can attack nodes on IPFS or the blockchain but cannot control more than 51% of the nodes
in the entire network.

• A can monitor, tamper with, and forge data streams from vehicle users.

We also assume two basic premises:

(1) It is assumed that the one-way hash function used is secure, meeting its design goals such as
irreversibility, collision resistance.

(2) Zero-knowledge proofs allow the prover to prove the truth of a statement to the verifier without
revealing any other information about the statement.

Next, we will demonstrate how this cross-domain authentication scheme can resist the adversary’s
attack methods, namely forgery attacks, replay attacks, and denial of service attacks.

If attacker A attempts a forgery attack, in the case of anonymous cross-domain authentication, A
needs to complete the authentication process by calculating the public verification key PVF , Ai and πz.
However, due to the characteristics of the hash function according to assumption (1), it is impossible to
forge Wi and compute Ai. Furthermore, according to assumption (2), zero-knowledge proofs allow the
prover to prove the truth of a statement without revealing any other information about the statement.
Therefore,A cannot forge πz. Consequently, attacker A cannot complete cross-domain authentication
by forging identities.

When attacker A uses a replay attack, in anonymous cross-domain authentication, since the
TA periodically sends a nonce value R to IPFS nodes, and both the vehicle user and the TA use
the same HMAC algorithm (HMAC-SHA256) to process messages, according to assumption (1),
the possibility of cracking this algorithm is negligible. This ensures the integrity and authenticity
of messages, thus mitigating against replay attacks. In the case of safe cross-domain authentication,
if attacker A attempts to intercept crucial information from vehicles, they would need to forge the
message request(attr1). However, since the TA uses the Elliptic Curve Digital Signature Algorithm
(ECDSA) to process this message, it is impossible for A to forge the signature due to the properties
of this algorithm. Therefore, safe cross-domain authentication is also resistant to replay attacks. In
summary, both anonymous and safe cross-domain authentication can mitigate replay attacks.

Finally, as far as denial-of-service attacks (DDoS) are concerned, the cross-domain authentication
scheme proposed in this paper leverages blockchain technology. The blockchain network consists of
numerous widely distributed nodes. Therefore, attackers find it difficult to attack all nodes simultane-
ously, especially considering that their locations and topologies are usually unknown. This distributed
nature reduces the likelihood of an attacker successfully launching a DDoS attack. Additionally, the
consensus mechanism in blockchain requires nodes in the network to validate and verify transactions
before consensus is reached. This means that attackers would need to control more than 51% of nodes
to successfully manipulate or prevent transaction confirmations, further reducing the risk of DDoS
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attacks. In summary, the distributed architecture used in this paper effectively mitigates the risk of
DDoS attacks.

6 Performance Evaluation

In this section, we utilized Ethereum to implement the smart contract portion of the solution
and tested the time overhead required for deploying the smart contract. Subsequently, we conducted
further experiments on a desktop computer running the 64-bit Windows 10 operating system with
an Intel(R) Core (TM) i5-10400F CPU @ 2.90 GHz. We employed OpenSSL and the C++ Chrono
library to compare and analyze the computational, communication, and storage overheads of the
proposed solution outlined in this paper. The software packages utilized include VS. Code, the Geth
client, the Remix compiler, among others.

Next, we introduce the parameters used in the experiment. We adopt the SHA-256 hash algorithm
and utilizes the elliptic curve secp256k1. The construction of zero-knowledge proof in this paper is as
follows:

(1) (PEF , PVF) ← KeyGen(Fun, 1λ). This algorithm generates zero-knowledge proof keys based
on the predefined function Fun and security parameter λ. The keys include a public evaluation key
PEF and a public verification key PVF .

(2) (z, πz) ← Solve(PEF , x, y). The prover calculates the proof using the public evaluation key
PEF , the public reference input x provided by the verifier, and the private input y. The output is z ←
Fun(x, y) and the correctness proof πz.

(3) {0, 1} ← Verify(PVF , x, z, πz). The verifier checks the result z and its proof πz using the public
verification key PVF and the public reference input x. The verification algorithm outputs 1 (true) only
if Fun(x, y) = z, otherwise 0 (false).

6.1 Computational Overhead

In this section, we provided the details on implementing smart contracts developed using Solidity
syntax. The smart contract code was written, compiled, debugged, and deployed using the online
Remix IDE. In this study, three smart contracts were used: One for registration, one for anonymous
cross-domain authentication, and one for safe cross-domain authentication. Deploying smart con-
tracts requires a certain time cost, and in our Ethereum test environment, a single a smart contract
invocation typically took 6 to 7 ms. Therefore, we used an average value of 6.5 ms for subsequent smart
contract computational cost calculations in this paper.

Next, we analyzed the computational cost during the registration phase of the proposed scheme.
In this phase, the basic operations include hash functions, XOR operations, concatenation, ECC
multiplication, and comparisons. However, XOR operations, concatenation, and comparisons can be
considered negligible compared to other operations. For the one-way hash function H (·) and ECC
multiplication operations, the average latency was measured using OpenSSL and the C++ Chrono
library (C++11 standard library). After several measurements, it was found that the average latency
for the hash function was 1.563 ms, while for the ECC multiplication it was 3.108 ms.

In the vehicle user registration phase, after calculating the cost of the hash function H(·) and
ECC multiplication used in this scheme, the computational cost of the vehicle user registration phase
is TReg = 12.468 ms. Then we analyzed the latency during the cross-domain authentication phase.
From the cross-domain steps, we can infer that the computational cost for anonymous cross-domain
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authentication is approximately Tanonymous ≈ 9.342 ms, and for safe cross-domain authentication, is
approximately Tsafe ≈ 24.9 ms.

Due to the utilization of smart contract technology in this study, the time overhead of smart
contracts is taken into account. Considering the inherent latency of communicating on the same
public chain test network, in the anonymous cross-domain authentication phase, a smart contract
is invoked once to retrieve relevant data; While in the safe cross-domain authentication phase, the
trust center invokes smart contract once to obtain the Merkel hash root value. Consequently, the total
computational costs for each phase are shown in Table 2 below.

Table 2: The total computational costs for each phase

TReg/ms TAuth/ms

[29] 17.139 59.178
[30] 14.031 32.679
[31] 10.941 79.533
[32] NULL 48.291
CAIoV-I 12.468 15.842
CAIoV-II 12.468 31.4

Finally, we compare the computational overhead between the CAIoV scheme and other authen-
tication schemes mentioned in [29–32]. Here, TReg denotes the total time overhead of the registration
phase, and TAuth represents the total time for the vehicle authentication process. The comparative results
are illustrated in Fig. 3, which provides a detailed comparison of the computational overhead of each
part of our proposed scheme with other schemes. It can be observed that in the proposed scheme,
both the anonymous cross-domain authentication and safe cross-domain authentication phases
exhibit significantly lower computational overhead compared to other schemes. Furthermore, in the
anonymous authentication process, due to the use of zero knowledge proof technology, the number of
message interactions during the authentication process is relatively low, and the relevant cryptographic
calculations are also relatively few, resulting in the lowest computational cost in this stage; For safe
cross domain authentication, due to the need for more message interaction and more encryption and
decryption operations, it requires more computational overhead. But compared to other schemes,
the additional computational overhead is also acceptable. This indicates that the CAIoV scheme has
relatively small computational overhead, making it suitable for IoV where computational resources
are limited.

6.2 Communication Overhead

For the communication overhead, the settings in this paper are as follows: The timestamp is 16
bits; For message signatures, the paper uses ECDSA signatures on the secp256k1 curve, resulting in a
signature length of 512 bits; For the message verification code sent during the transmission of the entity
message, the paper employs the HMAC algorithm, with an authentication tag size of 256 bits; for the
hash functions H1, H2 and H3 used in this paper, This article uses the SHA-256 algorithm, resulting in a
fixed bit string length of 256 bits. The communication effort is compared through specific calculations.



580 CMC, 2024, vol.80, no.1

Figure 3: The comparison of computational costs

First, let’s analyze the registration phase. The vehicle user needs to send a message, record a
timestamp and perform two hash operations; while the trust center needs to send a message, record
a timestamp and also perform two hashing operations. Therefore, the total communication overhead
in the registration phase is 1568 bits. For anonymous cross-domain authentication, the vehicle user
needs to send a message and perform a hash operation, while the trust center needs to send a message
and perform a hash operation. Thus, the communication overhead for the anonymous cross-domain
authentication level is 1024 bits. Finally, with safe cross-domain authentication, the message size is
larger because the authentication methods required are more complex. Specifically, the vehicle user
needs to send two messages and perform a hash operation, while the trust center needs to send
a message, sign the message and perform two hash operations. The total communication effort is
2048 bits.

In Table 3, this paper compares the communication overhead between the proposed scheme and
various related authentication schemes. It primarily compares the communication overhead during
the registration phase, denoted as CReg, and during the authentication stage, denoted as CAuth. CReg

represents the total communication overhead during the registration process based on the previously
mentioned fixed communication amounts, while CAuth represents the entire communication overhead
during the authentication process.

Table 3: The comparison of communication costs

[29] [30] [31] [32] CAIoV-I CAIoV-II

CReg/bits 1688 2160 1328 NULL 1568 1568
CAuth/bits 3392 2176 2320 1920 1024 2048

The comparison of communication costs during the authentication phase is shown in Fig. 4. It
can be seen that the communication overhead of the anonymous cross-domain authentication scheme
proposed by our scheme is much lower compared to other schemes. In addition, the communication
overhead of the safe cross-domain authentication scheme is also lower compared to the schemes
[29–31], but slightly higher compared to [32]. Considering that the latter scheme [32] requires
significantly more computational effort, the communication overhead of this article’s scheme remains
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comparatively low. In addition, the security level of this scheme is much higher than that of the scheme
[31]. Therefore, the proposed scheme is efficient and secure despite a slight increase in communication
overhead.

Figure 4: The comparison of communication costs

6.3 Storage Overhead

For storage overhead, we initially tested the storage performance of our proposed solution as the
number of Merkle tree leaf nodes increases. As shown in Fig. 5, it can be observed that the time taken
to store data on IPFS slightly increases with the increase in the number of Merkle tree leaf nodes.
However, the time remains quite small, the storage performance of our solution exhibits minimal
fluctuations even with increasing data volume. To obtain a more specific assessment of the storage
performance of our solution, we analyzed the sizes of data stored at various stages for vehicle users in
the proposed solution.

Figure 5: The IPFS storage speed

In exploring the storage costs for vehicle users in our scheme, we define the storage overhead costs
as follows: the SHA-256 hash digest is 32 bytes, the timestamp length is 2 bytes, the vehicle identity
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and address information are 8 bytes, and the random number and domain information are defined as
4 bytes.

In the registration phase of the proposed scheme, vehicle user ultimately needs to store the
credential CREDi = {IDi, Wi, Di, Xi, Ei, Ti}. Specifically, IDi occupies 8 bytes, Wi and Ei occupy 32
bytes respectively, Ti occupies 2 bytes, Di and Xi each occupy 4 bytes. Therefore, the total storage cost
SReg for the registration phase is 82 bytes.

In the anonymous cross-domain authentication phase, the vehicle user needs to store the zero-
knowledge proof evidence πz = H2{Ni||Ti||Ai ⊕ Nymi}, which totals 32 bytes. In the safe cross-domain
authentication phase, the vehicle user needs to store PkDi , ipfsAddrVi and the hash digest of identity
attributes. Specifically, PkDi and ipfsAddrVi occupy 8 bytes each, while the hash digest occupies 32
bytes, totaling 48 bytes.

In Fig. 6, we compared the storage cost of our proposed scheme with other schemes in the
registration and authentication phases. It is observed that our proposed system incurs lower storage
cost in the registration phase compared to other systems. In addition, the anonymous cross-domain
authentication scheme only requires identity credentials to be stored, resulting in minimal memory
consumption. Likewise, the memory resources consumed by the safe cross-domain authentication
scheme are less compared to other schemes. In addition, our scheme has advantages in terms of
computing and communication costs, and vehicle nodes do not require excessive storage space.
Therefore, the CAIoV scheme proposed in this paper is extremely efficient.

Figure 6: The comparison of storage costs

7 Conclusion

To tackle the challenges of cross-domain authentication in the current IoV, we propose a
blockchain-based efficient cross-domain authentication scheme for IoV (CAIoV). Built upon tra-
ditional cross-domain authentication schemes, it is tailored to the requirements of cross-domain
scenarios in IoV. It incorporates technologies such as zero-knowledge proofs, Merkle trees, and smart
contracts. The scheme is divided into anonymous cross-domain and safe cross-domain to meet the
demands of low-latency and high-quality connections in IoV environments. Finally, we conduct
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comparative analyses of the scheme’s performance in terms of computational costs, communication
overheads, and data storage expenses. The results demonstrate that the CAIoV scheme is highly
efficient, secure, and incurs low storage costs, making it well-suited for deployment in contemporary
cross-domain scenarios within IoV.
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