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ABSTRACT

The mobility and connective capabilities of unmanned aerial vehicles (UAVs) are becoming more and more
important in defense, commercial, and research domains. However, their open communication makes UAVs
susceptible to undesirable passive attacks such as eavesdropping or jamming. Recently, the inefficiency of traditional
cryptography-based techniques has led to the addition of Physical Layer Security (PLS). This study focuses
on the advanced PLS method for passive eavesdropping in UAV-aided vehicular environments, proposing a
solution to complement the conventional cryptography approach. Initially, we present a performance analysis of
first-order secrecy metrics in 6G-enabled UAV systems, namely hybrid outage probability (HOP) and secrecy
outage probability (SOP) over 2 x 2 Nakagami-m channels. Later, we propose a novel technique for mitigating
passive eavesdropping, which considers first-order secrecy metrics as an optimization problem and determines
their lower and upper bounds. Finally, we conduct an analysis of bounded HOP and SOP using the interactive
Nakagami-m channel, considering the multiple-input-multiple-output configuration of the UAV system. The
findings indicate that 2 x 2 Nakagami-m is a suitable fading model under constant velocity for trustworthy receivers
and eavesdroppers. The results indicate that UAV mobility has some influence on an eavesdropper’s intrusion
during line-of-sight-enabled communication and can play an important role in improving security against passive
eavesdroppers.
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1 Introduction
1.1 Background

A continuous 1000x increase in network capacity has driven the evolution of wireless networks
to date. Despite this growing demand for wireless capacity, the Internet of Everything (IoE) system
requires ultra-reliable, low-latency communications. To meet the demands of this new breed of services,
we must address unusual challenges, such as characterizing the fundamental rate-reliability-latency
tradeoffs that govern their performance, unlocking frequencies beyond sub-6 GHz, and transforming
wireless systems into intelligent, self-sustaining networks. The forthcoming sixth-generation (6G)
wireless system, with an architecture naturally adapted to the needs of IoE applications and related
technological advancements, can potentially address these issues [1]. In recent years, there has been a
focus on research on UAVs, also called drones, due to their numerous application fields, autonomy,
and adaptability. A wide range of industries, including the military, telecommunications, medical
supply delivery, surveillance, monitoring, and rescue missions, have utilized UAVs. When deployed
and operated appropriately, UAVs can address various real-world problems [2]. Unauthorized receivers
have the potential to intercept information signals sent across wireless Line of Sight (LoS) channels,
increasing the risk of information leakage. Wireless UAV transceivers, however, are susceptible to
malevolent jamming attempts. For this reason, security in UAV wireless communications is crucial.
Regretfully, conventional encryption methods are energy-intensive and require a high level of computer
complexity. Physical layer security (PLS) effectively and efficiently protects wireless communication
networks by taking advantage of the inherent unpredictability of wireless channels [3]. Table |
summarises the abbreviations used in the paper and their meanings.

Table 1: Summary of the abbreviations

Sr. No. Abbreviation Meaning

1 6G Sixth-Generation

2 A2G Air-to-Ground

3 B5G Beyong 5G Networks

4 DSM Diffrential Spatial Modulation

5 FL Federated Learning

6 IoT Internet of Things

7 NN Neural Network

8 PLS Physical Layer Security

9 SM Spatial Modulation

10 UAVs Unmanned Aerial Vehicles

11 SNR Signal-to-Noise Ratio

12 HOP Hybrid Outage Probability

13 SOP Secrecy Outage Probability

14 CDF Cumulative Distribution Function
15 MIMO Multiple-Input-Multiple-Output
16 PDF Probability Distribution Function
17 OP Outage Probability

18 BER Bit Error Rate

19 ECC Elliptic Curve Cryptography

(Continued)
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Table 1 (continued)

Sr. No. Abbreviation Meaning

20 CNN Convolutional Neural Network
21 Al Artificial Intelligence

22 SHA Secure Hash Algorithm

23 LoS Line of Sight

24 NLoS Non Line of Sight

25 MATLAB Matrix Laboratory

26 CVvX Convex Optimization

27 RAM Random Access Memory

28 CPU Central Processing Unit

1.2 Related Works

Smart cities utilize advanced technologies like drones, robotics, artificial intelligence (Al), and [oT
to enhance life quality, reduce waste, and act as sustainable resource ecosystems. These technologies
enhance service quality, energy efficiency, and connection, supporting applications in the fields of
healthcare, e-waste reduction, transportation, agriculture, defense, disaster prevention, environmental
protection, service delivery, energy conservation, and communication. To improve smart city applica-
tions, the reference [4] examined possible methods and uses of collaborative drones and IoT, with an
emphasis on data collection, security, privacy, safety for people, disaster prevention, consumption of
energy, and quality of life.

Furthermore, Edge Intelligence employs Al to support BSG requirements, with drones serving as
relay stations for data collection. Federated learning (FL) improves global model accuracy in smart
environments. However, its use is limited by security and decentralization management challenges.
Blockchain offers privacy-preserving data sharing but still faces challenges like scalability and energy
efficiency. This survey explores the synergy of FL and blockchain for green, sustainable environments,
discussing challenges, opportunities, and future trends [5]. Using an Al framework, the reference [0]
created a smart cellular architecture for UAV wireless communication. The framework includes self-
organizing maps and an NN fitting tool. Validated in a proof-of-concept scenario, it demonstrates high
levels of adaptive wireless communication forecasting and achieves efficient and optimized automatic
design without human intervention. The reference [7] investigated blockchain technology, which can
support smart farming with the goals of increasing productivity, lessening environmental effects,
and automating farmer tasks. It suggests a safe blockchain-based system for secure communication
between drones and sensors that makes use of the Secure Hash Algorithm (SHA)-256 hash function
encryption and the ECC authentication algorithm. A proof-of-concept deployment on the Ethereum
blockchain demonstrated the framework’s viability and its potential to address data availability and
integrity challenges in smart farming.

The reference [¢] presented a national research project that aims to use a digital elevation model
and a 3D structure change detection model to enable the autonomous operation of UAVs. The
UAVs receive training from a Convolutional Neural Network (CNN) for autonomous flight and
terrain identification. The UAVs can detect water flows with 99.6% accuracy in areas with limited
satellite images. The study also looks at how channel correlation affects spatial modulation (SM)
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and differential spatial modulation (DSM) [9], keeping baseband technologies in mind. It emphasizes
how crucial channel correlation is to greater spectral efficiency in DSM and SM. In Rayleigh fading
channels, the analysis takes into account three send and two receive antennas. The results demonstrate
that DSM-BER improves with higher modulation schemes, with the receiving antenna side more
affected by spatial correlation or antenna spacing.

In reference [10], researchers examined opportunities for enhanced physical layer security in
UAV communication, taking into account PLS technology. A PLS-based UAV communication
solution for 5G and beyond networks has been investigated in [1 1], illustrating the static and mobile
deployment of UAVs. In reference [11], researchers proposed a PLS-based study of UAV-powered
communication networks. They presented an evaluation of various ground-to-air channel links in
a UAV-based communication network, providing a basic concept of the ground-to-air channel. The
references[12,13] focused on UAV-aided vehicular communications, deriving insights into architecture,
intelligence, and research challenges.

Over the past few years, UAV applications in military, civil, and commercial areas have also made
significant progress. However, challenges in high-speed communication links, flexibility in control
strategies, and collaborative decision-making algorithms swirl around autonomy, robustness, and
reliability. The resulting enhanced Swarm focus on more collaborative communication allows groups
of swarming UAVs to self-organize and collaborate, which leads to higher fault tolerance and efficiency
[14,15]. Additionally, in [16] a K-means online learning routing protocol (KMORP) was presented for
UAY ad hoc networks. This protocol gets around the problems that traditional routing algorithms have
with fixed nodes and predetermined network topologies. The KMORP includes a 3D Gauss Markov
mobility model for accurately predicting where a UAV is, as well as a K-means online learning method
for dynamic clustering and load balancing. It can swiftly adapt to network fluctuations, simultaneously
broadcasting fewer messages and sending or receiving more packets, thereby enhancing network
performance through packet resending. However, this rapid expansion of consumer UAVs also creates
new business opportunities for cellular operators. When integrated into the cellular network as user
equipment (UE), UEs like UAVs can generate significant revenue and enhance coverage, spectral
efficiency, network quality, and user experience. Although standardization bodies are still exploring
ways to service commercial UAVs with cellular networks [17], industries have already begun pilot trials
of such prototype models.

Reference [18] examined the current state of UAV-PLS and its implementation in both military
and civil applications. A new air-to-ground channel and aerial distributions of the node model are
part of this. So are UAV roles in PLS and performing secrecy system secrecy, as well as improving
static deployment-based UAV systems through secrecy analysis. It also discusses the methodologies
employed in the field of UAV-PLS, as well as the relevant literature, research directions, and challenges.
Furthermore, this letter examines the use of relay nodes for secure communications in wireless
communication and investigates transmit optimization in a four-node channel model. The authors
solved the nonconvex secrecy rate maximization problem by introducing the difference-of-concave
program and proposing an iterative algorithm. It is a computationally efficient algorithm with a
closed-form solution that improves secrecy via relay, which outperforms static relaying.

1.3 Motivations, Novelties and Contributions

From the common limitations presented in the literature, it has been noticed that future 6G
services will significantly focus on surveillance, monitoring, and even UAVs as base stations for various
multimedia and infotainment applications. However, due to the broadcast nature of wireless links, the



CMC, 2024, vol.80, no.3 3689

transmission path remains vulnerable to malicious attacks. Furthermore, it is crucial to implement an
analytical framework for the 6G channel model, as it enhances the impact of mobility. Therefore, this
work presents a novel analytical framework for 6G UAV-aided vehicular communications to restrict
passive attacks done by malicious users. We consider the static deployment of the UAVs in the air,
which is similar to the deployment of roadside units for vehicular communications. Specifically, we
aim to evaluate and secure the vehicle-to-infrastructure link. With the given air-to-ground (A2G) link
under the coverage area, we obtained closed-form formulas for the SNR received while accounting for
mobility. The derived expressions are helpful in computing the hybrid outage probability (HOP) and
secrecy outage probability (SOP). The expressions also provide information on the vehicle’s maximum
transmission power and the impact of its distance from UAVs.

1.4 Objectives of This Research

e Analyze the Performance of First-Order Secrecy Metrics: Preliminarily, we analyzed the HOP
and SOP over 6G-assisted UAV systems and studied the effect of air-to-ground channel
properties for both LoS and NLoS (Non-Line of Sight) communication scenarios.

o Introduce an Optimization Technique for Eavesdropping Mitigation: We propose a new approach
to tackle passive eavesdropping in UAV-assisted vehicular environments and calculate the first-
order secrecy metrics and lower and upper bounds to improve security.

e Analyze the Role of Mobility in Security: We present a Closed-Form Expression of HOP
and SOP in the Nakagami-m Channel, analyzing the role of mobility in security with a
single legitimate receiver and an eavesdropper with MIMO Nakagami-m channel. Later, we
investigated the impact of UAV mobility on an eavesdropper’s ability to intercept legitimate
communications on LoS links.

2 System Model
2.1 Network Structure

The network structure describes a scenario where a UAV serves as a communication node for
a legitimate broadcaster and receiver. FFig. | illustrates the scenario in which a UAV functions as a
communication node for vehicles. Usually, the automobile (R) starts the trip from point A to point C
as a valid receiver. When the passive eavesdropper (E) is present in the network, P keeps R connected
without interruption.

2.2 Channel Model

The dynamic fading condition is assumed. To determine the practical applicability, the wiretap
channel model for the eavesdropping scenario has been taken into consideration [19]. The dynamic 2
x 2 Nakagami-m channel between the authorized transmitter, authorized receiver, and eavesdropper
is taken into account to represent the fading.

The channel status data is thought to be accurate. According to the joint eigenvalues of 2 x 2
Nakagami-m, reference [20] provided the distribution of received SNR in Eq. (23).
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Figure 1: Network model with UAVs and passive mobile eavesdropper

m is the fading parameter. T" () is the Gamma function. It can be observed that P(L) dropped
to a uniform distribution throughout the Q-radius circle at m = 1. This is represented by the K; =
(m"m Q"T (m))”. Additionally, it is possible to think of f(i,, i, ky, k») as Eq. (14) of [20], where /
represents the multi-path component connecting the transmitter and reception antenna, and L denotes

ky+ko+ N N . A »
the number of branches. The term s, = (—1)""""2(5, + £,,) 2@2m =iy — b =2) el
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S, = . — within the larger
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context of CDF for Nakagami-m fading channels captures a specific part of the integrand that
contributes to the overall calculation of the secrecy outage probability. It includes several components
that reflect different aspects of the wireless channel’s behavior under Nakagami-m fading conditions.

The term starts with an alternating sign factor (—1)"'~2 which introduces a positive or negative sign

Kyt ———
based on the values of (m) and (i,). This is followed by a power term (2, + ) TG which
involves (lm,) a parameter related to the channel fading or path loss.
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2.3 Signal Model

The mathematical structure of the signals received on both the legitimate receiver side and
the eavesdropper side is represented by the signal model. The ideal transmit antenna index is
ascertained as:

L
2
=12 ol 4)

Ig=1

1
where, an average power limitation is applied to the codeword, i.c., T ZILZI E[|x(/)|*]. The number of

branches at the valid receiver side is /z. The channel gain is 4,. The secret message block W is encoded
into a codeword x = (x(1),--- ,x()),---,x(L)), where L denotes x’s length, in order to achieve secure
transmission. The received signal vector in the main channel at time slot / is provided by:

Ve () = h (D) % x(D) + ng(]) )

where, h = [y, s, - S npTecNrx1] rEpresents channel vector between the antenna of transmitter
and receiver. * denotes the convolutional operator. By integrating the subset of receive antennas
at legitimate receivers with the highest SNRs provides instantaneous SNR in the main channel as

expressed in Eq. (6).

Yr = Z V(IjR) (6)

Ig=1

The signal received at the authorized receiver side is implied by the above equation. Additionally,
the received signal vector in the eavesdropper’s channel during time slot / is provided by:

ye() = h*x() +ng()) (7

The following is an additional expression of the A as a function of the distance between the
authorized transmitter and the eavesdropper [21]:

8x
hy = ———, 8
s ®)
where, g, is the channel gain over MIMO Nakagami-m distribution and « is the route loss exponent.
The distribution of distance is dy.

3 Examination of First-Order Secrecy Measures for the 6G-UAVs System

This section focuses on the performance analysis of a hypothetical UAV vehicular network. In
contrast with [13—16], the current work considers the updated, generic but tractable vehicular scenario
in terms of the vehicle mobility and path loss exponent. The earlier work [13] did not demonstrate
the effect of path loss on the effectiveness of secrecy metrics. However, in the UAV-enable scenario,
the proposed work focuses on the multiple positions of the legitimate receiver, starting from point A
to point C (Fig. 1). The car, which has two antennas, starts its journey from point A to point C. The
legitimate transmitter also has a dual antenna, thus resulting in a MIMO scenario. In the presence of
small-scale fading and vehicle mobility, it is advantageous to consider the dynamic fading channels
for better modeling of the performance metrics. Therefore, this work involves the 2 x 2 Nakagami-m
fading channel.
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The proposed workflow is shown in Fig. 2, in addition, the paper is structured as follows:
Section 3.1 first generates the analytical closed-form expression for the received SNR. Subsequently,
Section 3.2 carries out the analysis of SOP, while Section 3.3 proceeds with the HOP analysis.
Section 4 focuses on knowing outage probability (OP) and SOP limits, while Section 5 focuses on
the optimization method of restricting eavesdropping, followed by numerical results in Section 6.

System Model |«

v

Mobility Model

Analytical
<Expression of SNR
obtained?

Closed form of
HOP and SOP

v

Bounds on OP
and SOP

’

Optimization to
restirct
eavesdropping

Figure 2: Flowchart of workflow

3.1 Analytical Closed-Form of Received SNR for 6G UAVs MIMO System
Vehicle mobility’s PDF is given by [22]:
d 2 2 d// 2
fy()’) = — |7+ Zarcsin M -1 s (9)
4ab »?
where, the parameters of the road structure are ¢ and b. The joint cumulative distribution function

(CDF) which encounters the impact of vehicle mobility for the received SNR can be calculated as
follows:

Fy() = / / v, )dxdy. (10)
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For above, Eq. (10) has been re-denoted as fy(x). Additionally, the CDF can be expressed as:

[ d . Z(yz - (dﬂ)2) K,,87°"
F. = — 2
2 (2) /0 / _dab [n + 2 arcsin ( )2 ):| Yo

mlr(xx)%l -t mel -1 m— 1\ /i
s (000

1
k1 +ko+

X (=1, 4+ By 2@me—iy = = 2) [t n (g 0 0 )

ngy {1 L 1
el . 241\747117121"
x B, T/')Lnkk cd 24k + 2+, =25 —2—1))
n=1 7 d? rdk-1)

L(1/23, = 2j, + 2j, + 4k))

F20k =6 — 7)) (11)

The given Eq. (11) represents the CDF (F,) for a random variable (Z) in the context of
Nakagami-m fading channels, a common model in wireless communications. This equation involves
a double integral over variables (x) and (y), with integration limits from 0 to oo and oo to (yz),
respectively. The integrand contains multiple components, starting with a term involving the arcsine

. D : . 8>
function, which is influenced by the fading channel’s parameters. It includes a constant 2222m_1 )

and a combination of several exponential and Gamma functions, which account for the statistical
distribution of the channel’s fading coefficients. Within the integrand, a set of nested summations
involves binomial coefficients and powers of channel parameters (—1)""'"2 (5, + [, )f1 T2 H1/20m= ==
These summations capture the combinatorial aspects of the fading environment, considering the
contributions from multiple paths and their interactions. The term I'(1/2(2m—i,)) denotes the Gamma
function, which generalizes factorials and is crucial in probability distributions.
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where, 4, = (

ek,

), m is the Nakagami-m parameter, T, = m, L and A, =

3.2 Analysis of the Probability of Secrecy Outage

This section looks at the likelihood of a secrecy outage on the legitimate receiver side. However,
since the legitimate transmitter lacks the channel state information for the eavesdropper’s channel,
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it is forced to encode data at a constant code rate R,. Reference [21] provided instantaneous secrecy
capability as:

C(ag, o) = max {In(1 + op) — In(1 + ag), 0} . (13)

The eavesdropper and legitimate receiver have received SNRs of «,; and o, respectively. The
another definition of the SOP:

Pr{C(ag,ar) < R}. (14)

The transmitter power at S in the hybrid network of the 6GG-UAVs system can be expressed as
shown in [22-24].

I
PS = min (PITI(I.‘CJ ?) b (15)

Given a maximum broadcast power of P,,,, an interference power of I, and a channel gain of
X between the transmitter S and the receiver P. Moreover, this channel is considered optimal since
it makes it possible to determine the average outage. Lastly, the SOP can be presented with (15) as
follows:

I
P :Pr{ct(aRaaE)SRnPt:Pmax}_*—Pr{Ct(aRaaE)SRnPt:_p’: (16)

X

sop

I

I

3.2.1 First Integral Term Derivation
The outer part of the /), is given as per reference [18]:

I
Pr(x < !

y=1/T(m) xt, xt, (17)

max

The I,, is further expanded as under:

B k-1 i k-1 o (k—1\ (i,\ (k—1\ (i,
I, = Zilzo ZAZO Zi2:0 ijzo (l] ) (]1) (12 ) ([2) x A,

T .. .ehqa/cd(l/cd)
< B Z;l A - (18)
The SOP is defined as follows after additional solution with the help of [1 1, Section IV]:
L) 1 n\" A"  T(1/20, —2j, + 2j, + 4n))
Pgop = F 3 Py T 1
sop x Fi(p,q;1;8) X () (Q) X L x ra/22n—i —i)) )

The function I'(-) refers to the Gamma function. The function F, is a monotonically declining

generalized Gaussian hypergeometric function with four components, as described in Section IV of
z . . 1 — det(A)
. The expression ¢ is equal to ——,
2abLm P 7154 4d

where det(A) represents the determinant of A and d is a constant. The value of r is equal to
1 — det(AN)
Lm

the reference [11]. The variable p is defined as p =

22+ 1

The expression for s is given by , where det(A) represents the determinant of A and Lm
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represents a constant. The symbol m represents the Nakagami-m parameter, while A represents the
antenna correlation parameter.

3.3 Derivations of Hybrid Outage Probability

This section computes the likelihood of a power failure based on the starting locations of a
sanctioned transmitter node. An outage is a likelihood that the received instantaneous SNR, denoted
as x, is lower than a specified threshold x,,. The formula used to calculate the chance of an outage is
as follows:

P()ut = Pr(o S X S xth)) (20)

Xth

P, = Sr(x)dx (21)

0

The fading envelope caused by the mobility is equal to the resultant channel gain, as demonstrated
in (8). Additionally, Jake’s correlation function is not a random variable with a specific coding rate.
The system’s ability to tolerate more information than a particular rate R, is determined by the outage
probability. Therefore, using (21), the following is the outage probability:

Yth 1(228775/2 mtr (xx ) 4m—1 ml
Pout - /0 22;7171 X l Z’l =0 Zkl—o 212—0
o (m—=1\ (i, (m—1 vy €7 (1/cd)
Zkz=0 (i1 ) (kl) ( ) ( ) A B Z"_ gha d

24k SR (1/2(4k + 2+ — 2, —2—10))  TA/26G, -2+ 25+ 4k))

22
1-'(4(k_ 1)) % F(1/2(2k—11 _12)) ( )
Using [1 1, Section IV] to solve the preceding expression, the outage probability is as follows:
x+py 2
(5 )
H\'-H/-y Z /"LX + M,\’
k=0 (Mx + u, )
L
P,. = : ;
2" (—“ Ty 1) exp (%)
A, x B i/\"k L€ (1 ed) 4 24 (1/2 (4k + 21+ b — 2 — 2 — iy))
%X B X
7 %D il &2 @4k -1)
L1723, — 2j, + 2/, + 4k)) (23)

I'(1/2Q2k =i, — 1))

It is evident from (23) that wireless fading parameters and mobility parameters determine the OP.
It implies how the speed of the authorized receiver may affect the likelihood of being overheard.
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4 The Importance of Knowing the Limits of Secrecy Metrics

In this section, we derive the upper and lower bounds of PLS metrics. These metrics are crucial
for gauging the potential for eavesdropping. In essence, they assist us in assessing the security of our
communication and detecting any unauthorized access.

4.1 Outage Probability

The outage probability measures the likelihood of a communication security breakdown. We
require a secrecy capacity that is higher than the target secrecy rate. This capacity is the difference
between the legitimate communication link’s capacity and the eavesdropper’s link. This stops the
transfer of information between the eavesdropper’s channel and the main channel. We express this
mathematically as follows:

P,, = 0IR, (24)

Although this expression is well articulated, it is important to consider the impact of noisy fading
channels on the range of secrecy rates (R,). In such scenarios, the outage probability (P,,) can reach its
maximum or minimum values. The lower bound for a given scenario, like vehicular communication,
depends on the fading characteristics. We can formulate the lower bound condition using maximum
likelihood as follows:

. L,
P, = manng...Lt,mlogdet(ILR +H, H)) (25)

To handle this expression more effectively, we convert it into an inequality, as shown in [25], to
explore its integral variations for convex optimization.

1 +(t+1)
r
) ( d z*mBx 1 (m)Lm A" (2(1‘1 — 2k, + 2k, —|—4m)) d
min oy

el F e . ——P (t
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4.1.1 Lower Bound of Outage for 6G UAV System

Denote P, ; as the series terms of Eq. (21) using techniques from [25]. Ensuring the absence of any
roots is essential to achieve the lower bound of P, ;. When we apply the integral bound technique, we
obtained P,y =In(m+1) < P,,, <1+ In(m).

In the system, m represents a fading parameter. If the fading parameter m is satisfied, then a
closed-form integral is present. Therefore, the lower bound integral is defined as:

m+1 1
PLB :/l Pguldm (27)
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We may reduce the given equation even more by substituting P,,, and then we can establish the
lower bound over the area ranging from 1 to u+ 1 according to the given equation. The methods given
in [25] of Section VI and [26] can be used to solve the upper integral and yield the lower bound. The
nonlinearity medium parameter is the main determinant of the calculated bound.

L
()

The above expression of OP reveals that the non-linear medium parameter affects the lower
bounds.

P out —

(28)

4.1.2 Upper Bound of Outage for 6G UAVs System

Let’s denote P, as the series terms of Eq. (21). Achieving the upper bound of P,; means having
infinite roots available. This is expressed as: Py = In(m + 1) > Py, > 1 + In(m)

Like the lower limit, the condition states that there must be an unlimited number of coefficients
for a closed-form integral on each side of P,,. Therefore, the upper limit integral can be described as:

m+1 p
PUB - / - dm (29)
1 m

Substituting P,,, from the provided equation and further simplifying, we establish the maximum
limit for the range between 1 and m + 1.

my-+my 2
K'm.L, * ' ((m T + 1) 2mL)
x v

Zk:o (mx + mv )
- +1
k

2
P, = (30)

mx+my x ) dL
2 (@ N 1) exp (?)

This expression demonstrates that the maximum limit is influenced by the quantity of antennas
and the fluctuating distance from the authorized transmitter.

4.2 Comprehending the Probability of a Secrecy Outage
This section delves into the concept of SOP and its bounds, as represented by Eq. (19).

4.2.1 Lower Bound of Secrecy Outage for 6G UAVS System

Denote S;; as the series terms of Eq. (19). At the point where a specific constraint parameter
approaches infinity, The minimum limit of the SOP has been achieved. As the value of m increases
without bounds, this phenomenon occurs. Here is the definition of S, ;:

"o
1

Now, using this phrase, we can represent the minimum value of SOP as (24). By replacing Eq. (19)
with the previous expression and simplifying it, we can establish the minimum value for the range from
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1 to m as 24.

LpLg
SOP < 32
= 2R RIOT (mp) T (mger) (32)

4.2.2 Upper Bound of Outage for 6G UAV System

The upper limit of SOP is achieved when a certain constraint parameter tends toward zero. This
occurs when m approaches zero. We define S, ; as:

m P
SOP > / SOP i (33)
1

m

Now, based on this expression, we can express the upper bound of SOP as (25). After substituting
(23) into the given expression and simplifying, The maximum limit for the area ranging from 1 to m
can be determined as follows:

o0 o0

SOP — L;L, ZZ e (34)

2mR+29 par (mR)l

The above expression demonstrates that as k approaches infinity [27], Chebyshev’s inequality is
satisfied and simplifies to an exponential term. Additionally, it’s notable that by substituting m = 1
in (31), the expression reduces to Eq. (19) of [19], hence proving backward compatibility. Moreover,
when mobility is not considered, the expression reduces to its non-linear form given as Eq. (8) of [28].

5 Restricting Eavesdropping for 6G-UAVs System through an Optimisation Problem

This study aims to develop a solution that reduces passive eavesdropping in connected vehicular
scenarios. In this context, the term SNR pertains to users engaging in secure transmissions. Because
the scenario is clandestine, pinpointing the eavesdropper is inherently challenging.

The proposed solution aims to reduce passive eavesdropping in connected vehicular scenarios.
Fig. 3 illustrates the possible conditions under which eavesdropping can occur with respect to the
performance of SOP against SNR. Typically, when the secrecy rate (R,) is in the range of kbps, a
transmission is considered maximally compromised when the SOP is one, whereas a SOP of zero
indicates that the transmission is secure and private. The convex optimization problem is depicted
in Fig. 3 showcasing the impact of SNR on SOP. The left panel depicts a scenario where the SOP is
falling (from 1 to 0), while the SNR is increasing, as indicated by the middle vertical line. A decrease
in SNR is associated with an increase in SNR on the right side of the vertical line, from 0 to 1. Under
conditions of poor fading (m = 1, or close to 1), it becomes especially challenging to improve SOP
performance. Consequently, it is imperative to enhance the SNR to decrease the SNR. The convex
optimization strategy aims to prevent the value of SOP from decreasing below a predetermined or
desirable threshold.

The optimization approaches are created to prevent eavesdropping in unfavorable settings. The
convexity of the problem is demonstrated by Theorem 1, while Theorem 2 offers a way to limit
eavesdropping.

Theorem 1: There is a domain (dom[H]) such that the output power P, (Rs) is maximized for any
given value of R,.

Proof: SOP cannot be defined as a minimum or maximum at any moment. On the other hand,
limitations can be created for a certain domain of fading coefficients. Consequently, the issue is
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classified as convex optimization. The following is the proof:

%(PW) # 0ly =y, & R, = min(R,) (35)

Pou:(Rs) =1 Pou:(Rs) =1

Good Bad
Condition Condition

................. g I 2
SOP ] SOP
Decreasing s.ém:y Increasing

SNR is Increasing SNR is Decreasing

Figure 3: Convex optimisation scenario for restricting eavesdropping

Specify a period P! in which the SOP values rise, given the values of y; and R,. Conversely, the
range in which the SOP values decrease under the given restrictions is denoted as P, . The smallest
value of the sum of products is defined according to Newton’s method for nonlinear optimization.

d
min [_p;p _9dp ] _0 (36)
Pt A
The concept mentioned above can be further defined as follows:
d d d d
: _P+(t+1) _ _P+ _ _P—(t+1) _ _P— —
([ r= S -[r- Er.0]) o

Using the SOP expression from 19, the additional term in the equality above can be expressed as
26. There is no evidence to support the aforesaid equality. Thus, convex optimization can be used to
solve Theorem 1.

Theorem 2: The falsification factor (f”) for a given range (As) of SNR is defined such that " €
(dom[H)), but /" # (max dom[H)), if P,,,(Rs) = max (P,,(Ry)), for all (dom[H)).

Proof: Depending on the orientation of the intervals, there are three subclasses for the convex
optimization problem.

1. Subclass 1: If - max (P, (Ry)) then P, (Ry)
2. Subclass 2: If < max (P,,,(Rs)) = P,..(Ry)
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3. Subclass 3: If P,,,(Rs) = max (P, (Ry))

The difference between the intended value P,,(R,)¢ and the actual value P,,(R,)* of P,,(R)),
together with the function of direction factor (D), is known as the falsification factor (f”). Hence,
/" has the following mathematical definition:

f, = (Pout(R.s‘)d - P()ut(R.x‘)a) =D (38)

From (38), it is evident that the expression yields an optimal root given the specified restrictions.
There is availability of the optimal root when

d
S =OIR (39)

The following is how D’ values can be attained:
1. If P, (Rs) — max (P,,.(Rs)), D' =1

2.1f P, (Rs) < max (P,,(Rs)), D' =—1

3.If P,,(Rs) = max (P,,(Rs)) D' =0

The direction factor indicates whether OP is going in a tractable direction—that is, rising or
decreasing. As a result, the falsification factor can be zero, positive, or negative. Furthermore,
the direction factor is manageable, indicating that command over the falsification element may be
assumed, consistently creating an atmosphere that is resistant to eavesdropping. Controlling the
eavesdropping can be achieved by adding a negative D' if f is positive, and vice versa.

6 Simulation Results

This section contains simulation details to validate SOP’s analytical expression. We performed
these simulations using the optimization and mathematical toolbox of MATLAB (Matrix Laboratory)
R2022b. More precisely, the convex optimization (CVX) tool was used to formalize SOP coefficients
so that the tasks could be optimized. This required a mix of nonlinear, analytical, and convex methods
to validate the problem. We used Monte-Carlo simulations with about 10* generations. Both analytical
and non-linear methods are used to draw inferences from the results.

The former is the analytical expression’s ultimate form, incorporating the direct reliance on
single or multiple variables on metrics such as SOP and OP performance. The performance metric
incorporates the wireless medium parameter in its non-linear form; however, the final formulation
does not account for this factor. We review the methodology, emphasizing how the vehicle’s motion, the
wireless medium parameter, and the corresponding mathematical parameters affect the effectiveness
of SOP and OP. In all numerical results, L = 2 and m = 4 values are taken into account. The analytical
behavior of OP and SOP is revealed by the simulations. Secrecy outage probability is displayed against
SNR in Fig. 4, which also illustrates how OP varies for different SNR values at different velocities. It
is evident that the vehicle’s high speed increases the likelihood of being overheard.

Fig. 5 displays the maximum limit integral of the outage probability vs. series convergence
terms. The upper bound is achieved by equating the range between the authorized emitter and the
eavesdropper to 100 meters. It represents that as the outage performance quickly approaches unity
for higher series terms of more than six, raising the secrecy rate is required. Fig. 6 displays the
secrecy outage probability performance against SNR at various velocities. The fact that the secrecy
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outage is only 0.4 indicates that more secure information transfer is taking place between authorized
transmitters and authentic receivers, thanks to appropriate modeling of the fading environment.
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Figure 4: (c = 2 km, » = 30 m and &' = 100 m) as SOP vs. SNR
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Figure 5: OP’s maximum limit integral vs. the convergence terms, where m =4, d' = 100 m, ¢ = 2 km,
and b =30m

As demonstrated in Fig. 7, however, the wireless medium is quite unpredictable, necessitating the
determination of the lower and upper bounds. Additionally, it shows how well the SOP performs
in comparison to the bound index. The analytical form of the SOP allows for the identification of
the hyper-geometric special function. This function assists in finding the infinite series using closed-
form methods. The bound index determines the number of iterations after which we can treat the
expression as closed form. Fig. 8 illustrates the SOP’s performance in relation to the bound index of
the hypergeometric function. It is evident that when the index rises, the SOP expresses itself more
accurately, reducing the likelihood of being overheard when mobility is at its peak.
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Fig. 8 displays the counting of the roots of the SOP closed-form expression. The nonlinear
technique does not provide the exact number, and it may vary up to infinity. We have observed that
root identification is dependent on the sign of the falsification factor. This suggests that the procedure
is cognizant of SOP’s increasing and lowering values. Fig. 9 shows the ability of Theorem 2 to find the
optimization roots over Eigenvalues provided by the characteristic expression of SOP. The behavior
demonstrates that the convex technique performs better when applied to closed-form expressions
because it converges quickly toward zero at very low Eigenvalues. In that scenario, however, the
direction factor’s value should be known. In practice, we can use it to ensure that the SOP increases
in value whenever the eavesdropper initiates the process of breaking into the communication link.
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Applying the predefined negative direction factor reduces the effectiveness of eavesdropping in that
situation. In practice, the Reed-Muller codes can be used to enforce them on the system.
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Accordingly, Fig. 10 demonstrates that the convex approach is appropriate for the optimization.
The convex approach optimizes the falsification factor more effectively than the non-linear and closed-
form approaches. Fig. 11 presents the insights into exact roots obtained from the closed form, convex,
and non-linear approaches. Unlike Fig. 6, we show the asymptotic behavior of SOP form =0.5. Fig. 12
shows the velocity-induced asymptotic behavior of SOP. Even with two antennas operating at a high
speed of 50 km/h, SOP is restricted to a value of less than 0.5. However, moving slowly reduces the
likelihood of overhearing.
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Figs. 13 to 15 show the outcomes of a closed-form method and its non-linear version. The first
one pertains to the final form of the analytical statement and includes the measurement of the
direct relationship between one or more variables and metrics like SOP and HOP. However, the final
expression of the non-linear performance metric does not include the wireless medium parameter.
This study looks at how wireless medium variables, vehicle mobility, and the mathematical parameters
that go along with them affect how effective SOP and OP are. L and m have default values of 2 and 4,
respectively, for all numerical outcomes. Analytical behavior is shown in both OP and SOP simulations.
As shown in Fig. 13, the variance in OP with respect to SNR for varying vehicle velocities can be
found by plotting OP vs. SNR. Because of its rapid speed, the car makes it more likely that someone
will be listening in on them. Fig. 14 illustrates the probability of a hybrid outage under the influence
of mobility. The findings show that size had an impact on the level of intrusion. Fig. 15 illustrates
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the network’s reaction to several eavesdroppers. The potential for eavesdropping increases with the
number of eavesdroppers, which raises the possibility of a secrecy outage.
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Figure 13: Outage probability against transmit SNR for various path loss

SOP vs. SNR function for Nakagami-m fading channels is plotted in Fig. 16, focusing on different
fading parameters (m) of the legitimate and eavesdropping channels. The output is the SOP vs. the SNR
(dB) with three different Nakagami-m parameters (m = 1), (m = 2), and (m = 3) using a logarithmic
scale for the SOP. The m values distinguish between a legal channel and an eavesdropper channel,
represented by the curves on the plot. Curves in blue, yellow, and green color represent legitimate
channels regarding m = 1, m = 2, and m = 3, respectively (Fig. 6). In contrast to the eavesdropper
channels for both m and values, the SOP experiences a decrease across all scenarios as the SNR
rises, due to the plot’s clear display of strong secrecy performance at elevated SNR levels. Still, the
secrecy outage probability is never zero, i.e., the SOP is zero for all block lengths. Higher m values
correspond to curves lying lower on the graph, indicating that better secrecy performance is present in
channels with higher m values. Higher m values correspond to less severe fading conditions. Also, it



3706 CMC, 2024, vol.80, no.3

is evident from the valid and eavesdropper channels. For all m, the eavesdropper channels have higher
SOP than the corresponding legitimate channels which means that the eavesdropper experiences worse
secrecy performance than the legitimate user. In general, Fig. 16 well reveals that the secrecy outage
performance of wireless communication systems can be significantly influenced by the parameter of
Nakagami-m fading and also SNR and that the Ser can be greatly improved by increasing SNR and
by adopting the large m value.
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Figure 14: Hybrid outage probability against transmit SNR for various velocity
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Figure 15: Secrecy outage probability against the number of eavesdroppers

Fig. 17 illustrates the SOP as a function of eavesdropper velocity for Nakagami-m fading channels
with a fading parameter (m = 2). The SOP, plotted on a logarithmic scale, measures the likelihood that
the secrecy capacity falls below a threshold of 0.1. The x-axis represents the eavesdropper’s velocity
in meters per second (m/s), ranging from 0 to 30 m/s. As the eavesdropper’s velocity increases, the
SOP exhibits significant fluctuations, indicating variability in secrecy performance due to the Doppler
effect, which alters the channel conditions for the eavesdropper. These fluctuations highlight the SOP’s
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sensitivity to changes in the eavesdropper’s velocity. The lack of a clear trend may be due to the
complicated interaction between the Doppler shift and Nakagami-m fading, which changes the quality
of the received signal and, in turn, the SOP. This underscores the importance of considering mobility in
secure communication analysis, as varying eavesdropper velocities can substantially affect the system’s
secrecy performance.
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Figure 16: SOP against SNR with various channel parameters
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6.1 The Influence of Parameters on Qutcomes

The influence of each parameter on the performance of secrecy is explicated in the following
manner:

1. The effect on high fading parameters: The fading parameter frequently switches to dynamic
fading, which is a more realistic depiction for a vehicular scenario, when it is given a significant
value (m = 4). When fading parameters are substantial (Fig. 3), SOP’s velocity behavior changes
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significantly. Consequently, it is anticipated that an increase in velocity will lead to a decline in secrecy
performance. However, the consequences of this degradation are controllable and can be effectively
mitigated by taking into account the value of m > 4.

2. The findings indicate that in the context of analytical representations (Eq. (17)) of SOP, the
utilization of several antennas yields significantly superior performance compared to a single antenna.
In the extremely variable fading situation (m > 4 and higher), the secrecy outage can be further
strengthened by maintaining a constant velocity and SNR. Consequently, better secrecy performance
is achieved with a greater number of antennas.

3. The influence of the convex approach: Fig. | illustrates how the requirement for limitation
increases as the SNR decreases. For instance, when the SNR is set at 0.2, the required value of SOP
is observed to grow to 0.7. As stated in reference [15], the falsification factor should be designed to
maintain the optimal value of SOP. Therefore, in accordance with Theorem 2, the direction factor value
of 1 isincluded into the system, thereby restricting the occurrence of eavesdropping. Various numerical
methods, both fast and slow, have been examined as potential measures to mitigate eavesdropping
activities. The convex technique has been seen to rapidly identify outlier roots. Consequently, the
falsification factor is designed in a manner that prevents the standard deviation from exceeding a
specific desired value.

4. The precise modeling of dynamic fading factors is crucial when dealing with extreme fading
circumstances. Hence, a high dynamic fading parameter frequently signifies precise modeling, thereby
enhancing the performance of secrecy. The outage probability exhibits fast variation in response to
changes in velocity when the fading parameter is high. The issue can be addressed and resolved by
taking into account an appropriate fading model.

5. Velocity has an effect in that large variations in SNR may result from increasing receiver-
side velocity. The receiver’s signal reconstruction will yield imprecise approximations of the original
transmitted signal. As a result, considering the higher velocity during processing will directly affect
the signal reconstruction. Thus, the fading scenario gets better as node velocity increases, which raises
the probability of incursion.

6. The process of obtaining information from outside sources: The functions defined by the non-
linear coefficient of the wireless communication medium are referred to as the computed bounds. The
constraints exhibit a static yet conditional nature, indicating that it is not advisable to consistently
raise the signal power in the event of the most severe fading scenario. This is supported by the findings
presented in Fig. 6, which indicate that the SOP is largely constrained after reaching an indexing value
of 3.

6.2 Analysis of Computation Time

The computation time for each result was the main emphasis of this section. 8 GB of RAM
(Random Access Memory)) and an Intel(R) Core(TM) i17-4790 CPU (Central Processing Unit)
operating at 3.60 GHz were used to run the Monte-Carlo simulations.

Table 2 illustrates the computational time required for plotting analytical expressions of OP and
SOP (referred to as analysis time) and the Monte Carlo simulations (referred to as simulation time).
It is noted that the hyper-geometric functions involved in the simulations for Figs. 4, 6, and § can
significantly reduce the computation time in comparison with the rest of the results.



CMC, 2024, vol.80, no.3 3709

Table 2: Analysis of computational time for OP and SOP

Figure4  Figure5 Figure6  Figure7 Figure8 Figure9  Figure 10

Simulation time 2245 1279 4655 1344 3453 1322 3722
(sec)

Analysis time 32 41 14 16 21 45 88
(sec)

7 Conclusions

This paper focuses on the problem of eavesdropping in the context of 6G-enabled UAV commu-
nications. Expressions of physical layer security metrics were obtained across a dynamic Nakagami-m
fading model with a time complexity of 2x the number of layers. The generated closed-form equations
are validated by Monte Carlo simulations. Since there are fewer changes in the SOP, the findings
indicate that 2 x 2 Nakagami-m is a suitable fading model under constant velocity for trustworthy
receivers and eavesdroppers. The impact of mobility on mobile performance indicators has been
demonstrated. Poor fading situations elevate the level of OP, posing a potential threat to the integrity
of valid transmissions. Consequently, the suggested approach can be valuable in creating safe systems
with minimal complexity for cognitive vehicular networks. Furthermore, studies have demonstrated
that a LoS link’s mobility may affect its eavesdropping capability, resulting in a reduced capacity for
eavesdropping.
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