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ABSTRACT

In Saudi Arabia, drones are increasingly used in different sensitive domains like military, health, and agriculture to
name a few. Typically, drone cameras capture aerial images of objects and convert them into crucial data, alongside
collecting data from distributed sensors supplemented by location data. The interception of the data sent from the
drone to the station can lead to substantial threats. To address this issue, highly confidential protection methods
must be employed. This paper introduces a novel steganography approach called the Shuffling Steganography
Approach (SSA). SSA encompasses five fundamental stages and three proposed algorithms, designed to enhance
security through strategic encryption and data hiding techniques. Notably, this method introduces advanced
resistance to brute force attacks by employing predefined patterns across a wide array of images, complicating
unauthorized access. The initial stage involves encryption, dividing, and disassembling the encrypted data. A small
portion of the encrypted data is concealed within the text (Algorithm 1) in the third stage. Subsequently, the parts
are merged and mixed (Algorithm 2), and finally, the composed text is hidden within an image (Algorithm 3).
Through meticulous investigation and comparative analysis with existing methodologies, the proposed approach
demonstrates superiority across various pertinent criteria, including robustness, secret message size capacity,
resistance to multiple attacks, and multilingual support.
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1 Introduction

Date cultivation in the Kingdom of Saudi Arabia is a cornerstone of the agricultural sector,
receiving considerable attention due to its significant contribution to national income. This type of
cultivation is unique, covering extensive areas and involving long-living trees. To enhance sustain-
ability and efficiency, numerous smart applications now utilize drones for various agricultural tasks.
These include monitoring crop health, managing irrigation, predicting yields, and detecting diseases.
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Additionally, drones are employed in other sectors such as smart transportation, crowd monitoring,
disaster management, security operations, health services, and logistics [1-3].

Drones can easily reach any location and overcome geographical obstacles, which is particularly
important for farms in remote areas, such as deserts. This capability underscores their importance
in offering various efficient services. In agriculture, drones enhance practices by providing real-
time monitoring, precise irrigation management, and early detection of plant diseases. Most of
these services have emerged in recent years, driven by significant technological and communication
advancements, especially after the development of the Internet of Things [4].

As drone applications become increasingly important, numerous challenges have emerged. One
of the most urgent challenges is protecting the security and privacy of information transmitted by
these drones to command centers or stations [5,6]. Data security and privacy are essential in all
applications but they are particularly crucial in agriculture due to the sensitive nature of the services
provided by drones. The security breach in drones can lead to real disasters. For instance, spreading
information about a particular pest can affect date prices for an entire season or more. To address this
issue, highly confidential protection methods must be employed [7]. On the other hand, traditional
encryption methods are not secure against sophisticated attacks, which calls for more advanced
protection strategies. This paper addresses these challenges by introducing the Shuffle Steganography
(SSA) approach, a new method that incorporates strategic encryption and data hiding techniques to
protect against brute force attacks and other advanced threats. The proposed approach uses predefined
patterns that can be accessed from a large set of images, making unauthorized access more difficult
and ensuring the integrity of the transmitted data.

Relying on traditional encryption methods is no longer effective in ensuring the security of the
services provided [§]. This is particularly due to the increasing sophistication of attackers’ skills and
the availability of powerful resources to carry out hacking attacks or break encryption [9]. This is
particularly critical in digital agriculture, where protecting sensitive crop data is essential. Hence, there
is a need to rely on more effective protection methods, such as information hiding. Moreover, recent
methods of image encryption (chaotic maps, pixel fusion, Feistel network, Hill, and DNA encoding)
can also be broken by cryptanalysis based on chosen-plain-text or chosen-cipher-text attacks [10-14].
(Note: here, we encrypt the image itself as secret data).

Another method of data protection is information hiding. This method relies not only on strong
encryption but also on not drawing the attacker’s attention to the transmitted data. This can be
achieved by hiding confidential data inside an envelope before sending it to its destination. The
cover can be text, image, video, or maps, and will not be encrypted. Steganography essentially hides
confidential agricultural information within a layer of other unimportant information (the cover). The
cover is then sent to the target server without raising suspicions [15].

Furthermore, steganography methods integrate with encryption algorithms to hide confidential
data by encrypting it before inserting inside the cover. Therefore, even if the attacker is aware of
the presence of confidential information within the transmitted data, they will have great difficulty
accessing, retrieving, decrypting, and reconstructing this information. There are many ways to employ
steganography, differing in the level of protection it provides, the rate of secret data it can hide, its
resistance to attacks or interference attempts, and its overall performance [16]. In the context of digital
agriculture, this approach can significantly improve the security of sensitive data such as palm tree
health, irrigation schedules, and pest management information. Fig. 1 shows the main steps used in
steganography.
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Figure 1: Main steps of steganography

The steganography approach is necessary to enhance the security of information in various
communication channels, including text, images, and videos. Text-based steganography provides
superior performance but limited protection, while video-based steganography is currently preferred
despite affecting performance. Usually, image-based steganography achieves good security but with
unacceptable performance. However, the choice of the steganography method is affected by the size of
the data to be hidden. Some steganography methods are resistant to changes in the cover, providing
a limited impact on the encrypted message, while in others the message can be destroyed after any
change to the cover [17].

Despite numerous existing techniques for steganography, the need for new methods persists to
provide more advantages and address the growing knowledge and experience of attackers [18]. This
research introduces an innovative steganography method based on dividing, mixing, and merging data.
In addition, the proposed method uses text-based steganography for part of the secret data and image-
based steganography for other parts. In the field of digital agriculture, this research introduces a new
method that can significantly enhance the protection of sensitive information, ensuring it remains
secure against sophisticated attacks.

Our contributions in this research can be summarized as following:

e Proposing a new hybrid steganography method (text-based and image-based) to preserve the
security and privacy of drone applications with different protection levels.

e Providing a new way to enhance the security of the proposed method by dividing the encrypted
data based on a pattern.

e Proposing a new technique to hide data within a text cover, and then within an image cover.

e Implementing the proposed approach to demonstrate its superiority over other methods in
terms of effectiveness, safety, protection, and reliability.

The rest of the article will be organized as follows. First, a review of important information
hiding techniques based on text and images. Then we will present a table outlining the advantages
and disadvantages of each approach. Then, the proposed approach and its associated algorithms will
be presented in detail. In the results section, we will present the application interfaces of the proposed
approach and discuss its superiority over other methods. Finally, the research will conclude with a
conclusion and future perspectives.
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2 Literature Review

This section provides an overview of the most significant approaches employed in steganography
within text and image mediums. Previous research is categorized into three main sections: text-based
hiding techniques, image-based hiding techniques, and hybrid techniques that treat text as an image.
The relevance of these techniques in protecting sensitive agricultural data collected by drones is also
discussed.

2.1 Text-Based Steganography Techniques

This research focused on the Arabic language, which has unique features like diacritics and
morphology. These features make the Arabic language suitable to be cover for hiding data [19,20].

e KASHIDA [21]: This technique involves extending the width of a letter, and it can be applied
to any letter in Arabic. It has been employed to conceal some data within the text. For example,

the word “4«e” (school) would appear as “dsta” where two additional Kashida characters
have been added, one after the letter “A” and the other after the letter “c«”

This method selects specific characters and the Kashida character after one of the selected
characters if the value is “1.”, and does not add it if the value is “0,”. Then, the data is stored as
bits (a sequence of zeros and ones). It is noted that this method is easy to use, but it can be detected
and hacked.

e Letter Encode [22]: This method benefits form the fact that some characters in languages like
Arabic have different forms that change based on their position in a word (beginning, middle,
or end). For example, the letter “A” appears as “—” at the start, “_o” in the middle, and “~” or
“A” at the end. This technique changes the character code based on the data to be stored.

In the decoding process, the character’s position is compared to its code; if they match, it is read
as “1,” and if not, as “0.” This method requires agreement on specific characters and positions, but
some text editors may display characters incorrectly, which causes noticeable problems. In English,
capitalization can be used similarly with the same character.

e It is considered a simple method in which empty spaces are doubled, or a single space is used,
depending on the nature of the data to be stored. However, for large data sets, this method is
easily noticeable. Many text engines now detect and highlight multiple consecutive spaces as
errors [23].

o ZWJand ZWNIJ [24]: This method, developed from the Spacing method, adds special characters
that appear as empty characters without any visible space or modification in the text. Although
it cannot be detected by visual inspection alone, it increases the size of the text. Therefore, it
can be detected by comparing the size of the text before and after the hiding process.

e Diacritics [25]: This method takes advantage of the features of some languages that use
additional diacritics with characters, such as Arabic and Persian. Some diacritics are replaced
by other diacritics based on the data to be hidden. If the data is extensive, readers familiar with
the language may detect grammatical errors, leading them to suspect the presence of hidden
information.

e HAMZAT [26]: This method focuses on hiding the Hamza on the Arabic letter “/” or “/” and
replacing it with “/” This requires an agreement on a specific hiding map between the sender
and receiver. It is suitable for hiding limited secret.
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Table 1 summarizes the comparison among Text-Steganography methods.

Table 1: Comparison among Text-Steganography methods and the proposed method based on
Imperceptibility, Capacity, Robustness, and Security metrics

Name Main idea Advantages Disadvantages
KASHIDA Use “_” with Letters Simple, Capacity Easy to break and
percept with large
data
Letter Encode Use on different codes  Simple, Capacity Easy to break and
for a letter suitable for private
editor
Spaces Use more than one Simple Easy to break and
space percept
ZW1J] Use hidden character Capacity, Easy to break, can
“ZWI” Imperceptibility be percept
Diacritics Change diacritic based  Simple, Capacity Require a map
on data
HAMZAT Show or hide Hamza Simple Easy to break,
Capacity
Hybrid Diacritics Change the direction of Capacity can be percept,
diacritic Performance with
large data
Hybrid Letter Edge Change the edge of Capacity, Good Difficult
some letters Security Implementation,
Performance
Proposed Method Divide data based ona  Security, Capacity
pattern, then hide a part Imperceptibility,
in a Text cover, and Performance, Simple
another part in an
Image one

2.2 Image-Based Steganography Techniques

There are two main types of hiding within the image [27]. The first type is based on the Special
Domain and the second is based on the Frequency Domain [28]. The first type, Special Domain,
depends on changing the least significant bits in the image (LSB). In other words, the value of the pixel
is changed by one degree, knowing that the value ranges between 0 and 255. Therefore, this will affect
the color degree of the pixel by one degree out of 256, which is impossible to detect by humans [29].

Fig. 2 shows the basic idea of LSB technology. This method is considered one of the good methods
and easy to apply, but it is affected by changes that may occur to the image, such as compression or
any modification process during transfer. As a security aspect, many developed methods have been
proposed to improve the level of security. In[30], the method involved changing the starting point of the
steganography process rather than beginning with the first pixel in the image. In [31], the sequence of
pixels was rearranged based on a Zig-Zag pattern instead of the natural sequence for the steganography
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process. Reference [32] relied on inserting data into a specific color channel instead of all channels.
Another method [33] worked to find the most important object in the image and then insert data into
its pixels, while [34] relied oppositely on inserting data into the edges, that is, the high-frequency areas.

R, G, or B layer’s pixels have values between [0-255]
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For example, a Pixel in the B layer has “200”

The LSB bit will be replaced by a bit in the Secret Message according to the pattern

This will be repeated in other pixels and other R, G, I LSB

and B values until hiding all secrete message bits

Figure 2: Steganography—spatial domain technique (LSB method)

The other type (frequency domain) of inserting into the image depends on converting the image
into frequency form through functions such as Discrete Cosine Transform (DCT) and Discrete
Wavelet Transform (DWT). After the conversion process, data is either crammed into low-frequency
bits or, conversely, into high-frequency bits, such as edges. The image is converted into frequency mode
and then recreated. Frequency domain methods are more secure and resistant to changes, but they are
more difficult and require higher performance and longer execution times [35,36]. Fig. 3 shows the
basic idea of frequency domain-based methods.

Transformation

Figure 3: Steganography-frequency domain technique (DCT and DWT)
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2.3 Hybrid Techniques

These techniques rely on hiding data within an image that includes text (dealing with text as the
image) or combining both image-based and text-based hiding methods. In [37], the researchers mod-
ified the diacritics, as shown in Fig. 4A, which illustrates the diacritics before and after modification.
In [38], they focused on altering the shape of the character endings in words, as depicted in Fig. 4B.
However, it is worth noting that this method is time-consuming in the image creation and embedding
processes, and it is also relatively easy to detect.

Jl dldl 4l

Figure 4: Change text as an image (A) diacritics modification; (B) endings modification

The previous methods did not achieve the required level of security while maintaining flexibility
and ease of implementation. Even the hybrid methods have impacted performance adversely, and many
fail to provide the desired level of security. In this research, we introduce a hybrid method as well, but
in a completely different way. The proposed method will address the drawbacks of previous techniques
and achieve a high level of protection, and imperceptibility while maintaining an acceptable capacity
of data. Additionally, it is easy to implement. Furthermore, the proposed approach is suitable for
applications in drone technology, as it does not require high computational resources.

2.4 Steganography and Image Encryption

Recently, significant advancements made in research on image encryption and steganography that
have enhanced data security. For example, an image encryption scheme based on particle swarm opti-
mization (PSO) using a standard exponential map has shown significant improvements in encryption,
making it more resistant to attacks. In addition, a cross-channel color image encryption technique,
which uses a two-dimensional hybrid randomization-based optimization map, effectively disables
the correlation between colors channel, compared to traditional methods. These advancements in
cryptography are particularly useful when considering potential integration with steganography,
which, unlike, encryption focuses on securing data, steganography focuses on its location and presence.
In our novel approach (SSA), we leverage these principles by enhancing the security of UAV communi-
cations through advanced steganography techniques. By discussing the encryption techniques and the
steganography method we have proposed, we aim to illustrate how to develop a multi-layered security
approach that provides robust protection for sensitive data transmitted by UAVs. This paper focuses
specifically on steganography, placing it in the broader context of recent developments in data security.
Table 2 compares a range of recent image encryption techniques, considering various aspects such as
technique, focus, application, complexity, and robustness.
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Table 2: Comparison among recent image encryption techniques
Method
Aspect The Proposed ~ PSO-based Hyper chaotic 2D Hybrid Image Hybrid Lightweight Quantum
Approach Image Systems [40] Map for Encryption Chaotic Maps  Encryption Chaos-Based
SSA Encryption Image Using Deep for Image for IoT Image
Scheme [39] Encryption Learning [42] Encryption Applications Encryption [45]
[41] [43] [44]
Technique Steganography Image Image Image Image Hybrid Lightweight Image
(text & image)  encryption encryption encryption encryption chaotic chaotic encryption using
using PSO using chaotic using hybrid using deep Schaffer 2D encryption for  quantum chaos
algorithm systems chaotic maps learning and maps 10T devices
chaos
Primary Concealment Optimization Enhancing Disrupting Enhancing Improving Lightweight High-security
Focus of data in of encryption security via color channel  security security with and efficient encryption
images process chaos theory correlations through chaotic encryption leveraging
for security learning- dynamics for IoT quantum chaos
based
techniques
Application ~ Drone data General General General General General IoT device High-security
security image security ~ image security ~ image security ~ image security ~ image security  security applications
requiring
advanced
encryption
Complexity ~ Moderate High High High High High Moderate High
Robustness High (against ~ High (against ~ High (against ~ High (against ~ High (with High (against Moderate to High (with
detection and  cryptanalysis)  differential differential learning- various High quantum chaos
extraction and brute and brute based attacks) (depending on  providing strong
attacks) force attacks) force attacks) resilience) application) unpredictability)
Advantages  Dual-layer Optimized Strong High level of Leverages the ~ Combines Lightweight, Extremely high
security (text encryption, chaotic security power of deep  strengths of suitable for security due to
-+ image), efficient properties, through learning for multiple resource- quantum chaos
suited for performance high security complex enhanced chaotic constrained properties
drone mappings security systems environments
applications
Limitations  Primarily Complexity in ~ High compu- Requires Requires Complexity in ~ May offer High complexity
focused on implementa- tational careful extensive ensuring lower security  and resource
concealment, tion and cost parameter training and stability of in high-threat ~ requirements
not tuning selection for computa- chaotic maps environments  due to quantum
encryption effectiveness tional chaos
resources
Potential Can be Can Can be Suitable for Can be Enhances Can be Can provide
for combined complement integrated enhancing the ~ combined steganogra- integrated cutting-edge
Integration with steganogra- with security of with phy with into security when
encryption for  phy to steganogra- steganogra- steganogra- chaotic IoT-based combined with
multi-layered enhance phy to boost phy phy for properties steganogra- steganography
security security security methods advanced phy
security systems
solutions

3 Proposed Approach

The proposed approach depends on the main ideas to create an effective steganography method
with a high level of security. The main idea is splitting the encrypted message or data into two parts
(one small and another large) based on the agreed Pattern 1 (e.g., 11101011) (Algorithm 3). The
smaller part will be hidden in a text cover based on algorithm1 and creating new text has the secret
information. The new text will be merged with the larger part and then hidden inside an image cover
based on Pattern 2 and Algorithm 2, which determine the sequence of color layers (e.g., BBRGB). This
method is particularly effective in protecting data related to crop health, irrigation schedules, and pest
management collected by drones in agricultural settings. All of the above will make it impossible for
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any attacker to detect, retrieve, reorder, and decrypt the data. In other meaning, the attacker needs to
know:

e Pattern 2 is responsible for the method and sequence of hiding in the image’s layers
e Key 2 of decryption data which is inserted inside the image

e I[solated the returned data to text and Part 2

e Break the method of hiding in the text and find the part

e Pattern 1 to reorder the data of Part 1 and Part 2

e Key 1 of decryption of the whole data (Part 1+Part 2)

For these reasons, it is very difficult to break the protection of the SSA. Moreover, users can use
special cover text that appears as a secret message by itself, simulating the honeypot method.

The proposed method provides a new way of employing steganography in text and images,
composed of multiple layers of protection. The approach hides different parts of data in each layer.
Consequently, attackers can retrieve the original data only if they return all encrypted bits from both
the image and text and order all bits correctly.

Note: Pattern 1, Pattern 2, Algorithm 1, Algorithm 2, and the proposed approach will be explained
in detail in the next paragraphs. Fig. 5 depicts the main steps of the complete algorithm (1, 2, and 3).
While Fig. 6 shows the details of the proposed approach as flowchart.

T ( Enter Secret Message

8

EE'
aYaYaYaYate

Encrypt the Secret Message

Divide the Encrypted Binary Text

Part1 ) ( Part 2

Hide Partl in the Text Cover

Encrypt The Cover Text

Merge Encrypted Cover with Part 2

. A A & A A A A 4

@ < Hide All Encrypted Data in Image Cover

|:> (Send The Cover Image which has the Data)

Figure 5: Main step of the proposed method



2736

Enter Message, Key, Pattern1, Pattern2

Secret Message (SM) = DES (Message)

Part1, Part2=Divide (Pattern1, SM)

L1= Length (Part1)

L2= Length (Part2)

L3 = Count of (,") in Message

Yes

b

No—p|

Swap (Part1, Part2)

)

S

1

Capacity Error

Index = 0

!

v

End

Start=Message.Find(",", Index)

l—

&

Yes

NewT= Part1.Replace (*,",",",
Start)

— Msg2 = NewT + Part 2

v

New_Img=Stegano (Image, Msg2,
Pattern2)

v

Send (New_Img)

End

Figure 6: Steps of the proposed approach
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3.1 Algorithm 1-Steganography with Text

The proposed idea of Algorithm 1 depends on punctuation marks, especially the comma in Arabic
and the comma in English. The algorithm replaces the Arabic comma “,” with the English comma “,”
which are visually very similar. Users will not notice any difference in the text or size, especially since
readers naturally focus more on the main content than other issues. Even if the reader has a good

knowledge of syntax, they will not detect or doubt the change.

Moreover, if the size of the secret data is larger than the number of commas in the text, Algorithm 1
will merge the proposed method with the KASHIDA method. This merging will enhance the capacity
and mislead the attacker, making their task more difficult. The next paragraph (Algorithm 1) shows
the pseudocode of this algorithm.

Algorithm 1:
String Encryptl (String message, String Key, String Patternl, String CoverText)
Start
Int L1 = Length (Partl);
Int L2 = Find_Count( “ ,, 7, CoverText ); // Number of all Ar or En Comma
Index = 0;
Int j=0;
If (L1 < L2)

While (Index < L1)

Bit b= msg[Index];

j="find (%,”,))
If (b)
CoverText [Index] = ,
Else
CoverText [Index] = “ ,
End
Index ++;
End While

Else
return “Error Length, Change Pattern or CoverText”;
End IF
Return CoverText;
End Function

3.2 Algoirthm 2-Split and Merge Algorithm

This is the most important phase in the proposed approach. First, the algorithm encrypts the data
using the DES or AES method (Symmetric Key). The results of encryption will be binary (bits). The
algorithm depends on an agreed pattern (Pattern 1 like “1110110”) between sender and receiver to
split data. Bits corresponding to “0” will be in Part 1, and the bits corresponding to “1” will be in
Part 2. This pattern is repeated over the entire secret message. At the end, we will have a series of bits
(Part 1, Part 2). Part 1 will be inserted in Text-Cover based on Algorithm 1. The results of Algorithm
1 will be merged with Part 2 and encrypted again. Then the whole encrypted data will be inserted in
an Image-Cover based on Algorithm 2. The next paragraph (Algorithm 2) shows the pseudocode of
this algorithm.
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Algorithm 2:

String Divide_Message (String message, Key, Pattern 1, CoverText, Image img)
Start

String Sec_msg = DES.Encrypt(message, Key);

Binary [ msg = Convert_To_Binary(Sec_Msg);

String Part1="";

String Part2="";

Int index = 0;

For (int i = 0; 1 < Patternl.Length; i++)
If (Pattternl [i] == “0”)

Partl4+=msg[index];
Else
Part2+=msg[index];
If (Index<msg.Length-1)
Index++;
Else
Break;
If (i==Patternl.Length)
1=0;
End For
CoverText = Encryptl (string Partl, String Key, String Patternl, String CoverText)
Image Newlmg = Encrypt2 (string Part2, Key, Pattern2, CoverText, Image img)
End Function.

3.3 Algorithm 3-Steganography with Image

As the proposed method targets drone applications, it is very important to use a simple algorithm
that does not consume a lot of resources (memory, power, and CPU). For this reason, the algorithm
depends on a spatial domain method, not a frequency one. We enhanced the Least Significant Bit
(LSB) method by agreeing on Pattern 2 between the senders and receivers. Pattern 2 dictates the
sequence of hiding in the color layers (R, G, and B) of the image cover. For example, if Pattern 2
equals “GBRR,” then the first bit of the secret message will be hidden in the first pixel of the “G”
layer, the second bit in the “B” layer, and the third and fourth bits in the “R” layer. Algorithm 3 then
repeats this process until all bits of the secret data are hidden. The next paragraph (Algorithm 3) shows
the pseudocode of this algorithm.

Algorithm 3:

Image Newlmg Encrypt2 (String message, Key, Pattern2, CoverText, Image img)
Start

String NewMsg = CoverText + Part2;

String Sec_msg2 = DES.Encrypt(NewMsg, Key);

Binary [] msg2 = Convert_To_Binary(Sec_Msg);

(Continued)
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Algorithm 3 (continued)
//Hiding in Image
Index = 0;
Int L = msg2.Length;
Int n =0;
For (int i=0; i<img.Length; i++) // Pattern2 like “RRGBB”
If (Pattern2[index]== “R”)
Img[R][i]. ConvertToBinary [0]=msg2[n];
Else if (Pattern2[index]== “G”)
Img[G][i]. ConvertToBinary [0]=msg2[n];
Else
Img[B][i]. ConvertToBinary [0]=msg2[n];
If (n==L-1)
Break;
Index++;
Index = index % index.Length;
End For
Return img;
End Function

3.4 Features of the Proposed Approach

The proposed approach achieves many important advantages, which can be summarized in the
following points:

1. Itisdynamic and does not require a mapping between the two parties, only requiring agreement
on a shared encryption key with two patterns.

2. Itis very difficult for the proposed approach to be observed with the naked eye, whether image

or text.

It is not specific to a specific language, meaning that it is suitable for Arabic or English.

4. Difficulty in breaking and penetrating, and thus a high level of security. Even if the encryption
key is discovered, it is very difficult to properly rearrange the encrypted data so that the attacker
can decrypt it.

5. It uses the honeypot concept implicitly to increase the level of security.

6. It does not significantly affect performance.

98]

4 Implementation and Results

In this section, first, the implementation and testing mechanism of the proposed approach are
discussed. Then, a comparison of the proposed approach with other state-of-the-art methods [40]
based on some evaluation criteria for steganography will be presented.

4.1 Implementation and Testing

The proposed algorithm was implemented using Visual Studio .NET 2019 with the C# pro-
gramming language. This implementation aims to verify the applicability and effectiveness of the
algorithm in information hiding and retrieval. Specifically, in digital agriculture, ensuring that sensitive
information such as palm tree health and pest infestation levels remain confidential. Fig. 7 shows the
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application of the proposed algorithm for hiding Arabic text, and Fig. 8§ shows its application with
English text. Fig. 9 illustrates the application of the image steganography algorithm and displays the
final results. It is worth noting that there is no significant visual difference in the image before and
after hiding the data.
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Figure 7: The implemented application of Text-based Steganography (Arabic)
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Figure 8: The implemented application of Text-based Steganography (English)
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Figure 9: The implemented application of Image-based Steganography

The results demonstrate the algorithm’s potential to securely transmit sensitive agricultural data
collected by drones, ensuring that critical information remains protected against unauthorized access.
To prove the effectiveness of the proposed approach in the criteria for evaluating steganography
methods, which are [47-49]:

e Imperceptibility: According to Figs. 7 and 8, it is difficult for an ordinary person or even
experts in the field to perceive the presence of hidden data within an image or text, even after
decryption. This makes it superior to other methods that rely on letter shaping or changing
Hamzas, which language experts can notice during text reading [47].

e Security: The proposed method achieves a very high level of protection due to the multi-stage
steganography using two concealment algorithms, in addition to using data segmentation and
the concept of attractor traps when selecting misleading information within the text.

e Flexibility: The proposed approach offers a high level of flexibility, which is concentrated in
three basic points:

e It can be used with more than one language, meaning that it is not linked to a specific
language, for example, the Arabic language, as in the diacritics or Hamzat approach.

e It does not require users to agree on mapping or a specific schedule for changing places
before each encryption process, as in the diacritics or Hamzat approach.

e The proposed approach can be integrated with other methods, such as the KASHIDA
method, or by using the frequency domain instead of the spatial domain for hiding
within the image.
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e Capacity: The proposed approach solves the problem or negative present in the Multi-Layers
or Double Steganography approach through the idea of segmenting the data using Pattern 1 so
that a small part is hidden within the text and a large part within the image, instead of hiding
the entire message within the text and then the text within the image. In this way, the proposed
approach was able to achieve a higher level of security and at the same time higher capacity [48].

e Robustness: In hiding within texts, immunity is as high as possible, as even compression
algorithms do not affect textual data. However, in the case of hiding within the image, the
hidden data may be affected in the event of recovery when compression or modification is
applied to the cover image. This applies if the LSB approach is used, but if the Frequency
Domain approach is used, Robustness will become higher, but this will affect performance.

e Usability: The proposed approach achieves ease of use in that it only requires users to agree
on an encryption key with two patterns. It also does not require the user to impose strict
requirements on choosing the text or cover image.

e Performance: The proposed algorithm does not require much performance. It uses a simple
method of hiding within the text in addition to a simple method of hiding within the image.
Through testing, it appears that the time is good with LSB, however, as we mentioned, if we
work on the Frequency Domain approach, performance will be negatively affected compared
to the LSB approach, but this will achieve higher Robustness. Therefore, there can be parity
between Robustness and Performance based on available resources [49].

4.2 Results and Discussion

To verify the strength of the proposed three-phase algorithm, a set of experiments and compar-
isons were conducted to prove the strength of the proposed algorithm. Here we test three algorithms
in addition to our algorithm: Dynamic Bit Encoding, data hiding using Pattern-Based Techniques,
and data hiding using Adaptive Filters [50—53]. Dynamic Bit Encoding adds randomness to enhance
security, while Pattern-Based Techniques rely on specific hiding patterns and are easy to implement.
Finally, hiding data using adaptive filters: Image analysis and adaptive filters are used to hide data
intelligently and reduce the effect of noise.

First, the execution times of the four algorithms were measured, and then the robustness of the
text was measured (Fig. 10).

To compare the Robustness of different algorithms, we can introduce noise into the original image
after hiding the text and then measure the extent to which the hidden data is affected by this noise.
Criteria such as hidden text re-extraction error ratio or mean squared error (MSE) (Eq. (1)) can be
used to evaluate the effect. Storage capacity using Peak Signal-to-Noise Ratio (PSNR): It is used
to measure image quality after performing operations such as compression or data masking. The
following (Eq. (2)) is used to calculate PSNR [54].

1 m—1 n—1
MSE=—3% >, UG)-KG)HF (1)
where m and n are the dimensions of the image.
MAX_I is the maximum possible image pixel value. In images with 8 bits, the value is 255.
1(i,j) is the pixel value at location (i, j) in the original image.
K(ij) is the pixel value at location (7, ) in the modified image.

MAX I

PSNR = 20log,) ——
&0 JMSE

)
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Text Length vs. Execution Time for Different Steganography Methods
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Figure 10: Secret message length vs. execution time

The PSNR curve is shown in Fig. 11. The higher the PSNR value the better the image quality, as
it indicates that the difference between the original image and the modified image is small. In contrast,
low values mean that there is a large difference between the original and the modified image. For our
approach, the results normally are closed to other methods.

Text Length vs. PSNR for Different Steganography Methods
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Figure 11: Secret message length vs. PSNR. The X axis represents the length of text (number of
characters) hidden in the image. The Y axis represents the PSNR value in decibels (dB)
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The same principle applies to the error extraction rate, which serves as a measure of the accuracy in
extracting hidden text from a medium that has been subjected to noise or modifications (See Fig. 12).
This metric quantifies the number of incorrectly extracted characters or bits relative to the total length
of the hidden text. The process begins by embedding the original text within the image using a data
hiding algorithm. Subsequently, noise is randomly introduced to the medium to emulate environmental
effects or potential attacks. The hidden text is then retrieved from the altered image using the same
algorithm [55].

Extraction Error Rate Comparison for Different Steganography Methods
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Figure 12: Comparison based extraction error rate

Calculating the error rate: The original text is compared to the extracted text on a character-by-
character or bit-by-bit basis. The number of errors, defined as the characters or bits that were extracted
incorrectly, is computed using the following (Eq. (3)):

Calculate the error extraction ratio:
the number of mistiken bit of letter

Error Rate =
length of original message

(€)

To understand the computational complexity of different algorithms, we calculated the time it
takes to execute each algorithm on a set of texts of increasing lengths. Fig. 13 depicts a curve showing
the relationship between text length and execution time for each algorithm.

To compare the security of different data steganography algorithms, we used a common security
criterion: Cipher-Text Redundancy. Although this is not a direct measure of security, it can be a good
indicator of the complexity of the hidden text.
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Computational Complexity Comparison
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Figure 13: Comparison based computational complexity

In the context of data hiding, we used a method to determine how strong the encryption is and
how complex the hidden text is. For example, the Shannon Entropy measure is used to measure the
complexity of hidden text.

Shannon Entropy is a mathematical measure of the complexity and unpredictability of data. This
measure is used in information theory to analyze the probability distribution of letters or symbols in a
given text [56]. The mathematical principle of Shannon Entropy calculation is given by the following
(Eq. ()

H@) ==Y P(x)log.P(x) @

X is a random variable representing the set of symbols or characters.
x; 1s the symbol or letter 7 in the set.

P(x;) is the relative probability of the symbol.

n is the number of different symbols or letters in the text.

Considering that the Shannon Entropy of the proposed algorithm is much higher compared to
other algorithms (Fig. 14), this indicates that the hidden text using this algorithm is more complex
and secure.
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Shannon Entropy Comparison for Different Steganography Methods
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Figure 14: Comparison based shannon entropy

4.3 Advanced Security Measurement

A brute force attack involves an exhaustive search of all possible steganography keys until the
correct one is identified. Due to the complexity of the described steganography techniques, this attack
faces significant challenges. The proposed steganography method uses predefined patterns that can
be accessed from a wide range of images across various platforms such as the web, mobile phones,
and computers. This diversity results in a large number of unique steganography patterns, which
complicates the brute force approach. Moreover, the attackers must guess the size of the secret message,
asitis directly related to the size of the pattern. The text is inserted according to a random sequence that
is affected by the color range distribution of the steganography design and the number of matching
pixels, which makes it difficult to recover the steganography text because the text is hidden across
different addresses in each block, which are determined by the properties of the cover and the chosen
steganography pattern.

This article presents a novel approach to stealth using the LSB technique and employing AES
encryption algorithms to secure the text inside the image. By randomizing the pixels and masking as
the encryption key, this method enhances the inherent limitations of the LSB process. The security of
this method is formally analyzed using a symmetric key-based security model. This method is secure
against attacks that attempt to recover the hidden text, as security relies on the adversary’s ability to
distinguish between the cipher-text and random samples oracle generated by the system O, (. ), making
it difficult for the attacker to uncover the hidden information.

Mathematically, the security of the steganography scheme X, is defined as:
‘PV I:AgncodpD(k,m) — 1:| — P I:AZD(-) — I:H < }’legl ()\‘)
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where A4, is the adversary, Encode, (k, .,.) is the encoding oracle with key &, and O, (.) is the random
sampling oracle. This ensures that the encoded messages are indistinguishable from random samples,
thus maintaining a high level of security.

Future developments such as encryption and data compression technologies, as well as the use of
artificial intelligence, promise to increase the ability to resist decryption attempts and reveal hidden
information. These techniques overcome the problems of traditional LSB steganography methods by
using a secret key for each image and dividing the image into smaller parts. This increases the security
of the hidden text and makes it less visible within the image. In addition, dividing the image into
multiple parts and changing their order makes this method more robust to attacks and enhances overall
security.

4.4 Disadvantages of the Proposed Approach and Future Work

The proposed approach suffers from some drawbacks or limitations, which can be summarized in
the following points:

The amount of data that can be stored within the text is small, and therefore this must be taken
into account within the chosen segmentation pattern or in choosing a very large text that contains
many punctuation marks. Note that the stage of hiding within the image ensures the hiding of a large
amount of data. The objective of using text is to hide part of the encrypted data, making it difficult
for the attacker to reconfigure the encrypted string. As a result, they will not be able to decrypt it
correctly even if they discover the encryption key. Moreover, to increase the data hidden within the
text, the proposed steganography method can be easily combined with the KASHIDA method to
enclose large amounts without affecting the level of protection.

Robustness: modification or compression attacks, for example, will affect hidden data. The main
goal is to ensure a high level of security and performance, which was the focus of the proposed
approach. However, if a higher level of robustness is desired, the LSB technology can be replaced
with a frequency domain-based method, though this may slightly impact performance.

The proposed approach requires agreement on three keys: the encryption key and two patterns,
one for hashing and the other for the inserting algorithm within the images. The previous requirements
can be bypassed by using a specific algorithm to select the encryption key. This algorithm would
include one part representing the fragmentation pattern and another part for the embedding pattern
within the image layers.

5 Conclusion

This research introduced a new steganography approach that combines text and image steganogra-
phy to improve security in IoT applications, especially in drone applications. This is achieved through
a dividing algorithm that uses patterns between parties. The research introduced a new method for
hiding textual information using punctuation. Additionally, it proposed a simple method for image-
based steganography that relies on different layers of sequencing using an agreed pattern. The proposed
approach achieved excellent results in steganography evaluation criteria imperceptibility, security,
flexibility, capacity, robustness, usability, and performance through implementation and comparison.
Moreover, the approach is adaptable to integration with other methods. This flexibility makes it
particularly useful for digital agriculture, where the protection of sensitive data can lead to significant
improvements in farming efficiency and productivity. Finally, the research paved the way for proposing
automated algorithms to generate the patterns from the agreed encryption key itself, in addition to
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exploring other methods for text hiding, such as embedding dummy data or rearranging encrypted
secret data. Future work could focus on implementing these automated algorithms in real-world
agricultural scenarios, further validating their effectiveness in protecting sensitive data collected by
drones.
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