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Abstract: In the Digital World scenario, the confidentiality of information in
video transmission plays an important role. Chaotic systems have been shown
to be effective for video signal encryption. To improve video transmission
secrecy, compressive encryption method is proposed to accomplish compression
and encryption based on fractional order hyper chaotic system that incorporates
Compressive Sensing (CS), pixel level, bit level scrambling and nucleotide
Sequences operations. The measurement matrix generates by the fractional order
hyper chaotic system strengthens the efficiency of the encryption process. To
avoid plain text attack, the CS measurement is scrambled to its pixel level, bit
level scrambling decreases the similarity between the adjacent measurements
and the nucleotide sequence operations are done on the scrambled bits, increasing
the encryption. Two stages are comprised in the reconstruction technique, the first
stage uses the intra-frame similarity and offers robust preliminary retrieval for
each frame, and the second stage iteratively improves the efficiency of reconstruc-
tion by integrating inter frame Multi Hypothesis (MH) estimation and weighted
residual sparsity modeling. In each iteration, the residual coefficient weights are
modified using a mathematical approach based on the MH predictions, and the
Split Bregman iteration algorithm is defined to resolve weighted 11 regularization.
Experimental findings show that the proposed algorithm provides good compres-
sion of video coupled with an efficient encryption method that is resistant to mul-
tiple attacks.

Keywords: Fractional order hyper chaotic system; compressive sensing; pixel
level scrambling; bit level scrambling; nucleotide sequences

1 Introduction

In the conventional method of video capture, the data acquisition requires a sampling rate of a minimum
of at least double the signal’s greatest frequency for exact reconstruction. In applications where the data rate
is high, such as video processing in the internet of video things, the Nyquist rate results in too many samples.
Compressive Sensing is an emerging technology that takes advantage of the signal’s sparse nature, signal can
be obtained from smaller measurements if it is sparsely or near to sparse in any region [1-3]. Video signals
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have large numbers of temporal and spatial redundancies, which can be well used to represent the signals
sparsely [4—6]. Therefore, the application of CS to videos has outstanding potential.

In the world of multimedia communication, that handles a massive volume of videos, it becomes
necessary to provide secure transmission. Encryption is the most trustworthy method in the transfer of
video signals. Recent research [7—9] has shown that encryption techniques based on chaotic systems are
efficient. Extreme unpredictability is one of the features of a chaotic system, unpredictable nature,
vulnerability to the initial values and configuration parameters that make it predominant in video
encryption. The hyper chaotic system has been viewed with fast-growing concern over the last decades.
A chaotic systems with numerous positive Lyapunov coefficients is called hyper chaotic. Given, that
hyper chaotic systems have better outcomes than conventional chaotic systems, such as affluent chaos
and complexity, several researchers used hyper chaotic systems in encryption algorithms [10-14]. In [15]
the proposed encryption algorithm consists of three steps: the input image decomposed into the primary
color channels, R, G, & B. The confusion and diffusion operations are performed for each channel
independently. The 4D hyperchaotic Chen system of fractional orders generates random numbers to
permit pixel positions. We split the permitted image into 2 x 2 blocks where the Fibonacci Q-matrix
diffused each of them. Experiments performed where the obtained results ensure the efficiency of the
proposed encryption algorithm and its ability to resist attacks. In Ding et al. (2020) [16], the authors
utilize the Cycle-GAN network as the primary learning network to encrypt and decrypt the medical
image. Ding et al. (2021) [17] proposed a new deep learning-based stream cipher generator,
DeepKeyGen, designed to generate the private key to encrypt medical images.

Zhao utilized the improper fractional order chaotic system [18]. Focusing on the extreme parallelism and
exceptional characteristics of DNA molecules, various authors combined DNA operations with chaos to
develop extremely competent and efficient encryption systems. K. Zhan proposed an encryption method
incorporates DNA operations with hyper chaotic systems. A Lorenz system and DNA computing based
image encoding method is proposed by Li. we concentrated on picture compression and encryption
techniques [19]. This study proposes a video compressive encryption algorithm based on partial order
hyper chaotic systems and Nucleotide Sequences processes, which performs compression better than
existing methods.

The following is how the paper is structured: The second segment delves into the foundations of video
security. The Section 3 discusses reconstruction algorithms and video proposals. Sensing that is compressed
Section 4 discusses the encryption approach, Section 5 elaborates on the experimental results, and Section
6 summarises the paper’s overall findings.

2 Preliminaries
2.1 Compressive Sensing

According to CS, even with a lesser amount of measurements, the signal can be reconstructed if the
signal is on any field, enough insufficient. Assume x € R" characterizes an N-dimensional signal, and x
€ RMN represents a matrix of measurement. The CS acquisition process is then represented in Eq. (1)

Y =dX 6]
where y € RM denotes the compressive sensing measurements. Here Y << N, which makes the system
underdetermined.

Let X is an one-dimensional signal represented in an N x N basis ', then x is defined as x =¥ x'. If x" has
large coefficients K of small numbers less than N, it can be assumed that x in the domain is K sparse.
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The signal x is retrievable from y through optimization if the basis and measurement matrix obeys restricted
isometry property and are incoherent enough.

In a high-dimensional signal, such as videos, the dense measurement matrix’s storing and processing
imposes a large memory and computational complexity burden. Additionally, the reconstruction
procedure will be tedious if the dimensionality is enormous. Hence, the video is captured frame by frame
through Block-based CS (BCS) as in [20] and [21,22]. An N pixel video frame blocks size is divided into
B x B, each of which is obtained using a size My X B? measurement matrix ®5. The CS measurements
are given in Eq. (2),

yi = Ppx; ()

where x; is the i™ block column vector of the image, and ®p is a measurement matrix of size Mg X B2
S = Mp/B? gives sub rate of BCS. By incorporating Smoothed Projected Landweber (SPL) with Dual
Discrete Wavelet Transform (BCS-SPL) and Multi Scale Variant (MS-BCS-SPL) [23], the reconstruction
quality is improved. For video, Multiple Hypothesis (MH) based prediction is proposed to improve the
reconstruction quality. MH incorporates Motion Compensation (MC) and Motion Estimation (ME) [24].

2.2 Fractional Order Hyper Chaotic System

A new hyper chaotic Chen scheme based on the Chen system. By swapping the standard difference
operators with the fractions difference operators as shown in equation, the partial hyper-chaotic
chensystem is created in Eq. (3)

d"lxl dq2x2 dq3X3 dq4X4

7 B(x2 —x1) +x4’W: VX1 — XX + Mg, — == = XX — o3, P

03 = X2X3 4 ¥X4 3)

where A, q, B, a, v, 1, are the control system parameter.

A system shows a hyperchaotic behaviour, when the initial values are (2,2,1,—1) and the control
parameter is B =35, A= 12, y=7,a=3,r= 0.5, qi = 0.96 (i = 1,2,3,4). The phasor diagrams are shown
in Fig. 1.

2.3 Nucleotide Sequences

A Nucleotide Sequence is made up of four distinct nucleic acid bases and carbohydrates. Adenine,
Guanine, and Thymine are the four nucleotides that make up DNA. T is complimented by A, and C is
complimented by G. There are 4! Combinations of encoding rules shown in Table 1. agree with the laws
of base pair. For binary schemes, the “0” and “1” complement one another; thus 00, 01, 10, 11 represent
the digits 0, 1, 2, 3, respectively. The Nucleotide addition, subtraction is shown in Tables 2 and 3.

3 Reconstruction Algorithm

In recent years, several researchers proposed video compressive sensing reconstruction algorithms [25].
In the proposed work, the reconstruction algorithm contains of two stages, the first stage utilizes intra-frame
similarity and offers strong preliminary retrieval for each frame. Stage two iteratively improves
reconstruction efficiency by integrating interframe MH estimation, reweighted residual sparsity modeling,
and 11 regularization Minimization [26,27]. Residual coefficient weights are adjusted based on the MH
prediction in each iteration using a statistical procedure. The weighted 11 minimization issue is solved
using an iteration algorithm based on the Split Bregman method. The key elements are sampled at a
higher substrate to produce greater compression, while the non-key elements are sampled at a lower
substrate to achieve better compression. In phase one,due to the higher subframe rate, key frames have
more excellent retrieval than non-key. They are not handled further during the stage two, but instead act
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as hint frames for the non-key frames. An accuracy of non-key frames is improved in stage two by using a
reweighted residual sparsity model that takes use of the temporal connection among key and non-key frames.
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Figure 1: Phase diagram (a) x1, x2 (b) x1, x3 (c) x1, x4 (d) x2, x3 (e) x2, x4 (f) x3, x4

Table 1: Rulesof nucleotide sequencesoperations

Rule 1 2 3 4 5 6 7 8
00 A A C C G G T T
01 C G A T A T C G
10 G C T A T A G C
11 T T G G C C A A
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Table 2: Nucleotide sequencesaddition

++ A G C T
A A G G T
G G C T A
C C T A G
T T A G C
Table 3: Nucleotide sequencessubtraction
- = A G C T
A A T C G
G G A T C
C C G A T
T T C G A

4 Proposed Method: Video Compressive Sensing Encryption

In this chapter, we’ll go over the proposed compression and encryption mechanism, Fig. 2. Shown a
block diagram.

Video Encryption

s » Block 3. Binary Bit level Nucleotide Sequences ) )
] \I Compressive _;_,:g::;:::: gl e sl Tieed Encoding, Operations an ngan N
N\ " |sensing (BCS) ! 9 Decimal Scrambling and Decoding

Captures
Video Frame by Frame

Encrypted Frame

Fractioan| Oredr Hyperchaotic System

Figure 2: Block diagram-compressive sensing encryption method

4.1 Measurement Matrix Generation

The Fractional order hyper chaotic Chensystem is predicated N, times to avoid transit pseudo
randomness and increase stability. The procedure is repeatedly iterated M * N times. t iteration produces
four state values {p},p5,p},p}}. Two different key values are generated in each iteration as follows in

Egs. (4)-(6)

o t 15
(28)' = mod u lo{ﬂoor[(‘m‘ ﬂoorlgf")) x 10 ],256},12 1,2,3.4 @)
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(Z,b)t = mod u lo(ﬂoor(mod u Zo{ mpﬂ —ﬂoor(‘pﬂ)) X 1015], 108}),256),1 =1,2,3,4 %)

A vector is formed by joining these two key variables z' as given below,

RGN NCNCHNEINEINEA ©)

The morals of at every iterationz' are joined to form the series z is z = [z, Z°..., Z""™N]

b

The letter z can be used to represent an element in the z-series z%, g € [1, 8MN].

Successive M * N Fractional order hyper chaotic series z forms the measurement matrix.

4.2 BCS on Video Frames
The CS measurements y can be obtained by performing frame by frame video captures by using BCS.

4.3 PixelLevel Scrambling

The measurement pixel values are scrambled to resist plain text attack. The pixel level scrambling is
accomplished in two steps.

Step 1: generates the pixels of intermediate chipper frame in Egs. (7) and (8).
G(1) = Mod(y(1) +z(2) + Gy, 256) & Mod(z(1) 4+ Gy, 256) 7
G(i) = (Mod(y(i) + z(i + 1),256) ® Mod(z(i) + G(i — 1),256) (8)
where i = 1,2,3..mn, Gy € [0,255], here Gy = 74

Step 2: generates the pixels of final chipper frame in Eqs. (9) and (10).
H(i) = (Mod(G(1) +z(2),256) & Mod(z(1) + C(mn),256) )
H(i) = (Mod(G(i) + z(i + 1),256) & Mod(z(i) + H(i — 1),256) (10)

where i = 1,2,3..mn

4.4 BitLevel Scrambling

ByScrambling the intensity values of the pixel level scrambling values bit by bit, the correlation
amongadjacent pixels minimized. The scrambling is done bit by bit in two measures.

Step 1: Each measurement’s intensity is translated into its binary value and organized as a binary
series in ascending order. In an increasing order the hyperchaotic sequence z is ordered to obtain an index
sequence z.

Step 2: The binary sequence B’ is scrambled based on the index sequence z°.

4.5 The Nucleotide Sequences Generation

Step 1: Scramble a little at a time, as described in D) on pixel-level scrambling of the measurements to
obtain a binary sequence B

Step 2: Apply Nucleotide decoding rule 1 on sequence B' to get the Nucleotide sequence D'.

Step 3: Apply Nucleotide addition on D' elementsto find Nucleotide sequence D?, considering the
initial condition as Dy = ‘A’.
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Step 4: M x N decimal hyperchaotic sequences are extracted from the sequence z, asz® = [z, Z...Zun].-
The decimal order z° is converted to binary sequence and Nucleotide coding rule 3 is applied to obtain the
sequence D* according.

Step 5: Apply Nucleotide addition on D? and D* to find sequence D**

Step 6: Apply Mask sequence y from the as specified in the Eq. (11) and D? as follows, if (y)=1,D}
can be produced by combining two or more similar &>, Eventually, nothing changes to obtain Nucleotide
sequence D*.

(11

T
<355 <
5< T

5,
355 < 1

0
0.
Step 7: ApplyNucleotide coding rule 1 to decode D* to obtain the binary sequence BZ.
Step 8: Applybitwise XOR between D* and B? to get binary chipper sequence B>.
Step 9: Convert B? to decimal to obtain the encrypted image Q.

F) Decoding is the encryption method’s inverse process, and reconstruction is carried out by combining
MH estimation and reweighted residual sparsity model.

5 Performance Analysis

Various simulation findings are provided in this section to analyze the proposed video compressive
sensing encryption algorithm’s performance. The experiments were carried out on a Windows
10 operating system using MATLAB 2016, 64-bit Lenovo computer with intel core i3, 7" generation
processor. The experiment is performed on 17 subsequent video frames of five standard video sequences
such as Silent, Foreman, Mother daughter, Akiyo, and Carphone.

5.1 Key Space Analysis

The proposed video compressive sensing encryption algorithm has four initial values as a security key.
Size of key space for an initial value with precision value of 107'® is calculated as 10'® * * = 10°* which is
nearly equal to 2%'%, which is greater than 2'°°. Hence, the designedalgorithm’s keyspace is competent of
resist brute force attack.

5.2 Sensitivity to Secret Key

A simple change in the security key should make the encryption technique vulnerable. To test the
algorithm’s  performance, a somewhat alternative key is employed x%=2+10"1 x} =2,
x3 = 1,x9 = —1., which results in a different decrypted video than the original input video. The results
are shown in Fig. 3.

5.3 Histogram Analysis

Histogram is a method for justifying the encryption algorithm. It computes the spread of pixel values in
input and encrypted video frame. Fig. 4 displays the histogram for input video and encrypted video. Fig. 4
indicates that the input video histogram is irregularly distributed while the encrypted video is uniformly
distributed. The analysis implies the encryption algorithm prevents attacks on the histograms.

5.4 Correlation Coefficient

A correlation coefficient is a system of measurement to find the association of the neighboring pixel. An
effective encryption algorithm’s correlation coefficient should have values practically equal to zero.
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Figure 3: Decrypted video frame first column: reconstructed frame no.7 with correct security key. Second
column: reconstructed frame no.7 with incorrect security key

The correlation coefficient [28] is formulated as in Eqs. (12)—(15)

Ep) = S0 ot (12)
D(p) = — B, (13)
covlp’ ) = S0 (08— E ) o~ E)) (14)
. cov(p*, p") (15)

VD(pI)D(p?)’
where p? and p? represents the intensity values of neighboring pixels in an image.

Table 4 Shows the correlated coefficients of the input video frame and the encrypted frame. The findings
indicate that the coefficients of correlation of the input video frames are roughly equivalent to one, while the
correlation values of correlation of the encrypted video frames are approximately equal zero.
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Figure 4: Histogram of video frame and their corresponding encryptedframe
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Table 4: Correlation coefficients

Video y  Inputimage Proposed HC-DNA[17] C DNA[19] CDCP[12] CHC [13]
Silent vn  0.9648 ~0.0018  —0.0027 0.0065 ~0.0053  —0.0050
v. 0.9579 ~0.0005 0.0014 0.0025 ~0.0007  0.0030
va 0.9553 ~0.0006 —0.0018 ~0.0008 ~0.0039  0.0022
Foreman vn 0.9725 0.0016  0.0012 0.0012 -0.0036  —0.0012
v  0.9600 0.0006  0.0032 0.0055 ~0.0013  —0.0010
va 0.9603 ~0.0007 —0.0013 0.0034 ~0.0033  0.0004
Mother daughter v, 0.9715 ~0.0005 0.0018 0.0107 -0.0032  —0.0021
ve 09617 0.0015  —0.0034 ~0.0020 ~0.0049  0.0035
va 0.9638 0.0001  0.0008 0.0004 ~0.0028  —0.0033
Akiyo vn 0.9766 ~0.0016 —0.0027 0.0031 ~0.0025  —0.0008
v, 0.9809 0.0012  0.0008 0.0031 0.0002 ~0.0070
va 09719 0.0010  0.0015 0.0013 0.0011 ~0.0001
Carphone vn 0.9812 0.0012  0.0014 ~0.0005 -0.0071  0.0013
v, 0.9889 ~0.0014 —0.0037 0.0001 0.0055 0.0014
va 0.9871 0.0001  0.0028 ~0.0005 0.0001 ~0.0024

5.5 Information Entropy

IEP (information entropy) measures the random nature of an frame. The IEP is calculated as below for an
eight-bit grayscale frame which is represented in Eq. (16),

IEP = =" probl (P;) log, (probl (P,)) (16)

where probl refers to the pixel value probability. Table 5 tabulates the values of IEP for the proposed
algorithm. It is clear from the result that the IEP of the original frame is less than 8 when the encrypted
frame has value equal to the ideal value 8.

Table 5: Information entropy of videos

Video Input images Proposed HC-DNA [17] C DNA [20] CDCP [13] CHC [14]
Silent 7.5833 7.9985 7.9964 7.9981 7.9968 7.9981
Foreman 7.1626 7.9980 7.9964 7.9982 7.9976 7.9980
Mother daughter 6.9407 7.9982 7.9990 7.9982 7.9973 7.9981
Akiyo 7.3087 7.9983 7.9992 7.9982 7.9981 7.9981
Carphone 7.4909 7.9983 7.9981 7.9981 7.9982 7.9981

5.6 Differential Attack Analysis

An effective encryption method would be susceptible to the input frame and lead to a different encrypted
video frame for a little change in the input video frame. Two essential methods of study of the differential
attack are the Unified Average Change Intensity (UACI) and the Number of Pixel Change Rate (NCPR) [28].

Let q1 be the input p1 encrypted frame of size h x w, and shift a bit p1 randomly to p2. Q2 is the input
p2 encrypted frame. NPCR and UACI are formulated as in Eqs. (17) and (18).
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1 h
NPCR = > 7 05 x 100% (17
where,
0,q9. = g2,
517 = 1 qllj £ qg.
4 7 b
1 2
1 h w qﬁ__qﬁ)
UACI = M—NZi:l Zj:l T X 100% (18)

q}j and qé. represent pixel intensity at (i, j) of the original frame’s compressive encryption and
compressive encryption of one bit changed frame, respectively. The theoretical value of UACI for an
eight-bit Gray scale image is 33.4635 percent, while NPCR is 99.6094 percent. Tables 6 and 7 show that
the values of NPCR and UACI are effective in resisting differentiated attacks.

Table 6: Average NCPR (%)

Video Proposed HC-DNA [18] C DNA [20] CDCP [21] CHC [14]
Silent 99.63 94.19 9.8643e-06 99.20 99.59
Foreman 99.81 94.19 9.8642e-06 99.23 99.62
Mother daughter 99.70 94.19 9.8643¢-06 99.26 99.62
Akiyo 99.64 94.19 9.8643¢-06 99.19 99.61
Carphone 99.68 94.19 9.8643e-06 99.20 99.62

Table 7: Average UACI (%)

Video Proposed HC-DNA [18] C_DNA [20] CDCP [21] CHC [14]
Silent 33.52 38.97 2.7078e-07 33.43 33.48
Foreman 33.67 23.64 3.8683¢-08 33.66 33.51
Mother daughter 33.66 23.63 3.8683e-08 33.43 33.51
Akiyo 33.52 23.65 3.8683e-08 33.46 33.42
Carphone 33.60 23.66 3.8683e-08 33.39 33.54

5.7 Reconstruction Performance

Reweighted residual sparsity modeling and 1, regularization suggested approach uses the minimization
method to recreate the video frames. Experiments are performed on five different videos Foreman, silent,
mother daughter, Akiyo and carphone. The frame size is 352 x 288, with a key frame sample rate of
0.7 and a non-key frame sample rate of 0.2. The performance of the reconstruction algorithm is measured
as given in Egs. (19) and (20).

(19)

- 2
PSNR — 10 log10< max pixelvalue )

Meansquareerror
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1 N N . .
Mean square error = mz e Zm:] (input(h,g) — estimated(h,g))* (20)

where the pixel values of the input and reconstruction frames are represented by input (h, g) and estimate

(h, g), correspondingly.

Table 8 shows the comparison of PSNR values of frame 7 of video with the available image recovery
methods [22,25] for the different sampling rates. The results show that the phase 1 result exceeds the other
methods. Table 9 shows the PSNR values of video compares with the existing methods [24,26,29]. The
results are evident that strong reconstruction efficiency is retained in the proposed compression encryption

method.

Table 8: Comparison of PSNR values of video frame

Sampling rate Video

BCS-SPL-DDWT [22] MH [25] Proposed (Phase 1)

0.2 Silent

Foreman

Mother daughter

Akiyo
Carphone
0.3 Silent

Foreman

Mother daughter

Akiyo
Carphone
0.5 Silent

Foreman

Mother daughter

Akiyo
Carphone

30.12 31.34 3291
32.1 32.63 35.74
33.67 36.28 38.75
30.80 34.27 37.90
27.85 28.78 29.81
31.96 33.02 35.17
34.21 34.44 37.98
39.27 39.27 41.13
36.93 36.93 41.00
29.39 30.57 32.39
35.98 36.24 39.60
37.84 37.84 42.14
42.86 42.86 45.47
44.16 44.16 45.99
32.48 33.93 37.18

Table 9: PSNR in (dB) of video

Video KTSLR [29] MC/ME [24] MH video [26] Proposed (Phase 2)
Silent 32.17 35.50 36.52 37.57
Foreman 32.60 34.48 37.17 39.57
Mother daughter 38.01 41.50 42.86 44 .41
Akiyo 36.97 41.08 43.73 45.64
Carphone 33.86 35.50 38.54 41.87
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6 Conclusion

The proposal is for a compelling video compressive sensing encryption method based on fractional order
hyperchaotic chen system, pixel level, bit level scrambling, and Nucleotide Sequences functions. The
proposed approach guarantees effective video compression as well as improved security. The
reconstruction technique includes two stages, the first stage of which utilizes intra-frame similarity and
offers strong preliminary retrieval for each frame, and the stage two iteratively improves the efficiency of
reconstruction by integrating inter frame MH estimation and weighted residual sparsity modeling. The
experimental findings indicate that the method proposed preserves the robustness of compressive sensing
with improved security. As an extension in the future, the proposed work could be employed for color
video and extended to real-time implementation.
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