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Abstract: Handling service access in a cloud environment has been identified
as a critical challenge in the modern internet world due to the increased rate
of intrusion attacks. To address such threats towards cloud services, numerous
techniques exist that mitigate the service threats according to different metrics.
The rule-based approaches are unsuitable for new threats, whereas trust-based
systems estimate trust value based on behavior, flow, and other features.
However, the methods suffer from mitigating intrusion attacks at a higher rate.
This article presents a novel Multi Fractal Trust Evaluation Model (MFTEM)
to overcome these deficiencies. The method involves analyzing service growth,
network growth, and quality of service growth. The process estimates the
user’s trust in various ways and the support of the user in achieving higher
service performance by calculating Trusted Service Support (TSS). Also, the
user’s trust in supporting network stream by computing Trusted Network
Support (TNS). Similarly, the user’s trust in achieving higher throughput is
analyzed by computing Trusted QoS Support (TQS). Using all these measures,
the method adds the Trust User Score (TUS) value to decide on the clearance
of user requests. The proposed MFTEM model improves intrusion detection
accuracy with higher performance.

Keywords: Intrusion detection; cloud systems; trusted service support; trusted
network support; trust user score; trusted QoS support

1 Introduction

The cloud environment has a more significant influence on modern service orient architecture as
it supports various service platforms. The cloud service provider provides access to multiple services
independent of the platform metrics. This encourages organizations to maintain their data over the
cloud and allows access to their employees and clients. Like any other environment, the cloud also faces
various threats that target the overall performance of the cloud. Multiple users of the environment
access the services, some of which are involved in intrusion attacks.
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The intrusion attack is a threat produced by registered and unregistered environment users. The
attack intends to steal information and intrude into the environment to get access to the data in
the cloud. Behind the scenes, an attack can be detected in several ways. For example, the key-based
approaches are used in earlier days to verify the legitimacy of the user. Malicious access is also detected
according to rule-based, profile-based, activity-based, and trust-orient approaches. All the above-
discussed methods have their metric and produce different results in mitigating the intrusion attack.
The rule-based approach uses the defined rules in the monitoring of intrusion attacks.

Similarly, the profile-based approach verifies the profile for the user’s presence in the list. In
contrast, the activity-based methods monitor the user’s behavior in accessing the service. Also, the
trust-based approach estimates different trust measures in detecting intrusion attacks. All the above-
discussed techniques have their merit and demerit. But, the methods are unsuitable for various sources
of dynamic threats as the behavior of the registered users would be different at some point and needs
to be monitored for the presence of an attack.

In terms of service in the environment, the service throughput must be higher. To achieve higher
throughput for any service, the user who accesses the service must behave adequately and should be
supportive of the service. So, the user must be measured for the user’s trust in the service. Similarly,
the user accesses the network in accessing the service. Such resources must be accessed in a trusted
way, significantly impacting the network’s overall performance. Also, the user support for achieving
higher Quality of Service (QoS) performance must be evaluated to mitigate the intrusion attack. By
considering all these considerations, the performance of intrusion detection and achieving higher
performance can be improved.

With all these considerations, an efficient multi-fractal trust evaluation model (MFTEM) is
presented in this article. The method analyzes the user’s trust in how he supports the service, network,
and throughput. Measuring the faith in this way helps the model achieve higher performance in all
the diagonals.

2 Related Works

Against intrusion attacks, there are several mitigation techniques designed in literature. This
section pinpoints a set of methods around the problem.

A deep blockchain framework (DBF) is presented in [1] towards distributed intrusion detection
with blockchain technique. The method uses smart contracts with IoT networks. The process uses
bidirectional long short-term memory (BiLSTM) with deep learning to perform intrusion detection.
To secure cloud servers from different threats, an event-based model is presented in [2], which monitors
the attack rate of the entire network to perform intrusion detection. An Auto encoder-based intrusion
detection system with a deep neural network is presented in [3], which uses conditional denoising
adversarial autoencoder (CDAAE) to generate specific types of malicious samples. The second model
(CDAEE-KNN) is a hybrid of CDAAE and the K-nearest neighbor algorithm used in detecting the
attack. A fog-enabled scheme is presented for intrusion detection in [4], which uses a multi-objective
optimization model in detecting intrusion attacks with a genetic algorithm. The method considers
energy consumption and execution time in the classification. A trusted virtual intrusion detection
system (TVIDS) is presented in [5], which safeguards sensitive information according to maintained
policies.

A fuzzy rough set-based intrusion detection scheme is presented in [6], which performs feature
selection with a rough set and trains the (Convolution Neural Network) CNN to perform intrusion
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detection. A deep learning model is proposed to secure Dew Computing as a Service (DaaS) in
EoT systems [7]. An AI-based approach is presented in [8] towards intrusion detection. The method
uses a Transient search optimization (TSO) algorithm for feature selection, and uses differential
evolution (TSODE) is used for classification. A high-precision Intrusion Detection Classification
Model (IDCM) is presented in [9], which generates a k-dependency Bayesian network (KDBN)
structural model toward classification. Adaptive Virtual Machine (AVM) Shield towards security is
presented in [10], which uses system call features with an n-gram approach to perform classification
with binary particle swarm optimization.

A deep forensic-based deep learning model (Deep-IFS) is presented in [11], which monitors the
traffic and performs the classification of fog nodes. An auto-encoder-based deep learning model is
presented in [12], which analyzes the network traffic and classifies them using Deep Neural Network
(DNN). Reliable event-based anomaly detection for IoT is shown in [13], which monitors the events
in the network, and based on that, the method performs intrusion detection. In [14], the scattered
denial-of-service mitigation tree architecture (SDMTA) is used to detect intrusion attacks.

In [15], a Dew-Cloud-based model is designed to enable hierarchical federated learning (HFL).
The hierarchical long-term memory (HLSTM) model is deployed at distributed Dew servers with a
backend supported by cloud computing. A multi-tenant intrusion detection framework as a service
for SaaS (MTIDaaS) is presented in [16] for detecting intrusion attacks against cloud services. A
correlation-based feature selection (ECOFS) approach is proposed in [17], which removes redundant
and irrelevant features using various eco features to detect intrusion attacks.

A mobile-based approach is presented in [18], which uses two different recovery stages to restore
the integrity of mobile applications. An ensemble multi-binary attack model (EMBAM) is shown in
[19] for intrusion detection. The method generates behavior features in developing the ensembles to
perform classification. A weighted class classification model is presented in [20], combining machine
learning and node details to classify attacks.

A swarm neural network-based approach is presented in [21], which identifies the attacker in the
network with an edge-centric (Internet of Mobile Terminals) IoMT framework. A behavior analysis
model is presented in [22], which considers the time-variant traffic with two-layer random fields to
perform classification. The method monitors the events and performs classification with behavior
patterns learned.

EvolCostDeep, a hybrid model of stacked auto encoders (SAE), is presented in [23], which
generates a deep learning model and performs classification with data received. In [24] shows the Multi
branch Reconstruction Error (MbRE) Intrusion Detection System (IDS) for edge-based anomaly
detection in VANETs, which classifies each branch of a sequence as 0/1 based on the reconstruction
error threshold. In [25], an ML-based IDS is presented, which uses three in-sequence tasks, pre-
processing, binary detection, and multi-class detection, with a multi-tier architecture with one-,
two-, and three-tier architectural configurations. We then mapped three in-sequence tasks into these
architectures, assigning ten tasks.

A cluster-based intrusion detection model is presented in [26], which groups similar traces of
various intrusion attacks, and based on that, the method classifies the incoming traffic to perform
intrusion detection. In [27], the service availability of based modeling is presented towards intrusion
detection in a cloud environment.

An optimized model of the node isolation technique is presented in [28] to support the Mobile
ad-hoc networks, which consider the behavior of the nodes in isolating malicious nodes. An efficient
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multi-level threshold-based clustering algorithm is presented in [29] for detecting intrusion attacks.
Finally, a time-variant predicate-based traffic approximation algorithm is presented in [30], which
measures the traffic in different time stamps and performs intrusion detection accordingly.

All the above-discussed approaches need better performance in detecting and mitigating intrusion
attacks in a cloud environment. According to the related works, it is noticed that the accuracy of
intrusion detection greatly depends on various factors. In order to achieve higher performance in
intrusion detection, it is necessary to analyze the trust of a user towards service growth, analyze the
user towards network growth, and necessary to analyze the QoS growth. By analyzing the user trust
towards various growths, the performance of intrusion detection can be improved. This research is
focused on designing such an intrusion detection model for the growth of the cloud environment.

3 Multi Fractal Trust Evaluations Model-Based Intrusion Detection

The multi-fractal trust evaluation model performs intrusion detection according to different
metrics. First, the method reads the traces of previous access belonging to the user. With the user traces
collected, the process analyzes the user support on Service Growth, Network Growth, and Throughput
Growth. Each analysis involves measuring specific support measures to support intrusion detection.
The method computes Trusted Service Support (TSS). Also, the trust of the user in keeping the
network stream by computing Trusted Network Support (TNS). Similarly, the user’s trust in achieving
a higher quality of service is analyzed by computing Trusted Throughput Support (TTS). Using all
these measures, the method adds the Trust User Score (TUS) value to decide on the clearance of user
requests. The detailed approach is discussed in this part.

The architecture of the proposed MFTEM model has been presented in Fig. 1, where the model’s
components have been presented in this section.
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Figure 1: Architecture of proposed MFTEM intrusion detection model

3.1 Service Growth Analysis
The service growth analysis is the process of analyzing the support of users towards service growth.

The service’s growth will improve when the user genuinely accesses the service. If the user claims
the service and interrupts its function in an intermediate way, then its performance gets affected.
Measuring the user’s trust in service growth is necessary before allowing the user to access the service.
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The service growth analysis is performed by computing the frequency of service being accessed by
the user and the frequency of other services being accessed. The method calculates the number of
similar services available with frequency measures, and the specific service is selected several times.
Also, the process computes the value of success frequency for service s and other services s2. Using
these measures, the method computes the value of Trusted Service Support (TSS).

Algorithm:

Given: Service Traces ST, User ID Uid, Service Taxonomy STax, Service Id Sid.
Obtain: TSS.
Start

Read ST, STax, Sid, and Uid.
Find user tracesUTs = ⋃size(ST)

i=1 ST (i) .User == Uid (1)

Find Similar services Sset = ⋃size(STax)

i=1 STax (i) .Type == Sid.Type (2)

Compute No of Service access NAccess = Count
(∑size(UTs)

i=1
UTS (i) .service == Sid

)
(3)

Compute Service Access Rate SAR = NAccess∑size(UTS)

i=1 UTS (i) .ServiceId == Sid
(4)

Compute Other Service Access Rate OSAR =
∑size(UTS)

i=1 UTS (i) .ServiceId! = Sid
Size(UTS)

(5)

Compute Success Frequency SFr =
∑size(UTS)

i=1 UTS (i) .State == Success&&UTS (i) .Service == Sid∑size(UTS)

i=1 UTS (i) .Service == Sid

(6)

Compute TSS = (SAR × OSAR) × 1
SFr

(7)

Stop

The service growth analysis algorithm measures the trust of the user in support of service growth.
It has been estimated by computing the service frequency as the service access rate, the frequency of
accessing other similar services, and the success frequency of the service. Using all these measures, the
method computes the value of TSS to perform intrusion detection.

3.2 Network Growth Analysis
The performance of a cloud environment greatly depends on how efficiently the network is

being accessed. It is necessary to utilize the network resources efficiently, which directly affects the
performance of the entire cloud environment. Whenever the user requests access to network resources,
it is necessary to measure their trust before allowing the user to access the network resources. The
method performs network growth analysis to measure the user’s trust in accessing network resources.
The network growth analysis is the process of analyzing the support of users in maximizing network
utilization in a trusted way. It has been studied by measuring bandwidth utilization support (BUS)
and data rate support (DRS). The value of BUS is measured by computing the number of service
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packets being sent by the user and the number of them has followed the protocol. The value of DRS is
measured by computing the number of data packets sent by the user and the average data length of the
packets. Also, the method uses the success ratio in measuring the value of Trusted Network Support
(TNS) with all the above-measured values.

Algorithm:
Given: Service Traces ST, User ID Uid, Service Taxonomy STax, Service Id Sid.
Obtain: TNS
Start

Read ST, Uid, Sid.
Find user traces UTs = ⋃size(ST)

i=1 ST (i) .User == Uid

Compute Packet Rate Pr =
∑Size(UTs)

i=1
Count(UTs (i) .packet − count) (8)

Compute Protocol Rate Prr =
∑Size(UTs)

i=1
Count(UTs (i) .protocol == Ok) (9)

Compute BUS = Prr
Pr

Compute average data length Adl =
∑Size(Uts)

i=1 Uts (i) .datalength
Size(UTS)

(10)

Compute DRS = Adl
Pr

(11)

Compute TNS = BUS × 1
DAR

(12)

Stop

The network growth analysis algorithm analyzes the user’s trust in support of network growth.
It has been performed by computing bandwidth utilization support and data rate support generated.
Using both values, the method adds the value of TNS. An estimated TNS value has been used to
perform intrusion detection.

3.3 QoS Growth Analysis
Analyzing a user’s trust toward achieving higher QoS growth is essential in enforcing intrusion

detection. The user’s trust can be measured by measuring different factors to compute the Trust
Quality of service support (TQS). The throughput growth support produced by any user is analyzed
to monitor how the user is supportive of improving the QoS performance of the environment. The
method computes the TQS (Trusted quality of service Support) according to the number of access,
average data transmitted, success ratio, number of failures, malicious access, etc. The method reads
the access trace, computes the number of negative access notices and the total number of entries the
user makes, and calculates the average data transmitted to compute the TQS value to support intrusion
detection.

The above QoS growth analysis measures the user’s trust in supporting the QoS performance of
the user. It has been calculated according to various factors of QoS, and based on that, the value of
TQS is measured to support intrusion detection.
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Algorithm:
Given: Service Traces ST, User ID Uid, Service Taxonomy STax, Service Id Sid.
Obtain: TQS.
Start

Read ST, Uid, Sid.
Find user traces UTs = ⋃size(ST)

i=1 ST (i) .User == Uid

Compute Total Access Count Tac =
∑Size(UTs)

i=1
UTs (i) .ServiceId == Sid (13)

Compute average data transmitted AdT =
∑Size(Uts)

i=1 Uts (i) .datalength
Size(UTS)

(14)

Compute Success Rate SR.

SR =
∑size(UTS)

i=1
UTS (i) .State == Success && UTS (i) .Service == Sid (15)

Compute No of failures Nf.

Nf =
∑size(UTS)

i=1
UTS (i) .State == Failed && UTS (i) .Service == Sid (16)

Compute no of malicious access Nmac.

Nmac =
∑size(UTS)

i=1
UTS (i) .State == Malicious && UTS (i) .Service == Sid (17)

Compute TQS = SR
Tac

× Nmac
Tac

× Nf
Tac

(18)

Stop

3.4 Intrusion Detection
The MFTEM model performs intrusion detection according to further analysis. The user’s trust

is analyzed to support service growth, network growth, and QoS growth. The method uses the access
traces of various services performed by the user. Accordingly, the process receives the user request
and analyzes Service Growth, Network Growth, and QoS growth. Using the result of further growth
analysis, the method computes the value of TUS (Trust User Score). Based on the value of TUS,
the method performs intrusion detection. The value of threshold (Th) is measured according to the
frequency of malicious access identified and the maximum TUS score identified on the malicious
access. At each interval, the value of Th is adjusted to restrict malicious access.

Algorithm:
Given: Service Traces STs, Service Request SR, Service Taxonomy ST
Obtain: Boolean
Start

Read STs, ST, and SR.
Service Requested Sreq = Request ∈ SR
TSS = Perform Service Growth Analysis (STS, Sreq, Uid)
TNS = Perform Network Growth Analysis (STS, Sreq, Uid)

(Continued)
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Algorithm: Continued
TQS = Perform QoS growth analysis (STS, Uid, Sid)

Compute TUS =TNS
TSS

× TQS (19)

If TUS>Th then
Return true

Else
Return false.

End
Stop

The proposed MFTEM intrusion detection model analyzes the user’s trust in service growth,
network growth, and QoS growth. Using the outcome of the analysis, the method computes the value
of the Trusted User Score to classify the user request to perform intrusion detection.

4 Results and Discussion

The Multi-fractal trust evaluation model (MFTEM) intrusion detection is analyzed for its
performance detecting intrusion attacks in a cloud environment. The analysis and detection of
intrusion attacks are performed with the support of service traces maintained by the model belonging
to different services. With the traces maintained, the performance of the proposed model has been
evaluated under various parameters. The details of the case study used for performance evaluation
are displayed in Table 1. The methods are measured for their performance in the below metrics and
compared with the rest of the approaches.

Table 1: Evaluation details

Parameter Value

Tool used Python
Data set Amazon
Platform Microsoft azure
Total records 1 million
No of services 100
No of users 5000

The performance evaluation is conducted based on the E-commerce data set maintained by
Amazon data set. According to the services provided by the Amazon environment, the services are
monitored, and the system maintains traces. Using the trace maintained, the method analyzes the
performance of the proposed system. The Amazon environment maintains the traces of various cloud
services accessed in a data set. There are several services to carry out different E-commerce activities,
and such access traces are maintained in the data set to support intrusion detection.
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Intrusion Detection Accuracy

The methods are measured for their accuracy in detecting intrusion attacks according to the
number of traces available. In each case, the performance is measured and compared with others.

Intrusion Detection Accuracy = TP + TN
TotalAttacks

× 100 (20)

The value of intrusion detection accuracy generated by various approaches in the presence of
various records is measured. The results are compared with others in Table 2, and the MFTEM model
introduces higher intrusion detection accuracy.

Table 2: Analysis of intrusion detection accuracy

Intrusion detection accuracy %

No of records 3 Lakhs 5 Lakhs 10 Lakhs

VMShield 73 77 82
Deep-IFS 79 85 87
PSBSA 87 93 98
MFTEM 89 95 99

The value of intrusion detection accuracy produced by various approaches is measured and
compared in Fig. 2. The proposed MFTEM model has made higher accuracy compared to other
methods.

Figure 2: Analysis of intrusion detection accuracy

False Ratio in Intrusion Detection

The ratio of false classification introduced by different approaches is measured according to
several True Negative (TN) and False Positive (FP) classifications made by the algorithm. It has been
calculated as follows.

FRID = FP + TN
Total Attacks

× 100 (21)

The false ratio in intrusion detection is measured for different methods and presented in Table 3.
The proposed MFTEM model produces less false ratio compared to other models.
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Table 3: Analysis of false ratio in intrusion detection

False ratio in intrusion detection %

No of records 3 Lakhs 5 Lakhs 10 Lakhs

VMShield 27 23 18
Deep-IFS 21 15 13
PSBSA 13 7 2
MFTEM 11 5 1

The value of false classification introduced by the various models is presented in Fig. 3. The
proposed model introduces fewer false ratios than others.

Figure 3: Analysis of false ratio in intrusion detection

Time Complexity

The value of time complexity introduced by different approaches is measured and presented in
Table 4.

Table 4: Analysis of time complexity in intrusion detection

Time complexity in intrusion detection in seconds

No of records 3 Lakhs 5 Lakhs 10 Lakhs

VMShield 28 43 78
Deep-IFS 25 35 67
PSBSA 17 27 42
MFTEM 15 24 36

The time complexity in detecting the intrusion attack is measured for various approaches and
presented in Table 4. The proposed MFTEM model introduces less time complexity than others.

The value of time complexity produced by different approaches is measured and presented in
Fig. 4. The proposed model makes less time complexity compared to others.
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Figure 4: Analysis of time complexity in intrusion detection

5 Conclusion

This article presented a novel multi-fractal trust evaluation model (MFTEM) for intrusion
detection. The model works according to the traces maintained by Amazon, and intrusion detection
is performed based on the service traces. The model reads the service traces and analyzes service
growth, network growth, and service growth quality to measure users’ support. The method computes
the trust user score according to the trust support values obtained from various growth factors. The
method analyzes the service, network, and QoS growth to measure the support factors. According to
the value of TUS measured, the process performs intrusion detection. The proposed MFTEM model
improves the performance in intrusion detection by up to 99%. Further, the work can be extended by
incorporating time-variant measures toward detecting intrusion attacks.
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