
ARTICLE

The Relationship between Internet Addiction
and Cyberbullying Perpetration: A Moderated
Mediation Model of Moral Disengagement
and Internet Literacy
Wan Xiao1,* and Miaoting Cheng2,*

1Department of Educational Technology, School of Education Science and Technology, Nanjing University of Posts and
Telecommunications, Nanjing, 210023, China
2Department of Educational Technology, Faculty of Education, Shenzhen University, Shenzhen, 518060, China

*Corresponding Authors: Wan Xiao. Email: xiaow@njupt.edu.cn; Miaoting Cheng. Email: chengmt1@szu.edu.cn

Received: 18 June 2023 Accepted: 12 October 2023 Published: 29 December 2023

ABSTRACT

Internet addiction and cyberbullying have emerged as significant global mental health concerns in recent years. Although previous
studies have shown a close association between Internet addiction and cyberbullying, the underlying mechanisms connecting these
two phenomena remain unclear. Therefore, this study aimed to reveal the mechanisms involved between Internet addiction and
cyberbullying perpetration from the perspective of cognition function. This study recruited 976 Chinese youth through online
survey, using the short version of Internet Addiction Test (s-IAT), Chinese Cyberbullying Intervention Project Questionnaire
(C-CIPQ), Cyberbullying Moral Disengagement Scale (CMDS), and Internet Literacy Questionnaire (ILQ) to investigate the
relationship between Internet addiction, moral disengagement, Internet literacy and cyberbullying perpetration. The key
findings of this study were as follows: after controlling gender and age, (1) Internet addiction had a significant positive
predictive effect on cyberbullying perpetration; (2) moral disengagement acted as a mediator between Internet addiction and
cyberbullying perpetration; and (3) Internet literacy played a moderating role between moral disengagement and cyberbullying
perpetration. In conclusion, there was a moderated mediating effect between Internet addiction and cyberbullying perpetration,
contributing to a better understanding of the relationship between these two phenomena.
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Introduction

In the digital age, the Internet has become an essential
“habitat” for citizens worldwide. According to the 2021
Internet World Statistics, the number of global Internet
users reached 5.16 billion by March 31, 2021. In China,
there were 1.032 billion netizens by December 2021,
according to the latest report from the Chinese Internet
Network Information Center. Although the Internet
provides tremendous convenience for interpersonal
communication, information seeking, and entertainment in

our daily life, various online problem behaviors have also
emerged inevitably with its continuous popularization [1,2].

Internet addiction and cyberbullying are critical online
problem behaviors that have become widespread worldwide
in recent years. According to a meta-analysis that reviewed
studies from 31 nations across seven world regions, the
global occurrence of Internet addiction was approximately
6% [3], and had increased exponentially during the COVID-
19 pandemic [4,5]. Meanwhile, a meta-analysis based on 80
international studies showed that the incidence of
cyberbullying had reached about 15% [6]. More specifically,
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the prevalence of cyberbullying perpetration varied from 7%
to 26.8% in Europe [7] and ranged from 17.6% to 58.7% in
China [8,9], and was still increasing year by year [10–12].

According to the problem behavior theory [13,14],
individuals who exhibit one problematic behavior are likely
to engage in other risky behaviors [15]. Therefore, this study
aims to explicate the relationship between Internet addiction
and cyberbullying perpetration while unveiling the
underlying mechanisms from a cognitive function perspective.

Internet addiction and cyberbullying perpetration
Internet addiction, also known as problematic Internet use
[16,17], involves a loss of control over Internet usage that
might lead to the development and maintenance of
addictive symptomatology, specifically causing physical,
emotional, social, or even functional impairments [18,19].
Cyberbullying, meanwhile, is an aggressive behavior that
intentionally and repeatedly conducted through electronic
means, such as email, blogs, instant messages, and text
messages, to harm others who cannot easily defend themself
[20–22]. The main forms of cyberbullying include sending
insulting or threatening messages, displaying embarrassing
graphics or pictures, spreading rumors on the Internet,
excluding someone from online communication, disclosure
of privacy, and online disguised identity [23–25]. There are
three main roles in cyberbullying: cyberbullying
perpetration, victimization, and bystanders. Cyberbullying
perpetration refers to actively engaging in bullying behavior
through electronic communication platforms or online
spaces. Cyberbullying victimization, on the other hand,
refers to the experience of being bullied through electronic
means. Cyberbullying bystanders are individuals who
witness or are aware of cyberbullying incidents taking place
but are not directly involved as either the victim or the
perpetrator [21]. Compared to cyberbullying victimization
and bystanders, cyberbullying perpetration involves active
behaviors that intentionally harm others and can lead to
serious negative consequences. Therefore, this study
specifically focuses on the examination of cyberbullying
perpetration.

A growing body of prior research has demonstrated that
Internet addiction can result in poor academic performance,
strained family and peer relations, depression, and even
more serious mental health problems [26–29]. These
negative results caused by Internet addiction may serve as
risk factors for cyberbullying perpetration. For instance,
individuals who prefer online communication without being
fully aware of the risks of sharing personal information may
be more susceptible to engaging in cyberbullying [30].
Additionally, the cognitive distortion arising from excessive,
impulsive or addictive use of Internet could increase the
likelihood of cyberbullying incidents [31]. Moreover,
interpersonal conflicts derive from Internet addiction may
also contribute to cyberbullying behaviors [32]. Empirical
studies have also proved that individuals with Internet
addiction are more likely to experience cyberbullying
problems [33–37]. To be more specific, research results have
shown a significant positive correlations between
problematic Internet use and cyberbullying perpetration
among Chinese adolescents [2]. Similarly, a longitudinal

study conducted over six months also found that Internet
addiction could significantly predict increasing cyberbullying
perpetration among Spanish adolescents [15]. Therefore, we
proposed the following hypothesis:

Hypothesis 1 (H1): Internet addiction will positively
affect cyberbullying perpetration.

The mediating role of moral disengagement
Moral disengagement is a cognitive restructuring process that
allows individuals to disassociate themselves from their
internal moral standards and engage in unethical behaviors.
It enables individuals redefine their cognitive-behavioral
tendencies, reducing feelings of guilt and shame toward
victims [38]. More specifically, moral disengagement
includes eight mechanisms: moral justification, euphemistic
labeling, advantageous comparison, displacement of
responsibility, diffusion of responsibility, distortion of
consequences, dehumanization, and attribution of blame
[39]. Given the characteristics of cyberspace, which is
public, invisible, and shareable, with no spatial and temporal
boundaries [40], individuals may view it as an emotional
outlet and even ignore the social norms and social pressures
from the real world [41]. Consequently, the virtual online
world becomes a crucial social environment for moral
disengagement [38,39], and individuals addicted to the
Internet may show higher levels of moral disengagement
compared to others. Accordingly, the following hypothesis
was proposed:

Hypothesis 2 (H2): Internet addiction will positively
affect moral disengagement.

Meanwhile, previous studies have also suggested moral
disengagement as a significant predictor of cyberbullying
behavior [42,43]. For instance, Gini et al. (2014) conducted
a meta-analysis to examine the relationship between moral
disengagement and aggressive behavior among children and
youth, revealing that moral disengagement was positively
associated with aggression behavior with medium effect
sizes (r = 0.27), bullying (r = 0.25), and cyberbullying (r =
0.31) [10]. Similarly, Zhao et al. (2021) conducted a review
of 38 studies (N = 38,425) investigating the relationship
between moral disengagement and cyberbullying in
adolescents and adults, concluding that there was a positive
correlation with medium intensity (r = 0.341) [44]. Hence,
this study hypothesized that:

Hypothesis 3 (H3): Moral disengagement will positively
affect cyberbullying perpetration.

The moderating role of internet literacy
Internet literacy refers to individuals’ specific knowledge,
skills, and competencies in using the Internet functionally
[1,45]. It is also known as information literacy [46], digital
literacy [47], or new media literacy [48]. Stodt et al. (2016)
proposed a four-dimension concept of Internet literacy,
including technical expertise, reflection and critical analysis,
production and interaction, and self-regulation [1]. Apart
from technical expertise in handling Internet applications
and relevant software, this concept emphasizes individuals’
ability to evaluate online information critically, use media
interactively, become an active producer of online content,
and self-regulate online behavior [1,49]. Obviously, Internet
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literacy involves a series of cognitive processes and would
greatly impact individuals’ functional Internet use. Given
that moral disengagement is a process of cognitive
restructuring, individuals’ Internet literacy levels and moral
disengagement may be related and interact with each other.
Specifically, individuals with lower Internet literacy may
have difficulties in critical thinking and self-regulation in
online communication, and are likely to demonstrate higher
moral disengagement levels, resulting in a more serious
cyberbullying perpetration problem. On the contrary,
individuals with higher Internet literacy can evaluate online
content critically and control themselves effectively. In this
case, they are less likely to involve in moral disengagement,
thus reducing cyberbullying perpetration behaviors. Hence,
this study expected that Internet literacy acted as a
moderator between moral disengagement and cyberbullying
perpetration. We hypothesized that:

Hypothesis 4 (H4): Internet literacy will moderate the
association between moral disengagement and cyberbullying
perpetration.

Drawing on the literature review and research questions,
we proposed the following research model (see Fig. 1).

Material and Methods

Participants and procedures
The participants were recruited through an online survey
using convenience sampling method. The study was
introduced briefly at the beginning of the survey,
emphasizing the anonymity of the questionnaire and its sole
use for academic research purposes. Written consents were
obtained from all individual participants who took part in
the data collection process. A total of 1045 questionnaires
were collected. To ensure data quality, all collected data
were carefully screened, and invalid samples were eliminated
from the study. For example, questionnaires completed
within 90 s were excluded from the analysis as it was
deemed that such short completion times might not allow
participants sufficient time to provide accurate responses to
the questions. Additionally, questionnaires completed by
participants aged below 15 or above 25 were excluded, as
the focus of the study was on youth aged between 15 and
25. Moreover, samples with irregular responses, such as
providing the same answer for all questions, were also
considered invalid and excluded from the analysis. After the
screening process, the final sample consisted of 976
participants, resulting in a response rate of 93.04%. Among

these participants, 450 were males (46.10%) and 526 were
females (53.90%). Regarding age distribution, 640
participants were aged from 15 to 17 years old (65.60%),
while 336 participants were aged from18 to 24 years old
(34.40%).

Measures
The short version of internet addiction test (s-IAT)
Internet Addiction was measured using the s-IAT [50], which
was a short version of Young’s (1998) original Internet
Addiction Test [51]. The s-IAT consists of two sub-scales,
namely “loss of control/time management” and “craving/
social problems”, with 6 items in each sub-scale. A sample
item from the “loss of control/time management” is “I tried
to reduce the amount of time I spent online but failed.” The
participants were invited to evaluate their experiences and
symptoms of excessive Internet use in their daily life. Items
were rated on a 5-point Likert scale ranging from 1 (never)
to 5 (very often), with a higher score indicating a higher
level of Internet addiction symptoms. The reliability of the
scale in the study was α = 0.926.

The Chinese cyberbullying intervention project questionnaire
(C-CIPQ)
The C-CIPQ, which was adapted and validated by Zhu et al.
(2022), was applied in this study [52]. The C-CIPQ includes
two sub-scales, including cyberbullying perpetration and
cyberbullying victimization. The 7-item cyberbullying
perpetration sub-scale was used to assess individuals’
engagement in cyberbullying perpetration behaviors (e.g., “I
spread rumors about someone on the Internet”). Each item
was rated on a 5-point Likert scale (1 = never to 5 = very
often), with higher scores indicating more frequent
involvement in cyberbullying perpetration. The scale
demonstrated excellent reliability in this study (α = 0.963).

The cyberbullying moral disengagement scale (CMDS)
Moral disengagement was measured using the CMDS, an 8-
item measure of moral disengagement designed specifically
for the cyberbullying context [53]. Each of the eight items
represented one of the eight moral disengagement
mechanisms proposed by Bandura et al. (1996), including
moral justification, euphemistic language, advantageous
comparison, displacement of responsibility, diffusion of
responsibility, distorting consequences, attribution of blame,
and dehumanizing [38]. For example, the item measuring
the euphemistic language mechanism was “Sending a mean
message about someone using mobile phones or the internet
is just a way of joking around.” Participants were asked to
rate their level of agreement with each statement on a 5-
point Likert scale (1 = strongly disagree to 5 = strongly
agree), with higher scores indicating greater tendencies to
engage in moral disengagement. The reliability of the scale
in the study was α = 0.921.

The internet literacy questionnaire (ILQ)
The ILQ was applied to measure individuals’ Internet literacy
[1]. The ILQ consists of 18 items that indicate four dimensions
of Internet literacy: technical expertise, reflection and critical
analysis, production and interaction, and self-regulation. For

FIGURE 1. Proposed moderated-mediation model of relationship
between internet addiction and cyberbullying perpetration.
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example, one of the items used to measure self-regulation
ability in Internet use was “When I am online, I make sure
that my Internet use does not negatively affect my private
life.” Participants were asked to rate each item on a 5-point
Likert scale, ranging from 1 (strongly disagree) to 5
(strongly agree). A higher score on ILQ indicated a higher
level of Internet literacy. The scale had excellent reliability
in this study, with a Cronbach’s alpha of 0.960.

Data analysis
The data collected in this study were analyzed using SPSS 25.0
and PROCESS 3.5, a computational procedure for SPSS and
SAS that implemented moderation or mediation analysis as
well as their combination in an integrated conditional
process model (i.e., mediated moderation and moderated
mediation). Specifically, Harman’s one-way test was initially
conducted to prevent potential common method bias. Next,
descriptive statistics were examined, and a correlation
analysis was performed to explore the relationships between
variables. To test for the mediating role of moral
disengagement, Hayes’s PROCESS macro (version 4.0)
Model 4 was utilized. Finally, the moderated mediation
model for Internet addiction and cyberbullying perpetration
was tested using the PROCESS macro Model 14, followed
by simple slope analysis. To examine the mediation and
moderated mediation effects, bootstrap procedures were
applied with a bias-corrected bootstrapping (n = 5,000) with
95% confidence intervals (CI). An effects was considered
significant when the confidence intervals did not include
zero. Additionally, gender and age, which have shown
significant associations with both Internet addiction [54,55]
and cyberbullying perpetration [10,25] in relevant studies,
were used as control variables in the data analysis.

Results

Common method bias detection
Since this study relied on self-reported questionnaires to
collect all data, it was important to control and test for
common method bias. During the data collection phrase, we
used an anonymous survey to control potential common
method bias. After completing the data collection, Harman’s
one-way test was performed on the variables. The results of
the test showed that six factors had eigenvalues greater than
1, and the interpretation rate of the first factor was 24.34%.
This percentage was below the critical standard of 40%,
indicating that there was no obvious common method bias
in this study.

Descriptive statistics and correlation analysis
Table 1 showed the means and standard deviations of the
variables, along with the correlations between them.
According to Table 1, Internet addiction was positively
correlated with moral disengagement (r = 0.192, p < 0.001)
and cyberbullying perpetration (r = 0.316, p < 0.001).
Furthermore, moral disengagement was positively correlated
with cyberbullying perpetration (r = 0.380, p < 0.001).
Besides, Internet literacy was positively correlated with
moral disengagement (r = 0.075, p < 0.05), while it had no

significant correlation with Internet addiction and
cyberbullying perpetration.

Mediating effect test
We conducted the PROCESS macro Model 4 to examine the
mediating effect of moral disengagement while controlling
for gender and age, and the result was shown in Tables 2
and 3. According to Table 2, Internet addiction significantly
predicted cyberbullying perpetration (β = 0.168, t = 8.674,
p < 0.001) and moral disengagement (β = 0.139, t = 6.087,
p < 0.001), thereby supporting Hypothesis 1 and Hypothesis
2. Additionally, moral disengagement significantly predicted
cyberbullying perpetration (β = 0.303, t = 11.375, p < 0.001),
supporting Hypothesis 3. Furthermore, based on the
bootstrap procedure results shown in Table 3, there was a
significant mediating effect of moral disengagement, as the
CI at 95% [0.022, 0.065] did not include the zero. The direct
effect (β = 0.261) and the indirect effect (β = 0.065)
accounted for the total effect (β = 0.326) of 80.06% and
19.94%, respectively. Therefore, moral disengagement
mediated the relationship between Internet addiction and
cyberbullying perpetration.

Moderated mediating effect test
We tested the moderated mediation model of Internet
addiction and cyberbullying perpetration with PROCESS
macro Model 14, and further examined the simple slope.
The results were presented in Tables 4, 5, and Fig. 2. As

TABLE 1

Means, Standard deviations, and Pearson’s correlation coefficient
between observed variables (N = 976)

Var M SD IA CP MD IL

IA 2.555 0.846 –

CP 1.326 0.545 0.316*** –

MD 1.330 0.599 0.192*** 0.380*** –

IL 3.268 0.841 0.028 -0.060 0.075* –

Note: IA, Internet Addiction; CP, Cyberbullying Perpetration; MD, Moral
Disengagement; IL, Internet Literacy. *p < 0.05. **p < 0.01. ***p < 0.001.

TABLE 2

Mediating effect test of MD between IA and CP (N = 976)

MD CP

Variables β SE t β SE t

Constant 1.207 0.091 13.268*** 0.750 0.082 9.128***

Gender −0.172 0.037 −4.608*** −0.068 0.031 −2.176*

Age 0.024 0.041 0.601 −0.112 0.034 −3.324**

IA 0.139 0.023 6.087*** 0.168 0.019 8.674***

MD 0.303 0.027 11.375***

R2 0.062 0.217

F 21.441*** 67.141***
Note: IA, Internet Addiction; CP, Cyberbullying Perpetration; MD, Moral
Disengagement; IL, Internet Literacy. *p < 0.05. **p < 0.01. ***p < 0.001.
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presented in Table 4, while controlling for gender and age,
Internet addiction had a significant influence on moral
disengagement (β = 0.139, t = 6.087, p < 0.001) and
cyberbullying perpetration (β = 0.173, t = 9.150, p < 0.001).
What’s more, moral disengagement significantly predicted
cyberbullying perpetration (β = 0.358, t = 13.207, p < 0.001),
and the interaction between moral disengagement and
Internet literacy had a significant impact on cyberbullying
perpetration (β = −0.182, t = −6.489, p < 0.001), supporting
Hypothesis 4. Meanwhile, the index of moderated mediation
was −0.025 with a 95% CI of [−0.044, −0.010]. Therefore,
the conceptual model proposed in this study was supported.
Specifically, the relationship between Internet addiction and
cyberbullying perpetration was mediated by moral

disengagement, and this indirect effect was further
moderated by Internet literacy.

Fig. 2 depicted a visual representation of the interaction
effect between moral disengagement and Internet literacy on
cyberbullying perpetration. The figure revealed that moral
disengagement positively affected cyberbullying perpetration
no matter how Internet literacy differs. However, the impact
was weaker when individuals’ Internet literacy level was
higher (simple slope = 0.205, t = 6.675, p < 0.001).
Conversely, when individuals’ Internet literacy level was
lower, the impact was stronger (simple slope = 0.511, t =
12.597, p < 0.001), demonstrating that Internet literacy acted
as a buffer in this process.

TABLE 3

Mediating effect of MD between IA and CP (N = 976)

Influence path Std. Effect Effect Boot
SE

Boot
LLCI

Boot
ULCI

Percentage

Total effect of IA on CP 0.326 0.210 0.020 0.170 0.250 100%

Direct effect of IA on CP 0.261 0.168 0.019 0.130 0.206 80.06%

Indirect effect of IA on CP via MD 0.065 0.042 0.011 0.022 0.065 19.94%
Note: The standardized coefficients are listed, thus they can be compared to determine the relative strength of different influence path in the model. IA, Internet
Addiction; CP, Cyberbullying Perpetration; MD, Moral Disengagement; IL, Internet Literacy.

TABLE 4

Moderated mediating effect test of MD between IA and CP (N = 976)

MD CP

Variables β SE t β SE t

Constant −0.123 0.091 −1.358 1.153 0.074 15.624***

Gender −0.172 0.037 −4.608*** −0.067 0.031 −2.206*

Age 0.024 0.041 0.601 −0.117 0.033 −3.543***

IA 0.139 0.023 6.087*** 0.173 0.019 9.150***

MD 0.358 0.027 13.207***

IL −0.077 0.018 −4.240***

MD*IL −0.182 0.028 −6.489***

R2 0.062 0.257

F 21.441*** 55.970***
Note: IA, Internet Addiction; CP, Cyberbullying Perpetration; MD, Moral Disengagement; IL, Internet Literacy. *p < 0.05. **p < 0.01. ***p < 0.001.

TABLE 5

Conditional indirect effects of IA on CBP via MD under different
levels of IL (N = 976)

Levels of IL Effect BootSE BootLLCI BootULCI

Low (M-1SD) 0.071 0.018 0.039 0.111

Medium (M) 0.050 0.013 0.027 0.077

High (M+1SD) 0.028 0.010 0.011 0.050
Note: IA, Internet Addiction; CP, Cyberbullying Perpetration; MD, Moral
Disengagement; IL, Internet Literacy.

FIGURE 2. The moderating effect of IL (Internet Literacy) between
MD (Moral Disengagement) and CP (Cyberbullying Perpetration).
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Further comparing the indirect effects of Internet
addiction on cyberbullying perpetration at different levels of
moral disengagement (M−1SD, M, and M+1SD), Table 5
showed that the indirect effect was particularly significant
for youth with low levels of Internet literacy (conditional
indirect effect = 0.071, 95% CI = [0.039, 0.111]). The
indirect effect was likewise significant for youth with high
levels of Internet literacy, but was much weaker than the
former (conditional indirect effect = 0.028, 95% CI = [0.011,
0.050]). It indicated that Internet literacy weakened the
indirect effects of moral disengagement between Internet
addiction and cyberbullying perpetration. In other words,
individuals with higher Internet literacy were better
equipped to resist the negative influence of moral
disengagement on engaging in cyberbullying perpetration.

Discussion

Theoretical contributions
Today’s youth are growing up in an increasingly digital world,
where the Internet serves as a vital platform for social
interaction and recreation. However, the social issues in the
virtual world should not be neglected. Among these issues,
Internet addiction and cyberbullying are two prevalent and
concerning phenomena that have drawn great concern from
researchers worldwide. This study tests the positive
relationship between Internet addiction and cyberbullying,
and further revealed the underlying cognition mechanisms
between them.

First, we test the mediation effect of disengagement on
the relationship between Internet addiction and
cyberbullying perpetration. Previous literature has explored
that media-related factors of Internet addiction may cause
cyberbullying perpetration. For example, it has been
reported that the exposure to violent media content
significantly augments the risks of becoming a cyberbullying
perpetrator, especially in males [56,57]. In addition,
interpersonal conflicts derive from Internet addiction may
result in cyberbullying [32]. Nevertheless, limited attention
has been given to the cognitive-related factors of Internet
addiction leading to cyberbullying perpetration. Our study
highlights the significance of moral disengagement as a
crucial mediating factor in this relationship. The findings of
our study indicate that individuals with Internet addiction
tend to exhibit higher levels of moral disengagement, which,
in turn, increases their likelihood of perpetrating
cyberbullying behaviors.

Furthermore, our study also reveals the moderating role
of Internet literacy in the indirect effect of Internet addiction
on cyberbullying perpetration, which is mediated by moral
disengagement. According to Stodt et al. (2016), Internet
literacy consists of four dimensions, including technical
expertise, reflection and critical analysis, production and
interaction, and self-regulation [1]. Previous studies have
demonstrated that both Internet addiction and
cyberbullying are associated with lower levels of Internet
literacy among individuals [33], and cyberbullying
perpetrators especially display weaker skills in reflecting on

Internet content and self-regulation [1]. However, it is
unclear how Internet literacy works in the cognitive process
when youth involved in these phenomena. Our study reveals
that Internet literacy moderated the indirect effects of moral
disengagement between Internet addiction and
cyberbullying perpetration and worked as a buffer in this
process. In our findings, we observe that higher levels of
Internet literacy weakens the impact of moral
disengagement on cyberbullying perpetration, whereas lower
levels of Internet literacy strengthen this relationship.

Practical implications
This study explores the relationship between Internet
addiction and cyberbullying perpetration from a cognition
perspective, providing a more comprehensive understanding
of the underlying mechanisms between these two
phenomena. The findings of this study carry significant
implications for future research in the field of online
behavior and mental health. Moreover, the implications of
our study extend beyond academia to inform practical
intervention strategies for various stakeholders, including
parents, teachers, school administrators, and relevant
government departments. Firstly, the study emphasizes the
correlations of Internet addiction and cyberbullying
perpetration, suggesting that both issues should be
addressed simultaneously in prevention and intervention
efforts. Secondly, this study sheds light on the crucial
mediating role of moral disengagement between Internet
addiction and cyberbullying perpetration. As such,
interventions should target moral disengagement as a key
factor influencing cyberbullying perpetration. Establishing
and promoting norms within online communities become a
vital strategy in this regard. By fostering a culture of moral
self-discipline, individuals are encouraged to recognize the
ethical implications of their actions in the digital realm,
guiding them towards adopting healthy online behaviors
and regulating problematic Internet use. Finally, the study
finds that Internet literacy serves as a buffer that mitigates
the negative influence of moral disengagement on
cyberbullying perpetration. It suggests that individuals with
higher Internet literacy are better equipped to critically
evaluate online content and regulate their online behavior,
which can help reduce the negative impact of moral
disengagement on cyberbullying perpetration. This result
highlights the importance of enhancing Internet literacy
among youth as a preventive strategy to reduce the
likelihood of engaging in cyberbullying perpetration. For
example, we can incorporate reflective skills and self-
regulative techniques into existing curricula of media
competence, or developed targeted training programs to
empower young individuals to think critically, self-regulate
their behavior, and navigate online spaces responsibly. By
considering these research findings, stakeholders can
develop comprehensive strategies to address Internet
addiction and cyberbullying perpetration effectively. These
efforts will contribute to promoting healthy Internet use and
fostering a safer and more responsible online environment
for youth.
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Limitations and Future Directions

This study offers valuable insights for understanding the
cognitive process between Internet addiction and
cyberbullying perpetration; however, it is essential to
acknowledge its limitations and identify potential directions
for future research. First of all, the study focused on Chinese
youth aged between 15 and 25, which may limit the
generalizability of the findings to other age groups or
cultural contexts. Future research should consider a more
diverse sample, including participants from different age
groups and culture backgrounds, to enhance the external
validity of the findings. Moreover, the study employes a
cross-sectional design, which only captured data at a single
point in time. Since the variables in this study may be
influenced by time, it would contribute to a better
understanding of the research model if conducting tracking
studies in future research. Therefore, we suggest that future
studies could adopt longitudinal or experimental designs to
examine the temporal associations between the studied
variables. Furthermore, our study includes age and gender
as control variables because previous research has shown
that they can influence both Internet addiction and
cyberbullying perpetration. Nevertheless, there are other
factors, such as education, crime-related characteristics,
would related to both Internet addiction and cyberbullying
perpetration [58]. Future research should take more control
variables into consideration and conduct a more thorough
analysis to explore the moderating effects of these variables.

Conclusion

This study constructs a moderated mediation model to
examine the relationship between Internet addiction and
cyberbullying perpetration, with the mediating role of moral
disengagement and the moderating effect of Internet
literacy. The results show that Internet addiction has a
positive predictive effect on cyberbullying perpetration, in
which moral disengagement plays a mediating role. In
addition, Internet literacy has a moderating effect on the
second half of the mediating path between Internet
addiction and cyberbullying perpetration. Specifically, at a
high level of Internet literacy, moral disengagement has a
less significant positive predictive effect on cyberbullying
perpetration. Overall, these findings contribut to the
growing body of knowledge on the relationship between
Internet addiction and cyberbullying perpetration and reveal
the cognitive mechanisms under them.

Acknowledgement:We acknowledge all participants involved
in this research and those who helped in recruiting.

Funding Statement: This study was supported by the Social
Sciences Research Funding of Jiangsu Province (Grant No.
19JYC002), Humanities and Social Sciences Research
Funding of Minister of Education in China (Grant No.
20YJC880104), Postdoctoral Research Funding of Jiangsu
Province (Grant No. 2021K460C), and Shenzhen Education
Science Planning Project (Grant No. zdzz22008).

Author Contributions: The authors confirm contribution to
the paper as follows: study conception and design: Wan Xiao;
data collection: Wan Xiao; analysis and interpretation of
results: Wan Xiao; draft manuscript preparation: Wan Xiao;
manuscript revision: Miaoting Cheng. All authors reviewed
the results and approved the final version of the manuscript.

Availability of Data and Materials: The raw data supporting
the conclusions of this article will be made available by the
author, without undue reservation.

Ethics Approval: The studies involving human participants
were reviewed and approved by the Ethics Committee in the
College of Education Science and Technology at Nanjing
University of Posts and Telecommunications. The
participants provided their written informed consent to
participate in this study.

Conflicts of Interest: The authors declare that they have no
conflicts of interest to report regarding the present study.

References

1. Stodt B, Wegmann E, Brand M. Predicting dysfunctional
Internet use: the role of age, conscientiousness, and internet

literacy in internet addiction and cyberbullying. Int J of Cyber

Behav, Psychol Learn. 2016;6(4):28–43.

2. He N, Houmei H, Wang M, Li H. Problematic internet use and
cyberbullying perpetration among Chinese adolescents: the

mediating and moderating roles of negative emotions. Int J

Ment Health Ad. 2023;21:1515–33.

3. Cheng C, Li AYL. Internet addiction prevalence and quality of
(real) life: a meta-analysis of 31 nations across seven world

regions. Cyberpsychol, Behav, Soci Netw. 2014;17(12):755–60.

4. Fegert JM, Vitiello B, Plener PL, Clemens V. Challenges and
burden of the Coronavirus 2019 (COVID-19) pandemic for

child and adolescent mental health: a narrative review to

highlight clinical and research needs in the acute phase and the

long return to normality. Child Adol Psych Men. 2020;14:1–11.

5. Guessoum SB, Lachal J, Radjack R, Carretier E, Minassian S,
Benoit L, et al. Adolescent psychiatric disorders during the

COVID-19 pandemic and lockdown. Psychiat Res. 2020;

291:113264.

6. Modecki KL, Minchin J, Harbaugh AG, Guerra NG, Runions KC.
Bullying prevalence across contexts: a meta-analysis measuring

cyber and traditional bullying. J Adolescent Health. 2014;

55(5):602–11.

7. Sorrentino A, Baldry AC, Farrington DP, Blaya C. Epidemiology
of cyberbullying across Europe: differences between countries

and genders. Educ Sci: Theo Pract. 2019;19(2):74–91.

8. Fan CY, Chu XW, Zhang M, Zhou ZK. Are narcissists more
likely to be involved in cyberbullying? Examining the

mediating role of self-esteem. J Interpers Violence. 2019;

34(15):3127–50.

9. Yang X, Wang Z, Chen H, Liu D. Cyberbullying perpetration
among Chinese adolescents: the role of interparental conflict,

moral disengagement, and moral identity. Child Youth Serv

Rev. 2018;86:256–63.

IJMHP, 2023, vol.25, no.12 1309



10. Gini G, Pozzoli T, Hymel S. Moral disengagement among
children and youth: a meta-analytic review of links to
aggressive behavior. Aggressive Behav. 2014;40(1):56–68.

11. Kowalski RM, Limber SP, McCord A. A developmental approach
to cyberbullying: prevalence and protective factors. Aggress
Violent Beh. 2019;45:20–32.

12. Zhu C, Huang S, Evans R, Zhang W. Cyberbullying among
adolescents and children: a comprehensive review of the global
situation, risk factors, and preventive measures. Front in public
health. 2021;9:634909.

13. Jessor R. Problem-behavior theory, psychosocial development,
and adolescent problem drinking. Brit J Addict. 1987;82(4):
331–42.

14. Jessor R. Risk behavior in adolescence: a psychosocial framework
for understanding and action. J Adolescent Health. 1991;
12(8):597–605.

15. Gámez-Guadix M, Borrajo E, Almendros C. Risky online
behaviors among adolescents: longitudinal relations among
problematic internet use, cyberbullying perpetration, and
meeting strangers online. J Behav Addict. 2016;5(1):100–7.

16. De Leo JA, Wulfert E. Problematic internet use and other risky
behaviors in college students: an application of problem-
behavior theory. Psychol Addict Behav. 2013;27(1):133–41.

17. Huang Y, Xu L, Mei Y, Wei Z, Wen H, Liu D. Problematic
internet use and the risk of suicide ideation in Chinese
adolescents: a cross-sectional analysis. Psychiat Res. 2020;290:
112963.

18. Lopez-Fernandez O. How has internet addiction research
evolved since the advent of internet gaming disorder? An
overview of cyberaddictions from a psychological perspective.
Current Addiction Reports. 2015;2(3):263–71.

19. Moreno MA, Jelenchick LA, Christakis DA. Problematic internet
use among older adolescents: a conceptual framework. Comput
Hum Behav. 2013;29(4):1879–87.

20. Smith PK, Mahdavi J, Carvalho M, Fisher S, Russell S, Tippett N.
Cyberbullying: its nature and impact in secondary school pupils.
J Child Psychol Psyc. 2008;49(4):376–85.

21. Kowalski RM, Giumetti GW, Schroeder AN, Lattanner MR.
Bullying in the digital age: a critical review and meta-analysis
of cyberbullying research among youth. Psychol Bull.
2014;140(4):1073–137.

22. Chan TK, Cheung CM, Lee ZW. Cyberbullying on social
networking sites: a literature review and future research
directions. Inform Manage. 2021;58(2):103411.

23. Patchin JW, Hinduja S. Cyberbullying and self-esteem. J School
Health. 2010;80(12):614–21.

24. Perren S, Corcoran L, Mc Guckin C, Cowie H, Dehue F, Völlink
T, et al. Tackling cyberbullying: review of empirical evidence
regarding successful responses by students, parents, and
schools. University of Leicester, Journal contribution. 2012;
https://hdl.handle.net/2381/31446 (accessed on 18/06/2022)

25. Zych I, Gómez-Ortiz O, Fernández Touceda L, Nasaescu E,
Llorent VJ. Parental moral disengagement induction as a
predictor of bullying and cyberbullying: mediation by
children’s moral disengagement, moral emotions, and
validation of a questionnaire. Child Indic Res. 2020;13:1065–83.

26. Zhang Y, Qin X, Ren P. Adolescents’ academic engagement
mediates the association between internet addiction and
academic achievement: the moderating effect of classroom
achievement norm. Comput Hum Behav. 2018;89:299–307.

27. Milani L, Osualdella D, Di Blasio P. Quality of interpersonal
relationships and problematic internet use in adolescence.
Cyberpsychol Behav. 2009;12(6):681–4.

28. Li JB, Lau JT, Mo PK, Su XF, Tang J, Qin ZG, et al. Insomnia
partially mediated the association between problematic internet
use and depression among secondary school students in China.
J Behav Addict. 2017;6(4):554–63.

29. Zhou N, Cao H, Liu F, Wu L, Liang Y, Xu J, et al. A four-wave,
cross-lagged model of problematic internet use and mental
health among Chinese college students: disaggregation of
within-person and between-person effects. Dev Psychol.
2020;56(5):1009–21.

30. Méndez I, Jorquera Hernández AB, Ruiz-Esteban C. Profiles of
mobile phone problem use in bullying and cyberbullying
among adolescents. Front Psychol. 2020;11:596961.

31. Casas JA, Del Rey R, Ortega-Ruiz R. Bullying and cyberbullying:
convergent and divergent predictor variables. Comput Hum
Behav. 2013;29(3):580–7.

32. Sureda Garcia I, López Penádes R, Rodríguez Rodríguez R,
Sureda Negre J. Cyberbullying and internet addiction in gifted
and nongifted teenagers. Gifted Child Quart. 2020;64(3):
192–203.

33. Chang FC, Chiu CH, Miao NF, Chen PH, Lee CM, Chiang JT, et
al. The relationship between parental mediation and internet
addiction among adolescents, and the association with
cyberbullying and depression. Compr Psychiat. 2015;57:21–8.

34. Cerezo F, Arnaiz P, Gimenez AM. Online addiction behaviors
and cyberbullying among adolescents. Anales de Psicología.
2016;32(3):761.

35. Tsimtsiou Z, Haidich AB, Drontsos A, Dantsi F, Sekeri Z, Drosos
E, et al. Pathological internet use, cyberbullying and mobile
phone use in adolescence: a school-based study in Greece. Int J
Adolesc Med Health. 2017;30(6):20160115.

36. Zsila Á., Orosz G, Király O, Urbán R, Ujhelyi A, Jármi É, et al.
Psychoactive substance use and problematic internet use as
predictors of bullying and cyberbullying victimization. Int J
Ment Health Ad. 2018;16:466–79.

37. Yudes-Gómez C, Baridon-Chauvie D, González-Cabrera JM.
Cyberbullying and problematic internet use in Colombia,
Uruguay and Spain: cross-cultural study. Comunicar: Media
Edu Research J. 2018;26(56):49–58.

38. Bandura A, Barbaranelli C, Caprara GV, Pastorelli C.
Mechanisms of moral disengagement in the exercise of moral
agency. J Pers Soc Psychol. 1996;71(2):364–74.

39. Meter DJ, Bauman S. Moral disengagement about cyberbullying
and parental monitoring: effects on traditional bullying and
victimization via cyberbullying involvement. J Early Adolesc.
2018;38(3):303–26.

40. Wang L, Ngai SSY. The effects of anonymity, invisibility,
asynchrony, and moral disengagement on cyberbullying
perpetration among school-aged children in China. Child
Youth Serv Rev. 2020;119:105613.

41. Gini G, Thornberg R, Pozzoli T. Individual moral disengagement
and bystander behavior in bullying: the role of moral distress and
collective moral disengagement. Psychol Violence. 2020;10(1):
38–47.

42. Luo A, Bussey K. The selectivity of moral disengagement in
defenders of cyberbullying: contextual moral disengagement.
Comput Hum Behav. 2019;93:318–25.

1310 IJMHP, 2023, vol.25, no.12

https://hdl.handle.net/2381/31446


43. Bussey K, Luo A, Fitzpatrick S, Allison K. Defending victims of
cyberbullying: the role of self-efficacy and moral disengagement.
J School Psychol. 2020;78:1–12.

44. Zhao L, Yu J. A meta-analytic review of moral disengagement
and cyberbullying. Front Psychol. 2021;12:681299.

45. McClure CR. Network literacy: a role for libraries? Inform
Technol Libr. 1994;13(2):115.

46. Katz IR, Elliot N. Information literacy in digital environments:
construct mediation, construct modeling, and validation
processes. Information Literacy: Research and collaboration
across Disciplines. 2016;97–116.

47. Jeong JH, Bae SM. The relationship between types of smartphone
use, digital literacy, and smartphone addiction in the elderly.
Psychiat Invest. 2022;19(10):832–9.

48. Lin TB, Li JY, Deng F, Lee L. Understanding new media literacy:
an explorative theoretical framework. J Edu Tech Society.
2013;16(4):160–70.

49. Stodt B, Brand M, Sindermann C, Wegmann E, Li M, Zhou M, et
al. Investigating the effect of personality, internet literacy, and
use expectancies in internet-use disorder: a comparative study
between China and Germany. Int J Env Res Pub He. 2018;
15(4):579.

50. Pawlikowski M, Altstötter-Gleich C, Brand M. Validation and
psychometric properties of a short version of young’s internet
addiction test. Comput Hum Behav. 2013;29(3):1212–23.

51. Young KS. Caught in the net: how to recognize the signs of
internet addiction—and a winning strategy for recovery.
New York: John Wiley & Sons; 1998.

52. Zhu Y, Wu S, Marsiglia FF, Wu Q, Chen Q. Adaptation and
validation of the European cyberbullying intervention project
questionnaire with and for Chinese adolescents. Health Soc
Care Comm. 2022;30(4):1363–72.

53. Bussey K, Fitzpatrick S, Raman A. The role of moral
disengagement and self-efficacy in cyberbullying. J Sch
Violence. 2015;14(1):30–46.

54. Ni X, Yan H, Chen S, Liu Z. Factors influencing internet
addiction in a sample of freshmen university students in
China. Cyberpsychol Behav. 2009;12(3):327–30.

55. Zhou Y, Li D, Li X, Wang Y, Zhao L. Big five personality and
adolescent internet addiction: the mediating role of coping
style. Addict Behav. 2017;64:42–8.

56. den Hamer AH, Konijn EA. Adolescents’ media exposure may
increase their cyberbullying behavior: a longitudinal study. J
Adolescent Health. 2015;56(2):203–8.

57. Fanti KA, Demetriou AG, Hawa VV. A longitudinal study of
cyberbullying: examining riskand protective factors. Eur J Dev
Psychol. 2012;9(2):168–81.

58. Nikolaou D. Bullying, cyberbullying, and youth health behaviors.
Kyklos. 2022;75(1):75–105.

IJMHP, 2023, vol.25, no.12 1311


	The Relationship between Internet Addiction and Cyberbullying Perpetration: A Moderated Mediation Model of Moral Disengagement and Internet Literacy ...
	Introduction
	Material and Methods
	Results
	Discussion
	Limitations and Future Directions
	Conclusion
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


