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ABSTRACT

The Internet of Things (IoT) will significantly impact our social and economic lives in the near future. Many Internet
of Things (IoT) applications aim to automate multiple tasks so inactive physical objects can behave independently
of others. IoT devices, however, are also vulnerable, mostly because they lack the essential built-in security to thwart
attackers. It is essential to perform the necessary adjustments in the structure of the IoT systems in order to create
an end-to-end secure IoT environment. As a result, the IoT designs that are now in use do not completely support
all of the advancements that have been made to include sophisticated features in IoT, such as Cloud computing,
machine learning techniques, and lightweight encryption techniques. This paper presents a detailed analysis of the
security requirements, attack surfaces, and security solutions available for IoT networks and suggests an innovative
IoT architecture. The Seven-Layer Architecture in IoT provides decent attack detection accuracy. According to the
level of risk they pose, the security threats in each of these layers have been properly categorized, and the essential
evaluation criteria have been developed to evaluate the various threats. Also, Machine Learning algorithms like
Random Forest and Support Vector Machines, etc., and Deep Learning algorithms like Artificial Neural Networks,
Q Learning models, etc., are implemented to overcome the most damaging threats posing security breaches to the
different IoT architecture layers.
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1 Introduction

The Internet of Things (IoT) enables the installation of billions of linked devices virtually
anywhere on Earth [1]. IoT applications are essential in the current environment as they reduce the
need for human effort in many parts of life, promote effective resource utilization, ensure high-quality
data, etc. [2]. IoT devices are capable of collecting huge volumes of temperature, pressure, and distance
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proximity data using sensors from different Healthcare, Agricultural domains, etc. Therefore, IoT
applications have been deployed in Smart Agriculture [3–6], Home Automation [7–10], Smart Cities
[11–14], Smart Healthcare [15–17], and so on [18–20].

IoT devices have grown incredibly vulnerable to assaults and security breaches due to the
widespread use of IoT applications [21–26]. From a security perspective, managing the IoT’s enormous
scale, which has grown at an exponential rate over time, has been a crucial problem. The current
security mechanisms and technologies are not built to scale to billions of devices [27,28]. It is
challenging to define uniform protection techniques and procedures for IoT devices since they
frequently use various transmission technologies [29,30]. Threats to the IoT environment are primarily
posed by the human element. Providing extensive information about ourselves, our company, and our
residence could potentially be a weakness if any of this data is accessible to fraudulent users or other
undesirable third parties [31,32]. In spite of this, the Application framework of IoT devices is entirely
diverse and dynamic due to the unpredictable mobility of the devices, which causes unexpected changes
to their communication capabilities and position over time [33].

Dealing with serious IoT security issues is now more important than ever because IoT will
soon permeate every aspect of our lives and be accessed from anywhere [34–38]. In order to build
such a society in an ever-increasing way, it is vital to have strong security, proper confidentiality,
authenticity, and attack recovery. It is crucial to implement the essential changes in the architecture of
the IoT applications to attain end-to-end secure IoT environments [39]. Undoubtedly, the impending
IoT concerns will necessitate a new secure-by-design perspective, in which risks will be dealt with
dynamically as IoT devices will learn to adapt to attacks in a number of different ways [40]. IoT
technology has many advanced qualities such as safety, communication, intelligence, and scalability;
though Machine Learning (ML) algorithms [41], and lightweight encryption techniques [42], the
existing architectures in IoT [43,44] are not able to recognize all these types of features at a time.
The above-mentioned factors have motivated us to write this article.

In this paper, the existing layer architectures are modified and a new Seven-Layered Architecture
has been proposed which when implemented achieves a high attack detection accuracy. This work
provides an array of contributions, including:

i) A new Seven Layer Secure-by-design Architecture has been proposed for the first time after
extensive research work on the various existing layered architectures in IoT for security are
studied.

ii) Assessment metrics of security threats are being performed to categorize the attacks according
to the probability of their occurrence from high to low and the effects on the Internet of Things
systems from high to low.

iii) The impact of IoT security in terms of confidentiality, availability, and integrity of any IoT
system.

iv) The attacks occurring in these layers have been presented and categorized from the most
dangerous to the least dangerous ones based on various parameters such as the probability
of occurrence and the impression it has on the IoT applications.

v) Solutions with Machine Learning (ML), Deep Learning (DL), and Reinforcement Learning
algorithms (RL) have been thoroughly discussed with the capability of detecting and mitigat-
ing a range of attacks.

vi) Furthermore, we presented the feasibility of ML, DL, and RL algorithms in terms of time
and space complexities and prediction accuracy.

vii) After extensive study of the literature, we have provided a direction for future research.
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The following sections make up the remainder of this article: Section 2 depicts the Layered
architectures in IoT and highlights the new proposed architecture. Section 3 portrays the proposed
seven-layered IOT architecture. Section 4 depicts the assessment of various attacks from high to low.
In Section 5, the attacks occurring in these layers according to their vulnerability are depicted. In
Section 6, Machine Learning and Deep Learning techniques have been outlined to alleviate a range
of assaults occurring in multiple attacks. Further, in Section 7, the ML and DL algorithms have been
evaluated extensively based on their performance, the cost (time and space complexities), and the
accuracy of prediction, to see if they are feasible to be implemented. Section 5 highlights what is to be
deployed for IoT security.

The future works are discussed in Section 7 and the conclusion has been enlisted in Section 8.

2 Proposed Seven-Layer Architectures in IoT

There have been numerous layered architectures for the Internet of Things proposed, including
three, four, five, and six-layered systems. The core concept of IoT is fulfilled by three-layer architecture
[45,46], which has a very simple architecture. It was put forth while the Internet of Things was just being
started, but it fell short of meeting all of its requirements. Cloud, data center, API, and Web Services
were not prioritized in the previous architecture. As a result, the middleware layer, which consists of
the API, Web services, data center, and cloud, was introduced and the four-layered architecture [31,45–
47] was suggested. Five-layer design [32,39] was suggested because there were still some security and
storage concerns. The business layer, which is the new layer, is in charge of managing business values,
the entire IoT network, and data confidentiality. The five-layer architecture’s inability to address
every security risk prompted the development of a six-layer architecture [45], which included the
Security Layer. Even when the Security Layer has been introduced, additional security checks are
still necessary to boost the IoT network’s security and make it more dependable and accessible. The
future path of IOT security will be determined by the development of a high-quality architecture to
enable dependable and cryptographically secure from the perception layer to the application layer [48].
The specifications and implementation of machine learning and lightweight encryption algorithms
that meet the improvements in IOT applications make up the second factor. As a result, the existing
IoT architectures do not support all the developments needed to add new sophisticated features to
IoT, such as IoT data, Machine Learning techniques [49], and light encryption algorithms. The seven-
layered IoT method can lead to high assault detection accuracy. As a result, we have suggested the
seven-layer design, a revolutionary IoT ecosystem. The Perception Layer, Data Pre-processing Layer,
Network Layer, Middleware Layer, Data Storage and Big Data Analysis Layer, Application Layer,
and Business Layer make up the seven layers of the architecture.

IoT equipment produces massive amounts of data very quickly. This suggested architecture
features a layer to manage massive volumes of data, which solves the problem of processing “Big Data”.
In order to store both non-structured and structured IoT data, this suggested architecture comprises a
framework based on data storage. The Hadoop framework and a number of other databases are used
in the innovative design to manage the data that the sensors and actuators collect in the Perception
Layer. To stay up with current concerns and technology, this new design relies on big data and machine
learning as its core components. Fig. 1 shows the layers that make up the seven-layer design. The new
IoT seven-layer design is shown in Table 1 along with the main responsibilities of each layer.
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Figure 1: The proposed seven-layered IoT architecture

Table 1: Primary tasks and components of the seven-layered IoT architecture

Layers Primary tasks

1. Perception layer Sensing and data acquisition
2. Data Pre-processing layer Sensor data protection, security based tasks
3. Network layer Fog computing and edge computing based transmission of data
4. Middleware layer Based on cloud computing, enables connectivity for IoT applications

(Continued)
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Table 1 (continued)

Layers Primary tasks

5. Data storage & big Data Profiling, Analysis using Machine Learning and Deep Learning
Data analysis Algorithms
6. Application layer Caters to business values, delivery of applications to the end users
7. Business layer Caters to Business values and user’s privacy, management of the whole

IoT system

3 Assessment of Various Attacks in IoT Architecture

In this part, we have suggested a classification system for the various attack types based on how
frequently they occur in the IoT framework. The older work [47] has the following shortcomings:

• The number of criteria for an assessment was limited to only four.
• The range for evaluating the attacks does not fit within the level where 1 denotes low, 2 is

medium and 3 is high.

To increase the accuracy of determining the likelihood of attacks, we have chosen eight separate
criteria, where level 1 denotes low, level 2 is medium, and level 3 is high. In Table 2, the newly introduced
criteria are listed and denoted with an asterisk (∗), and they are more focused on the security risks in the
IOT network. The criteria used to categorize the most vulnerable assaults are based on the likelihood
of their occurring which ranges from high to low depending on several circumstances.

Table 2: Probability of occurrence of attacks in different layers

Fields of assessments
Probability

Level Score

∗Limited computational ability and hardware limitations (C1) High 3
Medium 2
Low 1

Measuring different threats according to the layers (C2) High 3
Medium 2
Low 1

∗Heterogeneous transmission technology (C3) High 3
Medium 2
Low 1

Procedures for data security in layers (C4) High 3
Medium 2
Low 1

∗Environment where IoT devices are deployed (C5) High 3
Medium 2
Low 1

(Continued)
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Table 2 (continued)

Fields of assessments
Probability

Level Score

Human factors and third parties affecting the security of the
layers (C6)

High 3
Medium 2
Low 1

∗Components of the device are vulnerable (C7) High 3
Medium 2
Low 1

The scale of the attack surface and layer criticality (C8) High 3
Medium 2
Low 1

All the various types of attacks are evaluated on the basis of the probability of occurrence and a
range is created to identify the attack as High (3)/Medium (2)/Low (1) which is depicted in Table 3.

Table 3: Attack evaluating range

Range Level

1–1.499 (as the value is closer to 1) Low
1.5–2.499 (as the value is closer to 2) Medium
2.5–3 (as the value is closer to 3) High

We have set the range from 1–3 to determine the level of occurrence of an attack so it becomes
easier to decide even if the number of criteria increases or decreases. When there is a combination
of different levels of probability of attack (high/medium/low), it becomes a little confusing, so we
set a range to determine at which level of occurrence the value can be. While calculating the level of
probability of occurrence of an attack initially the total score (TS) is calculated.

TS =
∑n

i=1
; Where n (Number of Criteria) = 8, 1 ≤ C ≤ 3, where C is any integer (1)

Average score (SA) = TS/n; (2)

Case I: If 1 ≤ SA ≤ 1.499 then the level of probability of occurrence of an attack is low.

Case II: If 1.5 ≤ SA ≤ 2.499 then the level of probability of occurrence of an attack is medium.

Case III: If 2.5 ≤ SA ≤ 3 then the level of probability of occurrence of an attack is high.

In Table 4, various impact levels of attacks are explained.

Let SI is the Impact Score, 1 ≤ SI ≤ 3.

Let threat assessment, TS = SA ∗ SI (3)
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Table 4: Impact assessment

Level of impact Range of values Explanation

High 2.5–3 (as the value is closer to 3) Significant damage that cannot be mitigated.
Medium 1.5–2.499 (as the value is closer to 2) Significant damage relatively difficult to

mitigate.
Low 1–1.499 (as the value is closer to 1) Minor damage that can be mitigated easily.

If the range of TA is 1 ≤ TA ≤ 3, the attack is the least dangerous.

If the range of TA is 3 < TA ≤ 6, the attack is more dangerous.

If the range of TA is 6 < TA ≤ 9, the attack is highly dangerous.

We have assumed that the least dangerous attacks are of lesser range as more and highly dangerous
attacks are of more concern.

4 Security Threats in the Seven-Layered IoT Architecture

In the present era, security in IoT networks is a topic of the highest importance. To examine the
security threats (attacks) that are likely to occur in the IoT architecture, the attacks occurring in layers
50 through 56 of the IoT network deserve the most attention. The attacks in this section have been listed
from the most hazardous to the least dangerous so that attention can focus on solving the significant
security problems provided by the IoT architecture. The criteria used to categorize the attacks that
cause the most harm are based on the likelihood of occurrence (from high to low) and impact (from
high to low) on the security of IoT applications.

Layer-wise classification has been made on these attacks which are as follows.

4.1 The Perception Layer

It also goes by the name of a sensing layer. It performs similar tasks to how human eyes, ears, and
noses do. It is accountable for recognizing things and gathering information from them. To collect
information there are numerous sorts of sensors attached to items such as RFID, 2-D barcode, and
sensors. The applications’ needs are taken into account when selecting the sensors. Several forms of
information, including position, changes in the surroundings, motion, vibration, etc., can be gleaned
from these sensors. But, attackers keep concentrating on them in an effort to utilize them to swap
out the sensor with a different one. As an outcome, the bulk of hazards is associated with sensors, as
seen in Table 5. After that, Table 6 contains an analysis of these attacks’ vulnerability based on the
likelihood of their occurrence (how easily they can be launched in the IoT network), the attacks that
can be launched in response to such an attack, and the effect that such an attack has on the security
of IoT applications [50].
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Table 5: Attacks in the perception layer based on their vulnerability

Security threat Description & reason behind its vulnerability

1. Node Capture
Attack

An IoT system node is taken over by an attacker, who then replaces it with a
malicious node that appears to be a part of the system but is actually under its
control. This makes the entire IoT application less secure, making it the target
of all assaults. Once the node has been taken over, the attacker can insert
malicious code or false data into its memory, which may cause the entire
Internet of Things application to malfunction. This can also result in a DDoS
attack, a malicious code injection assault, or a false data injection attack.

2. Jamming Attack This attack limits access to the transmission medium by producing intense
interference that fills the channels and makes it impossible for conventional
sensors to communicate. That results in a DoS assault. The IoT application is
significantly damaged by jamming as well, but the harm is not as severe as
that is caused by a node capture attack.

3. Eavesdropping
and Interference
Attack

Throughout several steps, such as data transmission or authentication, the
attackers passively eavesdrop on the IoT network and capture data.
Information theft results from this. Relay assaults are another method used
by cybercriminals to eavesdrop on encrypted networks. It is less likely to
happen than node capture and jamming, making the IoT framework more
resistant to it. Relay and Snooping attacks may result.

4. Side-Channel
Attack (SCA)

These kinds of side-channel attacks typically rely on the electromagnetic
radiation, laser, timing, and power consumption of computer hardware. In a
booting attack, for instance, node devices are targeted as they are restarted
because edge devices are usually low-powered and may experience sleep-wake
cycles. They are less vulnerable than the others because they do not impact
the entire IoT network. This results in a timing assault, an Electromagnetic
attack, and a booting attack.

Table 6: Analysis of perception layer attacks

Security threats Probability of occurrence Impact on the security of IoT
applications

1. Node Capture Attack High High
2. Jamming Attack High Medium
3. Eavesdropping and Interference Attack Medium Medium
4. Side-Channel Attack (SCA) Low Low

4.2 The Data Pre-Processing Layer

The IoT architecture now has a new layer [44] that is dedicated to protecting sensor data with
machine learning methods. It evaluates the data it receives from the Perception Layer to determine
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whether it is secure from hackers and viruses. If so, the assault is discovered before being forwarded to
the network layer. It verifies the items’ authenticity [51] before passing them on to the network layer.
Pre-processing data, which is done using databases, ML algorithms, and cloud computing approaches,
is extremely important to create a secure IoT framework because it protects the network layer from
heavy traffic and prevents storage devices from exceeding their capacity constraints. We have used
the most recent encryption methods, such as AES and DES, to encrypt and decrypt the information
for IoT data authentication. Based on their vulnerability, the attacks that are likely to occur are
represented in Table 7, and further analysis of the assaults’ vulnerabilities is presented in Table 8.

Table 7: Attacks in the data pre-processing layer based on their vulnerability

Security threat Description & reason behind its vulnerability

1. Malware It commonly causes the entire system to freeze or crash, disrupts operations,
steals critical data, allows unwanted access to system resources, degrades
computer or web browser speed, and disrupts network connections, making it
the most vulnerable assault in this tier.

2. Exhaustion attack The IoT network will experience an endless delay as a result of this assault’s
attempt to stop the IoT infrastructure’s data processing, which will result in a
DoS attack. Nonetheless, this is less expensive than malware.

3. Cryptanalysis
attack

They are the least susceptible because they can not bring down the entire
system and are challenging to launch. Although they may have been designed
to render the network useless, such assaults do not entirely halt data transfer.
This attack triggers a side-channel attack and a collision attack. They are
therefore less susceptible than the aforementioned attacks.

Table 8: Analysis of data pre-processing layer attacks

Security threats Probability of occurrence Impact on the security of IoT applications

1. Malware High High
2. Exhaustion attack High Medium
3. Cryptanalysis attack Medium Medium

4.3 The Network Layer

Before any data is exchanged inside the IoT ecosystem, all connections are formed in this layer
via Bluetooth, the Internet, and routing. The network layer is used to send the data obtained from
the Data Pre-processing Layer to the online services, or cloud [52]. Innovative technologies like Edge
Computing and Fog Computing have been introduced here for the first time in order to decrease the
latency in the transport of IoT data. The key assaults to which this layer is vulnerable are forecast in
Table 9, and their vulnerability analysis is shown in Table 10.
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Table 9: Attacks in the network layer based on their vulnerability

Security threat Description & reason behind its vulnerability

1. DDoS/DoS
Attack (Denial of
Service or
Distributes DoS)

It is an ongoing attack and the one that is most susceptible to retaliation. In
this attack, the attacker annihilates the target servers with a large number of
unauthorized requests, leading to a denial-of-service problem and an endless
delay that seriously affects the performance of the entire network. Traffic
flooding, SYN flooding, and protocol attacks are all caused by this attack.

2. Routing Attacks As opposed to DDoS assaults, active attacks by malicious nodes of an IoT
application aim to alter the routing pathways while data is in transit. By
intercepting and sending several copies of the same packet, replay attacks aim
to cause obstruction and collisions in the network. Attacks like Sinkhole,
Wormhole, and Replay result from this.

3. Sybill Attack Their goal is to create fictitious Internet of Things (IoT) devices that send
phony packets over the network. It is likewise an active attack and a
host-addressing attack, although it is more challenging to start and therefore
less dangerous than the attacks mentioned above. Host addressing and
impersonation attacks can result from this approach.

4. Traffic Analysis
Attack

Even though packet content is encrypted, an attacker may employ sniffer
software to passively analyze the network traffic pattern and deduce packet
content. Sensitive user data may be lost if insufficient security measures are
taken to prevent it, but this risk is still lower than that posed by actual attacks.

5. Advanced
Persistent Threat
attack

An access attack involves the theft of important data or information. It is the
least vulnerable because it does not harm the IoT network and has a minimal
likelihood of happening.

Table 10: Analysis of network layer attacks

Security threats Probability of occurrence Impact on the security of IoT
applications

1. DDoS/DoS Attack (Denial of Service
or Distributes DoS)

High High

2. Routing Attack High Medium
3. Sybill Attacks Medium Medium
4. Traffic Analysis Attacks Low Low
5. Advanced Persistent Threat attack Low Low

4.4 The Middleware Layer

The bulk of IoT network security solutions now includes cloud services to support current
IoT devices. As a result, the Middleware Layer’s backbone in the proposed architecture uses cloud
infrastructure [53]. This layer acts as a bridge between the network and application layers, enabling
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connectivity between various IoT components. The vulnerability analysis of the assaults is presented
in Table 12. Table 11 presents the primary attacks that this layer is vulnerable to in the IoT ecosystem
(ranked on their weakness).

Table 11: Attacks in the middleware layer based on their vulnerability

Security threat Description & reason behind its vulnerability

1. Man-in-the-
Middle (MITM)
Attack

The attacker can take over the broker and function as a man-in-the-middle to
intercept all communications without alerting the customers. As a result, of
all the attacks in this stratum, this one is the weakest. As a result, of all the
attacks in this stratum, this one is the weakest. ARP spoofing, SSL Stripping,
DNS spoofing, HTTPS spoofing, Man-in-the-Browser, ARP spoofing, SSL
Stripping, and Wi-Fi eavesdropping assaults are all a result of this attack.

2. Attacks on the
Cloud

The attacker may take control, inject malicious code, or introduce a virtual
machine into the cloud, all of which would result in a DoS problem. This
assault results in cloud malware insertion and cloud flooding attacks.
Because launching malware is less likely on the cloud than in MITM attacks,
it is less risky.

3. SQL Injection
Attack

Only when the attacker has taken control of the node are records in the
database able to be changed, malicious SQL statements can be placed in
programs, private information about any user can be accessed, and private
data can also be obtained. This technique triggers a blind SQL injection as
well as a UNION attack.

4. Signature
Wrapping Attack

The web services of the middleware use XML signatures. In this attack, the
attacker defeats the signature scheme and uses SOAP flaws to carry out
actions or modify the eavesdropped communication (Simple Object Access
Protocol). Yet, this attack is less likely to be discovered than the others
because it is rarely launched.

Table 12: Vulnerability analysis of middleware layer attacks

Security threats Probability of occurrence Impact on the security of IoT
applications

1. Man-in-the-Middle Attack High High
2. Attacks on the Cloud High Medium
3. SQL Injection Attack Medium Medium
4. Signature Wrapping Attack Low Low

4.5 The Data Storage and Big Data Analysis Layer

Big Data management, data storage, and data analysis are all handled by this layer. We suggested
IoT architecture incorporates a framework based on data storage for the first time, allowing us to
store both non-structured and structured IoT data. The Hadoop framework and a number of other
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databases are used in the innovative design to manage the data that the sensors and actuators collect
in the Perception Layer. Data profiling, data mining, and the application of machine learning are
all topics covered by data analysis [54–61]. Before distributing information to customers, it is crucial
for businesses to comprehend the issues and conduct relevant analyses of the data (Application layer).
Data analysis can be used to predict cyberattacks, hence this layer is included to guarantee the security
of IoT applications. Cybersecurity specialists can assess the data they have collected and then react in
real-time thanks to big data analysis. In order to prevent cyberattacks, this layer thus casts a wider net.
The vulnerability analysis of the attacks is shown in Table 14. Table 13 lists the primary attacks that
this layer is susceptible to in the IoT ecosystem (ranked by their vulnerabilities).

Table 13: Attacks in the data storage and big data analysis layer based on their vulnerability

Security threat Description & reason behind its vulnerability

1. DDoS/DoS
Attack

It is an ongoing attack and the one that is most susceptible to retaliation.
Attackers flood the target servers with a high number of unsolicited requests,
creating a DoS circumstance and an indefinite delay that drastically impairs
the operation of the entire network and causes famine throughout the entire
IoT network. Traffic flooding, SYN flooding, and protocol attacks are all
caused by this attack.

2. Malware One of the most vulnerable attacks in this layer is malware, which has the
potential to crash the entire IoT application, disrupt operations, steal
sensitive data, permit unauthorized access to system resources, sluggish the
speed of the computer or web browser, break network connections, and
frequently freeze or crash the entire system.

3. Injection Attack A cross-site scripting (XSS) attack introduces malicious programs into
otherwise reliable and benign websites. Using a cross-site scripting
vulnerability, attackers can get around access barriers like the same-origin
policy. But, it does not happen as frequently, making the IoT system less
vulnerable.

4. Phishing Attacks There is a possibility of encountering phishing websites when surfing websites
on the Internet. A user’s whole IoT ecosystem is vulnerable to hacker attacks
if their account and password are taken. But, it is quite uncommon, making it
less of a threat to IoT security than the others.

Table 14: Vulnerability analysis of data storage and big data analysis layer attacks

Security threats Probability of occurrence Impact on the security of IoT applications

1. DDoS/DoS Attack High High
2. Malware High Medium
3. Injection Attacks Medium Medium
4. Phishing Attacks Low Low
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4.6 Gateways

There is no layer presented here. Encrypting and decrypting IoT data and converting communica-
tion protocols between layers are among this layer’s primary responsibilities. The IoT nodes, firmware,
and gateways [61] connect the IoT devices to the application layer. Table 15 shows the security flaws
in the gateways, and Table 16 shows how vulnerable they are to assaults.

Table 15: Attacks in the gateways based on their vulnerability

Security threat Description & reason behind its vulnerability

1. Man in the Middle
attack

Without informing the customers, the attacker can take control of the broker,
acting as a man-in-the-middle, and seize total control of all communication.
It results in attacks such as IP spoofing, Email spoofing, HTTPS spoofing,
Man-in-the-Browser, ARP spoofing, SSL Stripping, DNS spoofing, and
Wi-Fi Eavesdropping. As a result, of all the attacks in this stratum, this one is
the weakest.

2. Eavesdropping The hacker’s goal when eavesdropping is to obtain the encryption keys,
particularly during the onboarding procedure. Relay and Snooping attacks
result from it. Data theft and security breaches result from this.

3. Encryption
attacks at gateways

A cryptographic system can become less secure if a bug in a code, cypher,
cryptographic protocol, or key management system is discovered.

Table 16: Vulnerability analysis of attacks in gateway

Security threats Probability of occurrence Impact on the security of IoT
applications

1. Man in the Middle attack High High
2. Eavesdropping Medium Medium
3. Encryption attacks at gateways: Medium Low

4.7 The Application Layer

This is the sixth and most challenging layer in the suggested IoT architecture. The application
layer provides services to the applications and supports business values based on the data collected
by sensors. Smart homes, smart cities, smart healthcare, animal tracking [62,63], and other topics
are discussed in the applications of IoT [64,65]. The launch of botnets, buffer overflows, and
reprogramming assaults like those in Table 17 that harm the IoT network are some of the most
hazardous attacks that affect the application layer [59] and target the IoT network. Table 18 provides
an analysis of these attackers’ vulnerabilities.
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Table 17: Attacks in the application layer based on their vulnerability

Security threat Description & reason behind its vulnerability

1. Botnet Attack Genuine users are prevented from accessing IoT applications by botnet
attacks, which are destructive behaviors including credential theft,
unauthorized access, data theft, and DDoS assaults that render the servers or
network unnaturally congested and unable to respond. Session flooding and
HTTP flooding are the results. Thus, they are all the most vulnerable.

2. Buffer Overflow Attackers can manipulate the execution stack of a web application by using
buffer overflows. An attacker can take control of a machine by forcing a web
application to run arbitrary code by providing it with carefully crafted
information. A trustworthy website is infiltrated with malicious code via XSS
by attackers (cross-site scripting). An IoT account could be hijacked in the
event of a successful XSS attack, and the IoT system could stop functioning.
These attacks are extremely risky to IoT security since they can lead to object
reference attacks, SQL injection attacks, false data injection attacks, and XSS
scripting.

3. Reprogram
Attacks

Attackers may try to remotely reprogram IoT devices if the programming
process is not secured, however, such attempts are uncommon and relatively
inexpensive.

Table 18: Vulnerability analysis of application layer attacks

Security threats Probability of occurrence Impact on the security of IoT applications

1. Botnets Attack High High
2. Buffer Overflow High Medium
3. Reprogram Attack Medium Low

4.8 The Business Layer

The entire Internet of Things system, including all apps, business and financial models, and user
privacy, is managed by this business layer. The cloud-based IoT frameworks create a set of guidelines
and regulations for managing data and messaging amongst the many participants in the IoT network,
including users, devices, and the cloud system [66]. These frameworks make it possible to deploy high-
level IoT applications quickly while hiding the complexity of the underlying protocols. This layer
includes platforms like AWS IoT, Bosh IoT, Cisco IoT, Google IoT, and Oracle IoT. The primary
attacks are identified in Table 19 and their analysis is provided in Table 20, even though the business
layer is not particularly vulnerable to many of them.
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Table 19: Attacks in the business layer based on their vulnerability

Security threat Description & reason behind its vulnerability

1. Business Logic
Attack

By manipulating the data transfer between an application’s supporting
database and a user, it takes advantage of the program’s flaw. As a result,
it is more exposed than a zero-day assault. There are a number of
business layer flaws that can result in business logic attacks, including
incorrect code, invalid password recovery, and encryption methods. It
leads to privilege escalations and authentication flags, as well as to the
identification of LDAP parameters and access to crucial infrastructure,
developer’s cookie tampering, business process/logic bypass, and critical
parameter manipulation. Exploiting business constraints, obstructing
business flows using client-side JavaScript, Flash, or Silverlight routines
for personal gain, Extraction of an individual’s identity or profile,
unauthorized access to files or URLs and the extraction of business data,
and DoS attacks using business logic.

2. Zero-Day Attack In general, a “zero-day” refers to a newly discovered vulnerability or an
exploit for a flaw that hackers can use to attack systems. An application’s
security vulnerability or problem that the vendor is unfamiliar with each
significant assault has an effect. Without the user’s knowledge or
agreement, the attacker takes advantage of this security hole to take over
the machine. Due to the fact that only the attacker is aware of these
threats, they are extremely deadly.

Table 20: Vulnerability analysis of business layer attacks

Type of attack Probability of occurrence Impact on the security of IoT applications

Business Logic Attack High High
Zero-Day Attack High Low

5 ML and DL Algorithms in Detecting and Mitigating the Attacks in Seven-Layer Architecture

The identification of external dangers is the first stage in providing security. Without a reliable
environment, the tremendous demand for these devices could disappear and their potential could be
squandered. The Internet of Things will be the primary source of fresh information used to develop
increasingly clever uses for smart sensors. All IoT networks, whether they are presently in use or will
be in the future, urgently require security. Smart sensors are being used more and more frequently in
our daily lives. Security issues are therefore in demand right now.

Because of their exceptional ability to anticipate assaults and mitigate them, machine learning and
deep learning [67] techniques been widely employed in a number of real-world applications [68–76].
The current machine learning methods are low-cost and computationally cheap, and they support the
growth of Big Data. However, not all algorithms can effectively identify all types of attacks, and only
a select few algorithms are most effective for identifying and thwarting different attacks in the IoT
architecture [77].
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Several well-known Machine Learning [78] and Deep Learning algorithms, including SVM,
Decision Trees and Random forests, Nave Bayes, Artificial Neural networks, and Deep Q learning
algorithms, have been used in this section of the paper to detect attacks that have occurred at various
layers of the IoT architecture. Because certain attacks target many layers, as we have shown, it is crucial
to anticipate them in order to create a more secure IoT framework. According to our knowledge, we are
the first to have worked with these conventional and a few untested algorithms that, on their own, are
capable of foreseeing many of these significant threats and can be used to secure many layers at once.
This ML and DL solutions are shown in Table 21 and are intended to forecast a variety of assaults
that could harm more than one layer of the suggested design.

Table 21: Detection of the multilayer attacks and ML and DL solutions [18]

ML/DL solutions Range of attacks it can
mitigate

Layers primarily
affected by these attacks

Aim of the algorithm

Artificial Neural
Network algorithms
Like:
•CNN
•RNN
•Auto encoders
•Multi-layer perceptron

i) Routing attacks:
Sinkhole wormhole
replay
ii) malware
iii) Authentication
attacks and access
attacks
iv) DDoS attacks (by
backpropagation and
LVQ model of ANN)

Network layer,
Data pre-processing,
Big data analysis layer

Anomaly/intrusion
detection, Malware
analysis,
Authentication

SVM (Support Vector
Machines)
Like:
•Linear SVM
•Kernelized SVM
•2 class SVM
SVR (Support Vector
Regression)

i) DDoS attacks on the
cloud: Cloud malware
injection, Flooding
attack
ii) DDoS Attack
iii) Malware
iv) Malicious code
Injection attacks
v) SQL injection attack
jamming
vi) Sleep deprivation
attacks
vii) Side-channel
attacks, Cryptanalysis
attacks

All the seven layers Attack detection,
Mitigation

(Continued)
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Table 21 (continued)

ML/DL solutions Range of attacks it can
mitigate

Layers primarily
affected by these attacks

Aim of the algorithm

Random Forest and
Decision Trees

i) Jamming
ii) Exhaustion attacks
iii) DDoS attacks
iv) Malware (like
ransomware)
v) Buffer overflow
attack
vi) SQL injection attack
vii) XSS scripting
viii) Malicious code
injection
ix) Encryption attack
(Crypto ransomware)
x) Man in the Middle
Attack

Perception Layer,
Network Layer,
Application Layer

Network Intrusion
Detection, Intrusion
Detection in
Applications, User
Authentication

Naïve Bayes algorithm i) Encryption attacks
(Crypto ransomware)
ii) Malware Detection
iii) DDoS attacks
iv) Man-in-the-middle
attacks

Perception Layer,
Network Layer,
Application Layer,
Business Layer,
Middleware Layer

Anomaly Detection,
Intrusion Detection,
Malware Detection

Deep Reinforcement
Learning algorithms
Like:
• Q learning
• Dyna Q
• Deep Q network
(DQN) (Performs best)
• Double DQN Fuzzy
Q learning

i) DDoS attacks
ii) Access attacks
iii) Privilege Escalation
attacks
iv) Jamming DoS attack
v) Side channel attacks
vi) Encryption attacks
and Eavesdropping
vii) Malware:
cloud-based malware
detection
viii) Zero-day attacks

Network Layer,
Perception Layer,
Business Layer,
Middleware Layer

Authentication,
Access Control
Anomaly Detection,
Intrusion Detection,
Malware Detection

It has been found that artificial neural networks algorithms like RNN (Recurrent neural net-
works), Auto encoders, CNN (convolutional neural networks), and Multilayer perceptron can be
used to accurately detect DDoS attacks, malware, authentication attacks, access attacks, and routing
attacks, which primarily target the Network Layer, data pre-processing, and Big Data analysis layers.
To ensure a more secure IoT platform, artificial neural network algorithms seek to carry out intrusion
detection, malware analysis, and authentication.
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Linear SVM, Kernelized SVM, and Support Vector Regressors are examples of Support Vector
Machines that may identify DDoS assaults that target the middleware layer of the cloud as well as
other DDoS attacks that target all other levels of the IoT architecture. Together with a variety of
cryptanalysis and jammer assaults aimed at the perception layer, it may also foresee the presence of
malware in the Data Preprocessing and Big Data analysis layer.

Random forests and decision trees, on the other hand, are incredibly flexible because they can
reliably identify attacks like jamming, exhaustion, DDoS, malware (like ransomware), buffer overflows
leading to object referencing attacks, SQL injection attacks, XSS scripting, malicious code injection,
encryption attacks (like Crypto ransom wares), and Man in the Middle Attacks. The Perception layer,
Network layer, and Application layers—all of which are vulnerable to significant attacks—are the
most crucial levels that make up the IoT architecture. Algorithms for Random Forests and Decision
Trees can be employed exclusively to serve a variety of security-related functions in IoT applications,
including intrusion detection [79] in smart networks and smart apps as well as to verify the authenticity
of IoT devices.

In order to create Machine Learning models that are capable of making speedy predictions,
we have also worked with the Naive Bayes method, one of the most straightforward and efficient
categorization techniques. It is a probabilistic classifier that performs exceptionally well at identifying
malware, TCP, UDP, and HTTP flooding DoS assaults, Man in Middle attacks, and attacks on the
application, business, middleware, and network layers.

The area of Deep Reinforcement learning algorithms has not before been extensively examined,
as it is in this study. They may offer a way to detect the security threats that are present throughout the
IoT infrastructure, as we have shown. It is possible to accurately predict the presence of DDoS attacks,
access attacks, privilege escalation attacks, jamming attacks, snooping attacks that may launch MITM
and Relay attacks, encryption attacks, and malware with the help of algorithms like Q learning, Dyna
Q, Deep Q Network (DQN), Double DQN, and Fuzzy Q learning. If these attacks are effectively
identified, the network layer, middleware layer, and perception layer can all be made secure. On the
other hand, a range of heterogeneous Internet of Things (IoT) protocols have led to an exponential rise
in the number of zero-day attacks and business logic attacks. Several centralized-based strategies have
been presented [78–80] to detect harmful activity in IoT systems. To meet IoT needs, many techniques
have suffered from a high delay. These business layer assaults are also detectable by Deep Q Network
techniques.

6 Performance Analysis of ML and DL Algorithms for Detecting and Mitigating the IoT Attacks for
Seven Layer Architecture

The numerous Machine Learning [80–88] and Deep Learning Algorithms that can be developed
in order to detect and mitigate attacks in the seven-layer architecture of IoT [54–61,67] have been
mentioned in the preceding section. This section’s thorough analysis of these algorithms aims to
considerably comprehend the computation and cost (time and space complexities) of these methods.
Although Deep Learning is a subsection of Machine Learning the prediction accuracy and the self-
learning properties of these algorithms are particularly useful to stay up with the current break-
throughs in IoT. The algorithms suggested here are thoroughly analyzed in Tables 22 to 29 to provide
a comprehensive understanding of the jobs they accomplish, their time and space complexity, the
training time needed, the computational difficulties [89,90], advantages, and disadvantages as well as
classification accuracy.
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Understanding which machine learning or deep learning algorithm is best for a certain attack
requires knowledge of the aforementioned algorithms (Table 30 and Fig. 2 present the classification
accuracy of the IoT attacks for seven-layered architecture). The few characteristics that make up
an algorithm’s work, cost relative to time, cost relative to space, training time, and computational
complexity serve as the foundation for analysis.

6.1 Deep Learning Algorithms

Table 22: Computational analysis of artificial neural networks algorithms

Advantage Disadvantage Time complexity Space complexity Classification
accuracy

• Non-Linearity
• Robustness
• Self-Learning
algorithm
• Mimics Artificial
Intelligence

• Longer Training
Time which depends
on the number of
layers added to the
neural network, the
dataset, and the
number of classes it
has to classify
• Computationally
expensive

Prediction Time
For the feed
forwarded neural
network of 3 Layers:
O(n2)

Depends on the
number of layers and
the size of the dataset

Maximum
Once it is
trained, it can
even
outperform
humans in a
few tasksTraining Time

O(n1 ∗ n2 ∗ n3) n1, n2
and n3 are the
number of layers

6.2 Support Vector Machines and Support Vector Regressors

Table 23: Computational analysis of SVM and SVRs

Advantages Disadvantages Time complexity Space complexity Classification
accuracy

i) Flexible algorithm
ii) Good for
unbalanced
semi-structured and
unstructured data
iii) Good for
generalization
iv) SVM can handle
non-linear and high
dimensional data
v) It uses a convex
optimization problem
so there is no problem
with local minima

i) Choosing
/estimating the kernel
functions and the
hyper-parameters is
difficult
ii) Time required is
more than other
supervised algorithms
depending on the
kernel
iii) Kernelized SVMs
are very difficult to
interpret in real-life
applications.

Prediction Time
O(nsvp),
where nsv = number
of support vectors
and p = number of
features

O(m ∗ n) for m
features and n
training samples

Very High

Training Time
O(n2p+n3)
n the number of the
training sample, p the
number of features
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6.3 Random Forest and Decision Trees

Table 24: Computational analysis of random forest and decision trees algorithm

Advantage Disadvantages Time complexity Space complexity Classification
accuracy

i) Good with large
datasets
ii) Robustness
iii) Ensemble
learning method
iv) Generates forests
for further use and
better performance
Easy to understand
and interpret

Overfitting for
some datasets with
noisy classification
and regression tasks
Leads to huge
overfitting and
depends on the data
that it is trained on.

Prediction Time
O(nmlogn) for n
instances and m
attributes
and O(M(nmlogn))
M is the number of
trees

O(nmlog(n) for n
instances and m
attributes
and
O(M(nmlog(n))

High

Training Time
O(n2p);
n the number of
the training
sample, p, the
number of features

6.4 Naïve Bayes Algorithm

Table 25: Computational analysis of the Naïve Bayes algorithms

Advantage Disadvantages Time complexity Space complexity Classification
accuracy

i) Fast
ii) Highly scalable
iii) Ability to scale
linearly with the
number of rows
and predictors

i) Strong feature-
independent
assumptions may
lead to weak
predictions

Prediction Time
O(p);
p the number of
features

O(np)
For n features and
p no. of label
classes

Higher than
Logistic
Regression
(because less
amount of
training data is
needed here)

Training Time
O(np);
n the number of
the training
sample, p the
number of features
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6.5 K-Nearest Neighbour

Table 26: Computational analysis of the K-Nearest neighbour

Advantage Disadvantages Time
complexity

Space
complexity

Classification
accuracy

KNN is an extremely
quick algorithm that does
not need any training time
(unlike SVM, Linear
Regression, etc.). Only
when making real-time
predictions does it draw
on the training dataset it
has stored

While dealing with large
dimensional data, KNN
struggles.

O(np) O(nd) High

This is due to the fact that
a large number of
dimensions comes at a
significant computational
cost when calculating the
distance in each
dimension.

6.6 Neural Network (NN)

Table 27: Computational analysis of the neural network

Advantage Disadvantages Time complexity Space
complex ity

Classification
accuracy

• NNs can implicitly
identify complex
nonlinear interactions
between dependent and
independent variables
and needs minimal
statistical learning.
Hence, all potential
interactions between
predictor variables may
be found using these
techniques.
• NNs have the capacity
to function in the
presence of imperfect
knowledge, and output
is still produced after
training.

The “black box”
aspect, significant
computational
overhead, and
propensity for
overfitting of NNs
are problems.

Given that p is the
number of features, nli

is the number of
neurons at layer I in a
neural network, and
n is the number of
training samples:
O((pnll1) + (nl1) (nl2)
+ . . . . . . .)

O(n) High
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6.7 Principal Component Analysis (PCA)

Table 28: Computational analysis of the principal component analysis (PCA)

Advantage Disadvantages Time
complexity

Space
complexity

Classification
accuracy

1. In circumstances where
there are plenty of features
and it is challenging to see
how they relate to one
another and determine
their association, PCA is a
great option. Also, it is
exceedingly challenging to
narrow down the vast
amount of features to only
those that are useful.
2. The ML algorithm can
be accelerated using PCA
by eliminating the
correlated variables (which
do not affect
decision-making), and the
learning time of the
approach is significantly
reduced with fewer
features.
3. PCA transforms
high-dimensional data
into lesser information
that helps in solving the
over-fitting issue (2
dimensions).

• Major elements are
interpreted incorrectly.
Major components,
however more challenging
to comprehend, are linear
combinations of the
characteristics of the
original data. After
computing principal
components, it can be
difficult, for instance, to
identify the dataset’s most
important characteristics.
• Finding a balance
between information loss
and dimensionality
reduction.
Notwithstanding its
benefits, dimension
reduction comes at a cost.
Loss of information is an
essential PCA component.
However, we have to
decide between
dimensionality reduction
and information loss when
using PCA, and this
trade-off needs to be
managed.

O(n2p + n3) O(nd + d2)
= O(d2)

Very High
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6.8 Deep Reinforcement Learning Algorithms

Table 29: Computational analysis of deep reinforcement learning algorithms

Advantage Disadvantages Time complexity Space complexity Classification
accuracy

• Can achieve
long-term results
• Absence of
Training dataset,
therefore it learns
from experience
• Maintains a
balance between
exploration and
exploitation

Not generalizable
Training time is
slow
Not preferable for
small problems
Computationally
expensive

Prediction Time
Exponential time
complexity: O(en)
As the Q value
grows, time
complexity
increases

Depending on how
big the state space
variables are. In
direct proportion
to the state space
variables, Q value
increases
Exponential
complexity: O(en)

Not
generalizable
Training time is
slow Not
preferable for
small problems
Computationally
expensive

Training Time
O(n2); n is the
number of the
training sample.

Table 30: Classification probabilities of all applied DL and ML algorithms

Performance of models Classification probability Classification accuracy
(range)

Deep Learning approaches
(ANN, Q Learning model)

Maximum. If trained, it can even
execute some tasks better than
humans

(99–95)%

Deep Reinforcement Learning Depending on how many state
space variables there are

(99–95)%

Support Vector Machines Very High (95–85)%
Support Vector Regressor Very High (95–85)%
Random Forest High (85–80)%
Decision Trees High (85–80)%
Naïve Bayes Algorithm Higher than Logistic Regression (82–80)%
K-Nearest Neighbour High (85–80)%
Neural Network High (85–80)%
Principal Component Analysis
(PCA)

Very High (95–85)%
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Figure 2: The graphical representation of the DL and ML models’ performance on IoT attacks

7 Future Research Directions

The IoT environment faces a variety of difficulties that, with more work, can be successfully
handled. It is essential to understand the industry and its requirements, risks, prices, and privacy
concerns in order to deliver an end-to-end secure IoT platform for human consumption. In this section
of the report, the significant difficulties as well as potential future research directions are discussed.
These are what they are:

Data analysis using ML and AI algorithms while safeguarding the fog layer.

A variety of ML and AI approaches can be applied to increase the intelligence of the fog layer.
The fog layer must be able to decide how long the data should be kept there too and when it should be
erased or transferred to the cloud for extended storage. The efficient implementation of IoT systems
depends on data analysis occurring nearby the IoT node and in real-time. Instead of having to send the
data elsewhere for analysis, a number of ML and DL-based algorithms can be developed to analyze the
data in the node itself. By limiting data flow, the security of the application can be further improved.

7.1 Design of a Service-Oriented Language (SOL)

Secure data transfer, data processing, and management of the entire Internet of Things ecosystem
are now burdensome due to the cost of maintaining a high level of user service in this period of quick
technological breakthroughs. The Internet of Things is a platform for diverse networks that makes it
more difficult for different devices and communication technologies to function together, which makes
the network more susceptible to hacking and slowdowns. A widely accepted language that is service-
oriented should be created taking into account network services for the industry’s benefit. With the
aid of such a language, the creation of services, their implementation, and the integration of resources
will be simpler, minimizing overall market losses and ensuring service-oriented secure communication.
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7.2 A Consolidated Information Framework (CIF) Needs to be Created

There are currently an enormous number of IoT-connected gadgets that are collecting real-
time data. This data require the control of a high-frequency, high-bandwidth route. A CIF must be
developed to fulfill the requirements of Big Data. The database management systems that are currently
in use are unable to handle the amounts of real-time data obtained by all of these IoT devices. In order
to solve the existing issue, additional work might be done to increase the effectiveness of large data
storage. By analyzing various threat detections and mitigations utilizing ML and DL techniques.

7.3 Data Mining and Secure Routing Protocols Should Be Obtained

The real-time sensors and actuators do not filter the raw data they collect. It takes effective
decision-making and data mining to sort through the vast amounts of recorded data. Here, a big data
strategy should be used. In order to support the present IoT ecosystem, secure routing protocols need
also be developed that can manipulate the web services that may be implemented in addition to the
inclusion of cutting-edge software.

7.4 Efficient Block Chain Mining Algorithms for IoT Security

The Block Chain is a scalable, decentralized platform that can securely record confirmed trans-
actions. Blockchain has been used by several researchers to secure IoT applications. But, the existing
blockchain mining algorithms incur a substantial computational overhead which in turn makes the
entire system costlier and raises the average energy depletion and computational interruption. End-
to-end encryption must therefore be incorporated into the design of effective blockchain mining
algorithms in order to guarantee a quick, low-cost, low-energy manner of securely storing transactions.

7.5 Security, Communication, and Identification Normalization in IoT

A significant barrier to making IoT services safer is the interoperability problem. Another
approach that needs to be used to develop a safe IoT ecosystem is normalization or standardization. In
order for diverse IoT applications to compete more effectively with the created apps in the Application
Layer of IoT design, it is necessary to lower initial barriers for service providers. As IoT technologies
proliferate, security, connectivity, and identity standards must be standardized in a way that enables
an effective deployment of IoT applications.

7.6 Implementation of Fog Computing in Designing a Strong Security Mechanism for IoT

Although ML, DL, and RL have been used in this study to present the existing solutions for
the network security of IoT applications, additional work is still required to guarantee an end-to-end
protected IoT network. In this regard, deploying fog computing can assist in lowering network traffic
and latency. Using fog computing, a robust security system must be created so that assaults may be
stopped before they reach the cloud. The IoT application will be more dependable and secure as a
result of the decreased network traffic and attacks.

7.7 Developing Simple Cryptographic Protocols Shield Internet of Things Devices from Potential
Threats

IoT devices are limited by their battery life. It is possible to create a small cryptographic protocol
for secure and energy-efficient communication.
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7.8 Powerful Battery Backed Up Smart Edge Devices for IoT Security

Edge computing has been applied in a number of industries, such as sustainable farming, green
cities, and smart healthcare. However, under the IoT design, edge devices are very vulnerable to attacks.
If the edge layer is not secure, the entire IoT ecosystem is going to be in danger. They mostly rely
on battery backups because they are resource-limited. The entire Internet of Things (IoT) ecosystem
becomes vulnerable to attacks if the edge device’s battery is somehow drained, such as by forcing it to
run in an endless loop by a hacker. So, in order to avoid battery drain and guarantee the safety of the
overall IoT ecosystem, it is essential to create smart edge devices with a substantial battery backup.

7.9 Developing an Application-Specific Data Protection Technique Is Very Necessary

The healthcare system will need appropriate access control systems to secure sensitive health
records while maintaining data integrity and confidentiality is of the utmost importance in the case of
VANET.

7.10 Developing Protective Measures against Traffic Analysis Attacks

Preventing traffic analysis, which keeps data communication in IoT networks private, is another
key research field. However, it is accepted that more research may be done in this area to offer a more
reliable and safe framework for IoT programs to work in, even if potential solutions for IoT security
have been revealed. To revolutionize the way people perceive IoT technology and to make it accessible
to students around the world, future work can be pursued to make the IoT system more capable of
being implemented in the academic field. This will enhance a brighter future for readers in particular
and the globe in general.

8 Conclusion

IoT security has become more complex day by day. Additionally, it is crucial to safeguard the
entire IOT environment due to technological improvements and new threats to the IoT ecosystem
that have been noticed. Advanced Machine Learning, Deep Learning, and Reinforcement learning
have enhanced IOT security. In this paper, the multilayer security threats occurred based on their
vulnerabilities to the service-oriented IoT network, and their applications are solved by a novel
and modern technological architecture to increase the security of the IoT ecosystem. Evaluation
parameters like the ease of launching the attack, the probability of occurrence of the attacks, etc.,
have been analyzed by the ML and DL techniques to predict a range of attacks so that to mitigate
several attacks at a time.

The feasibility of the algorithms presented in this paper is explored to make it more transparent
which algorithm should be used and why. Each method has been compared in subsections of the paper
to demonstrate their aim, advantages, disadvantages, and real-world application areas. In order to
improve IoT security, the time and spatial complexity of each of these methods has been presented
along with their computing costs and prediction accuracy. This paper aims to encourage research
enthusiasts to make advancements in the IoT ecosystem for secure, reliable, and available networks
and pave their way to design a more intelligent end-to-end secured IoT ecosystem.
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