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Abstract: Blockchain technology is one of the key technological breakthroughs of
the last decade. It has the ability to revolutionize numerous aspects of society,
including financial systems, healthcare, e-government and many others. One such
area that is able to reap the benefits of blockchain technology is the real estate
industry. Like many other industries, real estate faces major administrative pro-
blems such as high transaction fees, a lack of transparency, fraud and the effects
of a middleman including undue influence and commissions. Blockchain enables
supporting technologies to overcome the obstacles inherent within the real estate
investment market. These technologies include smart contracts, immutable record
management and time-stamped storage. We utilize these key properties of block-
chain technology in our work by proposing a system that has the ability to record
real estate transactions in a private blockchain, using smart contracts. The immut-
ability of the blockchain ledger and transactions can provide a safe space for the
real estate business. Blockchain technology can also assist the authentication pro-
cess by hastening background checks. Personal digital keys are provided to par-
ties that are involved in a contract, thus minimizing the risk of fraud. We also
discuss the rationale behind the advantages of using a blockchain in this manner,
and how we selected the consensus mechanism for our proposed system.
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1 Introduction

Blockchain is an emerging technology that has changed many aspects of modern finance; however, its
use cases are not limited to financial systems [1]. In the past, blockchains have been used in healthcare [2],
the Internet of Things [3], smart cities [4] and many other domains [5–8]. In addition, blockchains are likely
to transform the foundations of society by overhauling outdated mechanisms with updated infrastructures
befitting a virtualized world. In its early stages, blockchain technology was largely associated with the
electronic currency Bitcoin, but the wider technological advantages were not appreciated until much later
[9]. Blockchain technology offers many benefits such as speed, reliability, immutability, traceability,
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transparency, decentralization and trust [10]. These advantages present blockchains as a replacement for
outdated technologies in various domains where such factors are key requirements [10].

The real estate industry is estimated to be worth $162 trillion and $29 trillion in residential and
commercial real estate respectively [11]. It is considered to be one of the safest options of investment,
with comparatively higher returns than other investment options, but like other businesses, real estate is
also facing a number of challenges. These challenges include the involvement of a third party for
verification, associated monetary and time costs related to administration, access and verification of
records, the use of commission-based agents, transparency issues concerning the ownership of property
and a dependence on centralized systems that are susceptible to security breaches. Blockchains can offer
smart contracts that assist in the removal of any third-party involvement in real estate dealings. We utilize
this key property of blockchain technology in our research by proposing a system that will record real
estate transactions on a private blockchain, with the support of smart contracts. Furthermore, the
immutability of the blockchain ledger can provide a safe space for the real estate business. Blockchains
can also help in the authentication process by speeding up background checks and providing personal
digital keys to concerned parties, thereby reducing the risk of fraud.

The main objective of this work is to identify how blockchain technology and the real estate industry can
interact to find a mechanism which records all important transactions on a private blockchain. In addition, the
study also identifies the nature of the consensus mechanism.

The remainder of the work is organized as follows; Section 2 presents a brief overview of blockchain
technology; Section 3 provides a succinct literature review of blockchain’s application in various
domains; Section 4 presents an architectural overview of the proposed system; Section 5 discusses the
construction of the system and Section 6 concludes the work, along with discussing opportunities for
further research in the field.

2 Blockchain

A blockchain is a distributed ledger which stores all transactions in a transparent and immutable manner
[10]. A transaction can be any piece of information—monetary, a digital event or a basic database entry. The
building unit of a blockchain is a block. A block can store multiple transactions, which are included in
the blockchain by the agreement of the majority of the participating entities. Moreover, immutability in
the context of blockchain means that once something has been recorded on the blockchain, it can
never be altered—the data is secure and indisputable [10].

Fig. 1 is a simplified pictorial representation of a standard blockchain, in which each block consists of
two parts—a data part that contains transactions and a header part that stores the hash pointer of the previous
block. A hash pointer serves two purposes—firstly it stores the address of the previous block (ensuring that
all blocks are interconnected and traceable) and secondly it confirms the pointers are hash pointers, i.e., it not
only saves the address of the previous block, but ensures the hash values are dependent on the contents of the
block as well [10]. Thus, immutability is achieved, as changes made in the contents by a malicious user
will require changes in all subsequent blocks, rendering it impossible to edit the contents of a blockchain
once it is recorded [10].

3 Literature Review

Although blockchain technology came to prominence via the widely known cryptocurrency Bitcoin, the
technology itself has expanded into various other domains [1–8]. Some notable use cases of blockchain
technology are found in education, healthcare, finance, city planning and e-government [1–8]. In the following
text, we present a summarized review of the literature related to blockchain’s application in wider society.
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Xia et al. [2] presented byMeDShare—a blockchain-based healthcare management system that provides
data auditing, access control, and origin tracking of medical data in a cloud repository. The system
implements smart contracts as well as an access control mechanism to ensure the provisioning of data to
authorized persons. Halamka et al. [12] advocate for the use of blockchain in healthcare data processing,
whereas Cichosz et al. [13] argue that diabetes patients generate a lot of medical data that requires cross-
institutional access. This results in the need for complex data management and sharing policies. The
authors propose a blockchain-based platform to ensure the safe and timely sharing of personal medical data.

Ølnes et al. [5] propose blockchain as a supporting technology for the realization of e-government. The
authors present digital ID management and secure document handling as key areas for e-government.
Batubara et al. [14] conducted a detailed review of the literature encompassing the applications of
blockchain technology within the context of e-government. The authors found that notwithstanding its
useful applications, the absence of global legal and regulatory frameworks is a major implementation barrier.

Novo [3] proposes the use of blockchains for access control in the Internet of Things (IoT). The author
observes that IoT devices are more ubiquitous than ever and are spread over a large geographical area. The
reliance on a centralized access model can lead to serious performance and security issues. The author
presents a new blockchain-based architecture which is evaluated using realistic IoT use cases. Dori et al.
[15] criticize the computational complexity and limited scalability of blockchain, rendering the practical
application of blockchains in IoT ineffective. The authors propose a concept called Lightweight Scalable
Blockchain (LSB), which achieves decentralization by creating an overlay network, accessible to high
resource devices. Furthermore, a distributed consensus mechanism is proposed to reduce the
computational complexity of the mining process. The proposed mechanism is validated in a smart home
setting through a quantitative study, in order to demonstrate the resilience of the proposed approach to a
number of security attacks. Other studies in the domain of IoT include [16–18].

Blockchain technology is used extensively throughout smart cities around the world to address various
data related challenges. These include blockchains in the smart economy [4], transparency in the global
supply chain [19], equity crowdfunding and smart elections [20,21]. Blockchain technology is also used
in education [6], privacy management and the shared economy [7,22,23].

4 Design Formulation

4.1 Architecture of the Proposed System

We utilize a layered architecture approach in our system, which consists of four layers, as shown in
Fig. 2. The functionality of each layer is as follows:

Figure 1: A simplified view of a blockchain
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4.1.1 User Interface Layer
The user interface layer is the front-end system, accessible to all users where the users can interact with

the other sub-systems. Various functionalities are visible to the user, based on the user’s privilege level. The
main purpose of the user interface layer is to provide a gateway for communication between the end user and
the various sub-systems.

4.1.2 Control Layer
The control layer is responsible for access control, ensuring that users can perform tasks based on their

privilege level e.g., a user who is not the owner cannot be allowed to set the price of an asset. Likewise, only
asset owners are authorized to modify an asset’s properties—such as the area of the asset, price, etc. Finally,
the control layer protects the system from intrusion.

4.1.3 Service Layer
The service layer acts as an intermediary between the control layer and the data layer. It acts as the

business logic container, covering business logic rules. The control layer and service layer also safeguard
against the direct exposure of data to users.

4.1.4 Data Layer
The data layer consists of a blockchain, and acts as a database for the entire system. The database is used

to store user’s credentials, such as usernames and passwords. The data is encrypted using AES-256-GCM,
protecting credentials from malicious users. In addition, the blockchain is used to store the records of all
assets, including the ownership details.

4.2 Proposed System Overview

Fig. 3 is a pictorial representation of the key components of our proposed system. The figure describes
important entities and defines their interaction with one another.

Figure 2: Architecture of the proposed system
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The government represents the entity that is responsible for the provision of assets to the real estate
market. Note that it can also be a private organization who initially owns all the assets. Admin is
responsible for the overall management of the system, including system maintenance, delisting of
properties that do not meet policy guidelines and user management (however admin does not have access
to the blockchain and therefore cannot change the records stored in the blockchain).

A user who wants to buy a property registers themselves in the system and is assigned a username and
password. During this process, the user’s email address is also verified, after which the user is assigned the
role of a “registered user”. A registered user can browse all of the listed assets and can show interest in
purchasing an asset. A registered user cannot modify an existing listing or change the properties of the
assets. A user is assigned the role of “owner” after they successfully buy an asset. An owner can list an
asset for sale, modify its description, amend its price and accept a purchase offer. Once a registered user
offers a price that is accepted by the owner, a smart contract is executed between the buyer and seller.
The smart contract is considered successful (i.e., the ownership is transferred from seller to buyer) if both
buyer and seller complete all the requirements. The requirements may include payment of a necessary fee

Figure 3: Overview of the proposed system
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to the government and/or the receipt of a monetary amount by the owner. An escrow system is used to ensure
that the required amount is transferred by the buyer along with a transfer of ownership. Furthermore, the
benefits of the escrow system include peace of mind for both buyer and seller, as well as more efficient
dispute management. Upon successful transfer of ownership, the privilege level of a registered user is
changed to owner and the privilege level of an owner is relegated to that of a registered user. The
relegation occurs only if the user does not own any other property. It is pertinent to note that at the time
of registration, every user is assigned a set of private and public keys. The same keys are used for the
transfer of ownership, which is itself recorded on the blockchain. Both registered users and owners can
generate a new set of keys, however if an owner wants to use the newly generated keys, they have to
transfer the owned assets to the newly generated public and private key combination.

5 Construction of the System

This section describes the design approach, the nature of blockchain technology alongside its use in our
proposed system and the consensus mechanism used to allow the insertion of transactions in the blockchain.

5.1 Use Cases

We identify two main classes of users in our system—admin and a common user, which is simply
referred to as “user”. The use case of each category of user will also be explained.

5.1.1 User Use Case
Users can perform the functions indicated below in the user use case diagram (Fig. 4). A user should be

able to register themselves in the system by verifying their email address. After successful registration, the
user can log in. A registered user can search for various properties that are listed on the web-based application
and offer a price for a listed asset. A user is also able to list their pre-owned properties for sale and accept or
decline an offered price.

Figure 4: User use case diagram
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5.1.2 Admin Use Case
The use case diagram for admin is presented in Fig. 5, demonstrating the various tasks upon log in which

require admin supervision. Admins can also list a new property that is not yet owned by any individual or
organization. In addition, an admin can edit the attributes of their listed assets. It is pertinent to note that like
common users, admins can only read the data from the blockchain and can only write data for a change of
ownership of asset that is transferred for the first time.

5.2 Smart Contracts

Smart contracts are essentially an alternative use of crypto contracts—computer programs that automate
the transfer of resources (such as assets) among parties when a pre-defined set of conditions are met [10].
Furthermore, smart contracts define guidelines and corresponding penalties, automatically imposing those
obligations on participants during the process. Smart contracts benefit a variety of areas and omit the
need for a third party.

In our proposed system, smart contracts are used to automate the transfer of ownership between buyer
and a seller. As stated earlier, a set of conditions must be met—such as the transfer of an amount of money
from a buyer to a seller and/or the payment of a fee to the government—before the transfer of ownership can
be completed. In requiring this interaction, smart contracts provide a safety net to buyers and sellers alike.

5.3 Nature of Blockchain

The blockchain is the single most important element of our proposed system. It is used to ensure that all
records are stored in a transparent and immutable fashion. The blockchain also ensures that the transfer of
ownership of an asset can only be initiated by the owner of said asset. This restriction is enforced via the
use of a set of public and private keys. Public keys are used to represent the owner of an asset whereas
private keys are used to encrypt the transaction generated by the respective owner. The authenticity of the

Figure 5: Admin use case diagram
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message can be verified by using the public key of the owner without requiring the owner to disclose
the private key.

A blockchain can either be classified as public or private. In a public blockchain, no individual or
organization owns or controls the blockchain and the blockchain is publicly available to anybody. Any
individual can obtain a pair of public and private keys to become a part of the ecosystem. Furthermore, the
combination of public and private keys can be used to add records and blocks. The Bitcoin blockchain is
the most well-known example of a public blockchain. Unlike its public alternative, a private blockchain is
not open to the general public. It is a permissions-based blockchain with conditions in place to restrict the
public from accessing its contents via the permission of a statutory body, such as an admin.

After carefully considering the requirements of our system, we opted to use a private blockchain in order
to restrict access to the general public. This is primarily a design decision and a private blockchain may not be
feasible for all blockchain-based systems. Implementing a private blockchain ensures that all users are
required to register themselves with the relevant organization (a government agency or a public company)
and access to the blockchain is permitted only after said verification is completed.

5.4 Consensus Mechanism

A blockchain has no central authority. As such, an important aspect of any blockchain is its consensus
mechanism, which plays a vital role in deciding which blocks must be added to the blockchain. For a
blockchain to work, the various nodes need to come to form a consensus. The consensus mechanism in
the Bitcoin network works in the following manner [10]. Initially, all new transactions are broadcasted by
the respective nodes to its immediate neighbors, which in turn sends them to their neighbors. Following
on from this, every node collects new transactions and adds them to the block. Each node called a
“mining node” or a “miner” solves a mathematical puzzle to obtain a random number in a pre-defined
range, which is called nonce. If a node successfully computes the nonce, it broadcasts it to other nodes as
proof of work. Proof of work is computationally expensive to compute, but very easy to validate, which
makes it an ideal mechanism for consensus development in the Bitcoin blockchain. The node which
solves the computational puzzle obtains the right to suggest a new block to the blockchain. Nodes show
approval of the block by extending the blockchain via the newly approved block.

A private blockchain is a permissions centered system, in that it allows a limited number of users to
access the blockchain. Network validation is conducted either directly via the network creator, or by a
set of rules written as a code by the network creator. In a private blockchain, the consensus is centralized
and therefore faster, which in our case does not require mining. Moreover, the private blockchain of
our own system doesn’t need an incentive mechanism. This would require too much computational
power and isn’t necessary for the purposes of what we are proposing. In addition, our private blockchain
has an access control layer built into the layered architecture which controls the addition of new blocks
into the blockchain.

5.5 Fraud Prevention

An important consideration in real estate management is the prevention of fraud, which can take many
forms. The two most common are false listings and fake documents. False listings are properties for sale
which are not owned by the lister. A private blockchain prevents this by ensuring that only the owner of the
property has the ability to list a property. A fake documents fraud occurs when an imposter presents
themselves as the owner of a property by exhibiting counterfeit ownership documents. As blockchain
technology does not require paper-based verification and uses private keys to control ownership of a
property, this negates the risk of fake document fraud. In short, the combination of smart contracts and the
use of private and public keys as a built-in mechanism in our proposed system prevents several real estate frauds.
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6 Conclusion and Future Directions

Currently, there are many problems associated with the management of real estate systems and the most
important among them is fraud, a lengthy administrative processes and access/verification problems. In this
study, we propose a system that securely stores transactions related to the ownership and transfer of
properties on a private blockchain. The blockchain is immutable and no changes can be made once a
record is inserted. A combination of private and public keys, as well as smart contracts, are used to allow
the ubiquitous yet secure transfer of ownership.

There are various opportunities for further research in this field, such as migrating the proposed system
from a private to public blockchain and identifying new blockchain consensus mechanisms. Another avenue
of investigation would be to explore the possibility of integrating various cryptocurrencies in the current
system, as well as other payment mechanisms.
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