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Abstract: Stereolithographic (STL) files have been extensively used in rapid pro-
totyping industries as well as many other fields as watermarking algorithms to
secure intellectual property and protect three-dimensional models from theft.
However, to the best of our knowledge, few studies have looked at how water-
marking can resist attacks that involve vertex-reordering. Here, we present a loss-
less and robust watermarking scheme for STL files to protect against vertex-
reordering attacks. Specifically, we designed a novel error-correcting code
(ECC) that can correct the error of any one-bit in a bitstream by inserting several
check digits. In addition, ECC is designed to make use of redundant information
according to the characteristics of STL files, which introduces further robustness
for defense against attacks. No modifications are made to the geometric informa-
tion of the three-dimensional model, which respects the requirements of a high-
precision model. The experimental results show that the proposed watermarking
scheme can survive numerous kinds of attack, including rotation, scaling and
translation (RST), facet reordering, and vertex-reordering attacks.

Keywords: Three-dimensional watermarking; stereolithographic file; robust
watermarking; error-correcting code

1 Introduction

In recent years, three-dimensional (3D) printing technology [1] has become an area of intense research
and development, which has resulted in the widespread application of 3D models among others. Increasingly,
sensitive information related to 3Dmodels is transmitted over both wired and wireless networks, which raises
pressing information security issues such as illegal copying, tampering and dissemination [2–4]. As such, the
copyright protection of 3D models has attracted great attention.

The question of how to prevent criminals from maliciously tampering and copying unauthorized 3D
digital multimedia while safeguarding the legitimate interests of producers and consumers is a difficult to
answer problem for both academics and industry professionals [5,6]. Digital watermarking technology,
which was introduced to prevent this type of infringement, embeds the copyright information into digital
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multimedia [7]. Embedded information can only be extracted by specific methods and can therefore be
applied to intellectual property protection.

The first 3D model digital watermarking technology was proposed by Ohbuchi et al. [8]. Several
watermarking algorithms [9–13] have been proposed based on the concepts of modified vertices and
modified topological relationships. Researchers conducted a series of schemes for on-grid watermarking,
leading to many 3D model-based digital watermarking algorithms being produced [8–32]. The 3D
watermarking algorithm can also be divided into spatial domain watermarking (such as modifying the
positions of mesh vertices) [8–24] and spectral domain watermarking (such as spectral decomposition of
the mesh) [25–28], in a way similar to the image watermarking algorithm.

The stereolithographic (STL) 3D model lacks topological information compared with the traditional 3D
model. Many vertices are repeatedly recorded, which makes it difficult to study it as a watermarking
technology. Few studies, to the best of our knowledge, claimed to counteract facets and vertex-reordering
attacks. We have designed a novel Error-Correcting Code (ECC) to solve this problem. We embed a
bitstream into the 3D model and use an error-correcting code to adjust the order of the vertices in each
facet, which means that any one-bit error can be repaired. The original or attacked STL 3D model is also
preprocessed to obtain a standard sequence of triangular facets to facilitate extraction. The watermark
information is corrected and extracted from the order of vertices according to a novel systematic
approach. The watermark not only is easy to embed and extract but also performs well in terms of
transparency. The proposed scheme satisfies the requirements of a high-precision 3D model.

The subsequent parts of this paper are organized as follows. In Section 2, related work is presented.
Section 3 describes the proposed ECC. The implementation of the proposed watermarking scheme is
detailed specifically in Section 4. The experimental results are shown in Section 5, and the directions for
future research are described in Section 6.

2 Related Work

Watermarking in the spatial domain directly modifies the geometrical attributes or topological structures
of the 3D model to embed the watermark information. The earliest spatial domain watermarking algorithms
include the triangle similarity quadruple (TSQ) [8,9,11,13] algorithm and the tetrahedral volume ratio (TVR)
[8,11,13] algorithms, which was proposed by Ohbuchi et al. [8]. These algorithms provide a way to further
study the digital watermarking of 3D models. However, they are not robust enough, and can only resist some
attacks such as affine transformation.

Benendens et al. [14] proposed a 3D watermarking algorithm for adjusting the vector distribution of the
mesh facet of normal vectors. Such a scheme is stable under mesh simplification attack because these normal
vectors can roughly describe the trend of the meshes, this scheme is stable under mesh simplification attack.
Later, Benedens et al. also proposed the affine invariant embedding (AIE) algorithm and the normal bin
encoding (NBE) algorithm [15], while a priori data information needs to be given before the watermark
is extracted. Benendens [16] developed the GEOPARK system based on the above algorithm for
embedding watermarking in a 3D model and a virtual scene. In the same year, Wanger [17] proposed a
robust watermarking of polygonal meshes. The algorithm applies to the robust watermarking algorithm of
3D polygon mesh models with arbitrary topologies, but it is insufficient for a re-meshing operation.

A solution that is a 3D model watermarking algorithm for modifying the distance from the geometric
center of a model to vertices proposed by Yu et al. [18]. The algorithm can resist common attacks, but
the embedded strength of the algorithm should not be too large; otherwise, it will change the models. Yu
et al. provided a new embedding primitive for the research into 3D watermarking algorithms, which is a
global geometric feature of the distance from the geometric center of a model to the apex.
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Subsequently, Zhang et al. [19] proposed a 3D watermarking algorithm based on geometric features.
This method embedded a watermark on the Discrete Cosine Transform (DCT) coefficients of distances
from the vertices to the geometric center. Liu et al. [20] embedded a watermark on the DFT coefficient of
the distance from vertices to the geometric center. This type of algorithm converts the distance from the
geometric center of a model to the vertices to the transform domain, and embeds the watermark on the
transform domain coefficients. The robustness of these algorithms has been relatively enhanced.
However, these algorithms still have no power for geometric attacks such as scaling and rotation, and
need to be relocated before extracting the watermark.

Peng et al. [21] proposed a watermarking algorithm based on singular value decomposition for triangular
facet models. The main idea of this algorithm is to embed the watermark into a place where the singular value
is zero. This algorithm successfully resisted the explain attack. Bors et al. [22] proposed a 3D model
watermarking algorithm with minimal facet distortion. This watermarked 3D model has good
transparency. Zhan et al. [23] proposed a blind watermarking algorithm based on vertex curvature of the
model. This scheme uses the local feature vertex curvature of the 3D model as the embedding primitive,
which ensures good transparency and makes the model robust to commonly used attacks. Molaei et al.
[24] proposed a blind watermarking algorithm based on facet classification and sorting. This algorithm is
robust enough to noise, smoothing, quantization, and clipping attacks and is resistant to geometric
transformations, vertex-reordering, and facet reordering. However, the embedding process is complicated,
and despite the alternations of geometric information is as slight as possible, it still has problems meeting
the requirements of high-precision research fields despite the slight alterations to geometric information.

Several studies have been reported in the field of spectral domain watermarking, also, several works
have been done. Ohbuchi et al. [10] proposed a non-blind method (inserted modulation of the low and
medium frequency coefficients), while Cayre et al. [25] described a semi-blind method (quantization of
the low and medium frequency coefficients). The research had to divide the original mesh into several
patches possessing fewer vertices to reduce rapidly increasing computation time. They proposed a pre-
processing step of resampling at the extraction to recover completely the same connectivity as the cover
mesh, which helped to gain better resistance to changes in connectivity. Wu and Kobbelt [26] reported an
algorithm that is based on radial basis functions. The construction of these basic functions corresponds to
the geometric information. It significantly saves calculation time and is still stable under various attacks.
With a similar objective to solve the computation performance issue, Murotani and Sugihara [27]
proposed a method to watermark the mesh singular spectral coefficients with a similar objective to solve
the computation performance issue. In this work, the matrix to be diagonalized has a much lower
dimension. The current 3D mesh spectral analysis tools are not efficient enough, but they provide an
opportunity to directly transplant the existing mature spectral watermarking techniques of images [28].

An STL file is a 3D data format for representing geometric models with triangular facets. The STL file
describes a raw, unstructured triangulated facet as the unit containing normal and vertices about the triangles
via the 3D Cartesian coordinates. The geometric information of a triangular facet includes the outer normal
vector and the coordinates of three vertices arranged by the right-hand rule. The coordinate information of
vertices is repeatedly recorded in multiple triangle facets since the STL file is composed of a series of
triangular facets arranged in a disordered manner. Data redundancy is considerable, which results in
inefficiency searches, queries, and modification [29].

The STL file has become one of the standard formats of data interfaces in the manufacturing field since it
has a simple data structure, high computational efficiency, and good and adaptable topology, and
compatibility, it has become one of the standard formats of data interfaces in the manufacturing field [30].
At the same time, however, the STL file loses its original topological relationships, and the repeated
recording of vertices causes significant data redundancy. Lack of topological relationships and
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redundancy of data pose significant challenges to the embedding of the watermark. Moreover, it is difficult to
make the traditional 3D watermarking robust on the STL file. In particular, it is challenging to resist facet-
and vertex-reordering attacks. Therefore, it is difficult to embed watermarking based on geometric
information to ensure robustness without distortion. Currently, there is little research into the
watermarking of STL files, whereas grid models have received significantly more attention.

Cui et al. [29] proposed a watermarking algorithm based on pyramid technology for STL 3D model. The
transparency of the algorithm is higher, and its robustness is much higher under blind detection. However, the
embedded process needs to re-establish topological relationships. Also, relocation and resampling are
required when extracted. Li et al. [32] designed two high-capacity and lossless watermarking algorithms
based on an STL file, but the watermark was vulnerable to attack. The reordering attacks on the facets
and vertices of the model will result in incorrect extraction of the watermarking information.

3 Error Correcting Code

The ECC encoding scheme includes encoding part and decoding part, wherein the encoding part consists
of three steps, and the decoding part is a two-step process. The encoding part first encodes the binary
sequence using two-digit encoding for subsequent operations. It then inserts the check digits for the first
time in order to construct “units” with the error correction function. Finally, the encoding part inserts the
check digits for the second time in order to correct the random error in all cases. The decoding part first
corrects the sequence and subsequently removes all redundant information. In this way, any one-bit error
can be found and corrected.

3.1 ECC Encoding Scheme

Several concepts must be clarified to provide better knowledge of the coding scheme. The set of digital
elements between each check digit is called a “unit,”, and the check digit is not included in the unit at any
time. A unit here includes the set of digital elements between check digits. An attack here refers to any one-
bit error in the binary watermark information that can change a coded bit into a check digit, and vice versa.

Our scheme locates and corrects errors of watermark information by looking at two aspects, i.e., the
value of digital elements and the number of check digits. At the same time, the error correction function
is completed by noting the consistency between the units and the non-repetition in the units. Redundant
information, such as numbers and check digits, is inserted to locate and correct the attacked unit. A
watermarked sequence that represents copyright information with length L can be represented as
W ¼ w1f ;w2;w3;…;wi;…;wLg, where wi 2 0; 1½ �, in particular. If L is an odd number, a “0” will be
added at the end of the array.

3.1.1 Two-Digit Coding
We first encode the binary facet sequence by two-digit encoding to better implement ECC encoding. The

adjacent two bits constitute a group. The watermarked sequence W is encoded as follows, where “00” is
coded as “1”, “01” is coded as “2”, “10” is coded as “3”, and “11” is coded as “4”. Thus, we obtain the
watermarked sequence W ¼ fw1

0;w2
0;w3

0;…;wi
0;…;wL

2

0g, where wi 2 1; 4½ �.
The illustration of a binary watermark information W is shown in Fig. 1. The original watermark

information sequence W1 is obtained by two-digit coding.

We define two kinds of repetition, namely adjacent repetition (the current digit is exactly equal to the
previous digit) and neighbor repetition (the current digit is repeated with a certain number in the previous
unit) to better set the rule. The details are shown in Fig. 2.
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3.1.2 Insert the Check Digits for the First Time
The check digits are inserted between adjacently repeated digits or neighbors in the watermarked

sequence to equip the units with the error-correction function.

A check digit is first inserted in the middle of the two duplicated numbers in the case of adjacent
repetition. Next, the latter duplicated number is changed into its paired number (Since the vertices of any
one triangular facet are rearranged, the numbers “1” and “4”, “2” and “3” in the random watermark
sequence cannot be changed and replaced with each other, and they are treated as paired numbers. “1”
and “4” are paired numbers; likewise “2” and “3” are paired numbers likewise). A check digit is inserted
before the repetition number in the case of neighbor repetition. Next, the end number of the upper unit is
added to obtain the checked watermarked sequence W2.

The symbol “*” is used as a descriptor of the check digit. The way to code “*” is shown in Section 4.1.2.
If we consider the original sequence “1 2 3 4 1 1 3 2 4”, there is no repetition in the first four bits “1 2 3 4,”
and they are directly encoded (Fig. 3). The fifth “1” and the first “1” create a situation of neighbor repetition.
The check digit is inserted, and the “4” at the end of the upper unit is repeated. At this time, the “1” of the
sixth bit to be encoded in the original sequence and the “1” of the seventh bit in the encoding sequence lead to
an adjacent repetition. The check digit is inserted, and the “1,” which is to be inserted becomes its paired
number “4.” In this way, we get the first encoding sequence W2.

3.1.3 Insert the Check Digits for the Second Time
We insert the check digits for the second time to retain the error-correction function in some special cases

and to make it more robust. The continuous watermarked sequence W1 is separated by check digits after the

 
   1     2     3     4     1     1     3     2     4Original

  00   01   10   11   00   00   10   01   11Binary 0000000000 000001111  1111110000 11111111   00000000000 000000000000 11111110000   0000011  111111111

111 222  333  444   111 111  333   222  444

Figure 1: Original sequence from binary encoding

1 2 3 4 4Adjacent 
repetition

1 2 3 4 2Neighbor 
repetition

4 44 44 444 44 44

1 22 2222 3333 4 2 2222

Figure 2: Display for adjacent repetition and neighbor repetition

Encoding

1 2 3 4 1 1 3 2 4Original

1 2 3 4 * 4 1

1 2 3 4 * 4 1 * 4 3 2

1 2 3 4 * 4 1 * 4 3 2 * 2 4First

1 ***** 4444444

4 ****** 4444 1 ******* 44 333 2 **** 2222 44

4 **** 444 1

Figure 3: Inserting the check digit for the first time
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first check digit insertion. The value of elements of a unit is smaller than 5 and the length of the elements in a
unit is less than 4.

① In the watermarked sequenceW2, when there might be two, three or four elements might be present in
one single unit. Therefore, different numbers of check digits are respectively inserted in according to
different situations. If there are two elements in a unit, the number of inserted check digits corresponds to
the value of an element that is at the end of the unit; if there are three elements in a unit, the number of
inserted check digits corresponds to the sum of the second and third elements of the unit; when there are
four elements in a unit, if the middle two digits are in an order of increasing magnitude, for example, “1,
2,” “1, 3,” “1, 4,” “2, 3,” “2, 4,” “3, 4,” a check digit will be inserted again. Otherwise, two check digits
are inserted.

② Only if the digits before and after the check digit(s) are paired numbers, will the ending element in the
upper unit will be inserted again before the first check digit. Awatermarked sequenceW3 with a second check
is obtained. In this case, there are one or more check digits between each unit. Moreover, the unit is still only
a set of digital elements between each check digit.

As shown in Fig. 4, the first unit has 4 digits, and the third bit “3” is bigger than the second bit “2.”
Therefore, so we insert just one check digit. The second unit has two digits, and the end number is “1”,
in this case, a check digit is also inserted. The third unit has three numbers, and the number of check
digits inserted is equal to the sum of the second bit “3” and the third bit “2”. In this way, we get the third
encoding sequence W3.

Finally, we restore the encoded watermark sequence to binary. This yields a binary sequence W4 of the
watermark information.

3.2 ECC Decoding Scheme

3.2.1 Error Correction
The additional check digits are help to estimate the watermark information. In this case, we can verify

the information sequence that contains the watermark from both the number itself and the number of check
digits. Next, we can locate the modified unit and correct it. The correction comprises three main steps. First,
the binary sequence Q1 that may contain the watermarked information is encoded by a two-bit; and the
coding mode is the same as that described in Section 3.1.1. In this way, we get the watermark sequence Q2.

Sub-step 1: If the attacked bit is by coincidence to be a check digit, there will be an odd number of binary
codes in a unit and the encoding of the unit fails (Fig. 5). In this case, two situations are possible. All the
modifications made in this case are performed in the binary sequence of the unit that fails in coding. If
the verification is passed, then the number of check digits matches the digital value. This situation is not
discussed further. The two other situations are discussed in detail as follows.

1 2 3 4 * * 4 1 * * 4 3 2 * * * * * * 2 4Second

1 2 3 4 * * 4 1 1 * * 4 3 2 * * * * * * 2 4Third 1 111 ***

* **** 4444444 **** *** 4 ** *** *** *** *** **** 2

1 2 3 4 * 4 1 * 4 3 2 * 2 4First 4 ******* 444444 1 ****** 4444 33 2 ******* 22222 4444

Figure 4: Inserting the check digit for the second and third times
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1) The attacked unit includes only one bit.

Two states contribute to this situation (Fig. 6). The first state is that the extra original odd digit originally
is a check digit. This digit becomes a coded bit after it is attacked. The second state is that the first or the last
digit in the unit is attacked and subsequently becomes the check digit. The following judgment is necessary
to locate the attack.

First, the extra bit is changed into the check digit, and a judgement is made as to whether the verification
is passed. The modification is correct if the verification step is passed. Otherwise, the extra bit should be
modified according to the last digit of the upper unit or the first digit of the next unit.

The two digits before and after the check digits can only be the same or paired. When one of these digits
has an error, it can be modified according to another digit.

The modification process is altered as described in 2) III if this verification does not allow the
verification to pass.

2) The attacked unit includes more than one bit.

Two states may result in this type of error (Fig. 7). The first is that the last check digit of the upper unit is
attacked and tampered into a coded bit. The second state is that the first check digit of the unit is attacked and
tampered into a coded bit. We judge the location of the attack as described for the following three situations.

① If the number of check digits of this unit or the upper unit is only one, the check digit is restored to “0”
or “1” (the digit is changed to “0” first to try if it can pass the verification, if it fails to pass the verification, it is
changed to “1”). It is checked as to whether the unit can pass the verification after the restoration. If not, the
modification fails and enters the situation described in ②.

② In this situation, if the number of check digits in the unit and the upper unit is more than one, and the
upper unit fails the verification, then the attack must happen in the upper unit. In this way, according to the
digital value of this unit, the number of check digits that the unit should have is compared with the number of
existing check digits to see if the check digit is missing. This determines the specific location of the attack. If
the check digit is missing, it is attacked by the last check digit of the upper unit, and the check digit is changed

00 01 10 11 * * 11Unattacked

00 01 10 11 0 * 11Attacked 111 0000000

11 *****0000 01 10 111111

even

0000 01 10 1111 0000

odd

Figure 5: The example of the attacked unit

2 * * * 2  3  * * * *Covered
Model

2 * * * 2  3  * 0 * * First State * ******000000

2 * * * 2 * 0 * * * * Second State

* ******* ******

3333

1 0Binary:

2 0000***

1 1 01 01 11 1 01 0:

00

Binary

0000

Binary

22 3333

Current
unit

Figure 6: Two states of the first situation
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to the coded bit, which results in the lack of a check digit. The correction simply changes the first bit of this
unit to a check digit. If the check digit is not missing, the first bit of the unit is attacked, and the coded bit is
changed to the check digit, which results in the check digit being redundant. The correction is required based
on the last digit of the upper unit.

③ In this situation, the number of check digits of the unit and the upper unit is more than one, while only
the upper unit can pass the verification, and it is can be determined that the attack has happened in this unit.
This situation can arise when the last bit of the unit is changed to a check digit, or the first bit of the unit is
changed to a coded bit. First, the last bit of the code in this unit is changed to the check digit. The
modification is correct if it can pass the verification, the modification is correct. Otherwise, the correction
is made according to the first digit of the next unit.

Sub-step 2: The number itself. The last digit of the unit must be consistent with the first digit of the next
unit (this situation consists of two cases in which the connected numbers are the same and the paired), and the
number in the unit cannot be repeated. However, the last two digits of the upper unit must be repeated when
the last digit of the adjacent unit and the first digit of the next unit are paired with each other.

Sub-step 3: Check digits. In this situation, the number of check digits matches the value of certain digital
elements in each unit (the number of check digits of this unit always refers to the number of check digits
followed by the unit). In particular, the repeated number is not counted in the unit length when the last
two digits of the upper unit are adjacent repetitions. The number of check digits matches the last element
when there are one or two elements in a unit. The number of check digits corresponds to the sum of the
second and third digits when there are three elements in a unit. When there are four elements in a unit
and the second digit is bigger than the third digit, there should be just two check digits; otherwise, there
should be three check digits.

The corrected watermark sequence is finally obtained by judging and correcting the non- conforming
figures according to the three criteria and subsequently removing check digits and redundant information.

3.2.2 Decoding
All check digits and the first digit of each unit in addition to the first unit are redundant due to the rules

we set. All redundant information can be removed directly from the extracted sequence when decoding. The
decoding scheme is simple and fast (Fig. 8) as shown for the decoding process of a corrected watermark
sequence Q3. After the final binary step, we get the original watermark sequence Q4 is obtained.

2 * * *     2  3    * * * * 3 2Covered 
Model

2 * * *  01 1*    * * * * 3 2i

2 * * 0  01 10  * * * * * 3 2ii

3

1 0Binary: 1 000000

2 * * *  01 1 * * * * * 3 2iii

111******  

* *****  

* 00000  

1111 ******

0 1Binary:

2

Binary

Binary

Binary

33333222222

Current 
unit

Figure 7: Three states of the second situation
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4 The Proposed Watermarking Scheme for the STL File

The framework of the proposed scheme is shown in Fig. 9. It is divided into two parts: watermark
embedding and extraction. The embedding part specifically includes the following three main steps:
Step 1, obtain the watermarked sequence based on ECC; Step 2, sort the triangle facets of the STL
model; Step 3, embed the encoded the watermark sequence. The extraction part includes the following
three steps: Step 1, sort the triangle facets of the STL model; Step 2, extract the digital watermarking
sequence; Step 3, verify and correct the digital watermarking sequence.

STL files describe only the surface geometry of a three-dimensional object without any representation of
color, texture or other common computer-aided design (CAD) attributes of the model. This file format is
supported by many other software packages. It is also widely used for rapid prototyping, three-
dimensional printing and computer-aided manufacturing [31].

A STL file describes a raw, unstructured triangulated surface by the unit normal and vertices (ordered by
the right-hand rule) of the triangles using a three-dimensional Cartesian coordinate system. The STL format
specifies both ASCII and binary representations. As shown in Fig. 10, an STL file begins with the line “solid
name” and the file continues with any number of triangles, each of which is represented as follows:

The STL file is composed of a plurality of unordered triangular facet information units. Each of these
units contains an external normal vector of the triangular facet starting with “facet normal” and the
coordinate values of the three vertices of a triangle beginning with “vertex.” The STL file contains no
scale information, and the units are arbitrary. The whole STL file concludes with “endsolid name.”

1 2 3 4 * * 4 1 1 * * 4 3 2 * * * * * * 2 4Extraction

1 2 3 4 1 1 3 2 4Orignal

4444 **** **** 4444 1 1 **** **** 4444 33 2 ****** **** **** **** **** **** 2222 44444

Figure 8: The decoding process

Embedding

Error-correcting code

Sorting the triangular 
facets of the STL 3D

model

Embedding the 
redundant coding 

watermark sequence 

Appeal to model

Extraction

Sorting the triangular 
facets of the STL  3D

model

Extracting the digital 
watermark sequence 

Verification and 
correction

Obtaining the digital
watermark

Figure 9: The framework of the proposed scheme
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In the case of keeping the direction of the normal vector “n” of the triangular facet unchanged, the order
of the vertices needs to conform to the right-hand rule (a counter-clockwise arrangement along the normal
vector). Therefore, the triangles have only three arrangements.

The values of the three vertices are compared, and the vertex with the largest value is named A (first, the
x coordinate is compared; next, the y coordinate is compared with the x coordinate to see if it is the same,
compare the z coordinate when the y coordinate is the same [32]).

In addition, in a counterclockwise direction, the other two vertices are named B and C in turn. Hence, the
A, B, and C points of the triangular facets are determined. In the counterclockwise direction of the normal
vector, the vertices of the triangular facet have three sorting orders, and each sorting order is coded. The
encoding criterion is shown in the following section, and the triangular facet is encoded by adjusting the
order of vertices.

A description of step 1 is not repeated here since the entire encoding scheme has been described. We will
start directly from step 2.

4.1 The Watermark Embedding Based on ECC

STL files may be attacked by facet reordering. This type of attack does not change the geometric
structure of three-dimensional models nor affect the use of them. Therefore, it is necessary to sort
triangular facets according to their attributes to eliminate the influence of facet-reordering attack on the
watermarking system. The reordering here guarantees the consistency of triangular facets irrespective of
the type of reordering attack on the STL file. In this case, we applied principal component analysis (PCA)
to obtain the standard sequence of the triangular facets.

4.1.1 PCA Pretreatment of the Triangular Facet of the STL File
The coordinate values of each triangular facet in the PCA coordinate system are calculated. The

corresponding triangular facets are sorted according to their values from the largest to the smallest to
obtain the standardized triangular facet sequence F. This includes the following four sub-steps:

Sub-step 1: In Cartesian coordinates, the model is shifted so that the gravity center of the model
coincides with the origin of the coordinate system.

Sub-step 2: Three feature vectors are obtained by PCA processing the coordinate values of the triangular
facets in the model.

Sub-step 3: The model is mapped from the Cartesian coordinate system to the PCA coordinate system
with three feature vectors as the coordinate axes of the PCA space.

Sub-step 4: A known triangular facet sequence F is obtained by comparing the coordinate values of the
triangular facets in the model. The mean of comparison is used to compare the coordinates of the center of the
triangular facet. The x coordinates are compared if the central coordinate values are the same. The y

facet normal -0.0 1.0 0.0
outer loop
vertex 0.0 1.63 1.2
vertex 1.17 1.63 0.0
vertex 0.0 1.63 0.0

end loop
endfacet

Figure 10: An STL file
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coordinates are compared if the x coordinates are the same. The z coordinates are compared if the y
coordinates are the same.

4.1.2 Embedding the Watermark to the STL File by ECC
Vertices A, B and C of the triangular facet are determined by comparing the coordinate values of the

triangular facets. The vertex with the largest coordinate value is named A. The vertices can only be
ordered counterclockwise along the external normal vector due to the characteristics of the STL file. The
other two vertices are named B and C in turn (Fig. 11).

When the A, B, and C vertices of the triangular facet are determined, there are only three sorting schemes
for the vertices. Each sorting scheme is encoded. In particular, the triangular facets can be encoded by
adjusting the ordering of the vertices ordering as shown in Tab. 1 in such a way that a triangular facet
can accommodate 1 bit of information.

We embedded the binary sequenceW4 of the watermarked information by modifying the vertices of each
triangular facet in the triangular facet sequence F, we embedded the binary sequenceW4 of the watermarked
information to obtain the covered STL 3D model. For example, if the first bit of the binary sequence W4 is
“0”, the first triangular facet of the triangular facet sequence F is sequentially adjusted to “A, B, C”, so that
the STL 3D model with watermarking information W can be obtained.

4.2 The Watermark Extraction Based on ECC

First, PCA pretreatment of the triangular facets is executed as same as described in Section 4.1.1. Next,
vertices A, B and C of the triangular facet are determined by comparing the coordinate values of the
triangular facets. The vertex with the largest coordinate value is named A; the other two vertices are
named B and C in counterclockwise order

The binary sequence Q1 that may contain watermark information is extracted according to the order of
the vertices. If the order of the first triangular facet vertices in the triangular facet sequence F is “A, B, C,” the
embedded binary watermark information is “0.” The binary sequence information Q1 is encoded in a group
of two adjacent bits. Group “00” is coded as “1,” “01” is coded as “2,” “10” is coded as “3,” and “11” is
coded as “4,” which yields the sequence Q2 watermark information.

CC

BA

Figure 11: An example of a triangular facet

Table 1: The representation information of a triangular facet

The order of vertices of a facet Code

A, B, C 0

B, C, A 1

C, A, B *
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An error-corrected watermark sequence Q3 is obtained using the previously described ECC decoding
rule. Q3 is then restored to a binary sequence to obtain the final original watermark sequence Q4.

5 Experimental Results and Discussion

We carried out experiments on 100 STL 3D models to prove the feasibility of our watermarking
algorithm. The experiments mainly included assessments of transparency, capacity and robustness. Few
studies, to the best of our knowledge, describe watermarking algorithms for STL files.

In our study, we propose an ECC to resist these two types of attack by making use of the redundant
information. Any one-bit error can be found and corrected by applying the ECC to the STL file.
Moreover, we make no changes to the STL 3D model itself, and our watermark is therefore fully
transparent. Our method is 100% resistant to conventional RST attacks as well as facet-reordering attacks.
The method we use can resist a reordering attack at any one vertex.

5.1 Watermark Imperceptibility

Our scheme simply reorders the vertices within the facets. It does not modify the values of the vertices
and the normal of the facets. Our scheme also does not affect the geometric information of the STL 3D
model. Therefore, the watermark is completely transparent. A comparison of the original model and the
covered model is shown in Fig. 12.

5.2 Watermark Capacity

The number of embedded check digits is different based on the coding rules of ECC. This is due to the
encoded watermark information and its length. In this case, the number of check digits depends on the code
length of different states, which in turn has a large impact on the code rate. We use discrete-time Markov

Figure 12: Comparison of original models and watermarked models (a) Original model. (b) The
watermarked model of (a). (c) Original model. (d) The watermarked model of (c)
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chains to calculate the probability of occurrence of different cases of code length and calculate the theoretical
code rate.

Our rule setting results in the states of adjacent repetition (a.r.) and neighbor repetition (n.r.). The
probability of the occurrence of different code lengths is shown in Tab. 2. There are seven different cases
of code length as shown in Tab. 3.

We multiply the probability of occurrence of different code lengths with the corresponding code rate and
divide by the eigenvector weight to obtain a theoretical code rate of 38.31%.

We used a statistical method to test the capacity of the watermark. In our experiments, we tested
100 models for 1000 times. Each model embedded a random watermark information, which had a
random length between 1 and 10000 The average value of “the number of bits/the number of facets” is
the capacity of the watermark. The result shows that the capacity of the watermark is 38.82% of a facet.

In this experiment, the code rate is related to both the length of the watermark information and the
content of the watermark itself. The theoretical capacity is consistent with the experimental capacity
within the error tolerance.

5.3 Watermark Robustness

It is difficult to study the watermarking algorithm for the STL 3D model. The STL 3D model lacks
information about topological structures, and has a large number of repeatedly recorded vertices. Few

Table 2: The probability of occurrence of different code lengths

1 2 a.r. 2 n.r. 3 a.r. 3 n.r. 4 a.r. 4 n.r.

1 1/4 3/16 3/16 3/32 3/16 3/128 9/128

2 a.r. 1/4 3/16 3/16 3/32 3/16 3/128 9/128

2 n.r. 0 1/4 1/4 1/8 1/4 1/32 3/32

3 a.r. 1/4 3/16 3/16 3/32 3/16 3/128 9/128

3 n.r. 0 1/4 1/4 1/8 1/4 1/32 3/32

4 a.r. 1/4 3/16 3/16 3/32 3/16 3/128 9/128

4 n.r. 0 1/4 1/4 1/8 1/4 1/32 3/32

Table 3: Code rate of different code lengths

Eigenvector weight States Possibility

13 1 a.r. 1/4(1/4+1/5+1/6+1/7)

24 2 a.r. 1/4(2/5+2/6+2/7+2/8)

12 3 a.r. 1/6(3/8+3/9+3/10+3/10+3/11+3/12)

3 4 a.r. 1/2(4/7+4/8)

24 2 n.r. 1/4(3/5+3/6+3/7+3/8)

24 3 n.r. 1/6(4/8+4/9+4/10+4/11+4/12)

9 4 n.r. 1/2(5/7+5/8)
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studies have focused on the STL 3D model, and reports about how lossless watermarking of the STL 3D
model can resist facet- and vertex-reordering attacks are lacking. Our work for the STL file is, to the best
of our knowledge, original and unique in this area of research, and our method can resist RST attacks as
well as facet- and vertex-reordering attacks. Our proposed method has achieved very good results in
resisting these types of attack, but it has not been compared with other algorithms.

Our scheme no use of the geometric information of the STL 3D model since it is only performed on the
STL file. Consequently, if user of the model still wants to make the model available, the attacks like
quantization, cropping, and simplifying could not be made on the STL file. In these cases, that the
destruction of the structure of the model may cause the loss of its value.

The robustness of the watermark system to protect the copyright is always a concern for watermark
techniques. The goal is to ensure the availability of the STL 3D model. Therefore, the damage to the
models should be slight, and the weak noise and smoothness should in general not change the relative
positions of the three vertices in the facets. By these criteria, our scheme is robust enough. Namely, the
attacks toward STL files could only be reordering of facets and vertices. Hence, we only considered
geometric attack in our experiments.

5.3.1 Rotation, Scaling and Translation Attacks
We preprocessed the STL 3D model with PCA and mapped it to PCA space to obtain the original

sequence of facets. This preprocessing method enables the watermarking to resist three conventional
attacks: translation, rotation and scaling. We wanted to verify the robustness of the algorithm to RST
attacks, we carried the experiment on 10 STL 3D models, and calculated the correlation coefficient to
show the performance, as shown in (Tab. 4). The proposed algorithm is completely robust to RST attacks.

5.3.2 Facet-Reordering Attacks
The facet sequence is reordered before the watermark is embedded. Thus an attack that modifies the

original sequence will not have any effect on the scheme in this paper.

We carried out a random facet-reordering attack on 100 STL 3D models. The results showed that the
attacks of facet-reordering did not have any effect on our scheme. The proposed scheme is completely
robust to facet-reordering attacks. We divided the experimental models into different intervals according
to the number of facets. The result is shown in Tab. 5.

Table 4: The result about correlation coefficient of facet-reordering simulation experiment

Model Rotation Scaling Translation

M1 1.0 1.0 1.0

M2 1.0 1.0 1.0

M3 1.0 1.0 1.0

M4 1.0 1.0 1.0

M5 1.0 1.0 1.0

M6 1.0 1.0 1.0

M7 1.0 1.0 1.0

M8 1.0 1.0 1.0

M9 1.0 1.0 1.0

M10 1.0 1.0 1.0
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5.3.3 Vertex-Reordering Attacks
Any one-bit error in the order of vertices can be detected and corrected after encoding and embedding

the watermark according to the scheme described in this paper.

Ten different STL 3D models were used to evaluate the robustness of the proposed watermarking
scheme. We embedded different watermark information for 1000 times for each STL file, and 10 random
vertex-reordering attacks were applied on each embedded information. The watermark information we
embedded had a random length between 1 and 20,000. In all of the aforementioned 100,000 random
attacks, all of them can correctly extract the watermark and correct the information carried by the attack
facets. The correct extraction rate is 100%. More details are shown in Tab. 6. The proposed watermarking
scheme can resist against vertex-reordering attacks successfully.

6 Conclusion

We proposed a robust watermarking for STL files based on our ECC that counters facet- and vertex-
reordering attacks. The scheme differs from conventional watermark embedding by altering the geometric
information of models. We make use of redundant information in the STL file to embed the watermark
for copyright protection of STL into 3D models. This is to the best of our knowledge the first time this
type of approach has been used STL files. The proposed method is fully resistant to conventional RST
attacks as well as facet and single-vertex attacks. Moreover, the scheme achieves an appropriate trade-off
between the robustness and transparency of the watermark. Although the embedded watermark has
modified the order of triangular facet vertices, the geometric information of the 3D model has not been
modified, and the data of facets can be precisely analyzed and detected. The new method meets the
requirements necessary for content integrity and precision military, medical, legal and other precision fields.

Table 5: Facet-reordering simulation experiment

Numbers of facets in a model Attacks/times Correct rate

Facets model

1–4999 52 100 100.00%

5000–9999 14 100 100.00%

10000–19999 12 100 100.00%

20000–29999 6 100 100.00%

30000–39999 3 100 100.00%

40000–49999 5 100 100.00%

over 50000 8 100 100.00%

Table 6: Vertex-reordering simulation experiment

Numbers of facets in a model Times of Embedding Average Length
of the Embedded

Attacks/times Correct rate

facets model

1–4999 2 1000 3323 100,000 100.00%

5000–9999 2 1000 87832 100,000 100.00%

10000–19999 6 1000 13321 100,000 100.00%
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