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Abstract: As the typical peer-to-peer distributed networks, blockchain systems
require each node to copy a complete transaction database, so as to ensure new
transactions can by verified independently. In a blockchain system (e.g., bitcoin
system), the node does not rely on any central organization, and every node keeps
an entire copy of the transaction database. However, this feature determines that
the size of blockchain transaction database is growing rapidly. Therefore, with the
continuous system operations, the node memory also needs to be expanded to
support the system running. Especially in the big data era, the increasing network
traffic will lead to faster transaction growth rate. This paper analyzes blockchain
transaction databases and proposes a storage optimization scheme. The proposed
scheme divides blockchain transaction database into cold zone and hot zone using
expiration recognition method based on Least Recently Used (LRU) algorithm. It
can achieve storage optimization by moving unspent transaction outputs outside
the in-memory transaction databases. We present the theoretical analysis on the
optimization method to validate the effectiveness. Extensive experiments show
our proposed method outperforms the current mechanism for the blockchain
transaction databases.
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1 Introduction

Blockchain technology has been widely applied and studied with its decentralized characteristics
and the shared transaction databases. At present, many scenarios have been applied with the blockchain
technologies, including the cryptocurrency systems, electronic ledger systems. The typical blockchain systems
are based on different underlying computer theories or technologies, covering the blockchain keys, transactions,
Unspent Transaction Output (UTXO), etc.

A pair of blockchain keys normally consist of a private key and a public key. The public key is like the
bank account number, which is used to receive digital property. The private key is like the password of the
account. The blockchain key encryption is based on the cryptography principle of specific mathematical

This work is licensed under a Creative Commons Attribution 4.0 International License, which
@ @ permits unrestricted use, distribution, and reproduction in any medium, provided the original

work is properly cited.


mailto:xiaofengyu@nju.edu.cn
http://dx.doi.org/10.32604/csse.2021.014530
http://dx.doi.org/10.32604/csse.2021.014530

522 CSSE, 2021, vol.36, no.3

functions (e.g., elliptic curve multiplication), which makes the generated digital key irreversible and
unchangeable. In a transaction, the blockchain address usually appears as the payee account number. If
user A wants to pay a digital coin to user B, A should get the address of user B at first. Fig. 1 describes
the relationship between private key, public key, and the generated address in the typical bitcoin-like
blockchain system. The private key is a randomly generated number. The system uses elliptic curve
multiplication to generate a corresponding public key, and hash functions are used to generate the
blockchain addresses.
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Figure 1: Keys in blockchain systems

Based on cryptography proof, the digital keys and blockchain addresses provide the blockchain system
high security. Meanwhile, it also brings an issue to users: the private key must always be kept confidentially,
once the private key is lost, it is extremely difficult to recover. Indeed, many private keys have been lost in the
bitcoin system. Transaction database is another important part of bitcoin-like blockchain systems. A
blockchain transaction consists of input and output. As shown in Fig. 2, the transaction input refers to the
UTXOs in the previous transaction. The transaction output represents the ownership transfer status of the
unspent digital asset. Blockchain transaction records all digital asset transfers, which forms a traceable
transaction chain. The basic unit of blockchain transaction is the UTXO. In bitcoin-like blockchain
systems, there is no account balance, and only the UTXOs are distributed in different blocks. The so-
called account balance is actually the sum of all UTXOs belonging to the user address.

UTXO is indivisible and can only be consumed as a whole. This feature determines that the total input
UTXO value must be equal to the output UTXO value. In most cases, as shown in Fig. 2, the number of input
UTXOs is one or more, and at output end, there will be at least three UTXOs: One UTXO paid to the payee,
one paid to the miner, and one UTXO change returning to the payer. In order to independently verify
transactions, nodes need to track all the UTXOs in the blockchain databases.
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Figure 2: Blockchain transaction chain

Blockchain nodes store all retrieved UTXOs in the in-memory database, and all UTXOs form an UTXO
set. Every transaction can generate more UTXOs. Therefore, as the transactions happen, the UTXO set will
become larger and larger, and more memory space should be occupied. Therefore, the continuous database
growth will require more memory capacity. This paper aims to study the memory storage of blockchain
transaction databases, so as to propose an effective storage optimization method.

The organization of this paper is as follows: Section 1 introduces the research background and existing
problems of blockchain transaction database storage; Section 2 introduces the related knowledge; Section
3 describes the proposed method and theoretical analysis; Section 4 shows the experimental results and
analysis; and last section summarizes the work.

2 Related Work

In this section, we review the related work for the blockchain systems, and the performance optimization
for storage and computer systems in various scenarios [1-9].

By using encryption algorithm, time stamp technology, distributed consensus and economic incentives,
blockchain technology effectively solves the consensus problem among connected nodes, and realizes
decentralized peer-to-peer transaction in a distributed system without mutual trust between nodes. Bitcoin
system is the most typical blockchain system, and the structure of bitcoin blockchain system is shown in
Fig. 3. In the blockchain system, the miner node uses the block header hash value as the link pointers to
link the data blocks together to form a unchangeable chain. Each block includes a block header and a
block body. The block header encapsulates the metadata information of the current block, which provides
the possibility of tracing historical transaction information. The block body mainly contains the
transaction tree status information supported by hash algorithm. Each transaction is permanently recorded
in the data block, and anyone can query it. The Merkle tree in the block body will sign each transaction
digitally, which can ensure that every transaction is unforgeable and prevent double spend attack.

The blockchain data appending mechanism determines that transaction database size will grow
continuously. The blockchain storage mode [10] solves the problem of decentralized trust, but the premise
is that nodes must maintain a complete blockchain database to independently verify transactions [11]. This
node holding a complete block chain database replica is called “full nodes” [12]. In order to operate the full
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node, users need to prepare enough storage space and computing power [13]. Therefore, it is difficult for
resource limited devices to become full nodes [14]. For example, mobile devices with limited storage space
are not suitable to become full nodes. Imtiaz et al. [15] studied the influence of orphan transaction on the
performance of blockchain network. The continuous growth of blockchain database will also reduce the
speed of transaction verification by nodes, which will hinder the development of the system.
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Figure 3: Blockchain structure

To enable nodes with limited performance to operate without saving a complete blockchain database,
Nakamoto proposed a Simplified Payment Verification (SPV) method in bitcoin white paper. This type of
node is also known as a lightweight node. SPV node has gradually become the most common node form in
blockchain system [16—18]. And bitcoin wallet has been successfully implemented in many blockchain
applications. SPV nodes can not conduct independent transaction verification because they do not download
the complete blockchain database, so they need to connect several nodes randomly. This random connection
means that they may be attacked. To enhance the node security in blockchain systems, developers
introduced bloom filter [19] to deal with the privacy issues of SPV nodes. A clearer bloom filter will
produce more accurate results, but at the cost of exposing the address used in the user’s wallet.

The Interplanetary File System (IPFS) is a peer-to-peer version control file system, which not only
ensures the security of the storage platform but also solves the single node failure problem [20]. IPFS is
used to improve the blockchain system widely, and it combines distributed hash table, incentive block
exchange and self certified namespace [21]. Zheng et al. [22] proposed a blockchain data storage model
based on IPFS. The miner stores transaction data into IPFS network and packages the returned IPFS hash
value into blocks. The scheme greatly reduces the blockchain data by using the characteristics of IPFS
network and IPFS hash. According to the characteristics of IPFS, Chen et al. [23] proposed an improved
P2P file system scheme based on IPFS and blockchain. At present, the combination of IPFS and
blockchain has also been applied by many researchers in the Internet of Things [24,25], and other
industry applications [26] for privacy protection.

Section-Blockchain [27] is a blockchain protocol that reduces storage efficiently, the purpose of the
protocol is to solve the problem of super large capacity storage without affecting the blockchain. Section-
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blockchain runs on an efficient communication protocol, which helps nodes optimize their position in the
network, and realizes formatted network layout and faster data broadcast speed. Distributed Hash
Table (DHT) [28] is another design to implement hash table among peer-to-peer network nodes. Chord
[29] is a new DHT design, which uses a ring overlay network. Abe et al. [30] proposed a distributed
storage load balancing scheme based on distributed hash table via Chord. It can effectively reduce the
storage space of nodes.

Blockchain technology provides a new cheap, safe and decentralized electricity trading mode for the
power sector. However, there is a delay in the electricity trading system based on blockchain. Therefore,
Okoye et al. [31] proposed a novel network enhanced transactional micro grid model based on
blockchain technology. The optimized blockchain participant permission model improves the transaction
speed and convenience. In addition, based on the characteristics of blockchain transaction system,
Bai et al. [32] and Shi et al. [33] proposed optimization algorithm and block transaction selection
mechanism to improve the stability of blockchain transaction system respectively.

Guo et al. [34] proposed an optimization scheme based on redundancy system, which greatly reduces the
storage capacity of blockchain system nodes, and designs a fault-tolerant mechanism based on the scheme.
Mbinkeu et al. [35] studied the memory management and access time of bitcoin protocol based on SQLite
databases. Mei et al. [36], a memory optimization mechanism based on redundancy system is proposed to
reduce the storage capacity of each node. Wang et al. [37] dealt with how to allocate data to each
computer in the blockchain network. In this work, authors presented a balanced solution of user input on
search time and space occupation. El-Hindi et al. [38] introduced an additional database layer into the
blockchain system to improve the performance and scalability of data [39] sharing. In view of bitcoin key
management problems, Gennaro et al. [40] proposed a centralized threshold signature scheme for bitcoin
systems with higher efficiency.

The most prominent feature of blockchain system is decentralization. In order to realize decentralized
systems, there must be enough nodes to independently verify transactions. Most of the existing solutions,
such as the most widely used lightweight node scheme, can alleviate the storage problem. As we
mentioned before, a large number of resource limited devices can participate in the transaction
verification. Lightweight nodes rely on the database storage of full nodes. It is still a problem to be
solved to improve the independent verification and storage capacity of blockchain nodes.

In terms of current blockchain node storage schemes, there is no solution for temporarily useless UTXO
in the blockchain transaction databases. In order to improve the in-memory UTXO set and storage capacity,
this paper proposes an optimized storage scheme for blockchain transaction databases. The main
contributions of this paper are as follows:

1. This work investigates the blockchain transaction databases and presents the mathematical models
for theoretical analysis.

2. A storage optimization scheme is presented to remove the expired UTXO from the memory. It
increases the memory storage space, and improves in-memory UTXO set.

3 Theoretical Analysis

In this section, we theoretically analyze the expansion speed of blockchain transaction databases. Then,
we propose the storage optimization scheme, and analyze the proposed method mathematically. Tab. 1 lists
the related representations of symbols used frequently.
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Table 1: Definitions of related symbols

Symbol Description

Qi Total value spent at the input end
M, Total value of UTXOs paid to payees
My Service charge paid to miner

M, UTXO change value

Qout Total value of UTXOs at the output end
Nin Number of input UTXOs

Nous Number of output UTXOs

9/1‘ UTXO expansion speed with SIMO

gbf.‘ UTXO expansion speed with MIMO

U Total UTXO number contained in node memory after the new block is generated

U Total UTXO number contained in node memory before the new block is generated

Uput Total UTXO number contained in node memory after the new block is generated with proposed method
Tou Expiration time threshold for blockchain address

A The increase of UTXO number after the new block is generated

A The increase of UTXO number after the new block is generated with proposed method

Uyur’ Total UTXO number contained in node memory before the new block is generated with

proposed method
Ty Average transaction number per block

3.1 The Expansion of UTXO Set

According to the blockchain running principle mentioned above in Section 1, we can divide blockchain
transactions into two types as shown in Fig. 4: Single input multiple output (SIMO) and multiple input
multiple output (MIMO). In SIMO type, at the input end there is only one UTXO; in MIMO type, more
than one input UTXOs are used.
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Figure 4: Two different transaction types
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Based on the above two transaction types, we theoretically analyze the expansion rate of UTXO set by
establishing following mathematical models.

Denote the total input amount as (2;,, the total output amount as €2,,,. Assume that in a transaction, kth
payment value is g, and the total value of UTXOs paid to the payee is M,, then we have M, = >}, 1. We
denote the UTXO value for the service charge as My, the change output as M. According to the balancing
principle of input and output ends, we have the following model:

Qin - Qout - ijzl N + Mf + Mb (1)

3.1.1 The SIMO Expansion Speed
In SIMO type, a transaction has only one input UTXO. Let the value of input UTXO be v;, and £2;, = v;.

Total amount paid to payees be M, = Z’,;Zl W- Then, the total output amount is €, = Zj,'{zl W+
M; + My, According to Eq. (1), there is:

k
Vi = Zl W, + Mf + M, (2)

Based on Eq. (2), the SIMO transaction only consumes one UTXO, so the number of input UTXOs is:
N;» = 1. Meanwhile, the SIMO transaction will generate k£ + 2 UTXOs, and the number of output UTXOs
is: N, = k + 2. Here, k is the payee number. We can summarize the formula of UTXO expansion speed for
SIMO transactions as follows:

2, k=1
@_{k+L k> 1 3)

3.1.2 The MIMO Expansion Speed

In MIMO type, one transaction has more than one input UTXOs. Assume that the number of input
UTXOs is i, the value of ith input UTXO is v;, then the total amount of all input UTXOs is:
= Zle v;. In the MIMO case, according to Eq. (1), there is:

s v
Zi:l Vi = Zk:l Hi+ My + My )

According to Eq. (2), the MIMO transaction will consume i(i > 1) UTXOs, so the number of input
UTXOs is: N, = i. One MIMO transaction will generate k£ + 2 output UTXOs, and the number of output
UTXOs is: N, =k +2, where k£ denotes the output UTXOs. For MIMO, we can represent the
expansion speed as follows:

v [3—i k=1
¢i_{k+2—g k>1 )

3.1.3 The Expansion Speed Per Block

Each transaction can be treated as a random event, and we use {X;Y;} to represent a transaction event,
where X; indicates this transaction contains i input UTXOs, & indicates that the transaction has £ payee
addresses. For instance, a SIMO transaction can be expressed as {X;Y;}. Suppose that the transaction
number in a block is Ty, we can express the total UTXO number before the new block is generated as U-".
The UTXO number increase after adding a new block is expressed as A. Therefore, after a new block is
generated, the calculation formula is: U = U’ + A. The representation of A in our model is shown as follows:
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A= (ij=1 P+ D d>f~‘P{X,~Yk}) x Ty (6)
By substituting Egs. (3) and (5), we get the following mathematical model:
A= (2 e+ PNV} + 30 S (k2 - )PLXY}) x Ty ™

It can be concluded from Eq. (7):

1. There is a positive correlation between the expansion speed of UTXO set and the transaction number;

2. In the normal bitcoin-like blockchain system, the in-memory UTXO set increases linearly with the
block chain grows.

3.2 The Expiration Recognition Mechanism Based on LRU

All blockchain nodes maintain an in-memory UTXO set. The purpose of establishing the UTXO set is to
generate and verify new transactions. The loss of the private keys means that some UTXOs will never be
used again and always resides in the in-memory UTXO set. Although various methods have been
proposed to save the private key, there are still many blockchain users lost their private keys. These lost
UTXOs are not helpful for the node to verify the transaction, and occupy the precious node memory. The
current blockchain system lacks the recognition mechanism, so these UTXOs will still be stored in node
memory, occupying additional memory space.

To solve the above issue, this paper introduces a scheme to optimize the UTXO storage based on Least
Recently Used (LRU) algorithm. The scheme sets the expiration policy and identifies the UTXO expired
regularly. If it searched out an expired UTXO, it moves the UTXO out of running node memory, so as to
increase the available memory space.

In this proposed scheme, the UTXO expiration time threshold is set to I'. When the blockchain system
added t new blocks, the node will identify all current addresses. Assuming that the number of expired
addresses each time is d, and the UTXO number under ith address is J);, the UTXO under the
expired address is identified as expired UTXO. Then, the number of expired UTXOs is Z? Ai, and these
expired UTXOs will be removed from the in-memory UTXO set. Using the expiration recognition, the
average transaction database expansion speed is:

N = (3 kPG + 3 ST (k2 DPLGNY) x Ty - DN ®)

With the proposed expiration recognition mechanism, the number of in-memory UTXOs after adding a
new block is:

out

Una = Upyy + 8= X1 M ©)

We can get the expansion speed rate of the original blockchain system and the proposed expiration
mechanism system:

U _ U+ A :HU'—U;MJFZ?’A,-/T
Uout Uéut +A— Eall )\i/‘L' Uout

(10)

As can be seen above, Lt > 1, when using the expiration recognition mechanism. We can see that the

-1
expansion rate decreases to A(A < 1): A = (UU,) .
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Compared with the original blockchain system, new method slows down the expansion speed of
blockchain transaction databases. The proposed method alleviates the storage pressure of full nodes to a
certain extent.

4 Evaluation

In this section, we design extensive simulation experiments to validate the new proposed method. The
experimental results record the change of UTXO number. The experiments initialize 100 blockchain
addresses with 50 digital coins for each. During the transaction process, new blockchain addresses are
created randomly. Each generated block contains a coinbase transaction, and the coinbase bonus is set to
25 digital coins. In the following subsections, we introduce the detailed experimental settings and results.

4.1 Experimental Simulation of Original Blockchain System

As mentioned above, two transaction types are studied. In our experiments, the transaction type is
randomly selected by the virtual blockchain wallet applications. Two transaction types are with different
probabilities. Experiments 1 to 4 respectively simulate the different probabilities of two transaction types.

In experiments (1) to (4), the SIMO transactions are with 40%, 60%, 80% and 100% probabilities
respectively. And the four experiments have been carried out with three different trading settings. Under
setting 1, 5 transactions are generated averagely per block; under setting 2 and 3, the transactions
numbers are 10 and 15. The experimental results are shown in Fig. 5, and we can see the linear growth
trends clearly under different settings.

Fig. 5 shows the UTXO changes under four different settings when each block has the different
transactions. The UTXO growth trend is basically linear, and there is a positive correlation between the
UTXO number and the transaction number. The more the transactions contained in each block, the faster
the UTXOs grow.

Fig. 6 shows the UTXO growth trends when each block has almost the same transaction number
with different transaction type probabilities (40%, 60%, 80% and 100%). It can be seen from the figure,
the higher SIMO probability, the faster UTXO growth rate. This is due to less UTXOs consumed by
SIMO transaction type.

4.2 Experimental Results for Expiration Recognition Mechanism

This subsection simulates the UTXO changes, the number of expired addresses and the expired UTXOs
in the in-memory transaction databases. To comprehensively test the proposed expiration recognition
mechanism, the experiments are under different trading settings. In experiments (1) to (4), the SIMO
transactions are with 40%, 60%, 80% and 100% probabilities respectively. In our test, 5 transactions are
generated averagely in one block. The experimental results are shown in Fig. 7.

As shown in Fig. 7, if the expiration recognition mechanism is used, a part of the blockchain addresses
and UTXOs that may not be used for a long time can be identified. The UTXO number increases with the
continuous system running time. The proposed optimization scheme removes the expired UXTOs from the
in-memory storage. It reduces the expansion speed of the in-memory database and saves the memory space.

Fig. 8 shows the in-memory UTXO comparisons with the SIMO probabilities at 40%, 60%, 80% and
100% respectively. In the four experiments, per block averagely includes five transactions. As can be
seen from the figure, using the proposed optimization scheme, with the block height grows, the proposed
method can keep the in-memory UTXO number in a relative low level. In the long run, the proposed
scheme can greatly improve the in-memory storage for blockchain transaction databases.
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Figure 6: In-memory UTXO changes with different SIMO rates
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5 Conclusion

The blockchain system requires each connected node to keep a complete transaction database copy
which needs to be loaded in memory. That means for full nodes, they will pay more memory capacity to
finish the transaction verification. Especially in the big data era, the increase of network traffic will lead
to the rapid growth of the connected nodes and the growing blockchain transactions databases. This paper
analyzes blockchain transaction databases and proposes a storage optimization scheme. The scheme
divides blockchain transaction database into cold zone and hot zone using expiration recognition method
based on LRU algorithm. It can achieve storage optimization by moving some UTXOs outside the in-
memory transaction databases. We present the theoretical analysis on the optimization method to validate
the effectiveness. Designed extensive experiments show our proposed method outperforms the current
mechanism for the blockchain transaction databases. The expansion speed of in-memory UTXO set can
be improved with the proposed method.
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