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Abstract: Smart and interconnected devices can generate meaningful patient
data and exchange it automatically without any human intervention in order
to realize the Internet of Things (IoT) in healthcare (HIoT). Due to more and
more online security and data hijacking attacks, the confidentiality, integrity
and availability of data are considered serious issues in HIoT applications.
In this regard, lightweight block ciphers (LBCs) are promising in resource-
constrained environment where security is the primary consideration. The
prevalent challenge while designing an LBC for the HIoT environment is how
to ascertain platform performance, cost, and security. Most of the existing
LBCs primarily focus on text data or grayscale images. The main focus of this
paper is about securing color images in a cost-effective way. We emphasis high
confidentiality of color images captured by cameras in resource-constrained
smartphones, and high confidentiality of sensitive images transmitted by
low-power sensors in IoT systems. In order to reduce computational complex-
ity and simulation time, the proposed Lightweight Symmetric Block Cipher
(LSBC) exploits chaos-based confusion-diffusionoperations at the inter-block
level using a single round. The strength of LSBC is assessed by cryptanalysis,
while it is ranked by comparing it to other privacy-preserving schemes. Our
results show that the proposed cipher produces promising results in terms of
key sensitivity and differential attacks, which proves that our LSBC is a good
candidate for image security in HIoT.

Keywords: IoT; healthcare; lightweight block cipher; symmetric block
cipher

1 Introduction

Internet-of-Things (IoT)-based solutions and applications are facilitating medical service
providers to nurture the patients with accurate, improved and timely treatment services. Hospitals
can reduce system costs and errors through the timely intervention of doctors, accurate diagnosis
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and treatment, accurate data collection, and automated workflow of intelligent (Healthcare IoT)
HIoT system. The patient’s trust in the HIoT system is directly affected by the instant and secure
availability of authorized users’ digital information. Sensitive data transmitted from IoT sensor
nodes may be stolen by hackers and may be used to blackmail HIoT entities. This challenge
can be minimized by deploying strong passwords suitable for IoT devices, which can be safely
transmitted to the IoT cloud [1].

In resource-constrained IoT devices (limited battery power, low computability, and less mem-
ory), lightweight block ciphers have attracted the attention of researchers due to the enhanced
security they provide. The lightweight cryptosystems for text data are provably efficient regarding
memory usage and power consumption [2–7]. Traditional passwords (such as high-end passwords
based on multiple chaotic systems combined with digital DNA sequences) have shown encour-
aging platform performance on desktop and server computers. The feasibility of these high-end
passwords in resource-constrained environments is extremely challenging, leading to research gaps
that span optimization and corresponding performance evaluation of adjacent problems. For this
reason, the optimization of security, robustness, area, speed, and power consumption should be
considered when designing a lightweight password. Lightweight passwords are mainly used for
text data or grayscale images. These passwords rarely perform in-depth analysis of color image or
video data.

The chaos-based ciphers have proven to be effective and reliable due to the sensitive depen-
dence on initial conditions, ergodicity, and deterministic pseudo-randomness [8]. However, chaos
and DNA-based color image cryptosystems face many problems, including the trade-off between
cryptanalysis parameters and performance analysis parameters. Another problem with most public
gray-scale cryptosystems is that when they are applied to color images, their performance will
decrease, and when they are applied to larger size and higher dimensional color images, their
performance will decrease. It is necessary to maintain a good balance between a reasonable
security level and computational time complexity.

In this article, we aim to design a lightweight password with high security, which takes into
account limited computing resources such as processor speed and power consumption. We use
2-dimensional (2D) logistic map because it proves to be more chaotic and random than 1D
logistic map [8]. This type of method makes the password suitable for IoT devices [9]. The key
contributions of this paper can be summarized as follows. We have made a 2D logistic map
which includes pixel position permutation within image sub-blocks, random image generation,
and dynamic DNA encodings with fewer formatting operations. We design the generation of
three chaotic boxes one for each RGB components. Finally, we analyzed the performance of the
proposed light password design on smartphone platform.

The structure of this article is as follows. Section 2 provides a summary of related work.
Section 3 discusses system model. Section 4 presents our proposed cipher. Section 5 describes
security analysis. Section 6 discusses the performance of the proposed cipher. The last section is
our conclusion.

2 Literature Review

We provide a review of lightweight encryption schemes here. In most cases, cipher schemes
occupy resources and have high computational complexity. Such ciphers are not feasible on
resource-constrained devices. We can find a highly secure cryptographic system in [10], which
is based on multiple chaotic systems having Secure Hash Algorithm (SHA), DNA and Linear
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Feedback Shift Register (LFSR). However, this cryptographic system is computationally intensive.
In [11], a lightweight block cipher is proposed, which improves the cipher efficiency by 20%.
However, this system loses its robustness to correlated power analysis (CPA). In [12], another
system was proposed, which has a 128-block cipher that uses parallelism (1 bit to 64 bit parallel
data path) to evaluate the trade-off in power, energy, throughput, and area. In [13], a block-level
image cipher is designed based on two rounds of permutation, substitution, and chaining. In [14],
another gray-scale image encryption scheme uses zigzag scanning for obfuscation, one-dimensional
chaotic logic mapping for diffusion, and a 128-bit key. In [15], outer-inner structure is proposed
to enhance the confusion and diffusion in the outer phase. However, this scheme resists the linear
and differential cryptanalysis in the inner phase. In [16], an image encryption algorithm deploys
a block permutation layer to randomize the order of all blocks in the image.

In [17], we can find a chaos-based image cipher design, which consists of a diffusion layer
and a position permutation layer. The diffusion layer occupies a block of 32 bytes, processes
it, and prepares data for the permutation layer. On the other hand, the permutation layer uses
the modified 2D mapping to reorder the bit positions in the image. However, this system is not
cost-effective due to increased energy consumption. In [18], another DNA-based hyperchaotic
algorithm is proposed for cloud CCTV system. It uses a hyperchaotic map to generate a key
sequence, which is further processed by the DNA encoding and diffusion process. In [19], symmet-
ric block ciphers are designed to resist white box attacks. In [20], another block cipher based on
Feistel network is proposed, which uses a 64-bit key size and an effective key update mechanism
to ensure a medium-level security. In [21], another system combines generalized Feistel structure
(GFS) with “AND”, “Rotation”, and “XOR” (ARX) operations. In [22], a hybrid encryption
scheme with a 128-bit key is proposed, which encrypts and decrypts the data collected by the fog
node. In [23], another system is proposed, which uses a method based on dynamic key alteration
to report the results of encrypted text files. However, this system took 1.983 ms to encrypt a text
file of 26.7 KB in size. In [24], a mathematical model is used to find the success probability of
establishing a secure communication key between smart home devices without relying on a third
party. However, the design of all these ciphers does not fully meet the requirements of lightweight
ciphers in terms of reduced block size, smaller keys, reduced number of rounds, effective key
scheduling, and corresponding implementations for security-hardened HIoT systems. In [25], a
new set of attacks (point-based attacks, high-order differential attacks, and bit-based points-based
attacks) were performed on a reduced PRINCE round to fill the gaps in actual directed attacks.
The conclusion of applying these attacks is that 12 rounds have sufficient safety margin against
these attacks.

3 System Model

We consider a smart hospital, which consists of independent nodes with different resources
(such as cost, memory capacity, CPU, programmable components, power supply, anti-tampering
function, etc.) that can communicate with each other automatically. In our system model, the
HIoT smart hospital is divided into different entities, such as patients, doctors, pharmacists, ambu-
lances, receptionists, pathologists, administrators, super administrators, radiologists, etc. These
entities are connected to the main gateway server containing the collected encrypted data from
different nodes. And only the registered entity can collect and decrypt data from the gateway
for further necessary operations. According to the security level requirements, the nodes are
divided into four categories (represented by N1, N2, N3, and N4). The N1 node does not require
or requires very few resources to obtain very little security. For example, nodes are used to
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sense pressure, light, or temperature. N2 nodes have low-level security requirements for low-level
resources. For example, the application-specific integrated circuit (IC) is implanted in a secure
environment that can only be accessed by authorized personnel. N3 nodes have moderate to
advanced security requirements, and the average resource depends on the importance of the data.
The N4 node has high security and high resource requirements. N4 is only used for critical or
sensitive data (such as medical color images). N4 nodes require a long list of resources, such
as [26]: (a) physical device security, (b) trusted execution environment, (c) memory, (d) data flow,
(e) clock and synchronization, (f) energy Management; (g) bootloader, (h) key management, (i)
random number generator, (j) encryption mechanism, (k) message verification, (l) hash engine, (m)
modulation/demodulation, (N) TRANSEC engine and (o) data logging.

4 Proposed Method

We propose a cryptographic system to ensure the confidentiality of medical images taken from
smart cameras (N4 type nodes of HIoT). Our proposed chaotic-based block cipher (hereinafter
referred to as lightweight symmetric chaos and DNA-based encryption (LSBC-encryption)) is
applied to pure color images. We use 2D Logistic Map, DNA dynamic operation and Chaotic
Box. The 2D Logistic Map [8] is as follows,{
x(i+1) = x(i)k1(1−x(i))+ k3(y2(i))
y(i+1) = y(i)k2(1− y(i))+ k4(x2(i) +x(i)y(i))

(1)

where 2.75 < k1 ≤ 3.4, 2.75 < k2 ≤ 3.45, 0.15 < k3 ≤ 0.21, 0.13 < k4 ≤ 0.15, x(i), y(i) ∈ [0, 1]
is considered in a chaotic state [8]. The coefficients k1, k2, k3, k4, and the initial conditions
of x(i) and y(i) are used as the secret keys for encryption and decryption with a precision

of 10−15. Algorithm describes our block cipher using chaos and DNA. Decryption algorithm
(LSBC-Decryption) corresponding to LSBC-Encryption takes an encrypted image (Ie) as input to
generate the decrypted image (Id).

Algorithm 1: LSBC-Encryption algorithm
Input: An m× n size plain image, Ip, and initial conditions.
Output: The encrypted image, Ie.
Step 1: Read the plain color image, Ip

Step 2: Split Ip into R, G, and B planes.

Step 3: Compute γ = 1
m×n

x=m−1, y=n−1∑
x=0, y=0

Ip(x,y), where Ip(x,y) is the pixel value at coordinate (x,y).

Note: γ will be used in determining the new initial conditions for Eq. (1).
Step 4: Generate a fake color image, If of same size as the plain color image using Eq. (1).
Step 5: New initial conditions for 2D Logistic Map using the average of γ and RGB planes of
Ip are determined.
Step 6: Two sequences are generated by iterating the 2D Logistic Map with new initial conditions
of Step 5 and applying modulo 8 (modulo 8 ensures selection of a DNA rule as in [27]).
Step 7: R, G, and B planes of Ip and If are divided into n sub-blocks.
Step 8: 2D Logistic Map processes n sub-blocks of Ip with new initial conditions of Step 5, thus
generate permuted sub-blocks, n′ of Ip .

(Continued)
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Step 9: Dynamically encode all sub-blocks of Ip and n sub-blocks of If (According to values yield
in Step 6).
Step 10: Perform DNA operations [28] dynamically between n′ sub-blocks of Ip and n sub-blocks
of If to produce coded DNA sub-blocks, IcDNA= (c0, c1, . . .cn)
Step 11: Perform DNA decoding on (c0, c1, . . .cn) to produce decoded DNA sub-blocks, IdDNA =
(d0,d1, . . .dn).
Step 12: Decoded sub-blocks are reshaped to produce stage 1 encrypted image, Ies1.

Ies1 ⇐ IdDNA.

Step 13: Chaotic box, CB is generated using 2D Logistic Map.
Step 14: The encrypted image, Ie is generated as a result of XOR between Ies1 and CB

Ie⇐ Ies1⊕CB.

5 Security Analysis

The cryptanalysis of SCD encryption system is performed in this section. We compare the
result with the existing symmetric image cipher various for images. We took these images from
the database of the University of Southern California. Tab. 1 details the functional comparison
between our method and contemporary works.

Table 1: Qualitative comparison of the proposed cipher with the existing schemes

Metrics Our value, (existing works)

Number of rounds 1, (31 [2], 22 [3], 25 [4], 32 [5], 36 [6], 10/12 [7], 32 [29],
2 [13], 14 [15], 2 [16])

Key size (bits) 300, (80/128 [2], 64/72/96/128/192/256 [3], 80/120 [4],
64/72/96/128/144/192/256 [5], 80/128 [6], 80/128 [7], 128 [13],
112 [15], 128/192/256/512 [16], 80 [29])

Block size (bits) 128/256, (64 [2], 32/48/64/128 [3], 64 [4], 32/48/64/92/128 [5],
64 [6], 64 [7], 32/64/128/256 [13], 64 [15], 256 [16], 64 [29],)

Input type Color image, (Text [2–7,29], color image [13], grayscale
image [15,16])

Structure SPN, (SPN [2], FN1 [3], SPN [4], FN1 [5], Variant GFS [6],
FN [7], SPN-CBC [13], outer-inner structure [15], SPN [16],
Variant FN [29])

5.1 Histogram and Variance
The low variance in the histogram of the encrypted image is a desired feature [29,30].

Compared with ordinary images, the histograms of synpic24310.jpg (acute appendicitis) and
Covid-19-pneumonia-paediatric.jpg (lung) encrypted images are uniform. The flowchart of the
LSBC-encryption algorithm is shown in Fig. 1. Similarly, the histogram variance of another group
of ordinary images and encrypted images given in Tab. 2 clearly proves the effectiveness of SCD
encryption against statistical attacks.
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Figure 1: Flowchart of the LSBC-encryption

Table 2: Variances of tested encrypted images

Image Encrypted image components

R G B Avg. encrypted (R, G, B)

Panda 294.9804 282.9725 268.6039 282.1856
Baboon 1,087.3 925.9294 1030.8 1,014.67
Peppers 884.3216

(1077 [31])
1043.3
(1059.6 [31])

940.9020
(1061.4 [31]),

956.1745
(1066 [31])

Lena 1,057.6 1,101.2 1,005.5 1,054.76
(1079.20 [32])

Covid-19-
pneumonia-
paediatric

1296.5 1085.6 1331.5 1234.6

5.2 Correlation
We calculate the correlation of the encrypted image between vertical, horizontal and diagonal

pixels. The correlation graphs of the normal image and the encrypted image (Home and Lena) are
shown in Fig. 2. Tab. 3 lists the correlation results of the four encrypted images (Lena, Panda,
Baboon and Peppers). Therein, zero correlation or little correlation reflects the high security due to
encryption [31]. Correlation values in Tab. 3 are mostly negative, which prove that SCD encryption
effectively resists statistical attacks.
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Figure 2: Histogram images: (a) plain image (acute appendicitis.jpg), (b)–(d) RGB histograms of
(a), (e) encrypted image (acute appendicitis.jpg), (f)–(h) RGB histograms of (e), (i) Plain Image
(Covid-19-pneumonia-paediatric.jpg), (j)–(l) RGB histograms of (i), (m) encrypted image (Covid-
19-pneumonia-paediatric.jpg), (n)–(p) RGB histograms of (m)

5.3 Differential Attack Analysis
The differential attack is estimated by the pixel change rate (NPCR) and the uniform average

change intensity (UACI) [32–35]. In order to estimate the effect of this attack, the normal image is
encrypted before and after slight modification to generate two encrypted variants. The encrypted
variants before and after slight modification are denoted by Ie and Ive respectively. A secure image
encryption system strives for maximal NPCR and UACI. If NPCR is between 0% and 100%,
and UACI is between 0% and 33%, we can then calculate their values by Eqs. (2) and (3) [36] as
follows,

npcr(Ie, Ive)=

∑
1≤i≤m
1≤j≤n

d(i, j)

m× n
× 100, (2)
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where d(i, j)=
{
0 if Ie(i, j)= Ive(i, j)
1 if Ie(i, j) �= Ive(i, j)

, and

uaci(Ie, Ive)= 1
m× n

⎡
⎣
∑

1≤i≤m
1≤j≤n

|Ie(i, j)− Ive(i, j)|
255

⎤
⎦× 100 (3)

We also juxtapose the NPCR and UACI values in Tab. 4.

Table 3: Correlation coefficient comparison of SCD-Encryption with the existing schemes

Image Encrypted

Horizontal Vertical Diagonal

Lena −0.0357 (0.0031 [31],
0.000946 [33])

0.00347 (0.0005 [31],
0.000844 [33])

−0.0007 (−0.0041 [31],
0.002741 [33])

Panda −0.0357 −0.0357 −0.0223
Baboon −0.0357 (0.00012 [37]) −0.0223 (0.0014 [37]) −0.0223 (0.0026 [37])
Pepper −0.0223 (−0.0012 [34]) −0.0223 (−0.0213 [34]) −0.0223 (0.0027 [34])

Table 4: Comparison of NPCR and UACI values

Image Average NPCR Average UACI

Baboon.jpg 99.24 (99.76 [14]) 32.94 (31.33 [14])
Lena.png 99.72 (99.66 [38], 99.57 [37]) 33.39 (33.40 [38], 25.05 [37])
Home.jpg 99.03 32.15
synpic24310.jpg 99.23 33.01
Peppers.jpg 99.49 (99.62 [37]) 33.05 (31.11 [37])
Covid-19-pneumonia-paediatric.jpg 99.60 33.46

5.4 Entropy Analysis
Entropy indicates the degree of randomness allowed by the cypher. For example, the ideal

entropy value of an 8-bit encrypted image is 8. Eq. (4) denotes entropy which is expressed in pixel
intensity values [38,39].

Entropy(Ie)=−
2k−1∑
i=0

p(intensity(Iei )) log2 (p(intensity(Iei ))) (4)

where intensity(Iei ) is the ith intensity value of an encrypted image and p(·) is the probability
density function. k= 8 accounts for a gray level image. Tab. 5 shows the entropy results close to
8, which proves the high randomness in the encrypted image.
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Table 5: Entropy values of various images and their comparison

Image Entropy (plain) Entropy (encrypted)

Peppers.jpg 7.7150 7.9894 (7.92 [14])
Baboon.png 7.64 7.995 (7.92 [14], 7.997 [37])
Home.jpg 7.34 7.9710
synpic24310.jpg 6.99 7.9882
Lena.png 7.73 7.9888 (7.997 [38], 7.997 [37])

5.5 Keyspace and Key Sensitivity Analysis
The security encryption algorithm is also characterized by large keyspace and high sensitivity

to keys. A keyspace of at least 2100 is sufficient to resist brute force attacks [40]. As in Eq. (1), the
coefficients k1, k2, k3, k4 and the initial values of x(i) and y(i) of 2D Logistic Map are utilized as a
secret key for encryption and decryption each with a precision of 10−15. The keyspace is computed
as (1015)6 = 1090 ∼= 2300, which is hard enough to resist all sorts of brute force attacks [1,40].
The key sensitivity is estimated by the degree of change in the ciphertext after minor changes
to the secret key. The key sensitivity of SCD-Encryption is estimated by encrypting the image
Covid-19-pneumonia-paediatric.jpg and decrypting the result with slight modifications in the initial
parameters. Fig. 3 demonstrates the absence of visual relationship between the decrypted image
and the plain image. Denoting the plaintext by P, the keys by K1 = k10, k11, . . . ,k

1
MN−1 and

K2 = k20, k
2
1, . . . ,k

2
MN−1, and cipher images by C1 = encrypt(P,K1) and C2 = encrypt(P,K2), key

sensitivity (kS) i.e., Eq. (5) is processed by the Hamming Distance [40]:

kS= 1
MN

MN−1∑
j=0

(c1j ⊕ c2j ). (5)

K1 and K2 have n-bits difference. We illustrate the key sensitivity in Fig. 4. We tested
several encryption variants of Covid-19-pneumonia-paediatric.jpg. These variants were created by
changing bits 1, 2, 3, and 4. We noticed in Fig. 5 that the average kS value of 98.7% stayed in
the range of [0.468–0.502], which is close to 0.5 because kS = 0.5 specifies a secure cipher [41].
Hence, LSBC-encryption has high key sensitivity.

5.6 Gray-Level Co-Occurrence Matrix (GLCM)-Based Analysis
GLCM is formed by generating several gray-scale image variants. GLCM allows computa-

tional contrast analysis (CA), energy analysis (EA) and homogeneity analysis (HA). CA, EA and
HA can be computed by the Eqs. (6)–(8) [42].

5.6.1 Contrast Analysis
Contrast analysis (CA), is computed in [43] as follows,

CA=
gt−1∑
i=0

gt−1∑
j=0

|i− j|2×G2
i,j (6)
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where Gi,j is the encrypted image GLCM at coordinates i, j and gt is the gray tone. CA results
are listed in Tab. 6, in which large values of CA signify better security.

Figure 3: Correlation images: (a) plain image home, (b) correlation plot of (a), (c) encrypted image
of (a), (d) correlation plot of (c), (e) plain image Lena, (f) correlation plot of (e), (g) encrypted
image of (e), (h) correlation plot of (g)

Figure 4: Tests for key sensitivity: (a) plain image; (b) encrypted image; (c) decrypted image with
minor modifications in the initial conditions; (d) decrypted image without modifications in the
initial conditions

5.6.2 Energy Analysis
Energy analysis (EA) is computed by the sum of the squared elements in GLCM in the

following,

EA=
gt−1∑
i=0

gt−1∑
j=0

G2
i,j (7)

where i, j represent the spatial coordinates. We have shown the EA results in Tab. 6. The lower
the EA value, the better the encryption quality.
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Figure 5: Boxplot analysis for key sensitivity for the image (Covid-19-pneumonia-paediatric.jpg)

5.6.3 Homogeneity Analysis
Homogeneity measures the closeness of the element distribution in GLCM. We calculate the

homogeneity analysis (HA), as follows,

HA=
∑gt−1

i=0
∑gt−1

j=0 Gi,j

1+ |i− j| (8)

where i, j indicate the spatial coordinates. The lower the values of HA, the better the encryption
quality is. HA values are shown in Tab. 6.

Table 6: GLCM-based analysis and comparison of color images

Plain color image CA EA HA

Peppers 10.50798 (10.1098 [41]) 0.015617 (0.165 [41]) 0.3895 (0.4110 [41])
Covid-19-pneumonia-paediatric 10.34 0.1286 0.4650

5.7 Mean Absolute Error (MAE)
MAE i.e., Eq. (9) reflects the difference between pure images and encrypted images, which is

calculated as in [44],

mae(Ip, Ie)=

∑
1≤i≤m
1≤j≤n

|Ie(i, j)− Ip(i, j)|
m× n

(9)

The lower the value of MAE, the more secure the cryptographic system. Tab. 7 shows the
comparison based on the MAE values. Our MAE values are comparable with recent existing
works for the image Peppers while it exceeds in case of Lena, Baboon, and Boats images.

5.8 Robustness Against Noise and Occlusion Attack
In addition to occlusion attacks, various types of noise are used to test the robustness of SCD

encryption. The PSNR between the original image and the decrypted image is used to quantify
the quality of the decrypted image. We extract the decrypted image from the encrypted image
caused by noise. PSNR can be computed by using the Eq. (10) in [45,46].
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Table 7: MAE-based comparison of SCD-Encryption with the existing works

Image MAE

Lena 79.57 (78.20 [43])
Boats 76.10 (75.03 [43])
Baboon 75.24 (70.96 [43])
Peppers 77.65 (78.57 [44])
Covid-19-pneumonia-paediatric 78.26

PSNR(Ip, Id)= 10 log10

(
MAX2

MSE(Ip, Id)

)
(10)

where MSE(Ip, Id) =
∑

1≤i≤m
1<j<n

[Ip(i, j)−Id(i, j)]2

M×N is the mean square error. MAX represents the maxi-
mum pixel intensity in the plain image and M ×N is height and width of the plain image.

We considered three types of noise to quantify the robustness of PSNR including salt and
pepper noise (SPN), speckle noise (SN), and Gaussian noise (GN). The visual results are shown
in Fig. 6. The high PSNR values in all three noise types indicate that the proposed approach has
better robustness. Fig. 7 shows the occlusion attack on the encrypted image and its recovery. The
image decrypted from the 60% occluded encrypted image can still be recognized.

Figure 6: Visual analysis of robustness against noise: (a) salt and pepper noise (density 5%); (b)
decrypted image of (a) having PSNR = 64.20; (c) speckle noise (density 1%); (d) decrypted image
of (c) having PSNR = 17.2837

6 Performance Analysis

With the improvement of trend setting innovations in cloud computing, designing the secure
ciphers along with the consideration of encryption and decryption times and memory usage
remains one of the key problems [37]. Therefore, along with security considerations, encryption
and decryption time of an image cipher for a real life application must be considered. In this
respect, the empirical and theoretical are the 2 ways for assessing the time complexity of a cipher.
In empirical evaluation, algorithm is run on some platform and execution time is observed or
measured through stopwatch or any other tool. Whereas, in theoretical assessment, asymptotic
notation is commonly used to assess the computational complexity. In this research work, we are
employing empirical assessments.
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Figure 7: Visual analysis of occlusion attacks on the image Covid-19-pneumonia-paediatric.jpg:
(a)–(c) different occlusion attacks, (d)–(f) recovered images

Most existing lightweight symmetric ciphers are only used for text data. We focus on the
encryption of color images and use five indicators to evaluate platform performance including
encryption time, memory consumption, battery consumption (mAh), power (mW) and energy
consumption (mJ). Our experiments are carried out on two platforms, which includes Raspberry
Pi 3 Model B+ connected with MatlabR2015a and Android smartphone HUAWEI Prime P7,
(CPU HUAWEI Kirin 710F processor, Octa-core 4 x Cortex-A73 Based 2.2 GHz + 4 x Cortex-
A53 Based 1.7 GHz) having 4 GB RAM, 64 GB internal storage, 4000mAh battery and operating
at 5 V. These two platforms were chosen because we can use the results of existing works for
comparison. The comparison of the results on Raspberry is shown in Tab. 8, (Results of proposed
cipher are shown in bold, while the underlined results are derived using color images).

Table 8: Comparison of proposed cipher with existing ciphers on Raspberry

Metrics Our value, (existing works)

Power (mW) 847.2, (427.05 [2], 408.36 [3], 403.44 [4], 428.04 [5], 408.12 [7], 443.7 [15],
415.75 [25])

Energy (mJ) 779.42, (734.252 [2], 49.003 [3], 76.65 [4], 61.21 [5], 118.35 [7], 390.45 [15],
83.15 [25])

Time (s) 0.92, (1.72 [2], 0.12 [3], 0.19 [4], 0.143 [5], 0.29 [7], 0.88 [15], 0.2 [25])
No. of rounds 1, (31 [2], 22 [3], 25 [4], 32 [5], 10/12 [7], 14 [15], 12 [25])
Power (mW) 847.2, (427.05 [2], 408.36 [3], 403.44 [4], 428.04 [5], 408.12 [7], 443.7 [15],

415.75 [25])

We use oscilloscope with Raspberry (1 GB RAM, CPU 900 MHz, Voltage = 5 V, resistance
R of 1 Ohm) to measure the power consumption by =VI, where P is the power, V is the voltage

and I is the current intensity. The current intensity (I) can be calculated by I= 1
T

T
∫
0
V(t)dt, where

V is the voltage and T is the time period of the curve that will be displayed on the screen
of oscilloscope during the execution of cipher while encrypting standard Lena color image. The
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intensity I can be directly noted from the oscilloscope. Energy E = P× t, where P is the power
consumption and t is the time measured while encrypting a standard Lena color image.

Our power consumption exceeds the rest of the work due to image data. However, the
existing works use “plain text” data for experimentation, except for [2] using color images and [15]
using gray images. We associate the difference in results with the choice of software platform.
In our case, Matlab was chosen to easily encode portability and conduct experiment on other
resource-constrained platforms. We optimized the number of rounds, which avoids time overhead.
Additionally, the platform performance of HUAWEI Prime P7 is shown in Fig. 8. We notice
the battery consumption value (mAh) of an application while encrypting using the battery/power
consumption feature available in Android phones.

Figure 8: Individual results of five different image sets

We use the same phone camera to capture five sets of images. Each set contains 10 different
color images. Set sizes are described as follows: set 1 (450 KB); set 2 (555 KB); set 3 (858 KB);
set 4 (950 KB); and set 5 (1120 KB). Battery consumption in mAh is converted to joules using
the energy formula, E = Q×V, where Q is the electric charge in coulombs (C), V is the voltage
in volts (V) and Q can be calculated as (Q = I× t), I is the current in amperes (A) and t is the
time in seconds (s). For instance, 1 mAh (0.001 A) is equal to 3.6C and when voltage is 5 V then
1 mAh will be equal to E = Q×V = 3.6C×5 V = 18 J.

7 Conclusion

In this article, we propose chaos-based and DNA-based lightweight cryptography for color
images captured from smart cameras. The disadvantage of the existing method is its fragile
security, that is, the performance problem in terms of non-scalability on color/gray images as the
size increases. The proposed method performs well in terms of scalability, security, and platform
resources (such as memory, battery consumption, and execution time). We provide visual and
quantitative security evidence by running the algorithm on different platforms. We also proved
that our proposed cipher is robust against the noise and occlusion attacks. In addition, our
proposed cipher outperforms existing ciphers in terms of gray-level co-occurrence matrix evalua-
tions and key sensitivity. Even if the size of the color image changes, our proposed cypher can be
executed consistently. For future work, it will be interesting to extend battery life by improving the
performance of password design and managing energy to deal with extravagant power attacks. In
addition, the encryption of regions of interest (ROI) in medical images is also interesting, while
keeping the algorithm lightweight.
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