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Abstract: Serious games have recently enticed many researchers due to their
wide range of capabilities. A serious game is a mean of gaming for a serious
job such as healthcare, education, and entertainment purposes. With the
advancement in the Internet of Things, new research directions are paving the
way in serious games. However, the internet connectivity of players in Internet-
of-things-enabled serious games is a matter of concern and has been worth
investigating. Different studies on topologies, frameworks, and architecture
of communication technologies are conducted to integrate them with serious
games on machine and network levels. However, the Internet of things, whose
core requirement is the provision of connectivity on the application layer, has
different challenges for more dynamic applications such as serious games.
The performance of Internet-of-things-enabled serious games depends on the
type of infrastructure (wired, wireless) network and Mobile Ad-hoc Network
(MANET) and is subtly different from one type of network to another.
This paper investigates the connectivity challenges in the Internet-of-things-
enabled serious games using the mentioned infrastructure and identifies the
core requirements for these games. It also aims to evaluate various parameters
such as reliability, scalability, response time, to name a few, with varying
infrastructure and network types. Results highlight the preliminary infrastruc-
ture finding and highlight the core setup for which the games are deployed.
Moreover, this work will be a steppingstone for architecting the connectivity
in serious games in a typical smart space with many infrastructures such as
wired networks, wireless networks, and MANET.

Keywords: Internet of things; games AI; serious games; topologies;
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1 Introduction

Computer Games are a crucial part of human life which help them to spend their leisure time,
generate new ideas and elevate their intellectual level. However, the objective of some games is beyond
entertainment, and instead, they are designed with a serious job in mind, such as education, healthcare,
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and training. In literature, it is known as serious games [1]. Serious games are a playful way to
spend a healthy life, excitingly educate kids, and joyfully gamify training activities. Such games enable
people to concentrate and participate more interactively within the society and helps in nurturing
the education system with state-of-the-art methods. Serious games are primarily made for non-
entertainment purposes through user interaction and are helpful in education, the healthcare system,
training, military, industry, and research. Serious Games and Gamification provide multiple solutions,
especially in research and industry.

The recent trend in research is to utilize Internet-of-Things (IoT) [2] with connected sensors to
fetch the contextual data from the physical environment and with machine learning, and gamification
[3,4] allow players a better insight and an informed experience throughout the lifecycle of the gameplay.
One of the goals of this work is to investigate the relationship between IoT and serious games.
Simulation of serious games is getting popularity in almost every field of life like military, education
[5], industry [6], and medical environment [7] to train and facilitate people for specific conditions.
IoT promises the interconnectivity of more networking devices, sensors, technology, data-driven
applications, and new software, and it could not be achieved without advancement in the field of
IoT [8]. IoT is a network of interconnected devices, sensors, and services to operate smart spaces with
virtual identification [9].

The combination of IoT and serious games is a popular research topic and getting attention from
academia and industries due to its wide-range implications. The literature for serious games span
around frameworks [10], topologies [11], architectures, and applications [12], as shown in Fig. 1. In
addition, IoT-enabled serious games have a subtle presence in the literature. Nonetheless, quite a few
studies are devoted to playing serious games with IoT to perform a helpful job in smart spaces.
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Figure 1: Current trend in literature related to IoT, serious Games, and IoT-enabled games

It is envisioned that one of the core steps in the realization of smart and sustainable cities is
to involve the citizens and stakeholders and encourage them to perform valuable activities using
gamification and contests. For instance, ranking citizens and municipality members in a smart
waste management system can instill a sense of competition. Thus, they can joyfully do their job
contributing to the cause of cleanliness without a hassle. Such techniques are used in many different
areas, such as smart energy systems, smart health, to name a few. Nevertheless, serious games in the
IoT environment warrant connectivity challenges due to the real-time compliance of many games.
This paper addresses this challenge and simulates various connectivity infrastructures by varying the
number of players and foreseeing its response. The connectivity can be through a wired network,
wireless network, or MANET. In wired networks, Internet-of-things-enabled serious games read
the data from the surrounding sensors and network devices very reliable without any interruption.
However, the reliability in packet delivery and efficiency in terms of battery capacity decreases in a
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wireless network and further decreases the performance in MANET. The final aim of this paper is
to highlight the issues related to serious games using IoT in a wired network, wireless network, and
MANET.

The rest of the paper contains the following section. In Section 2, related work related to serious
games and IoT and vital contributions in these games’ architecture, topologies, and frameworks.
Section 3 introduces a standardized framework for serious games in IoT and highlights its main
components. Section 4 overviews the previous topologies and relates them to IoT-based networks.
Section 5 lists the core requirements of IoT-enabled serious games and identifies crucial parameters
evaluated on various network infrastructure in Section 6. Finally, Section 7 concludes the paper and
highlights potential research directions.

2 Related Work

A wide-ranging search has been conducted by investigating related articles from well-known
academic databases like ACM, IEEE Xplore, Science Direct and Springer, to mention a few. Some
important key search terms are IoT, Serious Games and IoT-enabled serious games. In addition, there
is a vast amount of literature surrounding serious game methodologies and frameworks, including
surveys of such publications. This section provides the identified research pieces that illustrate some
form of modular framework for serious games. For instance, S. Tang and M. Hanneghan [13] identified
a model-driven framework for serious games and encouraged the development of serious games
for educational purposes by multi-discipline domains. Their framework is modular and therefore
encourages adaptation for service-specific applications. Similarly, Lameras et al. [14] introduced a
framework for Serious Games for scientific pedagogy use. Their framework focuses on coherently
merging the attributes of pedagogy and games to produce better educational games. They also outline
a detailed and practical framework for use in such games, elements of which can be applied to event-
driven games in an academic setting. In another study, Koberid et al. [15] presented a framework
for achieving flow in educational games. Their work links educational theory with game design and
validates to maintaining engagement in educational games. Their research is service-specific and
provides additional points for consideration when defining a framework for smart serious games.

Cowley et al. [16] published a novel approach to serious game design by introducing smaller
game elements into a framework instead of constructing service-specific modules. This approach leads
to creating a modular framework where development can start at any stage based on the principle
developed. This modular approach coexists in our solution; however, we focus on producing a modular
framework for integrating IoT and Serious Games, which can be utilized to accelerate the production
of such applications and further the surrounding academic field.

Research into serious games for obesity by Hassan et al. [17] produced a framework capable
of obtaining real-time sensor information from Body Sensor Networks (BSNs) that feed into the
game and suggest improvements directly to the players regarding exercise and nutrition. The research
mentioned above also outlines the technologies required for a game labeled as pervasive but can be
considered for IoT. We extend this type of research by defining an application-neutral topology with
a modular outline that will aid researchers in developing service-specific Serious Games using IoT.

Due to IoT’s physical and networking nature, topologies are vital for standardization of frame-
works for IoT-based applications. We propose a topology for the application area in this research,
detailed in Section 4, in the context of current literature [10,11] on game and IoT topologies for the
development of IoT-enabled Serious games. A plethora of research exists on service-specific topologies
for IoT. In addition, Game engines play a pivotal role in defining serious games in any environment.
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For instance, Unreal Engine, Unity, and DICE are some of the worth-notables [18]. Unreal Engine
is used for its extensive tools and features, whereas DICEs Frostbite Engine is widely utilized for
Electronic Arts games such as Battlefield. Similarly, Microsoft XNA Game Studio is utilized for the
development of Xbox and P.C. games through C# and Visual Studio and Unity, primarily known for
its ease of use and cross-platform game deployment. A game engine could be essential to develop and
deploy a Serious Game that connects with IoT, dependent on the assets and virtual environment.

Serious games refer to the use of game techniques or games technology for non-entertainment
purposes. Applications include games for health, advertisement, training, education, science, research,
production, and work, in which games technologies are used specifically for improving accessibility
of simulations, modeling environments, visualization, interfaces, delivery of messages, learning and
training, and productive activities such as authoring, development or production [19]. Notable
examples of serious games applications include Foldit, a protein-folding game that crowd-sources
gamers to help solve real-life problems [20]. To the best of the authors’ knowledge, this is the first
attempt to investigate the connectivity of players in a serious game using IoT.

3 Serious Games Standardized Frameworks in the Internet of Things

The framework for combining IoT and serious games is explaining in this section. This framework
can be adjusted according to their research and industry needs [4,10]. While designing a framework,
many vital aspects of IoT and serious games such as scalability, neutral topology, and neutral
applications should be considered. In serious games, scalability is an essential factor because the
players can increase drastically, depending on the application’s popularity. Some games allocate fewer
resources at the server end, and when more players join in the peak time, it is tough to allocate the
resource equally to each player at different locations. The situation even worsens in IoT-enabled serious
games because new sensors and nodes also need to be accommodated within the same framework.
Hence a scalable network is required for serious games [11].

Topology is the crucial element of integration between serious games and IoT. The topology
defines the networking requirement for serious games and IoT, and the framework depends on it.
However, integrating different technology discourages a single topology as it will be limited for specific
services, and the framework could not be used efficiently. Therefore, a multiple topology framework
is helpful for numerous users and from multiple locations.

Finally, applications should not be service-specific because of the use of wired, wireless, and
MANET. Each network needs different requirements for software as well as hardware. For example, in
a wired network, a data-intensive application can be deployed using any wired network, but the same
application will not be suited in wireless networks and MANET. Therefore, an application should be
developed according to the framework [21].

Based on the following requirements, a framework is designed in a top-bottom approach. The
data flow is from the application layer to the middleware layer, and then the data flow back down and
updating the state of the game. As a result, a data flow loop will form, which allows the game’s progress
based on the user’s input. For example, if the user completes one stage in the game, then it is allowed to
play the next stage of the game, but this progress depends on the condition, which is the completion of
the previous phase, and hence the game is updating towards the next stage. The framework comprises
the sensing layer, networking layer, middleware layer, data processing layer, and finally, the application
layer, as shown in Fig. 2.



CMC, 2022, vol.71, no.2 2657

noitacilpp
A

ytivitcenno
C

era
welddi

M

Intrinsic Sensor Network Extrinsic Sensor Network

Communication Protocol Communication Technology 

Broker Middleware Translation API

Server Interface Event Listeners Event Handlers

Data Translation Data Algorithms Data Mechanics

User Interface Game Engine

Gameplay

Figure 2: Serious games standard layered infrastructure

a) Sensing is the first layer of the framework, and it is composed of two modules, i.e., extrinsic and
intrinsic network. The former defines the physical network that is developed for an application.
While the latter represents RFID, human body sensor network, Bluetooth, and Wi-Fi. The
extrinsic network represents APIs like traffic, behavior, weather, etc., and applications can use
these modules according to their requirements and conditions.

b) The networking is the second layer of the framework, and it is composed of all necessary
communication technologies modules to permit the flow of data to the middleware layer. These
communication modules allow data communication and networking over wired and wireless
networks like WLAN, WPAN, and WWAN [21]. In similar cases, 3G, 4G, and 5G can also be
included for the proper operation of the game because it needs internet connectivity. Finally,
the communication protocol module represents the underlying protocols used for networking
because the application accesses the networking layer to communicate with the middleware
layer.

c) The middleware layer is a bridge between all layers and acts as an endpoint for data streaming.
In the middleware layer, a broker module handles messages directly transmitted from the sensor
network to the server and can be changed according to the application’s needs. The data event
module is vital in the middleware layer and used for notification of games, point allocation,
to name a few, according to the requirement of the application. It is the backbone for the
integration of serious games with IoT.

d) The middleware layer contains the data processing layer, and it is composed of a data
translation module, data algorithm module, and game mechanic module. The middleware
layer is used to manage raw sensor data and other forms of data during gameplay. It contains
search engines, data mining, construction of data centers, and intelligent decision [22]. All three
modules are essential for serious games applications, especially the translation module, which
translated the raw sensors data into an understandable form that can be used in the game. For
example, during a game, a Bluetooth network detects the player’s presence at a specific time
and date and then translates it into the game points for the player as a reward for the presence
at a specific time and date. At this stage, the data algorithm module accumulates all these points
during the game. Finally, the game mechanic module is activated by directly interacting with
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data translation and triggers a reaction in the gamer like increasing the level of the game, giving
bonuses or credits, and unlocking achievements.

e) The application layer is the last layer of the framework, and it offers an interface for user
interaction and is known as the user interface module and the game engine. This module
defines the game, and both serious games and gamification can be assisted from it because
it is used for integration with the IoT. However, the interface module can be removed in
some low-level games, like playing with the buzzers. The buzzer game depends on the physical
location and instructs the application to react according to the position. Hence, the application
layer depends on the kind of application and can be included in the heart of the application/
game [23].

4 Internet-of-Things-enabled Serious Games Network Topologies

Integrating IoT and serious games are more pervasive and shifting gaming from a computer-
generated environment to a physical environment. Through pervasive games [24], computer games are
played with the help of receptive technology. To introduce pervasive behavior in serious games, the
user input is considered less intrusive, permitting the user to concentrate on gameplay for the better
involvement of the player. Thus, the serious games have a positive impact on the behavior of the player.
This positive impact on behavior can be achieved in a learning environment. Following topologies are
traditional but applied to the modern setting such as IoT in the same manner with minor modifications.

4.1 Client Server Topology

For online gaming, the services provided by the client-server architecture [25] are fundamental for
developing serious games using IoT. In this approach, the player/user needs services from the server,
and it depends on the server’s response, reply, services, and behavior. In this approach, the player
cannot communicate directly with another player but through the server. The main limitation in client-
server topology is the central administration system. If the server failure occurs due to hardware fault,
software fault, or human error, then the whole network will not function, and all the activities are
stopped until the replacement or repairing of the server. Similarly, scalability is also a big concern for
client-server topology, especially in wireless and MANET infrastructure.

4.2 Peer to Peer Topology

To overcome the issues of scalability and central point of failure, a newer approach known as peer-
to-peer topology [26] is preferred for large multiplayer online groups. This topology is not limited to
centralized administration, and every player can play with another player and facilitate other players
during the game. This will distribute the load from the network on every player, and if there is a
failure of one user due to any hardware or software fault, the games continue without affecting the
whole network and hence can be termed as reliable. This approach is also very scalable in the wired
network due to the availability of hardware and other resources, but it is not very scalable in wireless
and MANET. The work done in [27] known as MOPAR proposed a hybrid solution to increase the
scalability and fault tolerance in serious gaming. The results of MOPAR are worth investigating,
especially in the mobile environment.

4.3 Cloud Topology

The cloud topology forms two tiers. Tier 1 designed the cloud for public services, and tier 2
composed servers nearer to the player. It is a preferable solution for online gaming regarding scalability
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and decentralized administration but at the cost of higher price and security. The price is higher for end-
users, and the security of the cloud is also coming into question due to public access. The cloud-centric
[28] idea is getting a lot of reputation in serious gaming using IoT and other private and middleware
cloud competing paradigms. It is instrumental in a large-scale network for a massive number of players
with multiple applications. However, for the small infrastructure which can be operated from a local
server having a small number of players and IoT devices, the use of the cloud can be overkill [29].

A hybrid topology can be utilized without a sink node but only involve users, servers, and sensors.
For serious games, the sink is used for the connectivity of the Internet, which has fewer resources and
is placed at the edge of the network. However, in the absence of the sink node, the player will be relying
on the game requirement and power management. The limitation of this hybrid approach is that the
number of players on the edge of the network is not entertained, and those nodes which have no access
to the power will also be excluded from the gameplay.

4.4 Infrastructure-Less Topology

This topology is divided into wireless networks and MANET. A wireless network is a combination
of wired infrastructure along with wireless connectivity. For example, a number of players are
connected wireless with an access point, Wi-Fi and router. On the other hand, in MANET, all the
nodes should be interconnected wirelessly without any infrastructure. To use wireless networks and
MANET in an IoT along with serious game integration is a challenging task. However, the work
done in [30] discussed two techniques to mitigate this challenge, i.e., stack-based and topology-based
integration. The orientation of players and computing resources in an IoT-enabled serious game can
be placed in conventional client-server, peer-to-peer, cloud, and MANET, as shown in Fig. 3.

Furthermore, two approaches like hybrid and access point are suggested in topology-based
integration. In the former approach, the player can play through the Internet with intelligence and
redundancy, and freedom. However, in the latter method, the player depends on the sink node for
intent connectivity because nodes in the edge in the wireless less and especially in MANET have fewer
resources to receive the real-time data due to frequent topology changes and mobility of the player.
Therefore, it is a very tedious task to develop a scalable infrastructure-less network that can interact
with the virtual and physical environment in the presence of a sink, multiple standards, and vendors.

To resolve the sink node issue and make the infrastructure-less topology more efficient, reliable,
and scalable, a weighted network topology is introduced that shows the sink nodes and sensors with
edge weight [31]. Due to the introduction of this approach, sinkholes are avoided in the network, and
the scale of the network also increases with the maximum lifetime of the nodes as well as the network.
Hence a large amount of data can be used by the player with a maximum number of users.

5 Requirements for Internet-of-Things-Enabled Serious Games Topologies

To design a topology for Serious Games, the topology of the IoT should be considered. IoT
combines a wired network, wireless network, MANET, and wireless sensor network (WSN). The
context data of the sensor between the player and the server or between players themselves are also
worth considering for forming an IoT-aware topology. Following are the parameters that are crucial
for the connectivity of players and IoT components and must be considered during the formation of
the topology.
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Figure 3: State-of-the-art topologies for connectivity in IoT-enabled serious games. (a) Client-Server
topology (b) Peer-to-peer topology (c) Cloud topology (d) MANET topology

5.1 Scalability

As mentioned in earlier sections, scalability is one of the most vital and core attributes of games.
It is a fundamental factor for designing any topology and application. In IoT-enabled Serious Games,
the attributes of WSN, MANET, and wireless networks should be considered. All the data either
through MANET or wireless network must be communicated through sensors directly or indirectly.
The data transmission and reception of WSN are different from the wired network, wireless network,
and MANET because the player’s lifetime is faded sooner in MANET than a wired network, wireless
network.

Similarly, the player’s lifetime is completed sooner in a wireless network than in a wired network.
But, on the other hand, the scalability increases by connecting multiple players from MANET
compared to wired and wireless networks. Similarly, the scalability of the wireless network increases
as compared to a wired network. Therefore, a scalable topology in Serious Games should allow the
players to be added continuously without significant software changes irrespective of the number of
the players.

5.2 Lifetime of the Player

It is another crucial factor, and it should be less utilized for the network to work efficiently. In
serious games, for those players that are not operational, then their sleep modes should be functioning
at that specific time, which will decrease the energy utilization of the player and the network and hence
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increase the lifetime of the player. The player’s energy in MANETs depletes sooner in MANET and
wireless networks than in a wired network. It affects the sensory demands of a Serious Games topology
during the peak time and bandwidth within a wireless network and MANET.

5.3 Reliability

Some applications of Serious Games require high processing, large files, and bandwidth. Hence,
those players operating from wired networks offer more reliability than wireless networks and
MANET due to the high demand for data from a specific application. In addition, the wired network
is more reliable due to the availability of power resources, large memory, increased processing speed,
and high software and hardware quality compared to wireless networks and MANET.

5.4 Efficiency

In Serious Games, delay efficiency affects the player’s performance because the player needs the
data in real-time. Also, priority-based decisions are significant, and it is near-impossible during peak
time and with a maximum number of players in wireless networks and MANET.

5.5 Security

Security from the network perspective is essential in serious games because the sensors are
connected with the Internet using protocols and encryption techniques, which preserve the valuable
data of the player by avoiding harmful attacks. However, due to the sensors’ small size and low
processing capabilities, the sensors use lightweight security protocols and are therefore very vulnerable
to such attacks. Also, the player in MANET and wireless networks are vulnerable to malicious attacks.
On the other hand, players within a wired network have less vulnerability to malicious attacks due to
high processing and high memory.

6 Performance Evaluation

The CoAP [32] protocol is implemented in a Network Simulator 2 (NS2). The Ubuntu Platform
of NS 2.35 is utilizing C++ and OTCL/TCL as Back and front-end, respectively. Multiple AWK
scripts are developed to collect data from trace files with the help of a BASH script. The parameters
of simulations are given in Tab. 1.

Table 1: Parameters of NS-2 simulator

Compared protocols CoAP

Quantity of nodes 50
Covered simulation area 1000 ∗1000
Time of simulation 450 secs
Packet size 512 bytes
Maximum speed 5 m/s

A random way-point mobility model is used for different network scenarios and is implemented
to evaluate the performance. Pause time in this simulation shows with zero seconds gives continuous
mobility, and this pause time increases up to 1000 seconds until the simulation runs for 450 seconds.
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A CoAP protocol is used in a wired network, wireless network, and MANET in this work. A
Wired, wireless and MANET network compares player performance in terms of scalability, reliability,
efficiency, network lifetime, and security. The performance graph of each parameter is shown in Fig. 4.
The discussion on each of them is outlined in the subsequent sections.

6.1 Scalability

As elucidated in Fig. 4a, the scalability in a wired network is limited to a specific range because the
deployment of wires is limited to certain coverage areas like health centers, gyms, or colleges. Therefore,
the scalability drastically drops from 1200 meters in the wired network and the wireless-network is
falling from 1700 meters because we assumed this range in the simulation. On the other hand, the
scalability of wireless networks is increasing compared to wired networks because the number of
simulation areas is limited to the hotspot. On the other hand, the scalability in MANET increases
with the growing number of players due to no limitations of area and range.

Figure 4: Performance evaluation in terms of different parameters. (a) Scalability (b) Players’ lifetime
(c) Reliability (d) Delay
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6.2 Lifetime of the Player

The lifetime of a player is assessed with the amount of time the player keeps connected with the
network. Once more and more players join the game, at times, a bottleneck situation occurs and the
players got disconnected from the network. The simulation of players connectivity time with respect
to the number of players is carried out. As exhibited in Fig. 4b, the player’s lifetime in a wired network
is uniform, and the player is playing the games without any disruption due to the continuous supply
of power. In the simulation, it is assumed that the player initially has a battery capacity of two hours.
In the wireless network, the player has allowed the same time within the power supply range, but
sometimes it is out of the reach of the power supply, leading to a subtle degradation of the player’s
life over time. On the other hand, the player’s lifetime in MANET decreases drastically compared to
wired and wireless networks due to the absence of a power supply.

6.3 Reliability

The reliability of the game depends on the connectivity time of the players and the quality of
service. In this work, reliability is computed as the percentage number of packets reached. The network
packet is the payload of the CoAP commands, which is one of the popular connectivity protocols in
the IoT domain. As depicted in Fig. 3c, the player’s reliability in a wired network increases due to the
enormous bandwidth of the network. This colossal bandwidth enables the player to receive massive
data in real-time and thus increases reliability [33,34]. In a wired network, the packet drop decreases
due to wired infrastructure and resources compared to wireless networks and MANET. On the other
hand, due to decentralized infrastructure, topology changes, and wireless medium, the packet drop
increases in the wireless network and MANET and decreases the reliability compared to the wired
network.

6.4 Efficiency

Efficiency is computed with respect to the delays in the network. The delay with the increasing
number of players is recorded in milliseconds. As portrayed in Fig. 3d, the player’s efficiency in the
wireless network decreases due to lesser- available bandwidth and packet drop, but it is significantly
better compared to MANET. The packet drop is more in MANET than the wireless network and wired
network and therefore increases the delay. The increase in the delay comes at the cost of efficiency in
MANET compared to wired and wireless networks. The efficiency in MANET is significantly lower
than wired and wireless networks due to the less bandwidth availability. Also, the performance is
further decreased in real-time scenarios due to frequent packet drops. Hence, reduces the efficiency
in term of delay.

7 Conclusion

The literature on IoT-enabled Serious Games is still nascent, yet it has a tremendous potential
unearthed in upcoming studies. One of the core attributes these games is the connectivity challenge in
the application domain [33,34]. A variety of research is conducted on the topology of serious games,
but there is a considerable gap in IoT-enabled serious games. The network topology plays a vital role
in serious games, and it improves their performance and also the player’s performance. Three types of
topologies, namely wired network, wireless network, and MANET are discussed in this paper. Their
impact on the player and the serious game itself is evaluated with CoAP as a connectivity protocol
in an IoT environment [28]. Four different parameters, namely scalability, reliability, efficiency, and
player’s lifetime, are assessed and compared on the different topologies, and the results are obtained.
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According to the results, the scalability of MANET and wireless network was better than the wired
network. However, the reliability, efficiency, network lifetime, and security are better in wired networks
than wireless networks and MANET.

Similarly, the reliability, efficiency, and players’ lifetime are better in a wireless network than
MANET. From the results, it is evident that the connectivity in serious games with IoT should consider
all the factors and go for the best compromise. The future work of this research is to propose a hybrid
topology that integrates the positives of all the above three topologies and re-simulates it with more
protocols such as HTTP, MQTT, and CoAP. The intelligence in the network layer can also be a factor
worth-investigating in the serious games domain.
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