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Abstract: New technologies that take advantage of the emergence of massive
Internet of Things (IoT) and a hyper-connected network environment have
rapidly increased in recent years. These technologies are used in diverse
environments, such as smart factories, digital healthcare, and smart grids,
with increased security concerns. We intend to operate Security Orchestration, Automation and Response (SOAR) in various environments through
new concept definitions as the need to detect and respond automatically
to rapidly increasing security incidents without the intervention of security
personnel has emerged. To facilitate the understanding of the security concern
involved in this newly emerging area, we offer the definition of Internet of
Blended Environment (IoBE) where various convergence environments are
interconnected and the data analyzed in automation. We define Blended
Threat (BT) as a security threat that exploits security vulnerabilities through
various attack surfaces in the IoBE. We propose a novel SOAR-CUBE
architecture to respond to security incidents with minimal human intervention by automating the BT response process. The Security Orchestration,
Automation, and Response (SOAR) part of our architecture is used to link
heterogeneous security technologies and the threat intelligence function that
collects threat data and performs a correlation analysis of the data. SOAR is
operated under Collaborative Units of Blended Environment (CUBE) which
facilitates dynamic exchanges of data according to the environment applied
to the IoBE by distributing and deploying security technologies for each BT
type and dynamically combining them according to the cyber kill chain stage
to minimize the damage and respond efficiently to BT.
Keywords: Blended threat (BT); collaborative units for blended environment
(CUBE); internet of blended environment (IoBE); security orchestration,
automation and response (SOAR)
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1 Introduction

According to the World Economic Forum, Information and Communication Technology (ICT),
such as artificial intelligence, big data, and Internet of Things (IoT) in the fourth industrial revolution
has advanced to convergence technology of nanotechnology, biotechnology, information technology,
and cognitive science, maximizing the connectivity between various technologies [1]. For example,
with the emergence of massive IoT, a hyper-connected network environment has emerged which
connects millions of devices at a high density. An evolution to a hyper-connected society is underway,
where data generation, collection, and sharing activities occur ceaselessly for people, objects, and
spaces using the Internet as a medium [2]. Furthermore, various convergence environments, such as
smart factories, smart buildings, and cooperative intelligent transport systems (C-ITS) have emerged.
Internet technology (IT) is combined and applied in these environments to connect each other
producing complex services and data [3,4]. New advanced security threats exploiting various security
vulnerabilities in different architecture services used in these new environments have been found [5,6].
A variety of response technologies cyberattacks utilizing conventional Instruction Prevention Systems
(IPS) and Security Information and Events Management (SIEM) have been offered to respond to such
advanced security threats [7–12]. However, the need to detect and respond automatically to these new
types of cyberattacks without the intervention of security personnel has emerged by integrating various
existing security technologies cyberattacks. However, the concern over the management of the various
types of log data produced from heterogeneous security technologies and the operations of effective
security response mechanisms on different architectures has been raised [13]. This research possesses
various contributions in the future environment such as IoBE:
• First, it has prepared for the blended environment by analyzing massive IoT and various
convergence environments.
• Second, the variety of attack surfaces has been explored in IoBE by analyzing attack surfaces
in the environment.
• Third, future environment such as IoBE has been explored by defining and analyzing the
environment where various convergence environments are connected.
• Finally, countermeasure has explored how to respond to numerous security incidents in IoBE
including various convergence by analyzing SOAR and proposing SOAR-CUBE.
In this paper, we propose a security orchestration, automation and, response with collaborative
units of blended environment (SOAR-CUBE) architecture to respond to newly emerging security
threats rapidly and efficiently. In Section 2, we analyze massive IoT, a hyper-connected network
environment, and analyze SOAR that automates the response process of various security threats. In
Section 3, we define a number of terms used in the new environment, namely Internet of Blended
Environment (IoBE) and Blended Threat (BT). Section 4 newly proposes a SOAR-CUBE architecture
that can be applied to a complex environment by integrating heterogeneous security technologies to
respond to BT efficiently in IoBE, and Section 5 provides the conclusion.
2 Basic Definitions

In this section, we describe the definitions of massive IoT as millions of devices are all connected
at a high density and the definitions of SOAR as automation processes of various threats to counter
security incidents with minimal human intervention. They have already been defined by Gartner.
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2.1 Massive IoT

Massive IoT refers to a hyper-connected network environment, in which millions of devices
are all connected at a high density. The emergency of the massive IoT has been brought through
the development of low-power wide-area (LPWA) network technology (e.g., Sigfox and LoRa) that
facilitates broad communication with the devices using low-power consumption which enabled a largescale IoT connected within a specific range. Tab. 1 shows the key requirements for the construction of
massive IoT in terms of key requirements and descriptions [14].
Table 1: Key requirements for massive IoT
Key Requirement

Description

Long battery life
Strong coverage

Devices are often battery-powered, and expensive to replace after deployment
Networks must penetrate deep indoors and underground for many use cases,
such as mining
Affordable device and low operational cost necessary to create a business case
with high volumes
Networks must easily scale to handle a huge of devices as use cases grow
Networks must be able to handle multiple applications with different
performance requirements (e.g., “latency” and “throughput”)

Low cost
Scale & density
Performance
flexibility

Tab. 2 illustrates different environments where massive IoT applications are deployed and the
descriptions of how the massive IoT applications are used in each environment.
Table 2: The environment of massive IoT applications
Environment

Description

Utilities
Transport & logistics
Industrial
Smart cities
Smart buildings

Smart metering, smart grid management
Asset tracking, fleet management
Process monitoring and optimization
Smart lighting, waste disposal, parking
Home automation, smart hearing, alarms (security, smoke detectors)

With the recent progress and advancement in the IT, various environments have been increasingly
combined, for example, smart factories integrated within a smart building. With the increasing combination of different environments for massive IoT applications—call it a convergence environment,
it is expected that the architecture and platform that house the combination of massive IoT-applied
environments will become complex. In addition, the number of sensors and data- processing capacity
have been growing with the continuous development of IoT devices and technology. They are evolving
into intelligent smart sensors as the data processing and analysis functions are combined [15]. However,
malicious attacks or unintended information breaches can occur while collecting and processing the
data produced in various convergence environments. This is due to an increase in the processing
amount of data from massive IoT devices. There is also a concern that cyberattacks will become
highly advanced because of an increase in the processing capacity of IoT devices and reduction in
the processing costs [16]. The advancement of new types of networks (e.g., 5G, LPWA, and wireless
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networks) which connect to the architectures and devices of massive IoT is becoming diverse. This new
style of connection in the new convergence environments is expected to massively expand the attack
surfaces where the security threats can occur.
2.2 Security Orchestration, Automation and Response

In recent years, many companies have been adopting various security technologies, such as antivirus software, firewalls, and intrusion detection systems [17], and implementing SIEM to detect
security threats by managing and analyzing various produced logs. However, according to the 2020
Cyber Resilient Organization report from IBM, 51% of companies had no computer security incident
response plan across the organization, and 53% responded that the time required for detecting and
responding to cyberattacks was increasing [18]. Furthermore, according to Baker Hosteller, security
experts required at least 104 days for detecting, analyzing, and notifying attacks in 2020, as opposed
to 87 days before that year [19]. The frequency of security incidents occurring in organizations and
companies as well as the time required for detecting, analyzing, and responding to security incidents
are on the rise because the manpower and time are required to perform integrated management and
analysis of heterogeneous solutions [18]. With the requirement for automation, Gartner introduced
the concept of SOAR. According to Gartner, SOAR automates response processes of various threats
to respond to security incidents with minimal human intervention. It is a security automation platform
that helps employees to respond to advanced security threats according to the standardized work
process when an incident that requires human intervention occurs. For such automated responses
to security incidents, SOAR consists of Security Orchestration and Automation (SOA), Security
Incident Response Platform (SIRP), and Threat Intelligence Platform (TIP) [20], which are described
as follows:
• Security Orchestration and Automation (SOA): Data generated from heterogeneous security
solutions are collected and the workflows between the security solutions are automated to
identify monotonous and/or repetitive tasks of the security response team and reduce the time
consumed on security incident response work.
• Security Incident Response Platform (SIRP): By automating the security threat response
processes, tasks are assigned and managed according to the processes predetermined by the
internal security incident response policy for each incident type when a security incident occurs.
• Threat Intelligence Platform (TIP): Information on threat elements is provided in association
with the company’s existing security systems or response solutions by performing correlation
analysis on threat data collected in real-time from various sources to support the analysis work
of the security threats occurring in the organization. This increases the proactive responsiveness
of the security personnel.
Studies are underway on the need for SOAR to receive threat element information and facilitate
the automation of security threat response systems through correlation analyses of data between
heterogeneous security tools. However, there is a lack of studies on the development of a model for
practically applying and managing the SOAR in convergence environments. Islam et al. [21] proposed
a hierarchical architecture model consisting of (i) security tools, (ii) integration, (iii) data processing,
(iv) semantic, (v) orchestration, and (vi) user interface layer to design a SOAR platform. They verified
an automated incident response process by automatically integrating security technologies. However,
they did not offer a comprehensive study conducted on TIP for collecting threat data and performing
correlation analysis. Zheng et al. proposed security automation and orchestration framework for
continuous monitoring and automatic patches of security of heterogeneous devices for reasons such
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as the complexity of patch application caused by an increase in attack surfaces of massive IoT [22].
Their study requires further research in various domains, such as authentication and network security
focusing on IoT system security. In addition, many companies are developing security products, as
listed in Tab. 3 [23–26]. These SOAR technologies are insufficient in that they do not provide all the
key functions for SOA, SIRP, and TIP, and studies on SOAR applicable to complex environments.
To fill these research gaps, we propose an architecture that can efficiently apply SOAR in various
environments connected with IT.
Table 3: Analysis of key functions of related works about SOAR
Related works
Key functions
SOA

SIRP

TIP

Standardization of heterogeneous data
Integrating security tools
Analysis of workflow
Providing the viewpoint of human intervention
Process automation
Response in a complex environment
Detecting false positive and false negative
Determination of additional threat analysis
Threat data sharing
Threat data analysis

[21]
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3 New Definitions

In this section, we provide the definitions of Internet of Blended Environment (IoBE) as an
environment where smart factories, digital healthcare, smart grids, etc. are interconnected for efficient
analysis of the complexly connected convergence environment. Blended Threat (BT) is one in which
various security threats are combined throughout the vulnerable surface where security attacks
can occur in IoBE. We provide a comprehensive analysis of different attack surfaces raised from
each environment in IoBE along with the types of security threats raised from BT. We also define
Collaborative Units of Blended Environment (CUBE) to indicate a dynamic combination of possible
BT and response technologies on IoBE.
3.1 Internet of Blended Environment (IoBE)

In a convergence environment a variety of ITs, such as sensing, networking, big data, artificial
intelligence (AI), and cloud are fused [27]. In such a convergence environment, the threat prone attack
surfaces are on the rise because of the emergence of massive IoT. Various studies have been underway
to find effective responses on these attack surfaces to prevent and respond to data corruption and
forgery in the processes of the data life cycle, such as data collection, processing, and storage [28,29].
However, convergence environments, such as digital healthcare and smart grid, can be connected to
each other. For example, the energy waste can be tracked through an energy consumption pattern
analysis of an entire city. This is perfomred by analyzing the data from the energy management system
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that monitors the energy consumption of the smart grids and the data from the power consumption
monitoring system of smart buildings. In this case, various convergence environments can become very
complex as each connected environment becomes more diverse.
The convergence environments, in which IoBE can be constructed, include smart factories, smart
grids, and digital healthcare, as described in Tab. 4.
Table 4: Applicable area in IoBE
Environment

Description

Components of environment

Smart factory

A factory that has optimal product
production processes through automation
and inter-device collaboration based on
ICT-based intelligent systems, logical
connections for communication between
heterogeneous protocols, and data analysis
of sensors/equipment/facilities [30]

Smart grid

A power grid that maximizes the energy
consumption efficiency by monitoring and
managing electricity transportation from
all households by using ICT to satisfy the
electricity demand of end-users [31]

Digital
healthcare

An environment that promotes and creates
values for investments in better healthcare
and medical care based on the real-time
collection and sophisticated analysis of
data and information from all social
activities as well as data regarded as health
data in medical systems [32]

Distributed control system
(DCS), programmable logic
controller (PLC), remote
terminal unit (RTU), data
acquisition system (DAQ),
supervisory control and data
acquisition (SCADA),
human-machine interface (HMI),
factory energy management
system (FEMS), etc.
Energy management system
(EMS), advanced metering
infrastructure (AMI), smart
metering system, meter data
management system (MDMS), in
home display (IHD), etc.
Electronic medical records
(EMR), electric health record
(EHR), personal health account
(PHA), population health
systems, electronic prescription,
medical device data systems,
software as a medical device
(SaMD), wireless medical device,
telemedicine, picture archiving
communication system (PACS),
laboratory information system
(LIS), etc.
(Continued)
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Table 4: Continued
Environment

Description

Components of environment

Smart building

It is a building that emerged based on the
convergence of construction and ICT, and
it incorporates energy-saving and
eco-friendly functions that are added in a
form of applying the intelligent
automation concept to early period
buildings. It facilitates optimal working
environment and efficient management
through optimal building management
and pleasant office environment, etc. [33]
It is a smart traffic system for sharing
information and providing traffic safety
services through real-time
vehicle-to-vehicle and vehicle-to-road data
exchanges. It is a traffic-safety-oriented
system that enables proactive responses in
unanticipated situations by providing
real-time traffic services [34]

Video surveillance systems
(VSS), closed-circuit television
(CCTV), access control systems,
lighting control systems, heating,
ventilation and air conditioning
(HVAC), fire alarm systems,
integrated building management
system (IBMS), etc.

C-ITS

Eco-driving, traffic safety
monitoring technique based
V2X, bird-eye view, follow-me
service, smart tolling system, etc.

Consequently, the data communication in the convergence environment is expected to become
more complex for collecting, processing, and storing data. Fig. 1 illustrates how IoBE can interact
with various convergence environments for the process of the data lifecycle. The flow of the data in
IoBE is as follows:
1. Data acquisition: It refers to the process of collecting data generated from systems, such as
digital healthcare, smart factory and smart grid. In data acquisition, various types of data are
collected through different domains and paths, such as Digital Imaging and Communications
in Medicine (DICOM) which communicates digital images of medical devices in digital
healthcare.
2. Data storage: It is the process of storing the collected data at a data center. Note that data are
stored in various formats.
3. Data processing: It involves processing the stored data and includes a process of converting
raw data into high-level information required by services or systems. Through a process of
forming and analyzing the relationships between different data, new data that can be used by
the services or systems within the IoBE are created.
4. Data archive: It is the process that facilitates quick retrieval of data through the creation of
metadata to consider the long-term retention of the collected and processed data.
5. Data dissemination: It is the process of disseminating or sending data to users through user
interfaces. It can be used in application services, such as medical treatment and statistical
analysis.
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Figure 1: IoBE as an environment where a variety of IT such as sensing, networking, big data, AI, and
cloud are blended
The IoBE can create a smart city environment. Furthermore, based on the technological advancement in the future, it is expected that the connections between smart cities in the IoBE will facilitate
the creation of a broader smart society and smart nation.
3.2 Blended Threat (BT)

The addition of new environments to various convergence environments constiituting an IoBE
is expected to cause complex security threats that exploit security vulnerabilities existing in the
numerous components of the IoBE, such as device architectures, network protocols, and platforms
[2,35]. Therefore, an analysis is required for the attack surfaces where security threats can be found in
IoBE. Tabs. 5–9 below provide comprehensive analysis of the attack surfaces that can cause security
vulnerabilities in each convergence environment of IoBE.
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Table 5: Examples of attack surface in smart factory
Attack surface

Security threats

Description

Physical access

Physical damage

Devices are damaged through physical access
by unauthorized persons in the factory [36,37]
Normal operation settings and codes are
modified using software vulnerabilities
through physical interface access [36,37]
Work process data are acquired through
mirroring based on unauthorized physical
access to devices in the factory [36,37]
Operation-stopping function is executed after
accessing PLC through a brute force attack
[36,37]

Data tampering

Data breach

Malfunction & interruption

Industrial control Malfunction & interruption
system

Malfunction of the factory is triggered
through SCADA after installing
unauthorized software that contains
malicious codes on mobile devices [37]

Factory control
network

Modification of data such as PLC and DCS
through buffer overflow attacks based on
unauthorized access to the work-process
network [37]
Stealing of processing data through RTU
access using the wireless network of work
processes [37]
Paralysis of network resources through
malicious code infection of embedded OS
based on unauthorized access to the wireless
network of work processes [37]
Infection of malicious codes, such as Mirai
botnet through the wireless network [37]
Disruption through network attacks by
installing unauthorized software containing
malware such as worms on a work PC [38]
Infection of ransomware in OWS, using
Server Message Block (SMB) vulnerabilities
after infecting a work PC with ransomware
[39]

Data tampering

Data breach

Malfunction & interruption

Malicious code infection
Factory work
domain

Malfunction & interruption

Malicious code infection

Supply chain

Data tampering

Work-process data are modified by sending
modified packets to DCS after infiltrating
EWS and HMI through unauthorized remote
access
(Continued)
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Security threats

Table 5: Continued
Description

Data breach

Malfunction & interruption

Malicious code infection

Personnel and
aging equipment

Data breach
Malfunction & interruption
Malicious code infection

Recipes stored in the production equipment
are leaked through a USB during
maintenance and repair work [37]
Malfunction of equipment and control
systems is triggered by infecting SCADA with
a USB infected by malicious code during
maintenance and repair work [37]
A Word file attached in an e-mail of the
manufacturer is executed on OWS to infect
with ransomware [37]
The stored work process data are acquired by
acquiring disposed equipment
Service is stopped due to work overload on
the MES constructed with low-end hardware
OWS allowing Internet access is infected with
malware through a visit to a phishing site

Table 6: Examples of attack surface in smart grid
Attack surface

Security threats

Advanced metering Data breach
infrastructure
(AMI)
Data tampering

Malfunction & interruption

Malicious code infection
ESS

Data breach & tampering

Malfunction & interruption

Description
Packet data are leaked through attacks such as
sniffing based on AMI network access by an
unauthorized person [40]
AMI data are modified through
man-in-the-middle attack between smart meters,
AMI headend, and third-party providers [41]
A large-scale power outage is triggered by
manipulating smart meters or paralyzing
systems through DoS attacks for major
components of AMI [40]
Malware infection using vulnerabilities of smart
meters [42]
Data are leaked and modified through
man-in-the-middle attacks in the
communication linkage section of ESS, DSC
(Distribution substation controller), etc. [43]
Malfunction and interruption through the
transmission of unauthorized control commands
to the ESS [44]
(Continued)
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Security threats

Table 6: Continued
Description

EV charging system Data breach & tampering

Data are leaked and modified through
man-in-the-middle attacks in the interface
communication section between the EV
communication module and charging station [45]

EMS

Breach of major information such as
information related to the energy use in the
system [46]
Monetary damage through modification of
power usage data in the EMS [47]
Paralysis of system resources through DoS
attack on EMS [47]
A malicious site is connected through forged IP
packets in the process of requesting a service to
the supplier [47]

Data breach

Data tampering
Malfunction & interruption
Malicious code infection

Table 7: Examples of attack surface in digital healthcare
Attack surface

Security threats

Description

Medical devices

Physical damage

Medical devices are damaged through
physical access by an unauthorized person
[48]
Specific data in firmware are modified and
injected into a medical device by acquiring
the firmware through a debug port [48,49]
Data such as encryption keys are leaked
through an attack when an encryption
algorithm is executed for information sent
from the medical device [48]
Malfunction of a medical device is triggered
by interfering with data detection based on a
spoofing attack on a sensor, to which the
authentication system is not applied [48]
Malware infection through a USB port [48]

Data tampering

Data breach

Malfunction & interruption

Malicious code infection
Medical information Data breach & tampering
system
Malicious code infection

Leakage and modification of medical data
through access to the administrator account
by an unauthorized person [49,50]
Malware infection through vulnerabilities of
an application linked to the medical
information system [51]
(Continued)
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Attack surface

Security threats

Digital healthcare
network

Data tampering

Table 7: Continued
Description

Data breach

Malfunction & interruption

Manipulation of medical information
through modification of packet data between
the medical information system server and
clients [49]
Leakage of data such as personal information
through collection of packets sent using the
DICOM (Digital imaging and
communications in medicine) protocols based
on sniffing attack [50]
Paralysis of medical information system
through DoS attacks, such as resource
exhaustion in the internal and external
networks of the hospital [51]

Table 8: Examples of attack surface in smart building
Attack surface

Security threats

Description

CCTV system

Physical damage

CCTV is damaged through physical access by
an unauthorized person
Image data are leaked through a stolen
administrator account and
man-in-the-middle attack [52]
Image data are deleted through a stolen
administrator account [52]
Remote code is executed through a
vulnerability attack in the CCTV terminals to
use them for DDoS attacks [53]
Malware infection through USB ports and
Web interfaces [54]

Data breach

Data tampering
Malfunction & interruption

Malicious code infection
Access control
system

Malfunction & interruption

Unauthorized person’s access

HVAC

Data tampering

Data breach

Remote control and interruption of the
system through a stolen administrator
account in the entrance control system [55]
An entrance card is duplicated through data
breach of the entrance card using RFID
vulnerabilities [55]
Remote control of smart thermometer
through unauthorized access in the remote
system [56]
Data breach through the HVAC supplier
system [56]
(Continued)
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Security threats

Table 8: Continued
Description

Malfunction & interruption

Malfunction and interruption of HVAC
through the access of an unauthorized person
in the remote system [56]

Fire alarm system Malfunction & interruption

Malfunction and interruption of fire alarm
through the access of an unauthorized person
in the remote system [57]

IBMS

Building control data are modified to
abnormal data through a man-in-the-middle
attack, etc. in the building network [58,59]
Malware infection through vulnerability
attack in the integrated management system
[60]
System malfunction in the building through a
stolen administrator account of the
integrated management system [58]

Data tampering

Malicious code infection

Malfunction & interruption

Table 9: Examples of attack surface in C-ITS
Attack surface Security threats

Description

Physical access Data breach

Leakage of data through physical stealing of
hardware interface (JTAG, OBD-II) [61]
Modified firmware is injected into a vehicle
through a debug port
Remote control of a vehicle through OCU access
using OBD-II vulnerabilities [62]

Data tampering
Malfunction & interruption
Supply chain

Data breach

Data tampering
Malfunction & interruption
Malicious code infection

Traffic control Data breach
system

Leakage of data such as personal information
through unauthorized access to OEM server, cloud
server, etc. [63]
Data modification for system diagnostic data [64]
Incapacitation of vehicle updates related to safety
through DoS attack on the back-end server [65]
Ransomware infection using vulnerabilities in
networks and operating systems in the supply chain
[65]
Interception of data such as sensor identification
data and commands, using vulnerabilities of the
wireless network [66]
(Continued)
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Attack surface Security threats

Table 9: Continued
Description

Data tampering
Malfunction & interruption
Malicious code infection
V2X communication

Data tampering
Malfunction & interruption

Malicious code infection

Firmware modification using vulnerabilities of the
wireless vehicle detection system, etc. [66]
Traffic signal control based on access to the signal
control system by an unauthorized person [66,67]
Ransomware infection through a phishing mail, etc.
in the traffic control system [68]
Unauthorized opening and closing of a vehicle,
using vulnerabilities in the wireless network [69]
Malfunction of service using vulnerabilities in
wireless protocols between the smart car gateway
and the in-vehicle devices [70]
Vehicle location tracking and vehicle stealing
through the installation of a malicious app on the
user’s smartphone [69]

As attack surfaces in each convergence environment increase, additional attack surfaces may
occur. As such, the complexity of security threats that currently threaten the society may also
increase. The security threats are expected to increase because various components will become even
more complex as new environments are added and connected to other environments in the IoBE.
Furthermore, even for the same type of security threats, such as Distributed Denial of Service (DDoS)
attacks and malware infection, attacks may occur through different attack surfaces and vulnerabilities
depending on the environment [71]. Therefore, the BT in our context refers to the security threats that
occur as various security threats are converged and combined through attack surfaces in an IoBE, as
shown in Fig. 2.
Attack scenarios can be caused by blending security threats that may occur because of the
connection relationship between each component in the IoBE, as shown in Tab. 10.
Table 10: Attack scenario using BT in IoBE
No

Description

1

HAN/NAN server infiltration through known vulnerabilities of protocols and end-points in
the smart grid
Remote control of FEMS through industrial AP access of an unauthorized device
FEMS energy consumption forgery of smart factory or infiltration into a digital healthcare
server
Data-stealing through vulnerabilities of the DICOM protocols
EMR data tampering through CT/MRI image data modification

2
3
4
5

To respond to BT, a response measure is required based on the vulnerability analysis of each
component, and an analysis of the attack surfaces where cyberattacks may occur is required through
the analysis of the connection relationship between the components.
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Figure 2: Blended threat in IoBE
3.3 Collaborative Units of Blended Environment (CUBE)

The data in IoBE are generated in complex environments and transmitted through multiple
domains through different paths. Therefore, security threats are different for different components,
such as the wireless LAN and edge network sections, and the security level required to respond
to these threats is also different [72–74]. Furthermore, because new environments are combined
in IoBE, the security technologies used in various environments are diverse. Therefore, automatic
detection and response to cyberattacks is required to minimize the damage casued by a BT. We
define a pair of security threat and response technology for each security threat as a unit to provide
distributed deployment of existing security technologies for efficient responses. Although there is no
security technology corresponding to the recent intelligent security threats, mitigation method has
been designed to minimize damage in the event of a security threat. It can define a pair of security
threat and response technology including mitigation methods for each security threats. In addition,
several such units can be dynamically combined as collaborative units to respond flexibly to different
BTs. In short, CUBE can be considered as a dynamic combination of possible security threats and
response technologies in IoBE. The CUBE defined to respond to BT is shown in Fig. 3.
• Unit: It is a pair of security threats and mitigation technology for each security threat. For
example, the response technologies include malicious mail pattern-based spam-mail blocking
and unidentified-sender blocking for a security threat that disseminates e-mails such as phishing
e-mails containing malicious code, for example, a worm and virus to induce the execution by
users [75].
• Collaborative Units: It refers to a dynamic combination of mitigation technologies according to
the cyber kill chain, which is a stage where cyber-attack occurs. The cyber kill chain stage is an
attack chain, which is a path that the attacker takes to infiltrate the system to incapacitate the
attacking target [76]. By modeling a BT, it is possible to appropriately mitigate appropriately
to the security threat at each stage based on the hierarchical structure of the complex security
threats.
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Figure 3: Definition of CUBE
• Collaborative Units for Blended Environment: It refers to a dynamic combination of possible
security threats and mitigation technologies in IoBE. It can change dynamically according to
different security policies and response systems in the IoBE, which is the attack target of a
blended attack.
3.4 Security Orchestration and Response with Collaborative Units of Blended Environment

In this paper, we define SOAR-CUBE as an architecture that applies CUBE to SOAR. SOARCUBE consists of the followings components.
• Threat Intelligence Platform with Collaborative Units of Blended Environment (TIP-CUBE):
This platform collects threat data based on blended attacks occurring in the IoBE and analyzes
the data correlations. Therefore, the attack information such as the origin can be identified
by backtracking the occurrence path of the BT through the correlations between the data.
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Furthermore, the cyber-attack response time can be minimized through the BT by predicting
vectors that may occur based on the linkage with existing security solutions that are used in
the IoBE, i.e., the environment in which SOAR-CUBE is operated. For example, it is possible
to predict BT through system connectivity within the IoBE by analyzing the components
constituting the IoBE and threat intelligence to analyze security vulnerabilities that may occur in
these components. In addition, a unit which comprises a pair of security threats and a mitigation
technology for each security threat can be built based on the predicted BT and mitigation
technologies operated by organizations or companies.
• Security Orchestration and Automation with Collaborative Units of Blended Environment
(SOA-CUBE): This is the security orchestration and automation technology in CUBE. Because
various security technologies corresponding to BT are dynamically combined and used in the
CUBE, collaboration and linkage between various tools are required. The linkage between
heterogeneous security tools is facilitated through workflow modeling that links different inputs
and outputs between security tools such as security solutions and response technologies and
dynamic playbook creation that informs the human intervention point based on a response
system composed with a series of logics for cyber-attack response [77,78].
• Security Incident Response Platform with Collaborative Units of Blended Environment (SIRPCUBE): This component is an automation technology of the response system in the event
of cyberattacks and security incidents, such as blended attacks in an IoBE. In other words,
this technology automates the mitigation technology in CUBE, which is defined as a dynamic
combination of security threats and mitigation technologies. The automation of response
systems can be achieved through the development of BT-type classification techniques and
blended attack detection and response techniques for efficient responses through minimal
human intervention in millions of security incidents occurring in various manners.
4 Conceptual Architecture

Fig. 4 illustrates the architecture of the SOAR-CUBE and the terms and components used in the
architecture is described in Tab. 11. The illustration as to how SOAR-CUBE detects and responds to
different BT follows.
Table 11: Components of SOAR-CUBE architecture
Environment

Description

Attacker
Database

People who cyber attack through the attack surface on target
Collection of event and log data that are structured, integrated, and
managed from SOAR-CUBE
Threat intelligence platform for responding blended threat in IoBE
Security orchestration and automation for responding to the blended
threats in IoBE
Security incident response platform for responding blended threat in
IoBE

TIP-CUBE
SOA-CUBE
SIRP-CUBE
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Figure 4: A conceptual architecture for SOAR-CUBE
4.1 Monitoring & Anomaly Detection (Step 1)

In this step, the attacker attempts to penetrate the SOAR-CUBE architecture-applied environment
through various attack surfaces in the IoBE. The anomalies are detected using the security devices
designed in advance through this process. The attack patterns mainly used in cyberattacks are defined
in advance to block the attacker based on these patterns. If the attacker cannot be blocked in advance
(e.g., because the blended attack bypasses the pre-defined patterns), the anomaly is detected through
the analysis of data, such as security events and logs generated by security technologies constructed in
the IoBE. Existing IPS/IDS or SIEM can be used in this step.
4.2 Inspection Team (Step 2)

This step is performed by the inspection team if an anomaly is detected in Step 1. The attack
data produced through TIP are collected, and the threat types are classified based on the collected
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data. Furthermore, the attack data can be comparatively analyzed with the open threat data of the
Open Source Intelligence(OSINT) to define the intrusion indicators in advance or identify the attack
patterns. If the attack pattern is difficult to be identified owing to an unknown or intelligent attack,
the BT attack path can be deduced through correlation analysis of the log data in the IoBE system.
In addition, no BT is detected or analyzed in the CUBE, the inspection team can generate a CUBE
considering the BT based on the analysis performed by other companies or organizations through
threat intelligence.
4.3 Response Team (Step 3)

This step is for protecting the assets in the IoBE via the response team after the BT analysis of
Step 2 performed by the inspection team. It includes SOA-CUBE and SIRP-CUBE. The process of
creating the security technology’s workflow and the dynamic playbook is undergone according to the
cyber-kill chain stage and attack type of the BT detected through SOA-CUBE. In SOA-CUBE, the
orchestration that connects each input/output of security technology for inter-operation is required
before the occurrence of the BT. Afterward, the automated response is performed according to the
cyber kill chain stage via SIRP-CUBE. It includes the process of automating the simple and repetitive
response according to the response system based on the dynamic playbook. Because each component
environment in the IoBE is operated based on different policies, the response system can change
dynamically depending on the environment applied in SIRP-CUBE.
4.4 Management Team (Step 4)

This step is for performing the maintenance and repair of SOAR-CUBE. It includes the process
of recovering the damaged system and data after responding to a blended attack. In the maintenanceand-repair step, the log data generated in the SOAR-CUBE architecture are analyzed and managed
to identify similar types of BT in the future. Furthermore, if the response to a blended attack is
managed, it will be possible to respond more efficiently when the same attack occurs again. In this
step, refactoring and geometry management are performed, including performance improvement and
error correction for the existing SOAR-CUBE architecture.
5 Conclusion

Recently, various devices such as control equipment and medical devices, have been connected
to networks in convergence environments. Furthermore, new platforms have been developed; this has
opened up large and new attack surfaces. Different convergence environments can be interconnected
to provide new services and platforms. As various convergence environments have emerged and
have been connected to each other, the complexity of the attack surfaces where security threats can
occur has increased. To address this security issue, we first offered the definition of IoBE as an
environment in which various convergence environments are interconnected. We also defined a BT
as a security threat that uses multiple security vulnerabilities through various attack surfaces in the
IoBE. As the surfaces exposed to BT in the IoBE have increased, the frequency of security incidents in
organizations and companies has also increased. Furthermore, manpower and time are required for
integrated management and analysis of heterogeneous security solutions, thus, increasing the time
consumed in detecting, analyzing, and responding to the security incidents after their occurrence.
Therefore, we proposed a new concept called CUBE, which facilitates dynamic changes according
to the environment applied to the IoBE by distributing and deploying security technologies for each
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BT type and dynamically combining them according to the cyber kill chain stage to minimize the
damage and respond efficiently to a BT.
We also proposed a SOAR-CUBE architecture to respond to security incidents with minimal
human intervention by automating the BT response process. It can be used to perform modeling
of a workflow that links heterogeneous security technologies and threat intelligence function that
collects threat data and performs a correlation analysis of the data. Furthermore, it facilitates
efficient responses to complex BTs through security orchestration, automation function, and response
automation function based on the dynamic playbook creation. In the future, we plan to further
study the prediction of complexly-connected data-communication paths through service and system
predictions in the future environment and investigate complex attack surfaces, where cyberattacks such
as data corruption and forgery, can occur in the data life cycle. Furthermore, we plan to incorporate
and standardize the input-output data created or used in different security technologies (for example,
firewall andIPS) to interlock them. In conclusion, we will simulate our proposed architecture in IoBE
and verify that it will be efficient and accurate.
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Appendix A: A list of abbreviations
Tab. 12 is a list of abbreviations and the description of it inthe paper.

Table 12: A list of abbreviations
Abbreviations

Description

AMI
AI
AP
BT
CCTV
C-ITS
CT/MRI
CUBE
DAQ
DCS
DICOM
DDoS
DoS
DSC
EHR
EMR
EMS
ESS
EV
FEMS
HAN/NAN
HMI
HVAC

Advanced Metering Infrastructure
Artificial Intelligence
Access Point
Blended Threat
Closed-Circuit Television
Cooperative Intelligent Transport Systems
Computed Tomography/Magnetic Resonance Imaging
Collaborative Units for Blended Environment
Data Acquisition System
Distributed Control System
Digital Imaging and Communications in Medicine
Distributed Denial of Service
Denial of Service
Distribution Substation Controller
Electric Health Record
Electronic Medical Records
Energy Management System
Energy Storage System
Electron Volt
Factory Energy Management System
Home Area Network/Neighborhood Area Network
Human-Machine Interface
Heating, Ventilation and Air Conditioning
(Continued)
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Abbreviations
IBMS
ICT
IDS
IHD
IoBE
IoT
IPS
IT
JTAG
LAN
LIS
LPWA
MDMS
MES
OBD
OCU
OEM
OSINT
OWS
PACS
PHA
PLC
RFID
RTU
SaMD
SCADA
SIEM
SIRP
SMB
SOA
SOAR
SIRP-CUBE
SOAR-CUBE
TIP
USB
V2X
VSS
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Table 12: Continued
Description
Integrated Building Management System
Information and Communication Technology
Instruction Detection Systems
In Home Display
Internet of Blended Environment
Internet of Things
Instruction Prevention Systems
Internet Technology
Joint Test Action Group
Local Area Network
Laboratory Information System
Low-Power Wide-Area
Meter Data Management System
Manufacturing Execution System
On-Board Diagnostics
On-Board Connectivity Unit
Original Equipment Manufacture
Open Source Intelligence
Operator Workstation
Picture Archiving Communication System
Personal Health Account
Programmable Logic Controller
Radio-Frequency Identification
Remote Terminal Unit
Software as a Medical Device
Supervisory Control and Data Acquisition
Security Information and Events Management
Security Incident Response Platform
Sever Message Block
Security Orchestration and Automation
Security Orchestration, Automation and Response
Security Incident Response Platform with Collaborative
Units for Blended Environment
Security Orchestration, Automation and Response with
Collaborative Units of Blended Environment
Threat Intelligence Platform
Universal Serial Bus
Vehicle to Everything
Video Surveillance System

