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Abstract: Authentication of the digital image has much attention for the
digital revolution. Digital image authentication can be verified with image
watermarking and image encryption schemes. These schemes are widely used
to protect images against forgery attacks, and they are useful for protecting
copyright and rightful ownership. Depending on the desirable applications,
several image encryption and watermarking schemes have been proposed to
moderate this attention. This framework presents a new scheme that combines
a Walsh Hadamard Transform (WHT)-based image watermarking scheme
with an image encryption scheme based on Double Random Phase Encoding
(DRPE). First, on the sender side, the secret medical image is encrypted
using DRPE. Then the encrypted image is watermarking based on WHT.
The combination between watermarking and encryption increases the security
and robustness of transmitting an image. The performance evaluation of the
proposed scheme is obtained by testing Structural Similarity Index (SSIM),
Peak Signal-to-Noise Ratio (PSNR), Normalized cross-correlation (NC), and
Feature Similarity Index (FSIM).

Keywords: Walsh hadamard transform; watermarking; encryption; double
random phase encoding; structural similarity index

1 Introduction

The rapid growth of the computerized world and its widespread pose many challenges to secure
transmitted information. Therefore, we have to get solutions to transfer data securely. We are using
two possible solutions for secure image transfer in this paper: watermarking and encryption of images.
Network and Internet technology have advanced rapidly, threatening data security and privacy. So,
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to preserve digital information, content documentation and copyright protection from duplication
effectively meeting the actual challenges and recipient threats. Digital image watermarking provides
an alternative solution to ensure image tampering, guarantee intellectual property rights and improve
the security of transmitted media. Watermarking schemes can hide secret data in any digital medium.
Therefore, it is possible to easily possess digital content illegally and multiply its distribution through
communication, image processing, and data storage through a physical medium. Therefore, digital
watermarking has become a primary need for the multimedia industry.

These methods ensure tamper-proof, documentation, and verification of the content of digital
images [1]. The watermark was achieved by including the watermark in the spatial domain [1] or
frequency domains [2]. Frequency domain methods such as methods based on discrete Fourier
transform (DFT) [3] discrete wavelet transform (DWT), discrete cosine transform (DCT) [2], ridgelet
transform [4], and hybrid method using DWT-DCT [5]. It may be most used in modern business.

The watermark detection methods can be divided into two broad classes: non-blind, where
the cover image is needed in the detector during the watermark extraction process [6—11], and
blind detection, where the cover image is not available. To realize a watermark blind scheme, the
statistical properties of the wavelet coefficients can be taken into consideration. Encryption schemes
are providing better mechanisms for information security in open networks. These techniques need to
provide the general and private keys for recovering the original information. One of the encryption
techniques is DRPE. Encryption by DRPE is very successful and used widely in image security [12—15]
will be used in this framework before watermarking the medical image.

The contributions of this work are structured as follows. Section 2 summarises the main works in
the related studies. Section 3 explains the main requirements of image watermarking schemes. Section
4 discusses background information of the first part of the proposed scheme, DRPE, and the second
part of the proposed scheme, WHT. Section 5 explains the proposed scheme of the encryption and
decryption process of the secret image based on DRPE, and the embedding and extraction process is
explained by a blind watermark of a suggested color image based on WHT. Section 6 introduces the
simulation outcomes and analysis. Finally, Section 7 gives the concluding remarks.

2 Related Work

Digital image authentication is a very big challenge in our computerized world, as it is not difficult
to manipulate with an image. Depending on the required applications, many steganography schemes
have been developed to confirm the authenticity of a digital image. In [16], the authors verified the
content from the encrypted image transmitted over Additive White Gaussian Noise (AWGN) wireless
channels. In this paper, the author does not test the encrypted image with various types of noise such
as Gaussian noise, rotation noise, and speckle noise. As a result, the simulation results of our scheme
using DRPE are more robust than the scheme using a 2-D chaotic baker map that verifies image
content integrity and protects from attack.

In[17], the Least Significant Bit (LSB) steganography and chaotic baker ciphering is employed to
increase the security of wireless image communication. Hiding information means hiding the presence
of the data within a medium cover, while encryption means hiding the cover medium with the secret
data inside it using specific algorithms. The proposed algorithm could provide better protection for the
image transmission through AWGN wireless channel, but these algorithms did not present a content-
based image verification for the original image. Also, it did not consider another type of noise and
attack to measure the robustness and quality of the proposed schemes. Such as our schemes which
present content-based image verification for images and consider many types of noise and attacks to
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test the performance of proposed schemes. In [18], a watermarking scheme based on the integer DCT
domain is presented. A watermarking scheme had been presented using DCT and chaotic map. This
paper considered a watermarking scheme that directly embeds the watermark in the singular sets of
a circulate matrix obtained from the coefficients of integer DCT using a non-linear chaotic map. In
[19], a digital image watermarking scheme to protect copyright and tampering detection is proposed.
The goal of the proposed scheme in this paper is to embed a robust and fragile watermark into the
host image at the same time so that the proposed scheme can possess dual functions: one is copyright
protection, and the other is tampering detection.

Authors in [20] produced a security enhancement based on DRPE. Security enhancements are
produced for dual random phase coding using rear-mounted phase masking. Based on an extensive
study of the cryptanalysis achievements of DRPE and its derivatives, revoking the second lens, which
plays an important role in cryptanalysis operations, is concluded. In [21], a scheme based on WHT
was proposed for blind color image watermarking. In this method, the image is converted using WHT.
Then, the watermark is inserted into the final two rows of WHT parameters of the color image using
the suggested scheme.

3 Main Requirements of Image Watermarking Schemes

o Imperceptibility

Imperceptibility is the main condition for calculating the efficiency of a watermarking technique.
Imperceptibility means that the watermarked image is the same as the original image. It should
be sensually ambiguous to the human eye, regardless of slight deterioration in brightness or image
contrast. Hence, the quality of the image should not be affected. To evaluate the imperceptibility of
a watermarking technique, there are various methods, such as Peak Signal-to-Noise Ratio (PSNR),
which imply good imperceptibility if PSNR is high. The best watermarking techniques ensure better
imperceptibility [22]. This method measures watermark imperceptibility by Structural Similarity Index
Measure (SSIM) metric. However, it is often unnoticed by the human eyes in an invisible watermark.
In [23], the authors selected the preferred area in the cover image to include the watermark for better
imperceptibility. Sometimes, it is best to put a watermark visible in the image [24]. Therefore, in all
image security systems, invisible watermarking techniques are used. Imperceptibility is sometimes used
in digital imaging, E-mails, medical image, digital commerce, and so on.

o Robustness

Robustness measures the immunity and strength of secret data from digital signal processing
attacks against a trial to remove or discover it. So, a good image watermarking technique must be
having a good strong against various types of attacks. Some watermarking techniques are strong
against various image processing attacks, while others are weak against other attacks [25]. Therefore,
we can classify robustness as robust, fragile, and semi-fragile.

Robust watermark: from its name, it prevents many types of attacks. After some attacks, the
watermark did not change and remained the same [26]. The robust watermark protects copyright
authentication, monitoring the broadcast, banking, and fingerprinting [26]. Fragile watermark: this
watermark verifies if it has been altered with or not. A fragile watermark is the easiest technique to
execute [27]. watermark: semi-fragile watermark may hold some attacks but is not successful with other
malicious attacks. Semi-fragile watermarks are used for image authentication [28].
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e Security

Security is the main concern in watermarking schemes. If watermarking schemes are fragile
techniques, they cannot be applied in applications that need high security, such as copyright protection,
fingerprinting, and data authentication. Therefore, to obtain a high level of security, we can perform
various types of encryptions, where the encrypted image can not be detected easily [29]. Security
requests can be applied in medical imaging, digital image transmission, telecommunications, etc.

e Capacity

Watermarking payload capacity evaluates the amount of information included in the cover image,
based on the amount of watermark. However, the payload capacity marked the limitations of the
watermarking schemes. If the number of embedded bits in the cover image is less than channel capacity,
the watermark extraction is successful [30].

o Watermark Keys

The key used for the watermarking process defines many constraints of the watermarking process,
such as (the image coefficients subset, the direction of embedding, and the domain that the embedding
is used). In addition, the strength of the watermarking scheme is determined by the watermark key
[31]. Therefore, to ensure the security of any system, a private key is needed for the embedding and
extraction processes [32].

e Reversibility

The reversibility characteristic ensures watermark extraction and accurate cover image reconstruc-
tion [33].

4 Background Information
4.1 Walsh-Hadamard Transform

WHT is an orthogonal function that has low computational complexity [34]. WHT is represented
for an input f(x) that has ‘N’ number of samples as,

1
F(U)=NX[HN]Xf(x) (D
where [H y] is the Hadamard matrix with N x N dimension. The matrix with a size 2 x 2 is written as,
11

The 4 x 4 Hadamard matrix is expressed as,

11 1 1
[H4]_[H2 _HJ_ 1 -1 1 1 3)

11 -1 -1
Therefore, Walsh Hadamard transform general form is;



CMC, 2022, vol.73, no.2 2717

_ H,_, H,, e
[Hz"]_[Hzi_l —Hz,-_l} fori=1,2,3,4,...... “)

where i is based on N, i.e., N = 2/, the inverse WHT is given by (5),
S (x) =[Hy] x F(U) (5)

Similarly, the WHT of a 2-D image is given by (6),

1
F(U, V):NX[HN]Xf(xay) (6)
The inverse 2-D WHT is given as,
1
f(x,y)=NX[HN]><F(U, V) (7

Finally, WHT general form for the 4 x 4 image block is given by (&),

Ci Cpp Ciz Cuy

Cy Cyn €3 Cy

FU,V)= (8)

C31 C;p C33 Cy
Cyp Cyp Cp3 Cyy
The data are embedded in the coefficient sets (s, ¢41), (12, €42), (€33, €43), and (¢33, ¢4). The data
embedding is chosen to be in the final two-row elements.

4.2 Double Random Phase Encoding

DRPE is explained by Refrgier and Javid [12] depending on changing the spectral distributions of
an image. At the receiver, it is necessary to have information about the spectral distributions to decode
the image. The block diagram of DRPE is explained in Fig. 1.

Input c Encr
ypted
image FT —» L ’ image
Random Random
phase R, phase R.

Figure 1: DRPE steps

The input image f(x, ), z) is the secret medical image, where x, y, and z are in space coordinates
multiplied by the first mask R,(x, 3, z) and is subsequently Fourier transformed. Then, the second
phase mask R,(u, v, w) is multiplied with the Fourier transformed image, where u, v, and w are Fourier
domain coordinates [35]. Finally, inverse Fourier transformed is applied to the obtained image to
obtain the encrypted medical image.

In the decryption process of DRPE, Fourier transform is applied on encrypted medical images
and then multiplied with the complex conjugate of R,(u, v, w). Finally, the obtained image is Inverse
Fourier transformed to obtain the decrypted medical image, as shown in Fig. 2.
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To explain DRPE mathematically, let ¥ (x, y, z) is the encrypted image and n(x, y, z) and
m(x, y, z) are independent white sequences, two Random Phase Masks (RPMs) are R\(x, y, z)
= exp Qizn (x,y,z)) and R,(x, y, z) = exp (2imm(x,y,z)). The encrypted image is complex, with
amplitude and phase [36], and it is given by Eq. (9)

Encrypted o )
image —» FT ~—» IFT |—» Decrypted image

Complex conj.
Random phase

Figure 2: Double random phase decoding

v (x,,2) = {f (x,3,2) RL(xX, p,2)} % FT " {R2 (u, v, w)} €)

where the symbol () denotes convolution and the second random phase mask R,(u, v, w) is a Fourier
transform of function A(x, y, z) where A(x, 3, z) = m(x, y, z) which is a phase function. Thus, R,(«, v,
w) is given by Eq. (10)

R2 (u,v,w) = FT {h(x,y,2)} = h (u, v, w) = exp [2imm (u, v, w)] (10)
The inverse Fourier transform is described as in Eq. (11).
FT ' {FT [y (x,p, D] R; w,v,w)} = FT " {FT[f (x,p,2) R, (x,y,2)] R, (u, v, w) R; (u, v, w)}
=/ (x»,2) R (x,,2) (11)

Then, the absolute value is taken to the output to turn out the decrypted image f(x, y, z).

5 Proposed Security Framework

The proposed framework is considered a multi-level security system for medical image commu-
nications. The first level of security is encrypting secret medical color images before watermarking by
using DRPE. The second level of security is the watermarking based on WHT of the encrypted medical
image on the color cover image, which has an important feature that it may not affect the visibility of
the cover image. In this section, the encryption and watermark embedding scheme is explained then
the watermark extraction and decryption scheme is explained.

5.1 Encryption and Watermark Embedding Scheme

Let the input secret medical image M (x, y, z) be encrypted is multiplied by a first phase mask
R,(x, y, z), then it is Fourier transformed. Then, the resulting image is multiplied with the second
phase mask R,(u, v, w). After that, the encrypted medical image in space domain D(x, y, z) is obtained
by applying the inverse Fourier transform of the final image. For example, assume the original image is
I(x, y, z), and the watermark encrypted medical image is D(x, y, z). The watermarked image W(x, y, z)
is obtained from embedding the encrypted image into the cover image. The encryption and embedding
process is explained as steps as follows:

Step (1): Multiply secret medical image by first key R,(x, 3, z), as indicated in Fig. 1.
Step (2): Apply Fourier transform on the resulting image.
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Step (3): Multiply the resulting image with the R,(u, v, w).

Step (4): The image is inverse Fourier transform to acquire the encrypted medical image
D(x, y, 2).

Step (5): Calculate the difference d; and average avg; from the coefficients ¢;; and ¢,;, as:
d; = |lcs] — Leadl (12)
avg; = |l + Leadl /2 (13)

Step (6): Calculate coefficients /; and m; of data embedded from Egs. (14) and (15) as:
If rem (|d;|,2) = 0

d.
avg; — (5' - 0.5) ifb; = 1
d.
avg; + (5) ifb; =0
avg; + (EI - 0.5) ith; =1
Ifrem (|d;|,2) = 1
d
e (4) o
[, = q (16)
avg; — (5’ — 0.5) ifb; =0
di . di .
m; = javg; + 5 ifb; = lavg, + 5~ 0.5)ifth; =0 17)
Step (7): Values of /; and m; are replaced by ¢;; and ¢,; based on the min. and max. values of e;; and
84,-.
ey = m?lX (;, m;) .lf‘c3i > Cy (18)
min (£, m,) ifcs; < ¢y
ey = m?lx (L, m;) 'lfC4f > G (19)
min ([, m;) ifcy < ¢y,

The embedded coefficients for Walsh Hadamard after embedding the data are represented as,

Cii Cpp Ci3 Ci

Cy Cp Cp3 Oy

FU, V)= (20)

€3 €3 €33 €y
€y €4 €45 Ey

After that, estimate the inverse WHT of each 4 x 4 sub-block. Then, to obtain the image with
watermark W(x, y, z), merge all the 4 x 4 sub-blocks.
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Algorithm 1: Medical image encryption using DRPE and data embedding using WHT

Step (1): Multiply secret medical image by the R (x, y, z) asin Fig. 1.

Step (2): Apply Fourier transform on the resulting image.

Step (3): Multiply the resulting image with another phase mask R,(u, v, w).

Step (4): The image is inverse Fourier transformed to acquire the encrypted image D(x, y, z).
Step (5): Converting the image D(x, y, z) to binary information.

Step (6): Dividing encrypted image I(x, y, z) to 4 x 4 various blocks.

Step (7): WHT is applied to the image.

Step (8): Estimate d; and avg; as explained in Eqs. (12) and (13).

Step (9): Using Eqs. (14)—(17), I; and m,are obtained.

Step (10): Calculate values of e;;, e,;, [, and m, using Eqs. (16) to (19).

Step (11): Obtain the inverse WHT floor value.

Step (12): Mix all 4 x 4 sub-blocks obtained from step 11 to obtain the watermarked digital image
W(x, y, z).

The encryption scheme of the medical image using DRPE and data embedding using WHT data
is explained in Fig. 3.

Random Random
phase mask phase mask
1 2
Secret Fourier Inverse Fourier medical
Medical transform transform image
Image
Decrypted Merge of Inverse WHT D WHT Segmented
. ata g
medical < 4x4 sub- Transform . Transform into 4x4
image blocks Embedding sub-block

Data bit Watermark
formation image D(x, y, z)

|

Key k

Figure 3: Proposed scheme (encryption of medical image using DRPE and data embedding using
WHT)
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5.2 Watermark Extraction and Decryption Scheme

In Fig. 4, the watermark extraction and decryption scheme are explained. The W (x, y, z) is divided
into 4 x 4 different blocks. After that, these blocks are converted to WHT factors as defined in Eq. (6).
WHT coefficients for data embedding are written by,

ell &12 E.13 E.14
W (U, V)= le fzz f23 fz4
€31 €3 €33 Oy
€4 €p €43 Ey

21

The difference El\, between the values ¢;; and ¢, is calculated using,
d =16 - & (22)
where é;; and ¢é,, are third and fourth rows data embedded WHT coefficient. 71\ is extracted from the
value d; to obtain the hidden data as
E = rem (!ZZ: ,2) (23)

The resulting image is encrypted medical image ¥ (x, y, z) which after that is Fourier transformed
and multiplied by R,(«, v, w) which is the complex conjugate of the second RPM then resulting image
is inverse Fourier transformed to obtain decrypted secret medical color image.

Key &k
Watermark
Watermarked Segmented into WHT Data Extraction image
image 4x4 sub-block Transform reconstruction
Decrypted ] : Extracted
. Inverse Fourier Fourier
{
medical < transform transform encrypted
image image

Complex
conjugate
RPM

Figure 4: Steps of watermark extraction and decryption
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Algorithm 2: Data extraction and image decryption process

Step 1: The W (x, y, z)imageis divided into 4 x 4 sub-blocks.

Step 2: WHT is applied on sub-blocks.

Step 3: Calculate the difference d; using Eq. (22).

Step4: Extract the hidden data b; using Eq. (23). R

StepS: Watermark image is reconstructed from the extracted data b, using the key ‘K.

Step 6: Employ the Fourier transform to the reconstructed watermark encrypted image.

Step 7: The image obtained from step 6 and the complex conjugate of R2(u, v, w) are multiplied
together.

Step 8: Finally, to get the decrypted secret medical image, apply Inverse Fourier transform on the image
obtained from step 7.

6 Simulation Results and Discussions
6.1 Evaluation Metrics

1. Peak Signal-to-Noise Ratio

The PSNR metric is based on the Root Mean Square Error (RMSE) and maximum pixel gray
level value. It is calculated as in (24) [37-39]:

(1,(x,y,2))*
PSNR = 10log(————~ 24
o8(—2as I ) (24)
where /,, is the maximum pixel gray level value in the reconstructed image. The RMSE is formulated as,
1 3 M N ,
RMSE = X M <N z Z[W (x,y,2) = 1(x,,2)] (25)

z=1 x=1 y=1

2. Structure Similarity Index

The structural similarity index method (SSIM) tests the quality of the digital image as it measures
the similarity between two images. The SSIM index is estimated on different blocks of an image [37].
The measure between the two blocks {x} {y}is:

SSIM =L(W,)C(W,I)S(W,I) (26)

where L(W, I) is the luminance component, C(W, I) is the contrast component and S(W, I) is the
saturation component.

3. Normalized Cross-correlation

It measures the correlation between two images D(x, ), z), the watermark image and D (x, Y, 2)
the extracted image from Eq. (27) [37-39]:

. Zi:l 2211 z;i] D(x,y,z) x f)(x, V,2)
SIS S Dy S S S Dy 22

where M and N indicate watermark image dimensions.

NC

27
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4. Feature Similarity Index

A Feature Similarity Index Matrix (FSIM) is used for image quality assessment. If the first image
is f, (recovered secret image) and the second image f, (secret image). The Magnitude Gradient maps
G, and G, are taken away from images /| and f,. FSIM can be estimated depending on PC,, PC,, G|,
and G,, as shown from Egs. (28) to (30) [37,38].

We can estimate the similarity of two images using phase congruency as:
_ @QPCPGH+T)
(PG4 PG+ T)

where T, is a constant. Similarly, the similarity from Magnitude Gradient maps G, and G, is as follow
[37]:

(28)

PC

2G\G,+ T7)
Se = ———+—— 29
T (@H+GH+T (29)
where T}, is a constant. From Egs. (28) and (29), the FSIM can be calculated as in (30):
S (x) = [SPC(X)]Q'[SG(X)]IS (30)

5. Histogram Evaluation

The histogram is a diagrammatic performance of the brightness distribution in an image [39].
The histogram plots the total pixel number in the image (vertical axis) with a specific brightness
(horizontal axis). In this paper, the histogram is used to normalize two images (watermark and
extracted watermark) and (cover image and cover image with watermark) and take the difference
between them.

6.2 Simulation Results and Discussion

On the sending side, the first step of the scheme is the encryption process of the medical image
to be watermarked in the cover color image to be transmitted securely. The DRPE algorithm does
the encryption and decryption processes. Fig. 5 shows an encrypted secret medical image using
DRPE. The resulting image shows that the encryption process has a high-quality encrypted image.
Furthermore, the resulting images from the system show the efficiency of the DRPE system, as the
encrypted image does not have any features or limits to know the shape of the encrypted image.

Image

Secret medical
image

Encrypted
secret medical
image using
DRPE

Figure 5: Encrypted secret medical image using DRPE

After encrypting the secret medical image, the least significant WHT hides the watermark medical
image in the color cover image. First, we must choose the size of the watermarked image so that there
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is enough embedded space to fit the original image. So, the cover image is chosen to be 512 x 512 x 3
and the watermark medical image 90 x 90 x 3 (Because with that size, the original image will divide
163844 x 4 blocks per color channel watermarked image will have 162001 x 4 blocks to embed, almost
enough). Then, the encrypted image is concealed inside the cover image using WHT. The resulting
image shown in Fig. 6 clarifies that the digital cover image after the encrypted image is quite close to
the original cover image in human perception vision.

Cover image + Encrypted medical secret image using Watermarked image

Figure 6: Watermarked image using WHT

On the receiver side, the received watermarked image is the image that contains the encrypted
image inside it, so the first step in the receiver is the inverse process of WHT to extract a secret medical
encrypted image. After the extraction process, the encrypted medical image is decrypted using the
inverse of the DRPE process. The resulting image from the inverse of the DRPE algorithm is the
secret image. The obtained images after the inverse process of WHT and inverse process of DRPE are
shown in Fig. 7.
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Received Cover image + Encrypted watermark image using Extracted watermark
image inverse WHT after Inverse DRPE

+.

Figure 7: Extracted watermark image using IWHT and decrypted secret medical image using inverse
DRPE

Tab. 1 tabulates the PSNR, NC, SSIM, and FSIM outcomes for the received watermarked images
with respect to the original cover image. They are checked for seven types of images. As shown from
the results, the quality of the watermarked image is very good for all images as PSNR values are large
and reasonable to a large extent. The high correlation values reflect the compatibility between the
watermarked image and the cover image. The maximum value of NC is 1; as shown from the table, all
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NC values are near to 1, which means the proposed algorithm has a high correlation value. Also, it
is clear from Tab. 1 that SSIM and FSIM are approximately 1, meaning the similarity of cover image
with secret medical image and without it are very close to each other. The visual percipient between
two images is not observed to human eyes.

Table 1: PSNR, NC, SSIM, and FSIM for the watermarked image at the receiver

Parameter Watermarked Watermarked Watermarked Watermarked Watermarked Watermarked Watermarked

image 1 image 2 image 3 image 4 image 5 image 6 image 7
PSNR 51.6573 49.7680 49.6650 49.6887 49.9349 49.9201 50.1490
NC 0.9999 0.9999 0.9998 0.9999 0.9999 0.9998 0.9999
SSIM 0.9996 0.9983 0.9988 0.9987 0.9982 0.9970 0.9977
FSIM 0.9998 0.9998 0.9998 0.9998 0.9998 0.9997 0.9997

This paper uses the histogram to normalize two images and differentiate them. As shown in Fig. 8,
the graphical representation of the brightness distribution in two images (the cover color image and
watermarked image within secret medical image) is almost the same to a very large degree to the degree
that the difference between them is approximately zero.

Tab. 2 tabulates the values of PSNR, NC, SSIM, and FSIM for the extracted watermark image
with respect to the secret watermark image. They are checked for seven types of medical images. The
results show that the quality of extracted watermark images is very good for all images as PSNR
values are large and reasonable to a large extent. The high correlation values reflect the compatibility
between the extracted and the secret images. The maximum value of NC is 1; as shown from the
table, all NC values are near to 1, which means the proposed algorithm has a high correlation value.
Also, it is clear from Tab. 2 that SSIM and FSIM are approximately 1, which means the similarity
of extracted watermark cover image and watermark medical image are very close to each other. The
visual percipient between two images is not observed to human eyes.

Image 1 2 2 4 5 6 ) 7

Histogram
for cover
color
image

Histogram
for
watermark
ed image

Difference
between
two
histogram

Figure 8: Difference between histograms for cover color image and watermarked image

The histogram is utilized to normalize extracted watermark image, and the watermark secret
medical image then takes the difference between them. As shown in Fig. 9, the graphical representation
of the brightness distribution in the two images is almost the same to a very large degree to the degree
that the difference between them is approximately zero.
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Table 2: PSNR, NC, SSIM, and FSIM for extracted watermark image at receiver

Parameter Extract Extract Extract Extract Extract Extract Extract
watermark watermark watermark watermark watermark watermark water-
1 2 3 4 5 6 mark
7

PSNR 53.5210 24.3880 99 35.5510 37.9910 49.7140 26.7448
NC 0.9998 0.9698 1 0.9958 0.9630 0.9994 0.7162
SSIM 0.9996 0.9334 1 0.9866 0.9899 0.9965 0.6295
FSIM 0.9994 0.9521 1 0.9954 0.9935 0.9997 0.8072

Image 1 2 2 4 5 6 7
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Differen

ce
between
two
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Figure 9: Difference between histograms for watermark image and extract watermark image

7 Conclusions and Future Work

This paper produced a new algorithm in security systems where DRPE encryption is combined
with the WHT algorithm to provide a highly secure method of medical image and its transmission
between the sender and the receiver. DRPE algorithm is used as an encryption scheme to encrypt the
secret medical image, and WHT is used to hide it into a color cover image. The secret image is hidden
inside the cover color image, making it difficult for the intruder to access the secret medical image. The
obtained outcomes confirm the extent of its success in our electronic world. Various applications of this
proposed approach include financial services (banking), agencies, medical images, hiding passwords,
encryption keys, and transporting highly private documents. They also need a small processing time.
Therefore, the proposed schemes are suited for image transmission in wireless authentication systems
and other real-time applications. In future work, the utilization of artificial neural networks for
image segmentation can be introduced. Moreover, in the future, more suggestions can be employed to
enhance the proposed work performance, such as utilizing deep learning techniques for segmentation
and classification purposes.
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