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Abstract: Wireless Sensor Network (WSN) is an important part of the
Internet of Things (IoT), which are used for information exchange and com-
munication between smart objects. In practical applications, WSN lifecycle
can be influenced by the unbalanced distribution of node centrality and
excessive energy consumption, etc. In order to overcome these problems, a
heterogeneous wireless sensor network model with small world characteristics
is constructed to balance the centrality and enhance the invulnerability of
the network. Also, a new WSN centrality measurement method and a new
invulnerability measurement model are proposed based on the WSN data
transmission characteristics. Simulation results show that the life cycle and
data transmission volume of the network can be improved with a lower
network construction cost, and the invulnerability of the network is effectively
enhanced.

Keywords: Wireless sensor networks; invulnerability; small world characteris-
tics; heterogeneous nodes; node centrality

1 Introduction

The Internet of Things (IoT) and the Wireless Sensor Network (WSN) are currently combined
to improve data transmission based on sensors in future applications [1]. WSN are considered to be
one of the most important technologies in the 21st century. It will have a great impact on the future
lifestyle of mankind. Information, intelligence and the interconnection of all things are closely related
to it. WSN comprises a massive number of arbitrarily placed sensor nodes that are linked wirelessly
to monitor the physical parameters from the target region [2]. WSN are used in many fields because
of their low cost and easy deployment [3]. These sensors are battery-driven and resource-restrained
devices that consume most of the energy in sensing or collecting the data and transmitting it [4]. The
node failure is considered as one of the main issues in the WSN which creates higher packet drop,
delay, and energy consumption during the communication [5]. Although the number of sensor nodes
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in wireless sensor networks is huge, it is easy to fail. It is very easy to cause the original connected
network topology segmentation due to the failure of some nodes in the network, which greatly reduces
the network coverage and even makes the network invalid [6]. Wireless sensor networks often lead
to node failure due to energy depletion, hardware failure or intrusion, which divides the original
connected network topology and even leads to the damage of the global network. Therefore, studying
the invulnerability of wireless sensor networks has important theoretical value to solve the bottleneck
of large-scale application of wireless sensor networks [7]. Network invulnerability measures the ability
of the system to provide reliable services in a sustainable and stable manner [§].

Small world network has both short average path length and high clustering coefficient. In sensor
networks, the small average path length means that nodes only need less hops and energy when
transmitting data to sink [9]. The large clustering coefficient means that the propagation range of
local information in the network is relatively wide and the connection between local nodes is relatively
close, which makes the data in the network redundant to a certain extent. Therefore, a larger clustering
coefficient can improve the fault tolerance of the network and prolong the lifecycle of the network.
Therefore, we build a heterogeneous wireless sensor network routing algorithm with small world
characteristics to prolong the network life cycle, increase the amount of network data transmission
and enhance the invulnerability of wireless sensor networks. The first problem we need to solve is how
to determine the location and number of heterogeneous nodes.

2 Related Works

Wireless sensor nodes are generally deployed in complex environments, which are prone to
network failure due to malicious attacks and their own energy depletion. Therefore, how to enhance
the invulnerability of wireless sensor networks has become a hot topic in WSN. There are many
researches on WSN secure routing protocol. Various experts and scholars study how to better prolong
the network life cycle and improve the network security transmission index from various angles.

In Sun’s paper, a small-world network model is introduced for water quality sensor networks.
The energy consumption of the relay nodes near the heterogeneous node is too great, and as such
the energy threshold and non-uniform clustering are constructed to improve the lifecycle of the
network. Simulation results show that, compared with the low-energy adaptive clustering hierarchy
routing algorithm and the best sink location clustering heterogeneous network routing algorithm,
the proposed improved routing model can effectively enhance the energy-utilization. The lifecycle
of the network can be extended and the data transmission amount can be greatly increased [10]. In
Zhang’s paper, the scale-free network in complex networks is taken as the research object, and the
industrial WSN with scale-free characteristics is modeled. Based on the advantages of the fireworks
algorithm, such as strong searching ability and diversity of population, a so-called fireworks and
particle swarm optimization (FWPSQO) algorithm is proposed, which can improve the global search
ability and convergence speed effectively. The proposed FW-PSO algorithm is used to optimize the
network topology and form a network with the largest natural connectivity, which can effectively
promote the ability of network to resist the cascade failure problem [1 1]. Fu has built a cascading model
of clustering WSNss by introducing the concept of sensing load and relay load. We discuss the impacts
of model parameters on network invulnerability and evaluate the invulnerability performance of two
types of WSN topologies, i.e., scale-free network and random network. Simulation and theoretical
results show that the network invulnerability is negatively related to the proportion of cluster heads
and positively related to the allocation coefficient. When the degree of each sensor node bears a
linear relationship with its initial load, the network invulnerability is strongest [12]. Zhao accorded
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to scale-free and small-world features of complex networks, the nodes of WSNs are divided into
different types, including common node, super node, and sink node. From the point of view of
invulnerability in complex networks, the influence of different types of nodes on the sensor networks’
invulnerability is analyzed. Simulation experiments show that adding super nodes to the WSNs would
significantly improve network invulnerability [13]. In wang’s paper, according to the event level and
the node energy of the sensor networks, the nodes’ types are defined, which can help to determine
the cluster node. Then, an event driven routing protocol (EDRP) is proposed, which considers the
event information and the remaining energy of the whole network. Simulation results show that,
compared with distributed energy-efficient clustering algorithm, EDRP can reduce the overall energy
consumption of the network by 138%-172%, based on different kinds of events. Besides, EDRP
can effectively prolong the life cycle and greatly increase the amount of data transmission of the
network [14]. Aiming at the serious impact of the typical network attacks caused by the limited energy
and the poor deployment environment of wireless sensor network (WSN) on data transmission, a
trust sensing-based secure routing mechanism (TSSRM) with the lightweight characteristics and the
ability to resist many common attacks simultaneously is proposed in this paper, at the same time
the security route selection algorithm is also optimized by taking trust degree and QoS metrics into
account. Performance analysis and simulation results show that TSSRM can improve the security and
effectiveness of WSN [15]. In 1998, Watts and Strogatz proposed a network model, which shows that
rewiring several links in a regular ring grid graph (the end point of the rewiring link is randomly selected
from the graph) can greatly reduce the average path length between any two nodes in the graph, while
still maintaining a high degree of clustering in adjacent nodes [16].

The so-called small world network is a network model with shorter average path length and larger
clustering coefficient compared with the random network of nodes of the same scale. Previously,
people believed that networks were divided into completely regular networks and completely random
networks, which have their own characteristics. Regular networks have larger average path length and
larger clustering coefficient, while random networks have smaller average path length, but smaller
clustering coefficient. In addition, many real networks, such as power grid, transportation network,
brain neural network, social network and food chain, show the characteristics of small world, that is,
they have both short average path length and large clustering coefficient. In this paper, considering the
small world characteristics of small world networks, we construct wireless sensor networks with small
world characteristics, and further explore the optimization strategy of network construction.

When studying the network invulnerability, it is necessary to accurately evaluate the impact of
different node failures and network damage types on the network invulnerability. When using the
network construction method to improve the invulnerability of the network, we need to measure the
effectiveness of the improvement. Network invulnerability measurement, as a specific quantitative
index to measure the advantages and disadvantages of network invulnerability, has always been a hot
spot in the research field of complex network invulnerability.

In Zhu’s paper, they classify the coverage problem from different angles, describe the evaluation
metrics of coverage control algorithms, analyze the relationship between coverage and connectivity,
compare typical simulation tools, and discuss research challenges and existing problems in this
area [17].

In Fu’s paper, they show that the invulnerability of WSNs can be improved by introducing two new
elements: super wires and super nodes. Moreover, on the basis of the definition of a novel centrality
measurement, they propose two layout schemes based on super wires and super nodes for enhancing
network invulnerability [18].
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We propose a new centrality measurement method for wireless sensor networks, determine
the location and number of heterogeneous nodes according to the new centrality measurement
method, and propose an invulnerability measurement model. The proposed scheme can improve the
invulnerability of the network with low network construction cost.

3 Measurement of WSN Centrality

Due to the unequal characteristics of wireless sensor networks, some key nodes determine whether
the whole network can operate normally. In order to improve the invulnerability of the network, the
most effective method is to improve the centrality of non critical nodes. The essence of the optimization
scheme is to improve the importance of non critical nodes, so as to improve the invulnerability. In
complex network theory, we usually call the importance of nodes centrality [19]. Different networks
need different metrics to measure the centrality of nodes. Typical centrality measures include degree
centrality, closeness centrality and betweenness centrality.

Degree centrality, as the earliest and simplest centrality measure, is defined as the number of
connections a node has, and this centrality is always interpreted as the direct influence of a node in a
static network. The formula for calculating the degree centrality in a network with n nodes is shown
in Eq. (1):

d(x)

K (x) = P

(D

where K,(x) is the degree centrality of the point, d(x) is the number of connections between the point
and other nodes.

Closeness centrality, reflects the degree to which a node is close to the center of the network. Due
to the time consumption of information transmission, the information sent by the node in the center of
the network takes the shortest time to spread to each node of the whole network. Therefore, the closer
the node is, the shorter the time it takes for the node of the whole network to receive the information
of the node, and the greater its importance. The closeness centrality of the shortest path we focus on
(closeness centrality for short) refers to the closed centrality of a vertex in the graph, which is the
reciprocal of the average shortest path distance from the vertex to any other vertex in the graph [20].
The formula for calculating the closeness centrality in a network with n nodes is shown in Eq. (2):

C(x)=@m-1 [Z dw} ()

where C,(x) is the closeness centrality of the point, > d,, is the sum of the average shortest path
y=1
distance from the point to all other nodes.

The betweenness centrality is a measure of the centrality of nodes in the network. It is usually
calculated as the score of the shortest path between node pairs passing through the node of interest. In
a sense, betweenness centrality is a measure of the impact of nodes on the dissemination of information
in the network [21]. By calculating the number of all the shortest paths passing through a node in
the network, it reflects whether the node is in an important position of information dissemination
in the network. The larger the number of nodes is, the greater the information flow of the node is,
and the position of the node in the whole network is relatively more critical. Betweenness centrality
is a measure of the centrality of nodes in the network, which is equal to the number of shortest paths
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from all vertices to all other vertices passing through the node. The betweenness centrality of node x
is shown in Eq. (3):

G =3 2 3

S#EVFEL O-Sl

where C,(x) is the betweenness centrality of the point, > o, is the number of shortest paths of all
SFEVEL
node pairs, > o,(v) is the number of paths passing through this point in all these paths.
SFEVFEL

However, due to the existence of sink nodes, wireless sensor networks are a kind of data
aggregation network. These classical centrality measurements can’t show the different importance of
different nodes in the whole network. A typical cluster topology of wireless sensor networks is shown
in Fig. 1.

Figure 1: Typical cluster structure of WSN

According to the above centrality measurement method, we calculate the centrality of each node
in Fig. 1, as shown in Tab. 1.

Table 1: Comparison of multiple centrality measures

Node Degree Closeness Betweenness ~ WSN closeness
centrality centrality centrality centrality

1~4, 6~9 0.09 0.35 0 0.33

5,10 0.45 0.52 0.51 0.5

11 0.27 0.58 0.64 1

It can be seen from Tab. | that the most important importance of node 11 can’t be explained
according to the measurement of degree, closeness and betweenness centrality. If node 11 stops
working, the whole network will collapse, and 50% of the nodes in the network can still work normally
in the face of node 5 or node 10 failure. Although the centrality of nodes 5 and 10 is very high, in fact,
node 11 is much more important than node 5, node 10 and other nodes. The fundamental reason
is that these three centrality measurement methods don’t take into account the actual situation of
wireless sensor networks. Wireless sensor networks are data transmission centric networks, and the
data perceived by all nodes must be transmitted to sink nodes.
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Therefore, based on the closeness centrality, we propose a new centrality measurement method,
called WSN closeness centrality, which is defined as the reciprocal of the shortest path distance from
this point to sink node in wireless sensor networks. WSN closeness centrality is one of the indicators
to measure the importance of nodes. It reflects the shortest path distance from the sink node when
transmitting data. For directed networks, when data is transmitted in different directions, the shortest
path will also change, resulting in differences in the stability and packet delivery success rate when the
node transmits data to the sink node. In the process of data transmission, making the WSN closeness
centrality of network nodes uniformly is a main strategy to enhance the invulnerability of wireless
sensor networks. Whether there are optional redundant links between nodes is the main reason for the
invulnerability of the network. Therefore, WSN closeness centrality reflects the role and influence of
corresponding nodes in the whole network.

WSN closeness centrality is shown in the following Eq. (4):

C= (4)
where d, is the shortest path distance from node 7 to sink node, Data is transmitted unidirectionally
from node i to sink node. In a network with n(n > 2) nodes, as shown in Fig. 1, In an extreme case,
each shortest path from any other node except node 11 to sink node passes through node 11, therefore,
except that the shortest distance from node 11 to sink node is 1, the shortest distance from other nodes
to sink node is greater than 1. Therefore, the WSN compactness centrality of node 11is 1. From Tab. 1,
WSN closeness centrality accurately reflects the centrality of the network. The centrality of node 11 is
twice that of node 5 and node 10, and the centrality of other nodes is 0.333. It indicates that the failure
of node 11 will affect the normal operation of all other nodes and make the network crash and failure.

4 Analysis of Small World Characteristics of Heterogeneous Sensor Networks
4.1 Structure of Heterogeneous Sensor Networks

If heterogeneous nodes with higher energy are deployed at the cluster head in the sensor network,
or a certain number of heterogeneous nodes are deployed in the network in an appropriate way, cluster
with the heterogeneous nodes as the center, and then the heterogeneous nodes are responsible for
receiving the data of the member nodes in the cluster, processing it and sending it to the sink node, the
ordinary nodes in the cluster only need to transmit over a short distance, The data can be transmitted
to heterogeneous nodes. Because heterogeneous nodes have higher energy, this method can effectively
save energy and improve the network life cycle. Generally, the structure of heterogeneous sensors is
shown in Fig. 2. Ordinary nodes are only responsible for sending data to heterogeneous nodes, and
then heterogeneous nodes communicate with each other to send data to sink nodes.

O  Ordinary
node

@® Cluster head
node

Figure 2: Structural diagram of heterogeneous sensor networks
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4.2 Small World Characteristics of Heterogeneous Sensor Networks

Average path length and clustering coefficient are two important indicators to describe small world
networks. Small world networks have both short average path length and large clustering coefficient.

In sensor networks, small average path length means that nodes only need less hops and energy
to transmit data to sink nodes. The large clustering coefficient means that the local information
dissemination range in the network is relatively wide and the connection between local nodes is
relatively close. This local effect can have a great impact on the whole network and make the data
in the network redundant. Therefore, a larger clustering coefficient can improve the fault tolerance
of the network, and can continue to maintain the smooth communication of the network after
some nodes fail, so that the performance of the network is not affected and the life cycle of the
network is prolonged. Therefore, heterogeneous nodes that can communicate directly with sink nodes
are introduced, and the super link formed between heterogeneous nodes and sink nodes is used
as a shortcut to construct heterogeneous networks with small world effect, so as to improve the
invulnerability of wireless sensor networks.

5 Construction of Small World Network Model Based on WSN Closeness Centrality (WSNCC Algo-
rithm)
5.1 The Main Problems of Constructing Heterogeneous Sensor Networks with Small World
Characteristics

(1) Optimize the deployment of heterogeneous nodes. If the same number of heterogeneous nodes
are deployed in different ways, the improvement of network performance is very different.
Therefore, when setting up heterogeneous networks, we must construct a better heterogeneous
node location deployment algorithm according to the network distribution characteristics and
topology.

(2) Under the condition of meeting the network performance requirements, the fewer hetero-
geneous nodes are required, the better. In heterogeneous sensor networks, compared with
ordinary nodes, heterogeneous nodes have obvious advantages in power energy, computing
power and communication capacity, but the cost of heterogeneous nodes is relatively expensive.
Therefore, when setting up heterogeneous sensor networks, we must consider the network cost
and can’t add heterogeneous nodes indefinitely.

5.2 Heterogeneous Node Location Optimization Deployment Model

DEEC algorithm is a clustering algorithm to balance the energy of multi-level heterogeneous
networks. Its main principle is to select the cluster head in a probabilistic manner according to the
ratio of the residual energy of each node to the average energy of the network. Because the initial
energy and residual energy of each node are different, the time when a node is selected as a cluster
head is different. Nodes with high initial energy and residual energy are more likely to be selected as
cluster heads than nodes with low energy, so as to realize the balance of network energy and improve
the life cycle of the network [22].

After the nodes in the network are clustered by DEEC algorithm, the ordinary nodes transmit the
collected data to the cluster head of the cluster. The cluster head processes the received data centrally,
which can not only save energy consumption, but also increase the amount of data transmission.
With the progress of clustering, the transmission path of network nodes will change accordingly with
different nodes selected as cluster heads, so as to make the energy consumption of the network more
uniform and enhance the invulnerability of the network.
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Before the heterogeneous nodes are deployed in the network, the data of all nodes has only
one transmission direction, that is, the data is transmitted to sink. Therefore, it will cause the
problems of uneven distribution of network centrality and low network invulnerability. In order
to solve this problem, this paper constructs a small world wireless sensor network by introducing
heterogeneous nodes that can communicate directly with sink nodes. The node has a transmission
direction other than sink node, that is, the node can transmit data to nearby heterogeneous nodes,
and then the heterogeneous nodes can transmit data to sink. The energy of heterogeneous nodes can
be supplemented, so the energy consumption can’t be considered. After clustering the nodes in the
network by DEEC algorithm, the WSN closeness of each cluster head is calculated by formula (4)
proposed in this paper, and they are sorted from large to small.

The first heterogeneous node is arranged in the center of the region with the smallest WSN
closeness, that is, the midpoint of the connection between the node with the smallest WSN closeness
and the node with the second smallest WSN closeness. So as to achieve the purpose of uniform network
centrality, and then enhance the invulnerability of the network.

After the above steps, this paper assumes that the initial position of the first heterogeneous node is
h(u,, v.), After the nodes deployed in the network are clustered according to the DEEC algorithm, there
are n cluster head nodes whose positions are v; (x;, y;), i =1, 2, ...,N, the location of the sink node
is (x,,, V). The data transmission mode of cluster head node is divided into multi hop transmission
mode directly adopted by cluster head node to transmit data to sink node or to sink node through
super link.

The data transmission mode of the cluster head node is determined according to the transmission
distance d/" from the cluster head node to the heterogeneous node and the transmission distance d;'
from the cluster head node to the sink node. When d* > d/, the cluster head node transmits the data
to the sink node through the super link between the heterogeneous node and the sink node; When
d? <d/, the cluster head node directly transmits multi hop to the sink node. For example, cluster head
node v,, the distance to sink node through multi hop transmission is less than that to heterogeneous
nodes. Therefore, it directly transmits data to sink node through multi hop transmission, as shown in

Fig. 3.

A Sink node * Heterogeneous node @ Cluster head node © Ordinary node
Figure 3: Data transmission mode of cluster heterogeneous network
Suppose that S luster head nodes in the network directly transmit data to sink nodes through multi

hop transmission, and H cluster head nodes transmit data to sink nodes through super links, meeting
the requirement of H + S = N.
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When S cluster head nodes directly multi hop transmit data to sink, cluster head node v; finds the
shortest transmission path to transmit data to sink node through greedy algorithm (the cluster head
node closest to sink node among all neighbor cluster head nodes is selected as the next hop), and sets
the distance from cluster head node v; to transmit data to sink node as d;°. Label the relay cluster head
node in the transmission path, assuming that there are j relay cluster head nodes whose coordinates
are (¥,, 8,),n=1,2, ..., j. The transmission distance Eq. (5) is as follows:

V= + 0 =80+ Vo =)+ G = 8)
d’ =
O = 1+ G — 80+ — %)+ (8 — 3

Similarly, when H cluster head nodes v, transmit data to sink node through the super link of
heterogeneous node, cluster head node v; also finds the shortest transmission path from all neighbor
cluster head nodes to heterogeneous node / through greedy algorithm, and sets the distance between
cluster head node v; and heterogeneous node / as d/". When the data is transmitted to heterogeneous
node, heterogeneous nodes then transmit data to sink nodes through super links. Label the relay
cluster head node in the transmission path. It is assumed that there are / relay cluster head nodes
with coordinates of («,, 8,), n=1, 2, ..., [ The transmission distance Eq. (6) is as follows:

V@ —a) + 0= BV — )+ (B = )
V(@ — o) + (B — B + V(e —u) + (B — )

According to the data transmission mode of cluster head node, the corresponding WSN closeness
centrality of cluster head node is calculated. When d > d/, the cluster head node transmits the data
to the sink node through the super link between the heterogencous node and the sink node. At this
time, d;, = d"; When d;* < d;", the cluster head node directly transmits multi hop to the sink node. At
this time, d;; = d. Then, according to the WSN closeness centrality Eq. (4) proposed in this paper, the
corresponding WSN closeness centrality values are calculated and sorted from high to low.

)

d; (6)

Finally, this paper adds a second heterogeneous node at the midpoint of the cluster head node with
the smallest WSN closeness centrality value and the second smallest. The two heterogeneous nodes
and sink nodes can directly establish a shortcut to communicate through two, as shown in Fig. 4.
Thus, the WSN closeness centrality of most nodes with small WSN closeness centrality in the network
is improved, so as to uniform the overall centrality of the network, reduce the importance of a few
important nodes, and improve the invulnerability of the network.

¥z

A sink node Y Heterogeneous node @ Cluster head node o Ordinary node

Figure 4: Deployment diagram of heterogeneous nodes in clustered network
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5.3 Determination of the Optimal Number of Heterogeneous Nodes

When building heterogeneous sensor networks, if the total cost of the network fluctuates to a
certain extent, but the network performance is required to reach a certain standard, then we need
to consider how to minimize the cost of the network while the network performance reaches the
standard. In this case, the determination of the optimal number of heterogeneous nodes is related to the
specific performance requirements of sensor networks. Usually, the closeness centrality is an important
factor affecting the network performance, and the WSN closeness centrality can be measured as a
standard. The following discusses how to determine the minimum number of heterogeneous nodes in
heterogeneous sensor networks when the WSN closeness centrality of cluster head nodes to sink nodes
or heterogeneous nodes is used as a standard.

In heterogeneous networks, set the total number of cluster head nodes as N, and find the shortest
distance from cluster head node v; to sink node or heterogeneous node as d;, The mean value of network
WSN closeness centrality C is shown in Eq. (7).

Z’—IZN:I (7)
 N&d,

where d; is the shortest distance from node v; to sink or heterogeneous nodes. Because the mean
value of WSN closeness centrality is different when adding different numbers of heterogencous
nodes. The number of heterogencous nodes in the network is positively correlated with the WSN
closeness centrality. Assuming that the average WSN closeness centrality between nodes to sink or
heterogeneous nodes required by the network C > ry, r, is a given constant value set according to
the network scale and performance requirements. If the network performance requirements are high,
the value of r, is set to be large. Conversely, the value of r, is set smaller. The minimum number of
heterogeneous nodes required to meet the requirements of network performance and invulnerability
1S Buin-

Further research shows that different application scenarios have different requirements for the
performance of wireless sensor networks, including the number of deployed nodes, the amount of
data transmission, the life cycle, and the invulnerability performance when attacked.

It can be seen from the above analysis that the minimum number of heterogeneous nodes f,,
required to meet the centrality mean value of WSN closeness C > r,. Based on the optimization
deployment algorithm of heterogeneous node location, the calculation can be carried out through
comparison and iteration. The specific steps of the algorithm are as follows:

Step 1: assign an initial value, and set the number of heterogeneous nodes to be added m = 1.

Step 2: B = m, use the network according to the transmission distance /" from the N cluster
head node to the heterogeneous node and the transmission distance ;' to the sink node, According
to the WSN closeness formula (4) proposed in this paper, the corresponding values of WSN closeness
centrality are calculated, and they are sorted from high to low. Then add the next heterogeneous node
at the midpoint of the connection between the cluster head node with the smallest value of WSN
closeness centrality and the second smallest. All heterogeneous nodes can directly establish a shortcut
to communicate with sink nodes.

Step 3: calculate the mean value of network WSN closeness centrality C.
Step 4: if C > r, is satisfied, stop the iteration, and take B, = B.
Step 5: otherwise, make m = m + 1 and turn to step 2.
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The value B,,, obtained by the above iterative algorithm is the minimum number of heterogeneous
nodes required to meet C > r,. Generally, when the distance from the cluster head node to the
heterogeneous node or sink node is within one hop, the energy consumption is minimized and
the invulnerability is greatly improved. Therefore, here r, < <, where R represents the maximum
communication radius of the cluster head node.

6 WSN Invulnerability Measurement Model

Part of the invulnerability of WSN is defined as the ability of network topology to maintain
connectivity when nodes or edges in the network fail or are attacked [23].

Next, the invulnerability measurement model is built, and the distribution functions of WSN
closeness centrality and degree centrality of the network are given. In the network G = (V, E), let
the number of nodes in the network be » and the number of nodes with degree K be n(K). Then the
degree distribution of the network is shown in Eq. (8).

n(K) kmax
Pe=——>"" Ph)=1 (®)

n k=knin

In the network G = (V, E), let the number of nodes in the network be n and the number of
nodes with WSN closeness C be n(C). Then the WSN closeness distribution of the network is shown
in Eq. (9).

n ( C) Cmax
Pe=="=2  PO=1 ©)

When the WSN density centrality and degree centrality of the network are evenly distributed, the
invulnerability of the network can be enhanced.

Firstly, according to the concept of variance, we characterize the fluctuation centrality of network
node, and calculate the fluctuation WSN closeness centrality of network and degree centrality
respectively, the following Eqs. (10) and (11) are shown:

—2
n K - K

B( K)=Z|(—) (10)

n
where, i is the node number, 7 is the total number of nodes in the network, K is the node degree, K is
the degree average value of network.

n 2

Z] (Cl - C)

n

B(C)= (11

where, i is the node number, 7 is the total number of nodes in the network, and C is the WSN closeness
centrality, C is the average WSN closeness of the network.

B(C) in Eq. (11) is the fluctuation degree of network WSN closeness to measure the fluctuation
of node WSN closeness. If the fluctuation degree B(C) is large, it indicates that the WSN closeness
centrality distribution of the network is uneven. When the nodes with high centrality of this kind of
network are attacked or energy is exhausted, it will cause great harm to the network and even make
the global network ineffective. On the contrary, it shows that the centrality of the network is evenly
distributed. The node centrality of this kind of network is generally high. When the node is attacked
or energy is exhausted, it will not cause great harm to the network and enhance the invulnerability of
the network.
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In the same way, B(K) in Eq. (10) is the fluctuation degree of network degree centrality, which is
composed of the difference between the degree of a single node and the average degree of all nodes. If
the fluctuation degree of network degree centrality B(K) is large, it indicates that the degree centrality
of the network is not uniformly distributed. When the nodes with high centrality of this type of network
are attacked or their energy is exhausted, it will cause great harm to the network, and even make the
entire network invalid. On the contrary, it means that the centrality of the network is evenly distributed.
The node centrality of this type of network is generally high. When the node is attacked or the energy is
exhausted, it will not cause great harm to the network, so that the network’s invulnerability is enhanced.

Node degree K is the first proposed measurement method, which is related to the connection
degree of nodes. Adding degree centrality to the model establishment of invulnerability measurement
can effectively balance the defects and deficiencies caused by only considering the closeness centrality
of WSN. The existence of nodes with large degree of centrality can ensure network traffic and avoid
network congestion. The size of neighbor network and the number of data transmission paths affect the
ability of network information transmission and resisting attacks. In directed networks, the centrality
of node degree determines the stability and invulnerability of directed data transmission system, which
is an important standard to measure the invulnerability of networks.

From the perspective of whether the centrality distribution is uniform, combined with the two
factors of WSN closeness centrality and degree centrality of the network, this paper constructs an
invulnerability measurement model to measure the importance of nodes and their impact on the
network invulnerability, as shown in Eq. (12).

- _
ZBEK) + By T €

where C is the average WSN closeness of the network, and B(C) is the fluctuation degree of WSN
closeness of the network, B(K) is the fluctuation degree centrality of network, » is the total number
of cluster head nodes.

(12)

According to Eq. (12), the invulnerability measure 7 has a negative correlation with the fluctua-
tion of the node’s WSN closeness centrality and the node’s degree centrality fluctuation. It is positively
correlated with the average WSN closeness of the network. In traditional wireless sensor networks, the
degree centrality and WSN closeness centrality of most nodes are small, the degree centrality and
WSN closeness centrality of a small number of nodes are large, the network centrality distribution is
uneven, and the average WSN closeness of the network is small, so the invulnerability measure 7 is
small. Such networks have strong invulnerability in the face of random attacks and poor invulnerability
in the face of selective attacks. On the contrary, when the network centrality is uniform enough and
the average WSN closeness is large, the invulnerability measure 7 is large, and the network has strong
invulnerability to node loss and selective attacks.

Heterogeneous sensor networks with small world effect are constructed by introducing heteroge-
neous nodes that can establish a shortcut to communicate with sink nodes. Due to the addition of
heterogeneous nodes, the data transmission mode of nodes is divided into the multi hop transmission
mode directly adopted by cluster head nodes to transmit data to sink nodes or to sink nodes through
super links. The data transmission of nodes has another choice other than sink nodes. Therefore, the
average path of data transmission is shortened, and the increased connection between nodes increases
the clustering coefficient. Further, while improving the WSN closeness C of the node, the node’s WSN
closeness centrality distribution is more uniform. Similarly, the network improves the node degree K
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and makes the node’s degree distribution more uniform. That is, by building a small world network
model, the invulnerability of the network is improved.

7 Simulation Analysis and Discussion

The ultimate purpose of the WSNCC algorithm proposed in this paper is to improve the energy
utilization of the network and prolong the life cycle of the network. In the simulation analysis, this
paper not only compares the common network invulnerability measurement models, such as the
number of dead nodes (life cycle), data transmission and energy consumption, but also simulates and
compares the WSN closeness and invulnerability measurement 7 proposed in this paper.

Use MATLAB to simulate WSNCC algorithm and DEEC algorithm, deploy 100 sensor nodes,
and set other conditions of sensor network in the monitored area as follows.

1) The energy of ordinary nodes is limited, and sink is located in the monitoring area, and the
energy can be supplemented;

2) Each node has an independent ID number;

3) Each node has the ability to sense and transmit data.

The network simulation parameter settings are shown in Tab. 2.

Table 2: Network simulation parameters

Parameter name Parameter value
Network area 100m x 100m
Number of nodes 100

Sink node coordinates (50, 50)
Number of routing execution rounds 5000

Node initial energy 0.57]

Energy consumption ERX of transmitting ETX and receiving circuit 5x 10081
Energy consumption of power amplifier circuit E,,, 1.3x10"—13J

The number of dead nodes of the network indicates that the dead nodes of the whole network
change with the operation of the network. It is an important indicator, which can intuitively display
the length of the network life cycle. It can be seen from Fig. 5 that the node death speed of WSNCC
algorithm is much slower than that of DEEC algorithm. The death of all nodes of WSNCC algorithm
is round 4952, while the death of all nodes of DEEC algorithm is round 2857, That is, the life cycle of
WSNCC algorithm is 57.6% longer than that of DEEC algorithm.

The amount of network data transmission is an important indicator to measure whether the
performance of wireless sensor networks is superior. The amount of data transmission determines
the accuracy and application way of data analysis. A large amount of data transmission can make
the realization of functions more effective. Fig. 6 shows the data transmission volume of WSNCC
algorithm and DEEC algorithm. After calculation, WSNCC algorithm transmits 183519 bit data in
total after 5000 iterations. Compared with 70082 bit data transmitted by DEEC algorithm, it transmits
113437 bit more data, that is, 1.62 times more data.
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Figure 6: Comparison of network data transmission volume

Reducing energy consumption is the goal of all research institutes. Due to the limitation of
hardware, the energy of wireless sensor networks will gradually decrease over time until the node dies.
Reducing energy consumption can make the network data transmission more lasting and the network
life cycle longer. Fig. 7 shows the comparison of energy consumption between WSNCC algorithm
and DEEC algorithm. After calculation, the energy consumption of WSNCC algorithm and DEEC
algorithm proposed in this paper is about 36.7% lower than that of DEEC algorithm.
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Figure 7: Comparison of network energy consumption

WSN closeness centrality is one of the indicators to measure the importance of nodes. It reflects
the shortest path distance between nodes and sink nodes when transmitting data. For directed
networks, when data is transmitted in different directions, the shortest path will also change, resulting
in differences in stability and packet success rate when nodes transmit data to sink nodes. In the
process of data transmission, the uniformity of WSN closeness centrality of some important nodes is
a main strategy to enhance the invulnerability of wireless sensor networks. Whether there are optional
redundant links between nodes is the main reason for the invulnerability of wireless sensor networks.
Therefore, WSN closeness centrality reflects the role and influence of corresponding nodes in the
whole network. As shown in Fig. 8, the network average WSN closeness centrality of the DEEC
algorithm. It can be seen from the figure that the average WSN closeness centrality of each round
of DEEC algorithm is almost below 0.1. When the network is working, the average WSN closeness
centrality of the DEEC algorithm is only 0.0343. However, as shown in Fig. 9, the average WSN
closeness centrality of the WSNCC algorithm. It can be seen from the figure that the average WSN
tightness centrality of some rounds of the WSNCC algorithm is higher than 0.1, and even a few rounds
of the average WSN tightness centrality is higher than 0.2. When the network is working, the average
WSN closeness centrality of the WSNCC algorithm is 0.0528. Compared with the DEEC algorithm,
the average centrality of the network in each round of the WSNCC algorithm is significantly improved,
and the life cycle is longer. After calculation, the average WSN closeness centrality of the WSNCC
algorithm proposed in this paper is almost doubled compared to the DEEC algorithm. It shows that
the WSNCC algorithm greatly improves the centrality of the nodes with a small centrality value.

According to the invulnerability metric 7" proposed in this paper, the invulnerability metric 7" of
WSNCC algorithm is 3.3218, which is higher than that of DEEC algorithm 7'= 1.8983. It shows that
the algorithm proposed in this paper effectively enhances the invulnerability of the network.

Under the condition of setting the network simulation parameters in this paper, it is concluded
that the network performance is better when the average value of network WSN closeness centrality
D > 0.05. At this time Bmin = 2, that is, adding two heterogeneous nodes can make the network meet
the performance requirements.
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Figure 9: The network average WSN closeness centrality of the WSNCC algorithm

8 Conclusions

Firstly, the importance of invulnerability of wireless sensor networks, and the strategy of building
a small world network model are proposed. By introducing heterogeneous nodes, the network is
reconstructed into a heterogeneous network with small world characteristic, so as to greatly improve
the invulnerability of the network. However, the random deployment of heterogencous nodes can
not optimize the network performance. A new centrality measurement method is proposed, which
can accurately reflect the centrality of the network. On this basis, a heterogeneous node deployment
scheme and network invulnerability measurement model are proposed. Simulation results show that
this scheme can improve the invulnerability of wireless sensor networks with low construction cost.
The WSNCC algorithm can improve the centrality of the network, and the future work is not only to
consider the centrality of the nodes, but also to consider the actual monitoring environment, which
can make the proposed scheme more practical and effective.
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