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Abstract: Properly created and securely communicated, non-disclosure agree-
ment (NDA) can resolve most of the common disputes related to outsourcing
of offshore software maintenance (OSMO). Occasionally, these NDAs are
in the form of images. Since the work is done offshore, these agreements or
images must be shared through the Internet or stored over the cloud. The
breach of privacy, on the other hand, is a potential threat for the image owners
as both the Internet and cloud servers are not void of danger. This article
proposes a novel algorithm for securing the NDAs in the form of images. As an
agreement is signed between the two parties, it will be encrypted before sending
to the cloud server or travelling through the public network, the Internet. As
the image is input to the algorithm, its pixels would be scrambled through the
set of randomly generated rectangles for an arbitrary amount of time. The
confusion effects have been realized through an XOR operation between
the confused image, and chaotic data. Besides, SD multi-wing hyperchaotic
system has been employed to spawn the chaotic vectors due to good properties
of chaoticity it has. The machine experimentation and the security analysis
through a comprehensive set of validation metric vividly demonstrate the
robustness, defiance to the multifarious threats and the prospects for some
real-world application of the proposed encryption algorithm for the NDA
images.
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1 Introduction

The globalization of the resources has dramatically increased cross-border business cooperation.
Be-sides, international software development and maintenance outsourcing industry has gained
exponential growth. Onshore software outsourcing technology is commonly practiced by offshore
providers to localize different companies in the client countries. This strategy can be further divided
to sub-categories as per client’s requirements. Near-shore software outsourcing points to the closeness
or nearness of the offshore country location to the country of origin. This nearness helps to moderate
certain problems like coordination, time and cultural differences that are characteristically linked with
offshore outsourcing. In pure offshore outsourcing, the client and vendor are situated on different
offshore countries. The vendor’s main services providing strengths exist in its own country which
is different than client’s country [1]. Offshore software outsourcing includes different models as per
client’s need, ownership and control as shown in the Fig. 1.
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Figure 1: Offshore outsourcing models

Organizations around the globe are progressively adopting offshore software maintenance out-
sourcing (OSMO) to gain different strategic and economic advantages. This offshore outsourcing
has become an emerging trend for both the developing and the developed countries. In OSMO,
client outsources all or a portion of the software related services to a vendor in a second country
[2,3]. The success of this outsourcing process depends upon different factors. Well written and well
communicated non-disclosure agreements (NDAs) are one of the most important indicators of the
success of the OSMO process [4], for instance. Both client and vendor must share this NDA and other
important legal documents through the Internet or must store it on the cloud. At this stage, protection
and privacy may become a big challenge for both legal documents owners as sharing medium is semi-
trusted [5]. Despite the benefits the Internet and cloud services render, the public disclosure of sensitive
information such as corporate financial data, personal information and service level agreement (SLA)
related documents poses a major threat to the stakeholders. Outsourcing sensitive data and personal
documents through Internet without addressing the potential security threats is a major challenge. A
very intuitive approach for the addressal of this challenge is to first encrypt the document and then
outsource it over the Internet or the cloud [6]. In this research endeavor, we have devised a novel
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algorithm for the security of the NDAs. Although, this work would encrypt a single NDA but many
NDAs can also be encrypted in one go by developing the algorithms for multiple images [7,8].

Diffusion and confusion are two main processes which are normally carried out while developing
any security product. Confusion refers to permuting or re-ordering the letters or pixels for the given
text document or the image respectively. While in the diffusion operation, the value of the data is
changed. To realize the effects of diffusion, we have generated the rectangles of arbitrary dimensions
for several times in the given input image. Then, the length of the parallel sides is swapping with each
other. For the diffusion effects, an XOR operation between the stream of random numbers and the
confused image has been carried out. For random numbers, SD multi-wing hyperchaotic map has been
selected. This map enjoys the excellent properties of ergodicity, mixing, arbitrariness randomness etc.
Hackers also sometimes launch a differential attack on the ciphers. To frustrate this attack, we have
not resorted to the time consuming and complex hash codes, rather, the mean value of the given input
image has been utilized to spawn the random data. In this way, the feature of plaintext sensitivity
has been added in the proposed image encryption algorithm. Having said that, nonetheless, the bullet
points described below highlight essential properties of this proposed image cipher.

1) First time any image encryption algorithm has been written to ensure the security of the non-
disclosure agreements as they are stored on the cloud servers or they are travelled through
some open network like the internet.

i1) Effects of confusion has been achieved through the dynamic generation of rectangles in the
given input image.

iii) Plaintext sensitivity has been injected without resorting to the time consuming and compli-
cated methods to enhance the computational complexity. This act would foil the potential
differential attacks.

iv) Both the security analysis and the machine simulation vividly exhibit the do-ability of the idea.

Remaining part of the paper has been fashioned like this. Section 2 describes chaotic systems
in general and the 5D multi-wing hyperchaotic system. Proposed image encryption scheme has been
elaborated in the Section 3. Sections 4 and 5 are for the machine experimentation and the performance
analyses. The paper wraps up along with the necessary concluding remarks in the last Section 6.

2 Preparation

Here the two building blocks will be discussed upon which our work stands. These are the chaotic
systems and the randomly generated rectangles.

2.1 Theory of Chaos and Chaotic Systems

Theory of chaos investigates the behavior of dynamical systems. These systems are highly
dependent over the initial values and the system parameters. The faintest change in either of the
initial values or the system parameters causes to end up with a radical change in the output. These
characteristic are very much in harmony with the business of cryptography. After complying with this
notion, scientists have invented many chaotic systems and maps. These systems enjoy the excellent
characteristics of ergodicity, aperiodicity, mixing, randomness and unpredictability [9]. These maps
can be compartmentalized into one-dimensional, two-dimensional and higher dimensional. These
systems have been employed extensively in the niche of image encryption to get the random numbers.
This random data is used to carry out the operations of confusion and diffusion.
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According to algorithmic requirements of current study, we have selected the 5D hyper-chaotic
system [10]. The following set of Eq. (1) defines this map in the mathematical terms.

X=—ax+yz (1
y=—by+fv

I=—cz+gw+Xxy

w=dw— hx

V=ev—Xxy

The list of system parameters and the state variables in the above chaotic map are x, y, z, w, v and
a, b, ¢ d e f, g hrespectively. Apart from that, yz, xy and x’y constitute the nonlinear of the map.
Additionally, [10] sheds light on the different facets of the chaotic behavior of this map like periodic
orbit etc.

2.1.1 5D Multi-Wing Hyperchaotic System’s Attractors and Lyapunov Exponents

To draw the attractors of the 5D multi-wing hyperchaotic system, step of time for system’s solution
is 0.001. Moreover, system’s behavior of chaoticity (1) can be seen in the Fig. 2.
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Figure 2: Different attractors of the system (1): (a) Projection on xy plane; (b) Projection on xw plane;
(c) Projection on xv plane; (d) 3D view in the xyz space
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Apart from that, Lyapunov exponents are L1 = 9.979, L2 = 1.96. L3 = 0.005362. L4 = —19.13.

L5 = —27.82 shown in the Fig. 3.

20

10

Al AL e A A

L4

Lyapunov exponents

L5

d

15

20

Figure 3: System 1’s Lyapunov exponents

2.1.2 Analysis of Randomness

NIST Test Suite [1 1] provides a vast array of parameters to verify the extent with which the given
numbers are random. According to this suite, the value of p, i.e., the level of significance, ought to be
above the threshold value of 0.01 to be accepted as the requisite standard of randomness for the given
bit of sequences [12]. Tab. 1 shows the results of test after five-bit streams are provided to the system

(1).

Table 1: Test results of statistical randomness (p values of the streams)
Name X y z w v Result
Frequency 0.707660  0.742563  0.825141 0.805241  0.650719  Pass
Block frequency (m = 128) 0.066579  0.057415 0.079204 0.084904 0.078145 Pass
Cumulative sums (Forward)  0.737518  0.790367  0.690587 0.708431 0.724196 Pass
Cumulative sums (Reverse) 0.871208  0.908574  0.852097 0.824097 0.824169 Pass
Runs 0.082583  0.097425 0.102537 0.087436 0.098167 Pass
Longest run 0.999284  0.987420 0.973650 0.925840 0.873409 Pass
Rank 0.344330  0.395240 0.413687 0.335974  0.372009  Pass
FFT 0.877500  0.805274  0.706520  0.824057 0.819733  Pass
Non-overlapping template 0.089328 0.075436  0.092005 0.105897 0.115287 Pass
(m =9, B=000000001)
Overlapping template 0.036475 0.065874 0.072054 0.087430 0.098741 Pass
(m=9)
Universal 0.156897  0.168720  0.296574  0.125048  0.179863  Pass
Approximate entropy 0.994587 0.992054 0.983641 0.962054 0.912587 Pass
Random excursions 0.948562  0.905241 0.913067 0.928074 0.942566  Pass
Random EXCURSIONS 0.924185 0.936657 0.942050 0.896574  0.883065  Pass
Variant
Serial (m = 8) 0.494759  0.518474 0.483065 0.478094 0.468574  Pass
Linear complexity 0.748596  0.759863  0.692005 0.708894  0.723067 Pass
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2.2 Dynamically Generated Rectangles

Dynamically generated rectangles are the second building block upon which our work rests. As
a modus operandi of our algorithm, we randomly create these rectangles with arbitrary sizes for the
purpose of con-fusion. Once a rectangle is created, its horizontal lines are swapped with each other
and its vertical lines are swapped with each other. Here, we have given a toy example on an image of
the size of 10 x 10 to better understand the working shown in Fig. 4.
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Figure 4: A demonstration of swapping operation on a 10 x 10 sized image: (a) A 10 x 10 sized image;
(b) Selection of rectangle with top left corner (2, 3) and bottom right corner (9, 8); (c) Image after the
swapping of horizontal lines with each other and the swapping of vertical lines with each other

3 Proposed Encryption Scheme for Non-Disclosure Agreement

As described earlier, this work has been carried out to secure the non-disclosure agreement struck
between the two parties. Further, we have assumed that this agreement is in the form of gray scale
images with dimension m x n. Fig. 5 shows the way this scheme has been implemented. As the client
signs a contract, before sending it on the cloud document storage, it is encrypted through some
encryption algorithm using the secret key. Vendor accesses this document from the cloud storage.
Further, he decrypts it to get the actual contract in a readable format.

The encryption algorithm works like this. Plaintext sensitivity is a very essential feature for crypto-
graphic products. This feature helps in curbing the potential threats of differential attack. This study
has not resorted to the complicated and time-consuming hash codes for this purpose. Rather, we have
tempered only one parameter x, of the given chaotic system through the mean value of all the pixels of
the given image. Through this way, for each input image, different streams of random numbers would
be spawned which, in turn, bear ample promise to thwart the threats of future attacks. The set of secret
keys along with one tempered initial variable has been fed to our chosen chaotic map which gave the
five chaotic vectors namely x, y, z, w and v. These five chaotic vectors have been further translated
into another vectors tlc,, tlc,, brc,, brc, and diff . The first four vectors facilitate in realizing the effects
of confusion while the last one is for injecting the diffusion effects in the new cipher. The confusion
effects have been created through dynamically generating the rectangles with the top left coordinates
of (tlc,, tlc,) and bottom right coordinates of (brc,, brc,).
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Figure 5: Encryption scheme

3.1 Key Stream Generation Procedure

Before sparking the chaotic system for the generation of random numbers, we have embedded the
plain-text sensitivity in the proposed image encryption algorithm. Through following steps, we have
generated random numbers’ streams.

Step 1: We have taken the average value of all the pixels of the given input image as avg. This
average value tempers the initial value x, of the chaotic map as follows.
, | ag
Xo =X+ ﬁ ()
In Eq. (2), ¥’y and x, denote the initial value of the chaotic system before and after adding the
plaintext sensitivity in it.

Step 2: This tempered initial value along with the other values have been given to the chaotic map
(1) in or-der to generate the stream of chaotic vectors as x =[xy, X3, -+ Xpino b, ¥V = V1> V2 «+ - Voo )» Z
=21, 225+« Zopgno s W= [Wi, Way oWy Jand v =[v, vy, ... Ve |- [t s to be noted that (m, n) is the
size of input image. Apart from that, n, >500. Usually, n, values are ignored to neutralize the transient
effects of the used map.

Step 3: The above set of equations is not useful for the algorithmic logic we have conceived. So,
the following Eq. (3) customize them and provide the new sequences tlc,, tlc,, brc,, bre, and diff which
are in line with our potential algorithm.

tle, (i) = floor (mod (abs (x (i)) —floor (abs (x (i))) x 10",m)) + 1, (3)
tle, (j) = floor (mod (abs (y (j)) —floor (abs (y (j))) x 10", n)) + 1

bre, (i) = floor (mod (abs (z (i)) —floor (abs (z (i))) x 10", m)) + 1,

bre, (j) = floor (mod (abs (w (j)) ~floor (abs (w (j))) x 10", n)) + 1,

diff (k) = floor (mod (abs (v (k)) —floor (abs (v (k))) x 10",256))

Here mod is the remainder operator. Further, 1 <i<m, 1 <j<nand 1 <k < mn. Besides, the
streams tlc,, tlc,, brc, and brc, correspond to coordinates for top left and bottom right corners of the
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randomly generated rectangles in the given input image. Moreover, the stream diff would be used to
inject the diffusion effects after the input image gets scrambled.

3.2 Algorithm for Encryption of Non-Disclosure Agreements

Fig. 6 explains the encryption scheme which consists of some phases. Initially, the non-disclosure
document plain image has been given to it. To create the plaintext sensitivity, the average value for
all the pixels intensities has been calculated which tempered the initial value of the chaotic map, i.c.,
x,. Now the chaotic map has been sparked by providing it the secret key consisting of x,, Vo, Zo, Wy,
Vo, 4y, b, ¢, d, e, f, g and h. This map spawned five key streams. Four were used for the scrambling
purpose whereas the fifth and last one facilitated in realizing the confusion effects. Lastly, we get the
non-disclosure document cipher image.

Non-Disclosure
document plan image

Avg

Secret Key
XOI' Yo.r zﬂi WCI! VIJ

5D multi-image
hypher Chaotic
Sytern

¥

Dynamically generated
rectangles based image
Scrambles

Four Streams
Tlc,, tlc,, bre,, bre,

‘.\\H /' =

| Diff |

Non-Disclosure document
Cipher image

Figure 6: Encryption scheme

Now we formally explain the Algorithm 1 which takes the non-disclosure document as a grayscale
plain image img with size m x n. Besides, this algorithm also takes the parameters ¢/c,, tlc,, brc,, brc,,
m, n. Mandate of the scheme under consideration is to confuse pixels of given input image img and to
return the confused image img’. Algorithm 1 contains the four if conditions. These conditions ensure
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that the x-and y-coordinates of the top left corner of the rectangle so formed should be less than
those of their bottom right corner counterparts. In case, this does not happen, then all the four cases
have been dealt with accordingly. Further, since the end points of the horizontal and vertical lines are
common for each formed rectangle, so we have excluded the end points for the vertical lines as shown
in the lines 4, 7, 10 and 13 of the algorithm. The line 14 assigns the confused image to img . In order
to embed the diffusion effects in the confused image, reshape the image img to 1 x mn and carry out
the XOR operation between img and the fifth and last stream of the chaotic map, i.e., diff shown in
Eq. (4).

img” (i) = img’ (i) @ diff (i) “4)

Here, 1 <i < mn. Finally change the size of image img" to m x n for getting the final cipher image.

Algorithm 1: Confusion

Input: img, tlc,, tic,, bre,, brc,, m, n
Output: img
1 for/<«1tom x ndo
2 if tlc (i) < bre (i) and tle,(i) < bre,(i) then
3 swap the values of img(tlc,(i),tlc.(i) : bre,(i)) and img(bre, (i), tle () : bre,(i))
4 swap the values of img(tlc,(i),tlc,(i) + 1 : bre (i) — 1) and img(bre, (i), tle,(i) + 1 : bre,(i) — 1)
5 if bre, (i) < tle,(i) and tle (i) < bre,(i) then
6 swap the values of img(tlc,(i), bre.(i) : tlc.(i)) and img(bre, (i), bre (i) : tle (7))
7 swap the values of img(bre,(i),tlc,(i) + 1 : bre,(i) — 1) and img(tlc, (i), tlc,(i) + 1 : bre,(i) — 1)
8 if tlc (i) < bre (i) and bre, (i) < tlc,(i) then
9 swap the values of img(bre, (i), tlc (i) : bre.(i)) and img(tlc, (i), tlc (i) : bre,(i))
10 swap the values of img(tlc(i), bre,(i) + 1 : tle, (i) — 1) and img(bre,(i), bre,(i) + 1 : tle,(i) —1)
11 if bre (i) < tle (i) and bre (i) < tlc,(i) then
12 swap the values of img(bre (i), bre, (i) : tle (i) and img(tlc,(i), bre, (i) : tlc,(i))
13 swap the values of img(bre,(i), bre,(i) + 1 : tle,(i) — 1) and img(tlc,(i), bre,(i) + 1 : tle,(i) — 1)
14 img = img

Since the proposed encryption scheme is complying with the idea of symmetric/ private key
cryptography, therefore, decryption algorithm steps would be very simple, i.e., these steps are the
reverse of the steps of the encryption algorithm.

4 Simulation and Experiments

In this Section, we will demonstrate practically the theoretical framework we have developed in the
previous Section. In this regard, we have taken four images. These images are Agreement 1, Agreement
2, Lena and Couple. The size of first two images is 960 x 743 and that of the last two images is 256
x 256. The last two images were taken from USC-SIPI. It is to be noted that USC-SIPI is a large
repository for the image datasets. These images have been chosen to do a comparative analysis with
the other published works in the literature. Additionally, for experiment purpose, MATLAB tool 2016
has been used. Moreover, according to the IEEE [13] standard 754, it is 64-bit double-precision. The
initial values and the system parameters taken for the generation of random data are x, = 1, y, = 1,
zo=1Lw=1Lv,=1,a=10,b=60, ¢c=20,d=15e¢=40, f=1, g=50,and h = 10. Figs. 7-9
depict the selected plain gray scale images, cipher/encrypted images and decrypted/restored images
respectively. One can check that the proposed image encryption algorithm has successfully converted
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the four plain images into the cloudy and unrecognizable format. Apart from that, these cipher images
have been successfully converted back into their plain versions. This signals towards the successful
implementation of both the encryption and decryption machineries of our framework.
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Figure 7: The images (gray scale): (a) Agreement 1; (b) Agreement 2; (¢) Lena; (d) Couple

5 Performance and Security Analyses

In such analyses, the cryptographic products are validated based on the different security
parameters, the cryptographers have invented over the years. These security parameters shed light
on the various facets of the products. Besides, we have chosen the following published works from the
literature to carry out comparison [14—17].

5.1 Key Space

Brute force attack is one of the frequently launched attacks by the cryptanalysts. In this attack,
they systematically generate all the possible keys for the cipher. This attack can be countered if the
minimum key space of the cipher is 2'™ [18]. The set of initial values and system parameters of chaotic
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map being employed constitutes the secret key of proposed cipher. If we take the computer precision
of 107", then the key space comes out to be 10" & 2% for the variables a, b, ¢, d, e, f, g, h, xo, Vo,
Zo, Wo, Vo. Hence, it has sufficient capability to thwart the potential brute-force threat since 2% >>
2'% Additionally, Tab. 2 draws a comparison of this important metric between the other research and
the proposed one. One can observe that the schemes given in [14—16] have been beaten by this new
algorithm based on the metric of key space. So, the proposed cipher is better.

(b)

© @

Figure 8: The cipher images:(a) Agreement 1; (b); Agreement 2; (¢) Lena; (d) Couple
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Figure 9: Decrypted images:(a) Agreement 1; (b); Agreement 2; (¢) Lena; (d) Couple

Table 2: Proposed algorithm key space and comparison with other works

Algorithm Key space
Proposed 10" ~ 26
Ref. [14] 10%

Ref. [15] 10"

Ref. [17] 2.81 x 10™
Ref. [16] 2.9645 x 10"

5.2 Statistical Analysis

Under this analysis, two parameters are covered. These parameters are correlation coefficient and

histogram.

5.2.1 Histogram Analysis

It is a frequently used instrument in image processing to depict the pixels frequency distribution
of the given image. Histograms of the plain images normally have a slanting and bouncing upward
and downward bars over them. This slanting bar is a great source of information for the potential
hackers to reach to the original image. As the plain image is encrypted, the histogram made after it
has a smooth and uniform bar over it. This uniformity and smoothness of histogram’s bar acts as a
great barricade in reaching to some useful information. Hence, smoother bar of histogram of resultant
cipher image is, the better it is. Agreement 1’s and Lena’s histograms have been shown in the Fig. 10



CMC, 2022, vol.73, no.2 3839

for both cipher and plain versions. According to Fig. 10, the bar is bouncing up and down for the
plain image. But after it is encrypted, this bar has become smooth and uniform which implies the
good effects of security.
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Figure 10: Histogram analysis (a) Plain agreement 1 image; (b) Encrypted agreement 1 image; (a) Plain
Lena image; (a) Encrypted Lena image

5.2.2 Correlation Coefficient Analysis

Any normal image’s neighboring pixels are intensely correlated with each other. Further, there are
three orientations for the consecutive/neighboring pixels. These include horizontal, vertical and diag-
onal. As the image encryption algorithm gets applied over normal image, this strong correlation/nexus
gets broken and hence the correlation between the adjacent pixels drops steeply. If some image is
encrypted to an idealistic proportion, the correlation between the pixels becomes zero. To demonstrate
this metric, we have taken 5,000 pairs of the pixels both from the plain and cipher images. Further, they
have been taken in the three orientations as stated above. Following mathematical formula is utilized
to test this metric [19].

PY (zaxw) =P zgx 2w,

[PEls - (Shz)) (P (Zw))

CcC = (5)
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z and w refer to pixels’ intensity values in the above equation. Besides, P is representing the
total number of pixels. Fig. 11 shows the Agreement 1’s plain and cipher images pixels distribution
in the vertical, horizontal and diagonal directions. Besides, Tab. 3 provides the values of this metric.
This metric denotes the values of CC for the consecutive pixels of both cipher and plain images of
Agreement 1.
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Figure 11: Correlation distribution for agreement 1 image (Image type, Direction): (a) (Plain, hori-
zontal); (b) (Plain, vertical); (¢) (Plain, diagonal); (d) (Cipher, horizontal); (e) (Cipher, vertical); (f)
(Cipher, diagonal)

Table 3: Correlation coefficient for the plain and cipher images

Image Correlation direction

Horizontal Vertical Diagonal
Plain image agreement 1 0.9243 0.9712 0.9509
Encrypted image agreement 1  0.0064 —0.0063 0.0042

As one can see from this Tab.3, the value of this metric was nearly equal to 1 when encryption
scheme was not applied over the document. But as the algorithm got applied, the value of this metric
becomes nearly equal to zero. Tab. 3 and Fig. 11 demonstrate that the relationship between cipher and
plain images dropped steeply as soon as the encryption scheme was applied.
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Apart from that, Tab. 4 made a comparison analysis with other image encryption schemes
available in the literature. We can see that the stats of suggested algorithm are comparable to our
selected research [14—17].

Table 4: A comparative analysis of correlation coefficients of the neighboring pixels by various
encryption schemes

Image Encryption scheme Direction
Horizontal Vertical Diagonal
Original agreement 1 image 0.9243 0.9712 0.9509
Encrypted agreement 1 image  Our algorithm 0.0064 —0.0063 0.0042
Ref. [14] —0.0082 —0.0128 —0.0012
Ref. [15] —0.0063 0.0065 —0.0016
Ref. [16] —0.0021 0.0009 0.0003
Ref. [17] —0.0061 0.0067 —0.0018

5.3 Information Entropy Analysis

It is a yet another powerful security parameter to judge effectiveness of the encryption algorithms.
Fact of the matter is that as given image pixels are disturbed through the confusion and diffusion
operations by the algorithm, we need to check this dispersion through some yardstick. The theory of
information entropy is what we require. Through it, we can find the disturbance, arbitrariness of the
pixels of the given image. It was information theorist Shannon who came up with its mathematical
formula in 1949 [20].

on—1

Z(r)=> P(r)log

P (6)

In this formula, information entropy is being referred to by Z (r) for any signal r. Besides, p (r,)
denotes probability of r,.. Naturally, this value boosts after disturbance happens in the pixels of the
given image. For an ideally confused and diffused image, its value becomes equal to exactly 8 for the
images with 256 gray values. The values of the entropies can be seen in the accompanying Tab. 5 against
our chosen images. Values of entropy for Agreement 1 and Agreement 2 images are 7.9996 and 7.9995.
These two values are very close to the ideal value 8.

Table S: Results for the metric information entropy and a comparison with other works

Encryption algorithms Images Original Encrypted

Our algorithm Agreement 1 7.4954 7.9996
Agreement 2 7.4730 7.9995
Lena 7.0097 7.9975
Couple 6.4523 7.9973
Average 7.1076 7.9985

(Continued)
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Table 5: Continued

Encryption algorithms Images Original Encrypted
Ref. [14] Lena 7.3200 7.9896
Ref. [15] Lena 7.5954 7.9978
Ref. [16] Lena 7.5788 7.9972
Ref. [17] Lena - 7.9974

Hence, we can imply that the suggested cipher enjoys good effects of security. Additionally, 7.9985
is mean value for all the images, which is once again very close to 8. Hence, it can be asserted that the
proposed cipher can avert the attacks of entropy over it. Apart from that, a comparison has been made
between this new work and other research articles in Tab. 5. As the Tab.5 shows that this new image
encryption scheme works better than [14,15,16,17] for the images of Agreement 1 and Agreement 2.
Further, the images of Lena and Couple beat the works of [14,16,17] and [14,16] regarding this metric.

5.4 Noise Attack Analysis

Our world is full of dangers and uncertainties. Sometimes, as the cipher image is got stored or
transferred through the Internet, it comes under the assault of different noises. A nice encryption
scheme is expected to withstand such kind of future noise attacks. To exhibit this characteristic of the
proposed im-age cipher, we have artificially added the Pepper & Salt noise in the encrypted images
of Agreement 1 and Agreement 2. The amount of densities are 0.05, 0.1 in a respective way. Figs. 12a
and 12c show these images with noise attacks. The restored/decrypted images have been drawn in the
Figs. 12b and 12d after the application of decryption algorithm over these images. These images can be
clearly recognized which signals to the fact that the proposed encryption scheme for the non-disclosure
documents can retrieve the polluted images with noise.
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Figure 12: Noise attack (Pepper & Salt) on cipher images along with density of noise: (a) Agreement 1
image, 0.05; (b) Restored image agreement 1 from (a); (¢c) Agreement 2 image, 0.1; (d) Restored image
Agreement 2 from (c)

5.5 Computational Time Analysis

For writing this image encryption scheme, we have selected Intel® Core™ i7-3740QM Lenovo
ThinkPad with CPU @ 2.70 GHz, 8 GB RAM and 500 GB Hard drive with Windows 10 Education
operating system. As the cryptographers build different products, their thrust is ensuring their security.
Apart from that, the cryptographic software taking lesser amount of time for their execution bear
brighter prospects for their applications for the solution of real-world problems. The amount of time
taken by the suggested scheme has been depicted in Tab. 6. Besides, our cipher has been compared with
other published works in the literature. The suggested scheme beats these works [14—17] vis-a-vis time.

Table 6: Proposed algorithm’s speed and comparison with other chosen schemes

Algorithm Image Speed (sec)
Proposed contractl 1.9034
contract2 1.9254
Lena 1.5098
Couple 1.4998
Average 1.7096
Ref. [14] Lena 2.8776
Ref. [15] Lena 3.1143

Ref. [17] Lena 2.6624
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6 Conclusion

Safety of non-disclosure documents on the cloud servers and the Internet is a hot area of research.
Normally, these documents are converted to the images before sending them. This work has proposed
a novel encryption algorithm for images based on the set of dynamically generated rectangles within
the given input image. As the plain image is given to the algorithm, the rectangles of different sizes
are generated by the random numbers. The opposite sides of the rectangles have been swapped with
each other for both the length and width of the rectangles. In this way, the confusion effects have
been achieved. The diffusion effects were embedded through an XOR operation. 5D multi-wing
hyperchaotic system has been used for the generation of the random data. Performance analyses and
the computer simulation expressly indicate the robustness, aversion towards the various attacks and
the bright prospects for some real-world application for the proposed image cipher. As far as the future
work is concerned, the proposed idea can be easily tailored for the multiple images. Normally non-
disclosure agreement consists of more than one documents. So, to address this need, we would write
multiple image ciphers in the future.
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