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Abstract: In modern scenarios, Industry 4.0 entails invention with various
advanced technology, and blockchain is one among them. Blockchains are
incorporated to enhance privacy, data transparency as well as security for both
large and small scale enterprises. Industry 4.0 is considered as a new synthesis
fabrication technique that permits the manufacturers to attain their target
effectively. However, because numerous devices and machines are involved,
data security and privacy are always concerns. To achieve intelligence in
Industry 4.0, blockchain technologies can overcome potential cybersecurity
constraints. Nowadays, the blockchain and internet of things (IoT) are gaining
more attention because of their favorable outcome in several applications.
Though they generate massive data that need to be effectively optimized and
in this research work, deep learning-based techniques are employed for this.
This paper proposes a novel mutated leader sine cosine algorithm-based deep
convolutional neural network (MLSC-DCNN) in order to attain a secure and
optimized IoT blockchain for Industry 4.0. Here, an MLSC is hybridized
using a mutated leader and sine cosine algorithm to enhance the weight
function and minimize the loss factor of DCNN. Finally, the experimentation
is carried out for various simulation measures. The comparative analysis
is made for Best Tip Selection Method (BTSM), Smart Block- Software
Defined Networking (SDN), and the proposed approach. The evaluation
results show that the proposed approach attains better performances than
BTSM and SDN.

Keywords: Industry 4.0; internet of things (IoT); blockchain; deep
convolutional neural network; mutated leader

1 Introduction

The Internet of Things (IoT) connects actuation and sensing devices to collect information from
distant surroundings and share it with various platforms for efficiency, better control, and accuracy.
Currently, IoT devices are a significant part of digital control systems, environmental monitoring
systems, smart homes, supply chain management, surveillance, and security [1]. The IoT devices can
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execute tasks and commissions which mankind could not perform. The unmanned aerial vehicle is
called a drone that is the microcosms of the IoT and performs large-scale activities from supplying a
pack to tracing the crop qualities [2]. The authenticity and security of these devices are complicated
because they have budgetary limitations like limited memory, low power requirements, and low area
budget. The power limitation in the IoT devices bounds the encrypting function to sensor nodes,
which leads to poor encryption communication. The information system includes global controlled
blockchain datasets for availability, identity purposes, and integrity [3]. Blockchain technologies are
used to track, coordinate, and store information from a huge number of devices and allow application
creation that does not require a centralized cloud [4]. For the last two years, blockchain technology
has been developing at an astonishing speed. Then the blockchain develops continually, adding extra
blocks at each time interval. The full node holds the duplicate of the entire blockchain that includes
the information of user balances and addresses. The blockchain contribution is the implementation
of transactions via another person or entity that does not rely on third parties [5]. Blockchain 1.0 is
usually connected with payment and cryptocurrency. Blockchain 2.0 is connected through automatic
digital finance utilizing smart contracts. Blockchain 3.0 is concentrated on tackling the requirements of
digital society like industry 4.0 and smart cities. The IoT and other associated technologies significantly
fuel the fourth industry revolution (industry 4.0). Industry 4.0 results in a connected factory system
[6]. It is the combination of several advanced technologies [7,8].

The German government first established the concept of industry 4.0 in 2011. Industry 4.0 consists
of modern digital technology for operations and physical productions; it also focuses on machine
learning, interconnectivity, and real-time control and monitoring [9]. Industry 4.0 allows the manu-
facturing traditions through modern techniques for creating intelligent environments. Manufacturing
is a complicated system of complex functions that consists of components like end-end operational
visibility, safety control, value chain integration, and performance optimization [10]. During the last
decade, with the advent of Industry 4.0, contemporary technologies such as IoT, blockchain, virtu-
al/augmented reality, and machine learning technologies have been widely investigated by researchers
worldwide for various applications [11–13]. Khan et al. [14] presented an Recurrent Neural Network
(RNN)-based hybrid model using Advanced Deep Learning (ADL) approaches. Deep learning is a
contemporary advanced method under artificial intelligence for analyzing data and make accurate
predictions based on that [15]. Hence, gated recurrent units (GRU) and Long Short-term memory
(LSTM) models using Genetic algorithm (GA) optimization to improve the hybrid model’s parameters
could be allowed. Moreover, GA to identify the best training parameters before GRU is used to cascade
LSTM. Numerous users evaluate the performance of this approach. This method aims to assist supply
chain practitioners in making use of the standard approach, and it will also help the industry make
policies based on ADL predictions. Hence, all these advancements in the field of computer science
is paving way for progressions in manufacturing field, healthcare, smart-homes, transportation, etc.
[16–21].

Jamil et al. [22] presented a blockchain-enabled greenhouse system optimization technique. The
suggested system operates in three steps to offer an ideal greenhouse environment: optimization,
controlling, and prediction. Initially, the Kalman filter method was used to anticipate greenhouse
sensor data. The best parameters for the interior greenhouse environment were then determined in
the following stage. Finally, the control module uses the optimal parameters to manage and operate
the actuator’s condition in order to get the required interior environment. Also, this technique created
an emulation tool for accessing the performance of the suggested greenhouse system. The proposed
system has been compared and studied to the baseline method in energy consumption and production
rate. The collected findings showed that the recommended optimization strategy enhanced energy
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usage by 41% compared to the baseline scheme and 19% compared to the prediction-based approach.
A series of experiments on latency, resource use, and throughput utilizing Hyperledger calliper for
experimental analysis.

Rahman et al. [23] proposed a layered hierarchical design for deploying a distributed still Software-
Defined Network (SDN)-IoT framework with blockchain capabilities. It provides a safe network
connection and effective cluster-head selection by isolating and detecting rouge switches. Furthermore,
the flow-rules record enabled by Blockchain keeps account of the rules implemented in the switches
and ensures consistency. Then, the suggested framework’s performance in a simulated environment
demonstrates that it is capable of achieving end-to-end latency, throughput, and optimal energy
utilization compared to specified baselines, hence achieving security and efficiency in the smart
network.

Rane et al. [24] proposed industrial pump optimization with an IoT approach, which has lately
received a lot of interest in the context of Industry 4.0. To monitor, an industrial pump was IoTized
and Sensorized its activities in real-time and took forecast steps for more agile asset management.
The architecture was further improved to advocate the usage of blockchain and how it will help the
organization. In developing the solution, Fault Tree Analysis (FTA) was used to do root-cause analysis,
and the system’s dependability was validated using on-field failure data. Based on the identified
underlying causes, parameters were determined, sensors were added to the system to collect the same
information, a solution was built utilizing the entire IoT package, and data were recorded in real-time.

Li et al. [25] presented an enhanced PBFT (Practical Byzantine Fault Tolerance) blockchain
consensus method based on a punishment strategy and reward to create a lightweight blockchain.
Furthermore, RS erasure the code-based blockchain storage optimization method to decrease store
overhead while preserving blockchain recoverability. Experiment findings suggest that the solutions
can minimize consensus time, blockchain storage costs, and communication resources required for
consensus.

Leng et al. [26] provided a comprehensive literature survey about securing the intelligent man-
ufacturing domain of Industry 4.0 with the help of blockchain technology. It was reported that
cybersecurity issues are still a challenge for adopting smart manufacturing. Rathee et al. [27] presented
a framework for securing the use of wireless IoT devices in industrial environment by utilizing
blockchain. The proposed methodology was tested against security threats through simulation, and it
was reported that the developed method performed efficiently. In an another research, the utilization
of blockchain and IoT for enhancing traceability in a manufacturing firm was presented [28]. It was
reported that through these technologies the visibility and data tracking of whole supply chain can be
enhanced.

In IoT, the data provenance schemes are the only way to ensure reliability. These schemes provided
information through the evaluation and origin of the data, like different phases of data modification
and data creation. The provenance scheme stores the information in a replicable and tamper-proof
way [29]. Data provenance determines the trust in the creation and origin of the data process. This
assures users of trusting the data obtained from IoT devices. The proper operation for IoT is data
provenance or self-trust. Most data provenance techniques utilize hardware security originals, while
other methods use wireless channels [30,31]. This paper proposes a novel deep learning technique to
achieve an effective blockchain-IoT framework. The vital contributions of the article are delineated
below:

• To propose a novel mutated leader sine cosine algorithm based deep convolutional neural
network (MLSC-DCNN) in order to attain a secure IoT blockchain of Industry 4.0.
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• A hybrid MLSC algorithm is proposed, thus optimizing the parameters (i.e., weight and loss
functions) of the DCNN technique.

• To compare the proposed MLSC-based DCNN technique with various other blockchain-based
methods to evaluate the system’s effectiveness.

The remaining part of the article is enumerated as follows: In the second section, some past
literature works based on blockchain mechanisms are discussed. The proposed methodology describes
the proposed MLSC-based DCNN for secure blockchain in Industry 4.0 in the third section. The
fourth section presents the experimental evaluations and discussions, and finally, the last section
provides the conclusions inferred from the research work.

2 Proposed Methodology

The incorporation of Industry 4.0 in the industrial sector makes it an active target for attackers
to break in and access an intellectual property. If these attacks are not identified in the first place, it
results in intellectual property theft, industrial espionage, sabotage and disruptions, etc. The attacks
are increasing against intellectual property by the deployment of connected systems. Dark web
monitorization, which is part of the threat intelligence, can be used as a warning system to detect
planned assaults. So, the company can immediately respond to protect its physical infrastructure and
digital corporate assets.

An IoT and blockchain-based provenance system in cybersecurity using Deep CNN-based
Mutated Leader Sine Cosine (MLSC) Algorithm for Industry 4.0 are proposed in this research
work. For our proposed method Hyperledger Fabric is employed as blockchain. Fig. 1 shows the
overall architectural model of the IoT and blockchain provenance system. In this proposed model,
the users are the owners of the connected devices. The users store their personnel files and also use
smart contracts. The central processing unit is responsible for identifying malicious activities and
implementing strong security in place. If any abnormalities are identified, the data is transferred to
the operational technology unit. Initially, the IoT devices register their details with the blockchain
network, and each device is given a unique identifier. In the next step, the tasks that need to be allocated
for each device that is a member of the network are generated. The tasks in the network have a different
number of parameters associated with them, such as the task ID, device ID, user information, etc.,
which the data owner mainly specifies. The device mainly submits the transaction proposal to the
smart contract which is executed by the blockchain network. The completed transaction information
is updated in the ledger, and a notification is also sent about whether the transaction is succeeded or
failed. The task allocation from actuators or sensors is the last step.

2.1 Blockchain Framework

Blockchain is considered as a distributed data technology. In the computer network security field,
the blockchain method is used for data recording by a hash function, and various authentication
methods were utilized for securing the network. Generally, the server is used for user authentication,
and the blockchain is considered a peer-to-peer network because it has no centralized system [14].
For user verification of this network, digital signature technology is used, and this technology comes
under the encryption algorithm. Blockchain users are using asymmetric encryption methods to denote
their identity. Users protected the private key, and the public key was distributed to others. The private
key is employed in transmitting information by the user, and the corresponding public key verifies
the authenticated data. Blockchain also offers the required features of smart contracts for automating
the trade among two parties, devoid of using an intermediary. The smart contract is considered a soft
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contract that is written from the programming language. Blockchain has various nodes in which each
node comprises the replicate of a permanent chain. The permanent chain has multiple blocks, and
each block comprises timestamps, hash values, and encrypted data. Endpoint security is only used for
the protection of end-user nodes or endpoints and is represented as the access point of the blockchain.
Securing endpoints and securing the supply chain are more essential for malicious parties. The entire
assort of nodes in the network, like orders, clients, as well as admins, are required the certificates for
interacting with the network.

Figure 1: Overall structure of the proposed model

2.2 Integration of IoT with Blockchain

The blockchain is defined as a critical technology that will mainly concentrate on transforming
information. Blockchain integration in industry 4.0 is helpful in saving time and task automation.
The integration process performs some functions such as task generation, task verification, device
registration, and task allocation. The first step of the integration process is to register a particular
device present within the network. The service provider is used in registering the device, and every
device accepts to create communication with other devices. The second process creates the tasks for
devices to define the information about tasks, including participant information, device ID, task ID,
and device data. This stage ejects the information from the nodes, whether the transaction was failed
or succeeded. The third stage is denoted task allocation from the sensors. When the network allows
requests, the sensing task information is ejected from the nodes, and this information will be assigned
to the sensor. The final step involves the task verification process; according to the rules, the smart
contract was employed for the task verification process. This set of rules was determined at the time
of constructing the network.

2.3 Proposed MLSC Based DCNN for IoT Blockchain

This section depicts a brief description of a novel mutated leader sine cosine algorithm-based deep
convolutional neural network (MLSC-DCNN) to attain a secure IoT blockchain of Industry 4.0. The
techniques employed in the proposed methodology are discussed in the following subsections.
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2.3.1 Deep Convolutional Neural Networks (DCNN)

CNN (Convolutional Neural Network) is a variety of Deep Artificial Neural Network which is
used to classify and organize the images into groups by their similarity [32–34]. This CNN algorithm
is used to recognize human poses, street signs, faces, tumors, characters, etc. Data classification is an
important step in CNN [35,36]. The CNN is formed of one fully connected layer, two pooled layers,
and three convolutional layers, as represented in Fig. 2.

Figure 2: DCNN structure

Convolutional layer:

Convolutional layers (CL) are one of the most significant procedures in CNN. The output from
the previous layer is fed as the input layer to each CL which is similar to the traditional neural network.
Each CL feature graph corresponds to the same size kernel convolution, and each CL feature map is
twisted with the feature map of the preceding layer. After this procedure, bias is added, followed by
the equivalent element produced by the activation function. Where the first CL C1’s convolutional
kernel size is 5 × 5 and the base layer C2 and C3’s convolutional kernel size is 3 × 3, which is relative
to 5 × 5 and for even better outcomes. The final two convolutions employ 3 × 3 for better outcomes
since two 3 × 3 boost the non-linear capabilities of the network, increasing the discrimination of the
decision function. But, when the first layer is 3 × 3, the overall network model parameters will be too
little, resulting in a performance drop. The layer is expressed as follows:

ylayer
j = a

⎛
⎝ ∑

j∈F
layer−1
z

ylayer−1
j clayer

jz + blayer
z

⎞
⎠ (1)

The term a denotes the activation function, c represents the convolutional kernel, b represents the
bias, and Fz denotes the feature map.

Pooling layer:

In general, the dimension of the output feature maps created after the CL computation is
not considerably decreased. If the variation in dimension does not occur, then a large amount of
computation is required. This will be extremely challenging to obtain a fair outcome through the
process of network learning. This pooling layer of CNN simplifies the output by executing non-linear
down-sampling as well as reducing the parameters of the network wants to learn while maintaining
the number of feature graphs.

Rectified linear unit (ReLU):

ReLU is the activation function commonly employed in deep learning models, which is its
arguments’ positive part. When the rectifier obtains any negative inputs, it is returned to zero. The
mathematical representation of this is following:
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f (y) = max(0, y) (2)

Fully connected layer:

In a neural network, the high-level reasoning is done through fully connected layers after max-
pooling layers and several convolutions for the network. All neurons are connected to the previous
layers’ activators in fully connected layers. This creates a classifier called Multi-Layer Perceptron
(MLP).

Output layer:

The softmax regression classifier is used in the classifier layer, which is the CNN’s output layer. For
the training, the data y is entered. The output category O∈ {1, 2, . . . , h}, with total h classes. In order
to enhance the weight function and minimize the loss value, this paper proposes a mutated leader sine
cosine algorithm (MLSC). Thus by employing the MLSC algorithm, the weight functions of DCNN
are optimized. The following subsection elaborates on the numerical expression for both ML and SC
techniques.

2.3.2 Mutated Leader (ML) Algorithm

ML algorithm is a population-based stochastic algorithm mainly utilized for solving various
optimization issues by suggesting suitable quasi-optimal solutions [37]. In the ML algorithm, random
solutions are generated initially by the population members to resolve the optimization issues. With the
guidance of mutated leaders, all the obtained solutions are updated in the search domain. Subsequent
to repeated iterations, the ML algorithm provides global optimal solutions to the optimization issues.
The mathematical formulation of the ML algorithm is described below,

By employing a population matrix, the population members are recognized, which is defined using
the below expression:

Y =

⎡
⎢⎢⎢⎢⎢⎣

Y1

...
Yx

...
Yn

⎤
⎥⎥⎥⎥⎥⎦

n×M

=

⎡
⎢⎢⎢⎢⎢⎣

y1,1 . . . y1,b . . . y1,M

...
. . .

... . . . ...
yx,1 · · · yx,b · · · yx,M

... . . . ...
. . .

...
yn,1 . . . yn,b . . . yn,M

⎤
⎥⎥⎥⎥⎥⎦

n×M

(3)

The term Y depicts the population matrix, Yx signifies xth member in the population, total
members in the population is represented as n, number of problem variables is denoted by M and
bth variable value conveyed by xth member in the population is implied as yx,b. In accordance with the
suggested variable values, the objection function is determined using the following equation.

FO =

⎡
⎢⎢⎢⎢⎢⎣

F1

...
Fx

...
Fn

⎤
⎥⎥⎥⎥⎥⎦

n×1

=

⎡
⎢⎢⎢⎢⎢⎣

FO (Y1)
...
FO (Yx)
...
FO (Yn)

⎤
⎥⎥⎥⎥⎥⎦

n×1

(4)
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Here, the objective function vector is indicated by the symbol FO, and the fitness value of xth

member in the population is depicted as fx. Getting guidance from the mutated leader, the best, worst
and normal members of the population are updated on the basis of achieved fitness values. This process
of ML algorithm is defined by the following expression.

ML : mx,b =
⎧⎨
⎩

YBst , � ≤ ρB

YWst , ρB < � ≤ ρB + ρW

Yg,b , otherwise
(5)

The above equation illustrates the mutated leader guiding xth member at the bth dimension in
the search space. Moreover, the terms YBst, YWst, and Yg,b indicates best population member, worst
population member, and randomly chosen gth population member at bth dimension, respectively. Also,
R implies uniformly distributed random numbers with range [0, 1], ρB and ρW depict the probability
selection of best and worst population members. According to the guidance of the mutated leader, all
the population members are updated, which is formulated as,

Y New
x : yNew

x,b =
{

yx,b + ξ × (
mx,b − � × yx,b

)
, FML

O < f
yx,b + ξ × (

yx,b − � × mx,b

)
, otherwise

(6)

From the above equation, Y New
x : yNew

x,b represent new position of xth population member at bth

dimension, ξ and � signifies the random numbers in which it lies within [0, 1] and (1, 2), respectively.
Thus, the ML algorithm provides an optimal solution to the optimization issues.

2.3.3 Sine Cosine (SC) Algorithm

The sine cosine(SC) algorithm is a population-based metaheuristic algorithm inspired by the
concept of the trigonometric sine function and cosine function [38–40]. The SC algorithm drives the
random candidate solutions toward or against the best search agent based on these functions. This
SC algorithm accelerates convergence speed and eliminates local optima problems. The numerical
formulation of the SC algorithm is delineated as follows:

Initially, the random candidate solution is generated, and the fitness function of each candidate is
determined. Then the position of the solution for both exploitation and exploration phases is updated
using the following expression.

Zi+1
d =

{
Zi

d + R1 × sin (R2) × ∣∣R3Pi
d − Zi

d

∣∣ , R4 < 0.5
Zi

d + R1 × cos (R2) × ∣∣R3Pi
d − Zi

d

∣∣ , R4 ≥ 0.5
(7)

The position of the current solution in ith iteration at dth dimension is depicted as Zi
d and the

best solution in ith iteration at dth dimension is signified as Pi
d. Also, R2, R3, and R4, are the equally

distributed random numbers which lie [0, 2π ], [0, 2], and [0, 1], respectively. To balance exploitation
and exploration phases, the ranges of sine and cosine functions varies with respect to the random
number R1. The random number R1 is defined using the below equation,

R1 = C − i
C
t

(8)

The terms C, i, and t, represent constant, current iteration, and total iteration, respectively. Thus,
the SC algorithm effectively balances both exploitation and exploration phases, thereby achieving the
global best solution.
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2.3.4 MLSC Algorithm

The conventional Mutated leader (ML) algorithm has some benefits: computation shortness,
structure simplicity, and ease of transforming creature concepts to program code. As a consequence,
in the ML algorithm, the implementation of a random search strategy and generation of mutated
leaders produces new individual positions, thereby achieving the global best search agents. On the other
hand, the efficacy of the ML algorithm is significantly influenced by the random policy parameters.
This causes several limitations when dealing with composition and multi-modal functions. Therefore,
the SC algorithm is adopted to enhance the ML algorithm’s exploitation capability and exploration
capability. This enhanced concept is named as the MLSC algorithm, which efficiently handles the
searching process, enhances convergence speed, and avoids local optima issues. The pseudo code of
the algorithm is shown in below.

Algorithm Pseudo Code for MLSC algorithm
Initialize search members’ set, and input optimization problem information

Set number of iterations N and T .
Create initial population matrix
Initialize members positions randomly
Do

Evaluate each of the search members by the objective function
Update the best solution obtained so far
Update random number values (R1, R2, R3, and R4)
Update search members’ position as per Eq. (7)

Return best solution
Evaluate objective function
For iteration 1:T
Update YBst and YWst

For i = 1:N
Create mutated leader using Eq. (5)
Calculate Yi

new using Eq. (6)
end
Save the best solution

Show the best solution

The combined flow diagram of the ML and SC algorithm is delineated in Fig. 3.

2.4 MLSC Based DCNN for Secure Blockchain in Industry 4.0

Fig. 4 presents the flow diagram of the proposed MLSC-based DCNN for secure blockchain in
Industry 4.0. Initially, the collected blockchain dataset is further categorized into two categories as
training data and testing data. For training, firstly, the neural network parameters are selected, and
subsequently, the blockchain data is allowed to pass through a deep CNN network. Then the deep
CNN model is trained, and the fitness function is evaluated. If it satisfies the termination criterion,
the optimal parameter is specified as output; else, the data is further optimized. The weight function of
the deep CNN model restricts the performance to obtain an optimal solution. Therefore, the Mutated
leader-based Sine Cosine (MLSC) algorithm is developed to optimize the weight function. The MLSC
algorithm selects the high fitness individual as the optimal solution. Thus, the proposed MLSC-based
DCNN method effectively forecasts the cyber security system.
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Figure 3: Combined flow diagram of MLSC algorithm

‘

Figure 4: Proposed MLSC based DCNN for secure blockchain–IoT
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3 Results and Discussion

The TON_IoT dataset [41] is obtained to determine the effectiveness of the proposed method.
Various cybersecurity-based artificial intelligence applications like fraud detection, threat intelligence,
digital forensics, malware detection, and privacy preservation are examined and verified by using
this dataset. The TON_IoT datasets are new generations of Industry 4.0/Internet of Things (IoT)
and Industrial IoT (IIoT) datasets for testing the fidelity and efficiency of various cybersecurity
applications that use Artificial Intelligence (AI), i.e., Machine/Deep Learning techniques. It contains
data from a variety of sources, including IoT and IIoT sensor telemetry datasets, Windows 7 and 10
operating system datasets, and Ubuntu 14 and 18 TLS and network traffic datasets. For the industry
4.0 network, which incorporates IoT and IIoT networks, a new testbed network was established to
collect data. To manage the interconnection between the three levels of IoT, Cloud, and Edge/Fog
systems, the testbed was installed utilizing numerous virtual machines and hosts running Windows,
Linux, and Kali. In this research work, the parameters like accuracy, probability of malicious
identification, latency, space-saving comparison, and transaction list are shown below.

Performance Evaluation

The proposed method is compared with Best Tip Selection Method (BTSM) and Smart Block-
Software Defined Networking (SDN). BTSM considers the following: (a) each vital transaction
indicated by the IoT application’s priority level; (b) time since the request was made to join tangle;
(c) the transaction’s own weight. Smart Block-SDN is a distributed flow-rule verification technique
and an innovative and efficient cluster-head selection mechanism that ensures network consistency
and security. The cluster-head selection method, in particular, implements an effective procedure for
picking cluster heads with optimum energy usage, which is necessary in a resource-constrained setting.

Fig. 5 shows the comparative analysis of the accuracy of various methods. The graph is plotted
between a different number of IoT devices and the accuracy rate. It compares the accuracy of the
projected scheme to the basic scheme in terms of identifying the probability of assaults in terms of
authenticating the user as legitimate or malevolent. The proposed method obtains lower authentication
accuracy than existing methods, while the existing methods attain higher accuracy. It is expressed in ms,
since it is time to authenticate the user as legitimate or malicious. With faster authentication process,
there will be no lag in the operations, and hence it is very important factor.

Figure 5: Comparative analysis of accuracy
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Fig. 6 depicts the comparative graphical analysis of the probability of malicious identification of
the proposed method. The X-axis specifies the CPA (computational power of attacker), and the Y-axis
specifies the probability of malicious identification. The proposed method attains a lower probability
of malicious identification than existing methods such as BTSM and Smart Block-SDN. When the
CPA is maximum, the probability of malicious identification will be negligible.

Figure 6: Comparative analysis of the probability of malicious identification

Fig. 7 portrays the graphical representation of the probability of malicious identification with
CPA (computational power of attacker). The probability of malicious identification was determined
with respect to CPA (computational power of attacker) with honest transaction arrival rate (HTAR),
HTAR = 1, HTAR = 2, HTAR = 3, HTAR = 4, respectively. The probability is higher for HTAR = 4.
From the graph, it is clear that if HTAR is high, then the probability will be high for the respective
CPA. This analysis demonstrates that given the same computation power, we have a high probability
of detecting fraudulent behavior when the honest transaction arrival rate is high.

Figure 7: Graphical representation of the probability of malicious identification with CPA
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The latency analysis of three different groups is shown in Fig. 8. Groups of 200, 400, and 800
users were chosen for this evaluation. The amount of time a block (tip) must wait for a transaction
to be executed is known as latency. In power-constrained IoT devices, computational power, memory,
and battery capacity are critical. Low latency and secure communication are therefore critical. When
the number of users varies, the latency of the system changes though it won’t disturb the system
performance. The evaluation is split up into average, minimum, and maximum values for three groups
of users. Among them, the group of 800 users has a large gap than the other two, which shows that an
increase in users tends to a higher latency rate. Hence, it is important to optimize the latency rate with
number of users.

Figure 8: Latency analysis

Fig. 9 represents the space-saving comparison of the proposed method. The graph is plotted
between a different number of blocks and the amount of data in megabytes (MB). The proposed
method is compared with BTSM and Smart Block-SDN, respectively. The amount of data increases
from each number of blocks. However, the proposed method has a minimum amount of data compared
to the existing methods thereby; the proposed method reduces the space cost-efficiently. Saving in
digital space is proportional to cost savings.

Figure 9: Space-saving comparison
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Fig. 10 shows the transaction list evaluation of the proposed method. The list of transactions
gradually increases with respect to the increase in the number of transactions. The proposed method
obtains a minimal transaction list compared to the existing methods like BTSM and SmartBlock-SDN.
Keeping the minimum transaction list will reduce the space storage as well as reduce the complexity
in data processing.

Figure 10: Evaluation of transaction list

4 Conclusions

This paper proposed a novel mutated leader sine cosine algorithm-based deep convolutional
neural network (MLSC-DCNN) in order to attain a secure blockchain IoT of Industry 4.0. Here, the
TON_IoT dataset is obtained to determine the effectiveness of the proposed method. The accuracy,
probability of malicious identification, latency, space-saving comparison, and transaction list are
compared and evaluated to determine the effectiveness of the proposed model. With a minimum
amount of data, the proposed method reduces the space cost-efficiently. The authentication accuracy
time of the proposed method is low compared to the existing methods. Hence, the proposed method
can achieve the goal of providing a safe and secure network for Industry 4.0, in an efficient manner.
This will improve the trust of people in Industry 4.0 without worrying much about cybersecurity issue.
Furthermore, the time employed in validating the individual block prior to blockchain process will be
computed in future work. Moreover, the proposed method’s authentication accuracy will be increased
further by optimizing the algorithm parameters.
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