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Abstract: Many organizations have insisted on protecting the cloud server
from the outside, although the risks of attacking the cloud server are mostly
from the inside. There are many algorithms designed to protect the cloud
server from attacks that have been able to protect the cloud server attacks.
Still, the attackers have designed even better mechanisms to break these
security algorithms. Cloud cryptography is the best data protection algorithm
that exchanges data between authentic users. In this article, one symmetric
cryptography algorithm will be designed to secure cloud server data, used to
send and receive cloud server data securely. A double encryption algorithm
will be implemented to send data in a secure format. First, the XOR function
will be applied to plain text, and then salt technique will be used. Finally,
a reversing mechanism will be implemented on that data to provide more
data security. To decrypt data, the cipher text will be reversed, salt will be
removed, and XOR will be implemented. At the end of the paper, the proposed
algorithm will be compared with other algorithms, and it will conclude how
much better the existing algorithm is than other algorithms.
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1 Introduction

Cloud computing is an online application-based software where various servers are connected
[1] and data is exchanged between servers, and online services are provided to end-users. Many
organizations store their data online for long-term storage and remote access [2], but in addition
to storing data in cloud computing, data protection is also important [3]. Different attackers try to
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break the security of cloud servers and gain access to data [4], for which they develop other attacking
mechanisms. The most common cause of cloud server attacks is pirated software. An attacker can
never directly access the cloud server, but he can take support of different attacking mechanisms to
gain access to the cloud server and make every effort possible for him. Firewalls are commonly used to
protect cloud computing from attacks [5]. A firewall has a set of rules and policies designed to protect
the cloud server from intrusion, but a firewall is not sufficient to protect the cloud from attacks [6].

As the number of users on the network grows, so does the number of attacks on the network
[7]. Many researchers have developed various security mechanisms to prevent attacks that can be
successful, including authentication and authorization, access control, data backup, and intrusion
detection systems, but all of these mechanisms cannot completely secure the cloud server. Despite
the many unsecured security mechanisms, the chances of cloud attacks are increasing rather than
decreasing. There are so many secured mechanisms that are also available that can protect cloud servers
from attacks that, if fully implemented, can reduce attacks from cloud servers. The best of which is the
cryptography mechanism.

1.1 Cryptography

Cryptography is a data encryption mechanism that prevents sender and receiver data from third-
party interruption and access [8]. The encryption mechanism converts the original text to cipher text
via a symmetric or asymmetric key, as shown in Fig. 1. This data must be decrypted to bring it back
from cipher form to the original form. A cipher text is a non-readable form of any data [9]. Whenever
data is encrypted with the help of cryptography algorithms, a decryption mechanism has to be used
to make that data readable again, as in this article.

Figure 1: Encryption mechanism

It is better to use an efficient algorithm to protect cloud server data from unauthorized access [10],
instead of having different firewalls and mechanisms around the cloud server data [11]. Suppose the
researcher develops a mechanism to secure the cloud server. In that case, the attacker develops a double
mechanism to destroy the data, increasing the attack ratio on the cloud server instead of decreasing
it [12]. Suppose efficient encryption algorithms are used instead of any security techniques for data
transmission in cloud computing. In that case, it will be difficult for the attacker to understand the
non-readable format and convert it to a readable format [13].

1.2 Cryptography Goals

The primary purpose of encryption is to provide users with a secure platform for communication
and data transmission in the presence of malicious third parties [14]. There are four main cryptography
goals: confidentiality, integrity, authentication, and non-repudiation. The goals are described in Tab. 1.
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Table 1: Goals of cryptography

Goals Description

Confidentiality In confidentiality, the original data is hidden, encrypted, and converted
to non-readable format, and this data can only be decrypted or accessed
by authorized users. The recipient uses either the same keys that the
sender used or another key to decrypt the data.

Integrity Data integrity means that the recipient must receive the same data that
was sent to the recipient and that data has not been modified.

Authentication In authentication, it is checked whether an authorized person is sending
the data sent to the recipient or not. Similarly, on the receiver side, it is
checked whether the data it will receive is authentic or not.

Non-repudiation Non-repudiation means that whenever a sender or receiver makes a
transmission, they cannot deny that they did not send or receive data.
The sender can prove that he sent the data, and the receiver can prove
that he has received it.

1.3 Encryption and Decryption

Encryption is an efficient security mechanism that converts plain text to non-readable format [15].
The best way to encrypt data in a cloud server is to encrypt sensitive data [16]. Sensitive data means data
that needs to be protected from third parties. If sensitive data is to be encrypted from the transmitter
side, then this data has to be converted in a readable format on the receiver side. Decryption is used to
convert a non-readable format to a readable format. Encryptions and decryptions require a specific
algorithm [17].

1.4 Cryptography Algorithms

Cloud encryption mechanisms are divided into two categories as shown in Fig. 2. One is first
Key-Based Encryption Mechanism and the second Key Less Encryption mechanism. Keys-Based
encryption mechanisms involve the simultaneous use of public, private, or both keys, while the
keyless mechanism uses addressable physically unclonable functions for generating the cipher text.
In Key-Based mechanism, Data is encrypted and decrypted using the same keys [18]. In Asymmetric
cryptography mechanism, data is encrypted and decrypted with different keys. The first key used
to encrypt the data and the second key is used to decrypt the data [19]. In symmetric cryptography
mechanism, data is encrypted and decrypted with same keys. Different Symmetric mechanisms are
DES, AES, RC4, RC5, Blowfish, TEA, 3DES whereas Asymmetric mechanisms are RSA, ECC, Diffie-
Hellman and EES.

1.4.1 Asymmetric Key Encryption Mechanism

The asymmetric encryption method uses two keys for data encryption. The first key is public,
and the second is private [20]. This method uses two keys (public and private) on the transmitter and
receiver sides to exchange data. If the data is encrypted with the private key of the sender or receiver,
this data will also be decrypted with the same sender or receiver public key. Similarly, If the data is
encrypted with the public key of the sender or receiver, this data will also be decrypted with the same
sender or receiver private key.
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Figure 2: Cryptography algorithms

1.4.2 Symmetric Key Encryption Mechanism

In Symmetric cryptography, data is encrypted and decrypted by the same key [21]. Symmetric
key cryptography is also known as secret-key cryptography. It is fast as compared to asymmetric key
cryptography [22]. When the data is transmitted, the data is converted to a non-readable text by the
symmetric cryptography mechanism. Non-readable text is also known as cipher text [23]. When the
receiver receives the cipher text, the text must be converted to readable text. When the non-readable is
converted to readable text, this process is called decryption.

1.5 Problem Formulation

In this paper, a double encryption symmetric mechanism has been developed with the help of
which data has been sent and received in a secure form. Whenever data is transferred to a cloud server,
the attacker either gains access to the account via pattern matching keys or attempts to use key data
using any algorithm. This article develops an encryption technique that will prevent the attacker from
accessing the data even if the attacker tries to access the cloud data through any mechanism. A double
encryption mechanism is used to securely transfer the data so that if the attacker tries to decrypt the
data, the encrypted data cannot be decrypted and the data is sent to the recipient in a trusted format.
Only authorized users can access the data.

The rest of the paper is distributed like this. Section 2 deals with recent work. Section 3 discusses
the previous work. Section 4 consists of testing. Section 5 provides comparative Analysis while Section
6 discusses the conclusion.

2 Literature Review

The authors described many security techniques and algorithms [24]. This article provides as much
information about cryptography as possible to researchers, students, and inexperienced people. The
main purpose of this article is to identify the gaps in cryptography in which the authors have identified
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two research gaps. The first gap is that researchers ignore the authentication process in security whereas
user authentication is the biggest problem of any organization. The second gap is that many researchers
focus only on theory or partial implementation and ignore complete implementations. The authors
have not discussed all the cryptographic algorithms in this paper but discuss the pros and cons of
these algorithms which can be used for new research.

Author discussed different symmetric and asymmetric encryption algorithms to identify the
performance and accuracy in terms of security [25]. According to the authors, the data can be secured
if the same keys are used in the symmetric keys algorithm and if the asymmetric keys algorithm is
used, the data can be encrypted and decrypted by two keys. If these algorithms are made efficient,
many internal and external threats can be minimized by maintaining data security, integrity, and
confidentiality. At the end of the paper, the authors have discussed different results and compared
different techniques. They conclude that the performance of the symmetric algorithm is faster and
more reliable than the asymmetric algorithm and it is a more reliable algorithm in terms of encryption,
decoding, speed, and structure.

In this article author analyzes many of the cryptographic methods used by cloud providers [26].
Authors have proposed a cryptography algorithm to encrypt data and protect against man-in-the-
middle attacks. The data is first converted to ASCII values and converted from ASCII values to binary
numbers to encrypt the data. If the binary number does not have 8 bits, then 0 is added for full bits,
then 1’s complement of the last four bits was taken, and the binary number was again converted to
ASCII. To decrypt the data, the ASCII value was first converted to binary, reversed the last 4-bits of
binary, and then converted to ASCII.

In this article, the authors introduce an encryption algorithm, which will encrypt the file before
uploading it to the client-side cloud [27]. Once the receiver side is downloaded, the file will be decrypted
with the same keys that were used during encryption. First, a platform was created for uploading a
file, and then a file was encrypted. This encrypted file was then uploaded with the keys. After that, the
encrypted file was downloaded from the local storage and then decrypted. This algorithm is suitable
for text files encryption.

This article [28] proposed an encryption system based on biometric authentication, user authen-
tication and a searchable encryption scheme. According to the authors, If these components are
combined, the data can be accessed in the document without decrypting and searched by keywords and
only that data can be displayed, which will match with keywords. The main purpose is to introduce
a new authentication technique by combining two-factor authentication and searchable encryption
mechanism. The authors conducted various experiments and, based on these experiments, discussed
the result that when a user search using keywords, the correct result will be displayed and argued that
authentic users can provide results without searching algorithm decryption.

In this paper [29], the authors proposed a distributed privacy protection scheme for random
linear network coding in the smart grid and used the homomorphic encryption function to reduce
the complications in the forward node. This method proposed data confidentiality and many privacy
preserving features. At the end by different experiments and security analysis authors concluded that
this proposed method can effectively maintain privacy.

In this paper [30], the authors proposed a location data record privacy protection method that is
based on a differential privacy mechanism, which used the structure of a multi-level query tree and
produced location data on the database. After that discussed that this method is more effective in
protecting privacy and accessing data than other privacy mechanisms.
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According to the authors [31], Identity Proxy Signatures (IDPs) are signatures that contain
multiple applications, which main include Mobile communication and distributed network. Most of
the existing IDPS schemes suffer from loose security reduction shortcomings In this paper [31], the
authors proposed an IBPS framework and presented a detailed security model for IBPS in the standard
model. and reduced the security assumption with the help of Diffie-Hellman. After that, to show the
efficiency of the work, compare the latest paper scheme with identity-based proxy signature schemes
and concluded that their scheme is more efficient and secure.

Group signature is a cryptographic technique that allows each group member to sign messages
from the group to which they belong. In this paper [32], the authors proposed a fully traceable identity-
based group signature scheme (TIBGS) which lacks the security of the computational Diffie-Hellman
(CDH) assumption, and also proposed a formal security model for traceable identity-based group
signature and concluded that the proposed method is efficient in traceability and anonymity.

In this paper [33], the authors proposed a traceable threshold signature scheme based on water’s
signature scheme and also presented a traceable threshold proxy signature (TTPS) frame which has
security reduction to CDH assumption, and discussed the proposed method is more secure in the
standard model.

In this paper [34], authors proposed a hashing method named as discrete multi-graph hashing
(DMGH), to deal with the challenges of use of hashing to handle multi view data. This proposed
method reduces distortion errors. After experiments on large scale datasets authors concluded that
the proposed method performs better in multi view hashing methods.

According to the researchers [35], WBAN is a wireless sensor-based network and these sensors
are connected to the human body that is used to measure the psychological information of patients.
This information is transmitted to doctors remotely so that the doctor could diagnose the patient’s
problems remotely. When data is transferred to WBAN, patient information is sensitive, which can lead
to patient privacy. To address this issue, the researchers proposed two techniques: mutual verification
and key agreement for multi-server switching in WBAN. The purpose of using these techniques is that
the patient can do communication in a safe environment at any time using multi-server.

Different researchers have discussed different algorithms to secure the data. Some researchers have
tried to identify the gaps in cryptography [24]. While some researchers have checked the efficiency of
the algorithm by comparing symmetric and asymmetric cryptography [25]. Some researchers have
converted data into bits and inverted bits to prevent data from being attacked [26]. Some researchers
have encrypted the data with a unique key and sent it to the receiver to implement the decryption
mechanism. With the help of all these mechanisms, basic level security of data can be provided, but
with these mechanisms, cloud data cannot be fully secured, nor can data be transmitted in an efficient
and secure way. The way this paper works is different from all other papers. A two-layer cryptographic
algorithm has been developed in this paper, which will help secure data in two phases. If the attacker
tries to access the data using some mechanism, having two-layer encryption will make it impossible
for the attacker to access the data. A complete encryption security mechanism will be developed
using techniques such as Salting, Bit conversion, Bits reversing, Key generator, and Bits XORtion for
encrypting data. With the help of these mechanisms the data will be encrypted and the data decryption
can be done at the same time when all these mechanisms will be used.
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3 Proposed Algorithm

This article has developed an efficient symmetric cryptography algorithm to securely send and
receive data that will keep cloud data safe from intruders.

3.1 Functional Overflow

Cloud cryptography mechanism has been developed into two categories, as shown in Fig. 3. First,
the data has been encrypted by the sender, and then the data has been decrypted by the recipient. The
plain text has been converted to the corresponding ASCII for encryption. After that, ASCII values
have been converted to binary. A random key has been generated from a key generator corresponding
to the length of the binary number obtained from the ASCII value to provide security for the data. The
keys have been then XORed with binary bits to secure the data. The salt bits have been appended with
the bits obtained from the XOR function so that the data can be provided with double encryptions
and the bits obtained after that have been reversed. The reason for reversing is that if the attacker tries
to decrypt the data using any mechanism, then in that case he will not be able to retrieve the original
data. After reversing bits, the cipher text has been obtained.

Figure 3: Classification of encryption

First of all, encrypted data has been reversed for decryption. after that salt bit has been removed.
Bits obtained after removal of salt bits, and key have been XORed. The bits received after the XOR
function have been converted to decimal. Decimal values were then converted to their equivalent
ASCII values, after which the data were decrypted.
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Algorithm 1: Encryption
Input: Plain text
Output: Cipher text
1. Convert each character into its equivalent ASCII.
2. Convert each ASCII into 8-bit binary, as shown in Fig. 4.
3. XOR binary values and the generated key.
4. Add salt to the binary values obtained in step 3.
5. Reverse bits.
6. Get cipher text.

Algorithm 2: Decryption
Input: Cipher text
Output: Plain text
1. Reverse the encrypted bits.
2. Remove salt bits by eliminating last 4 bits, as shown in Fig. 5.
3. XOR the key and the binary value obtained in step 2.
4. Convert the binary values into decimal value.
5. Convert decimal to ASCII.
6. Get plain text.

Figure 4: Encrypted text
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Figure 5: Decrypted text

3.2 Encryption Process Example

Let’s suppose character ‘N’ from the file to be encrypted. The character has been converted to its
equivalent ASCII that is 78. After converting the character to ASCII value, ASCII values have been
converted into 8-bit binary values. After the conversion of ASCII to binary, a random key has been
generated by using a key generator according to the length of binary values. After generating the key,
binary values and key have been XORed. To provide more security to data, salt has been applied to
the XOR result. 4-bit salt values have been appended at the end of the XOR result. After appending
the salt, all the bits have been reversed, so if an attacker tries to access the data, due to the reverse
mechanism, the attacker cannot decrypt the data and keep trying to decrypt the reversed data instead
of accessing the original data. After reversing the bits, a ciphertext has been obtained.

3.3 Decryption Process Example

To decrypt the ciphertext, first of all, encrypted bits have been reversed. After reversing, 4-bit salt
values have been removed from the end of the bits. After removal of salt, binary values have been
XORed with the key generated by a key generator during the encryption process. When the data is
sent to the receiver, the key generated by the key generator is also sent but only accessible to authentic
users. The binary values obtained from XOR have been divided into 8-bits and then converted into
decimal values. After getting decimal values, the ASCII value of each decimal value has been obtained.
All ASCII values have been combined and plain text has been obtained.

4 Testing

A plain text has been taken to test the algorithm, and this text has first been encrypted under
different steps to get the cipher text. After this, cipher text has since been decrypted in various stages.
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4.1 Encryption Algorithm

Step 1: First of all, a plain text has been taken for encryption, as shown in Fig. 6.

Figure 6: Plain text

Step 2: To convert text to binary, the text has been first divided into characters and then the ASCII
of each character has been generated, as shown in Fig. 7.

Figure 7: ASCII of each character

Step 3: After converting plain text to ASCII values, each ASCII value has been converted to binary
to provide data security, as shown in Fig. 8.

Figure 8: Convert each ASCII to binary

Step 4: After converting ASCII to binary, a random key has been generated using the key generator
according to the length of the key, as shown in Fig. 9.

Figure 9: Random key generates

Step 5: After generating the key, Figs. 8 and 9 have been XOR using the following formula.

B1B2B3B4 . . . . . . . . . . . . ..Bn

⊕K1K2K3K4 . . . . . . . . . . . . ..Kn

X1X2X3X4 . . . . . . . . . . . . ..Xn

B1 . . . . . . . . . . . . .Bn represents the binary keys, while K1 . . . . . . . . . . . . . Kn represents the random
keys. When the binary keys have been XOR with random keys, the X1 . . . . . . . . . . . . . Xn result has
been obtained, as shown in Fig.10.

Figure 10: XOR result

Step 6: To further secure the data, salt has been applied on the XOR results, and 4-bits values have
been appended at the end of XOR result, as shown in Fig. 11.
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Figure 11: Appending of salt

Step 7: After appending the salt, all the bits have been reversed as shown in Fig. 12, So if an
attacker tries to access the data, due to the reverse mechanism, the attacker cannot decrypt the data
and keep trying to decrypt the reverse data instead of accessing the original data.

Figure 12: Reverse bit mechanism (cipher text)

After reversing the bits, a cipher text has been retrieved.

4.2 Decryption Algorithm

All of these different steps must be followed to decrypt the cipher text. Fig. 13 shows an encrypted
cipher text that will be decrypted in various steps.

Figure 13: Cipher text

Step 1: First, the bits are reversed to decrypt the cipher text, as shown in Fig.14.

Figure 14: Cipher bits reverse

Step 2: After reversing the bits, the salt mechanism has been removed from cipher text as shown
in Fig. 15.

Figure 15: Detach salt from bits

Step 3: After the removal of the salt, the binary values of Fig. 15 have been XORed with the keys
obtained from the key generator using the formula given below. whenever data is sent to the receiver,
the key obtained from the key generator will also be sent, but only the authentic users can use the key
correctly otherwise key will be useless.
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X1X2X3X4 . . . . . . . . . . . . ..Xn

⊕K1K2K3K4 . . . . . . . . . . . . ..Nn

M1M2M3M4 . . . . . . . . . . . . ..Mn

When salt and key values were XORed, a result was obtained, shown in Fig. 16.

Figure 16: XOR result of salt with key

Step 4: The binary values obtained from the XOR function has been divided into 8-bits and
converted into decimal values. Different ASCII values have been obtained, as shown in Fig. 17.

Figure 17: Results of 8-bits conversion

Step 5: After converting binary values into decimals, ASCII value each decimal number has been
calculated to obtain original data, as shown in Fig. 18.

Figure 18: Results of decimal to ASCII

Step 6: The original data was converted to ASCII values, as shown in Fig. 19.

Figure 19: Original text

Salting and bit reversing are such mechanisms with the help of which data can be given such
an environment where it is difficult for attackers to identify and follow the same steps as used
in decryption, as discussed in this paper. Data transmission can be done in secure and reliable
environments when these mechanisms are used better.

5 Comparative Analysis

Different authors developed different techniques to protect cloud data. In 2019 [25], the authors
made a comparison between two techniques one is symmetric and the other is Asymmetric, discussed
various encryption and decryption algorithms, and identified which algorithm’s performance is better.
The author discussed that the Symmetric algorithm is better and more reliable than Asymmetric
algorithms in encryption, decryption, speed, and structure. But this paper did not discuss how
symmetric algorithm can be implemented to transmit data in a reliable form. In 2021 [26], the author
has analyzed various cryptographic algorithms and proposed one cryptography algorithm to encrypt
cloud data in which the author shows different steps to encrypt and decrypt data, but it is very easy for
attackers to guess this mechanism and can easily decrypt the data. In 2021 [27], the author introduced
one symmetric cryptography algorithm in which the client-side file was encrypted with one key and
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uploaded this file with a key on the cloud and on the receiver-side decrypted the file with the same
key used in the encryption process. The problem with this algorithm is that If the attacker gets this
decryption key, it will be easier for the attacker to develop a decyption mechanism. In 2022 [28],
the authors introduced an authentication technique by combining two-factor authentication and a
searchable encryption mechanism. After performing different experiments and discussing that correct
results would be displayed in searchable encryption when users search by using keywords. The problem
with this article is that if the attacker understands the keyword searching mechanism, access to the data
will be easier for the attacker. A comparative analysis with proposed work has been shown in Tab. 2.

Table 2: Comparative analysis

Sr# 1 2 3 4 Proposed
Work

Paper
name

A Surveyon
symmetric and
asymmetric
cryptography
algorithms in
information
security [25]

Cloud
cryptography-a
security aspect
[26]

Client-side
cryptography
based security
for cloud
computing
system [27]

A searchable
encryption scheme
with biometric
authentication and
authorization for
cloud environments
[28]

Proposed
algorithm

Identification
of symmetric
and
asymmetric
encryption
algorithm
performance

To secure data
transmission
between clients

Encrypt data
with unique key

Combination of two
factor authentication
and searchable
encryption

Secure data
transmission
on cloud
server

Novelty Symmetric
algorithm is
reliable than
asymmetric

Protection
against Man-in-
the-Middle
attack

Suitable on text
files

Searchable
encryption

Double
symmetric
encryption
algorithm

6 Novelty of Proposed Work

No such technique has been used in any of the articles [25–28] that would make it difficult for
attackers to decrypt data if implemented, nor has been implemented a two-way encryption algorithm
to provide security of data in any paper. If a two-layer encryption mechanism is implemented to
protect the data, such a mechanism will make it difficult for attackers to attack and decrypt the data
as developed in this paper and if the attacker develops a decryption mechanism, access to the data will
not be possible due to the use of different mechanisms.

This paper has developed a two-layer encryption mechanism to secure data on the cloud server,
enabling data transmission between clients in a secure environment. The data has been converted to
the ciphertext in binary form so that if an attacker wants to decrypt the data, they get entangled in
bits. Instead, they start decrypting the data. The salt mechanism has been used to provide further
encryption of the data and the bits obtained from the salt mechanism have been reversed. Suppose an
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attacker uses any data decryption technique. In that case, the different encryption phases will make
data decryption difficult for the attacker. If the attacker tries to decrypt a single phase, the data will
not be accessible due to double encryptions. If an attacker designs a data decryption mechanism, the
reverse process will not allow that data to be decrypted.

7 Conclusion

An efficient two-layer algorithm has been developed to secure cloud data, in which plain text has
been converted to bits. A value has been obtained by XORing the bits with the bits obtained from the
key generator and salt has been applied to the obtained value. To make the text more secure, the value
obtained after applying the salt was reversed and a cipher value was obtained. A cloud server can be
secure only when its connected devices and data transmissions will be secure. Data on the cloud server
can be accessed both internally and externally. Attackers can gain access to data by deceiving users
through pattern matching, brute force or phishing techniques that are detrimental to cloud server data.
Cryptography mechanism is the best way to solve this problem. When cryptography is applied to cloud
servers, the amount of data stored in the cloud server will be stored in encrypted form, and whenever
there is data transmission between clients, it will be in a secure form. The cloud servers cannot be
secure unless the devices connected to them and their transmission are secure.

In the future, an asymmetric mechanism will be used for encryption. The receiver’s public key will
be encrypted using a triple encryption mechanism and a private key will be used to decrypt that data.
Cloud shell cryptography mechanisms will be designed to access cloud server data which will be used
to secure the cloud server.
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