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Abstract: The Internet of Things (IoTs) is apace growing, billions of IoT devices
are connected to the Internet which communicate and exchange data among each
other. Applications of IoT can be found in many ﬁelds of engineering and sciences
such as healthcare, trafﬁc, agriculture, oil and gas industries, and logistics. In
logistics, the products which are to be transported may be sensitive and perishable, and require controlled environment. Most of the commercially available
logistic containers are not integrated with IoT devices to provide controlled environment parameters inside the container and to transmit data to a remote server.
This necessitates the need for designing and fabricating IoT based smart containers. Due to constrained nature of IoT devices, these are prone to different cyber
security attacks such as Denial of Service (DoS), Man in Middle (MITM) and
Replay. Therefore, designing efﬁcient cyber security framework are required for
smart container. The Datagram Transport Layer Security (DTLS) Protocol has
emerged as the de facto standard for securing communication in IoT devices.
However, it is unable to minimize cyber security attacks such as Denial of Service
and Distributed Denial of Service (DDoS) during the handshake process. The
main contribution of this paper is to design a cyber secure framework by implementing novel hybrid DTLS protocol in smart container which can efﬁciently
minimize the effects of cyber attacks during handshake process. The performance
of our proposed framework is evaluated in terms of energy efﬁciency, handshake
time, throughput and packet delivery ratio. Moreover, the proposed framework is
tested in IoT based smart containers. The proposed framework decreases handshake time more than 9% and saves 11% of energy efﬁciency for transmission
in compare of the standard DTLS, while increases packet delivery ratio and
throughput by 83% and 87% respectively.
Keywords: Logistic container; logistics security; cyber security; perishable
products monitoring

1 Introduction
With the recent advancements in communication and physical sciences, it is now possible to connect
physical objects to the Internet from any place any time. This advancement is referred to as the Internet
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of Things (IoT) [1]. One of this century’s key technological development has been the IoT, which is still in its
fancy stages. In the coming years, this development is expected to hit a big ﬁgure. By the end of 2023,
51 billion IoT devices are expected to exist [2]. According to Statista report, it is predicted that this
number will rise to 75.4 billion by 2025. The signiﬁcance of the IoT system has been acknowledged by
major international standards bodies, thereby ensuring development towards the proper functionality,
ﬂexibility and compatibility of this system. Due to which IoT is making an impact in the majority of the
ﬁelds i.e., healthcare, agriculture, logistics, oil and gas industries and trafﬁc [3]. In logistics many
products such as foods, vegetables, fruits, medicine, cosmetics and especially perishable products which
are sensitive to humidity, temperature and pressure etc. and require controlled environment.
Commercially available logistic containers are not integrated with IoT devices due to which the
perishable products are handled abnormally and give huge food loss. The IoT devices, however can
genuinely make an impact on the growing problem of food loss.
Food consciousness has grown amongst the people lately with the exponential increase of the food
industries and radical improvements in individuals’ dietary behaviors and ways of life [4]. People
nowadays are more worried about the quality and safety of the food they consume. Food safety is
perceived to include food that is liberated from contaminants and chemicals that may cause the
development of microscopic organisms destructive to individuals’ safety and lives [5]. According to [6],
approximately 33% of food delivered for human consumption is being wasted worldwide, which amounts
to 1.3 billion metric tons. A huge extent of this is because of loss in quality of foods during
transportation. As many as 40% of food perishes in developing countries while it is being shipped. A
signiﬁcant portion of waste happens in the transportation, changing in environmental conditions i.e.,
temperature and humidity etc., inadequate cooling and even in post-harvest storage and handling [7].
Logistic container plays a signiﬁcance role in the economic growth of country. Logistics means to
deliver the product to legitimate carrier in the right state, in accurate quantities, at the right time, at the
right place. However, according to Food and Agriculture Organization, 33% of perishable products do
not reach in accurate quantity at the consumer’s location [8]. The primary source of this loss is variations
in environmental conditions such as temperature, humidity and heat etc. To address these challenges,
proper monitoring of environmental conditions from farm to fork is essential. However, the monitoring
mechanism and the supervision system in logistics container is not yet implemented appropriately. The
use of telematics technology is documented in the literature; however, it measures the temperature of the
entire unit rather than the temperature of the perishable product. Also, radio frequency identiﬁcation
(RFID) and barcode scanners can only identify direction, not product quality [9]. Smart container concept
has been proposed to overcome this issue and is based on the integration of IoT with commercially
available logistic container. Smart container is a shipping container which are integrated with Internet of
Things (IoT) technologies and sensor nodes to keep the perishable food fresh till it reaches the ﬁnal
destination [10]. The IoT devices inside the smart container continuously measure environmental
parameters which are pertinent for the quality of perishable foods. Undoubtedly, IoT has a signiﬁcant
impact in the implementation of smart container. However, there exists many challenges, but one of the
critical aspects, which need special attention, is the adoption of state of the art security mechanisms.
Since IoT devices are resource constrained having limited computing power and memory, due to which
they are prone to different cyber security attacks. Thus, if the IoT devices monitoring these products are
handled improperly due to security attacks or product sensitive information is lost, then it will give huge
economic loss. In terms of security implementation in smart container, no concrete framework for secure
monitoring of smart container in IoT environment has been deployed to date. Development of secure
monitoring system for smart container with the help of IoT devices is an essential requirement of this era.
The Datagram Transport Layer Security Protocol has emerged as the de facto standard for communication
security in the IoT and standardized by Internet Engineering Task Force (IETF) [11]. However, DTLS
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was initially designed for comparably powerful devices [12]. It is still expensive to implement DTLS on
constrained IoT devices due to the computational overhead. The DTLS ﬁrst establish a secure session
between two communicating parties before transmitting data and negotiate same cipher suites. This is
known as session negotiation and is achieved through process called handshake. However, DTLS is
vulnerable to the Denial of Service (DoS) attacks. Also, the DTLS’s cookie exchange scheme during the
handshake session fails to handle DoS attacks. DoS attack is the act of complete elimination or disrupt of
network communication. It targets the network availability by preventing the desired services to the
intended user. Also, these attacks are very crucial for IoT devices in terms of memory, power and energy
consumption. Though some frameworks exist related to smart container and IoT, security of IoT, use of
CoAP and DTLS in constrained environment [13–15]. However, no work has been done on the security
of smart container to mitigate the chances of DoS attacks yet. Therefore, the main contribution of this
paper is to design a cyber secure framework by implementing novel hybrid DTLS protocol in smart
container which can efﬁciently minimize the effects of cyber attacks during handshake process. The
proposed framework used the Trusted Entity (TE) mechanism which is responsible for the authentication
of client and for the exchange of secret key by using the message authentication code (MAC) algorithm.
The TE authenticates only the trusted client for starting secure handshake session with the server and
rejects malicious handshake session. The signiﬁcance of proposed framework is to improve the efﬁciency
of energy transmission and utilization and to minimize the chances of cyber security attacks.
The remaining part of this paper is structured as follows. The literature review related to smart container,
IoT and cyber security is discussed in Section II. Section III presented the system architecture of smart
container and DTLS protocol, and the proposed system architecture based on novel hybrid DTLS
protocol. The proposed novel hybrid DTLS algorithm is discussed in detailed in Section IV. Simulation
and evaluation of results is presented in Section V. Concluding remarks are given in Section VI.
2 Background and Related Work
This section gives a comprehensive review of the previous work that has been done in the ﬁeld of smart
containers, smart logistics, IoT and security of IoT.
In [16], the authors discussed a cognitive sensor net for fruit logistics. The authors explained that the
intelligent container is a sensor network for the controlling and monitoring of perishable food items such
as vegetables, fruits or meat. This paper presented the paradigm of dynamic FEFO (First Expire First
Out) the remaining life time estimated shelf life of the transported fruits in the logistic process. In [17],
the authors addressed challenges and opportunities in remote container monitoring (RCM) of perishable
food items by designing a prototype of an intelligent container based on a case study of banana transport
and prediction of hotspots that are a critical risk for item loss. However, development of mathematical
models for shelf life prediction for new types of products is of high importance. A smart grain container
for tracking food consumption have developed in [18]. In this prototype, the ultrasonic sensor is used to
detect the level of container and transmits the information to the remote mobile or personal computer via
bluetooth. However, this prototype does not utilize any mechanisms for expiry detection of items stored
in the container. In [19], the authors elaborated that the new technique of RFID’s based WSN in
intelligent container has decreased wastes and improve quality in food logistic. This paper focused on
tracking and monitoring of intelligent packaging and logistics for the fresh food. However, the future
trend of RFID design will be heavily focused on increasing functionality while lowering costs in order to
develop a smart coupling of heterogeneous technologies that leads to a better system solution.
The layered architecture of IoT is discussed in detail in [20] and also provided an overview of security
attacks in each layer. They presented an overview of communication technologies along with characteristics
and limitations which are used by IoT applications. They discussed existing security mechanisms with their
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limitations and restrictions to secure the IoT environment. This paper suggested a new six-layered IoT
architecture to secure IoT infrastructure. In [21], a security testbed framework to secure IoT environment
has been proposed. The paper presented implementation of a security module for authentication and
monitoring of IoT devices. The proposed system strengthens the IoT security by providing information
about IoT devices such as device location, IoT device user at the time of incidence, total number of IoT
devices in the network etc. In [22], authors presented an architecture to secure data communication in
medical devices with limited resources by deploying an IoT security gateway as an intermediary between
device and destination. This solution solves the issues with communication of data over the Internet.
However, it leaves gaps in security from the device to the gateway. Data may be intercepted before it
reaches the gateway or after if the gateway has been compromised. While this solution focuses on
communication between gateway and Internet other solutions attempt secure data from the device.
In [23], authors discussed in detailed the CoAP implementation and its application in transport logistics.
CoAP is used for machine to machine (M2M) communication in logistic applications for supervision of the
environmental conditions during transport. The embedded system architectures used for the implementation
and evaluation are TinyOS and Contiki. The results showed that the CoAP performed better as compare to
HTTP in constrained environment. In [24], authors proposed DTLS group handshake involving a group of
CoAP servers and client where ﬁrst handshake needs a ECDH public key operation. On the other hand, the
subsequent handshakes are performed based on preshared key mode. In this scheme, a trusted third party will
assist the client and servers to negotiate a key. However, this approach needs cooperation between the group
members as session key established with one group member has to be shared with all the group members to
avoid further DTLS handshake. Lightweight version of the Datagram Transport Layer Security protocol for
securing CoAP communication was presented in [25]. This paper provided a secure framework for IoT by
implementing lightweight DTLS. It has also enlightened the standardization activities going on in security
domain. IoT home automation has been presented as an application scenario.
3 System Architecture
This section enlightens the brief overview of smart container architecture. Also, an overview of the
standard DTLS protocol is presented in detailed. At last, the proposed system architecture is presented
which is based on hybrid DTLS protocol. The above proposed architecture is used for the smart container
application scenario.
3.1 Smart Container
A smart container is a shipping container which uses latest technologies to provide the missing
information in the food supply chain. Smart container is equipped with the IoT devices that can be used
to control and monitor environmental conditions related to temperature, humidity, pressure, light exposure
etc. It is also used for the management of logistic processes, especially for perishable products such as
fruit and vegetables [26]. The smart container is able to precisely monitor the condition of perishable
products, as well as track its geographical position. Thus, the transport losses can be reduced due to
better climate control and enhanced distribution strategies. Wireless sensor nodes are arranged between
the perishable products. The sensor nodes continuously measure environmental parameters that are
relevant for the quality of the perishable products. The sensor nodes send this information to a central
processing unit (computer) inside the container. The processing unit calculates the shelf life of the goods
and in case the perishables expire unexpectedly fast, it informs the logistics department via telematics
[27]. In this way FEFO can be established and losses of perishables during transportation and storage can
be reduced [28]. Fig. 1 shows the smart logistic concept where IoT devices are connected in an intelligent
way and there exists real time monitoring and tracking.
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Figure 1: Smart logistics and transportation
The IoT connects these objects via sensors, actuators and other devices to collect and transmit real time
data about network activities. The smart container can use different communication channels to send this
information via Internet to the logistics department. During shipping by sea, the smart container can use
satellite communication. While during shipping by road it can use UMTS/GSM. The overall system of
the smart container consists of: A network of wireless sensors, installed inside the container to monitor
deviations of temperature and other parameters. A freight supervision unit, installed inside the container,
to evaluate the measured data and to calculate a shelf-life prediction for the transported commodities. A
telematics unit for external communication by the global system for mobile communications (GSM) or
satellite networks [29]. A remote server for web access and integration into company databases.
3.2 Datagram Transport Layer Security
The DTLS is derived from, and designed according to the Transport Layer Security (TLS) infrastructure
with some modiﬁcations to operate over User Datagram Protocol (UDP). With the emergence of Constrained
Application Protocol (CoAP) as a specialized web transfer protocol for constrained devices, DTLS is the
preferred security protocol in IoT. DTLS establishes secure session between two communicating parties
and ensures the security of data exchange between them.
The DTLS speciﬁcation lists a set of recommended cryptographic algorithms, also known as cipher
suites, to be used for performing the handshake and encrypting data.
The DTLS has record protocol and four sub-protocols such as Handshake, Alert, Change Cipher Spec
and Application protocols [30]. To set up a new connection and negotiate security parameters, like cipher
suite, hash algorithms or compression, the Handshake protocol is used During handshaking process, both
the parties are allowed to negotiate the cipher suite, choose same algorithm, same version, and verify
other parameters and certiﬁcates necessary for secure communication [31]. Failure of handshaking
process results in unsuccessful communication. Fig. 2 shows DTLS Handshake message ﬂow.
The client initiates the handshake by sending a Client Hello (CH) message to the server. The CH
message consists of supported protocol version, the supported cipher suites, supported algorithms and a
random number [32]. The Hello Verify Request (HVR) message is sent to client by server in order to
verify that the message was sent from authentic client. The “Hello Verify Request” message consists of
new cookie by generating the request connection for client. After receiving the “Hello Verify Request”
message from server, the client sends the “Client Hello” message which contains the cookie received
from server.
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Flight 1

Client Hello

Flight 3

Client Hello

Flight 5

Server

HelloVerifyRequest

Flight 2

Server Hello
Certificate
ServerKeyExchange
CertificateRequest
Server Hello Done

Flight 4

[Change Cipher Spec]
Finished

Flight 6

Certificate
Client Key Exchange
CertificateVerify
[ Change Cipher Spec]
Finished

Figure 2: DTLS handshake message ﬂow
Upon successful message receiving, the server veriﬁes the cookie and sends the “Server Hello” message
to the client. After sending the “Server Hello” message, the server also sends a message which contains
“Server Certiﬁcate”, Server Key Exchange (SKE), “Certiﬁcate Request”. At last, the server sends the
“Server Hello Done” message to end the ﬂight. The client sends the “Certiﬁcate Message” and
“Certiﬁcate Verify Message” in order to authenticate itself, proving that the public key (client) and private
key (server) both are matched. The “ChangeCipherSpec” message is sent by the client, showing that the
messages are encrypted successfully with keys and cipher suites. Finally, the “Finished” message is sent
containing encrypted previous messages. The server then sends the “ChangeCipherSpec” and “Finished”
messages which ends with handshake process. The messages are then fragmented, compressed and
encrypted on the Record layer. The Record protocol is used to apply security parameters and to protect
data during handshake.
Thus, DTLS is used to handle the unreliable nature of UDP [33]. But DTLS is vulnerable to the cyber
security attacks. During the handshake process in DTLS, the cookie exchange scheme is unable to minimize
the security attacks.
3.3 Proposed System Architecture
Considering the smart container network, our proposed system architecture is as shown in Fig. 3. The
proposed system architecture composed of three modules such as internal network, communication gateway
and external network. The internal network consists of logistic container having IoT devices or sensor nodes
for monitoring and controlling and Routing Protocol for Low Power and Lossy Networks (RPL) border
router/gateway for connectivity with external network i.e., Internet and a web server that provides access
through graphical user interface (GUI) to the data. The novel hybrid DTLS protocol is implemented over
the CoAP to secure the entire communication. The proposed architecture is developed and emulated in
Contiki operating system and Cooja simulator. The VMWare is installed for Contiki operating system
where Cooja simulator and Wireshark is used for development and analysis of result.
The pseudocode implementation of proposed architecture is presented in Fig. 4. In Fig. 4, the steps are
explained in detailed. First step is to open simulation, then radio propagation model is selected i.e., Unit Disk
Graph Medium-distance loss (UDGM-Distance Loss). The Unit Disk Graph Radio Medium abstracts radio
transmission range as circles. Two different range parameters are used i.e., one for transmissions, and one for
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interfering with other radios and transmissions. In the next step, wismote is selected. Wismote is used having
16 KB of RAM. On one wismote, CoAP server is compiled for communication within container and
communication is secured by implementing novel hybrid DTLS. Similarly, on another wismote, Routing
Protocol for Low-Power and Lossy Networks (RPL) border router is compiled for connectivity with
external network. The next step is the creation of bridge between the border router and external network.
To enable the bridge, need to open serial socket server on border router through “Listening on port
60001”. In this way, RPL network is created. Now to connect this RPL network to the external network
in the scenario, tunslip utility is used which is provided in Contiki. In this way tunslip creates a bridge
between the RPL network and the local machine by using command:
 sudo. /tunslip6-a 127.0.0.1 aaaa:1/64
In order to initiate the RPL border router connection, open a new terminal in Contiki and type the
following commands:
 cd Contiki/examples/ipv6/rpl-border-router/
 make connect-router-cooja

Figure 3: Proposed architecture
Pseudocode Implementation of proposed algorithm
While: Launch Cooja
Initialize:
UDGM-Distance Loss
Initialize mote: Wismote
Generate:
Mote for Compilation of RPL Border Router

Initialization of wismote for
Compilation of CoAP servers
Assemble novel hybrid DTLS server for secure communication
Initialize: serial socket server on RPL on listening port 60001

Create loopback connection at 127.0.0.1
Installing CoAP user agent in browser
Define path directories

Restart browser

Figure 4: Pseudocode implementation of proposed algorithm
Finally, Copper (Cu) based CoAP user agent is installed for communication with web server which is
then opened in browser for control and monitoring of IoT devices in smart container. The Copper CoAP
user agent is an add-on for the Firefox web browser, used for browsing and direct interaction with CoAP
resources. The proposed architecture in this paper is modeled on the IoT framework, in which the
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Internet is supposed to be linked via IPv6 while certain part of it run on 6LoWPAN. The proposed protocol’s
stack is presented in Fig. 5. The transport layer in 6LoWPAN is User Datagram Protocol (UDP), which is
unreliable normally. UDP provides datagram based transport, which is suitable for use in IoT. Flores et al.
[34] implemented the routing layer in our proposed protocol architecture, while the IEEE 802.15.4 was
used to incorporate the MAC and physical layers. Based on this protocol stack, DTLS was considered as
the security protocol. The DTLS was just above the UDP transport layer in the application layer.
Similarly, CoAP provided the application layer functionality.
Application Layer

CoAP, XML

Secuirty

DTLS

Transport Layer

UDP

Network Layer

IPv6

MAC Layer

IEEE 802.15.4

Physical Layer

IEEE 802.15.4

Figure 5: Protocol stack
4 Proposed Novel Hybrid DTLS Algorithm
The proposed algorithm mitigates the chances of cyber security attacks and reduce the DTLS computation
overhead. This work detects the cyber security attacks i.e., DoS and DDoS before it reaches to IoT devices. This
proposed algorithm uses the concept of Trusted Entity (TE). The TE will be responsible for the exchange of preshared secret key by using the message authentication code (MAC) algorithm.
Fig. 6 shows the novel hybrid DTLS algorithm. The server and TE ﬁrst agree on the pre-shared secret
key K before the starting of handshake session. Now the TE and the client both share the key in order to
secure the communication between them. Whenever the client wants to start the handshake session with
the server, it will send request to the TE ﬁrst, after receiving request from the client, the TE will provide
the sequence number and secret key to the client.
The client will authenticate the Client Hello Message by deriving a message authentication C_auth using
the MAC algorithm. Here the MAC size is 16 bytes (128 bits). The authentication message code Cauth is
generated as,
Cauth ¼ MAC ðK; SN Þ

(1)

where Cauth is the client authentication code, K is the shared secret key and SN is the sequence number.
After generating the authentication code, the client appends the MAC with the Client Hello Message and
sends it to the server through TE to start the handshake session. On the server side, while receiving the
Client Hello Message along with authentication code from the client, the server checks the message
authenticity. Initially, the server generates its own authentication code as,
Sauth ¼ MAC ðK; SN Þ

(2)

where S_auth is the server authentication code, K is the shared secret key and SN is the sequence number.
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Client Hello

Authentication Verify
Server Hello
Certificate
ServerKeyExchange
CertificateRequest
Server Hello Done

Certificate
Client Key Exchange
CertificateVerify
[Change Cipher Spec]
Finished
[Change Cipher Spec]
Finished

Figure 6: Novel hybrid DTLS algorithm
The server then compares the client authentication code received from the client with its own generated
code, if both the codes are same, then it authenticates the client for the services. The server then sends the
Server Hello Message by proceedings with the Handshake. Or, if the codes are not the same, the server then
rejects the request of the client.
The novel hybrid DTLS used the concept of TE to minimize the chances of security attacks. The server
and TE pre-share and agreed on the secret key. Whenever the client wants to start a connection request with
server, the TE ﬁrst authenticates the client for server. Thus, server only further process and provide service if
the client is an authentic. The client only sends message through TE that ultimately reduce the overhead of
authentication of client on server and minimize the chance to leading the scenario where burden of service
processing imposed by attackers.
5 Implementation and Results
To evaluate the performance of our proposed novel hybrid DTLS algorithm, proposed algorithm
implemented in Cooja simulator and Contiki OS. Contiki is an open source operating system which is
designed for IoT constrained devices. Cooja is an open source network simulator used by Contiki OS.
5.1 Simulation Parameters
The parameters used for simulations are as shown in Tab. 1. These simulation parameters are used in
Contiki operating system. The mote used is Wismote having 16 KB of RAM. The DTLS used the
TinyDTLS library in this simulation. The DTLS cipher suite used is TLS_PSK_WITH_AES_128_CCM_8.
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Table 1: Simulation parameters
Environment

Parameters

Simulator
Number of motes
Sensor motes
Compiler
DTLS library
DTLS cipher suite
Application layer protocol
Network layer protocol
Link layer protocol
Radio propagation model
Operating system

Cooja
5
Wismote
Msp430-gcc (in Ubuntu)
TinyDTLS 0.8.2
TLS_PSK_WITH_AES_128_CCM_8
CoAP
6LoWPAN
IEEE 802.15.4
Unit disk graph medium (UDGM): distance loss
Contiki 3.0

5.2 Scenario Development
The framework proposed in this paper is divided into two scenarios i.e., implementation of standard
DTLS with DoS attack and implementation of proposed novel hybrid DTLS scenarios. Scenario 1 consists
of 5 wismote which running CoAP servers, 1 border router and 2 malicious nodes. Similarly,
scenario 2 composed of 5 wismote running CoAP servers and 1 border router. In scenario 1, mote 1 is
the border router while remaining 5 motes are CoAP servers with 2 malicious nodes (in purple), and all
motes are placed in transmission range of border router as shown in Fig. 7. The border router is used as
gateway for connection of external network with CoAP servers. The simulation environment for scenario
2 is as shown in Fig. 8 containing mote 1 as border router while remaining 5 motes are CoAP servers.

Figure 7: Standard DTLS implementation on cooja with DoS attack
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Figure 8: Proposed novel hybrid DTLS implementation on cooja
5.3 Results
This section describes the simulation results obtained. We considered the impact of handshake
processing time, energy efﬁciency, throughput and packet delivery ratio of our novel hybrid DTLS. This
implemented algorithm was then compared with the standard DTLS in terms of handshake processing
time, energy efﬁciency, throughput and packet delivery ratio.
5.3.1 Handshake Time Duration
Both the scenarios are simulated and have been compared in terms of Handshake Time. Firstly, the
simulation results obtained for the client are presented. Due to the presence of MAC algorithm the Client
Hello preparation message takes more time in the processing of Client Hello message. The Hello Verify
Request (HVR) message and Client Hello (CH) only belongs to the standard DTLS. Also the
authentication process in novel hybrid DTLS takes less time as compared to the veriﬁcation method used
by the standard DTLS as shown in Fig. 9. Also due to the computation of pre-shared key in the standard
DTLS, the CKE message processing takes more time as compared to the novel hybrid DTLS. Fig. 10
shows the total Handshake duration time on the client side.
At the client side, its clearly states that the total handshake time duration spent by the client is less in the
novel hybrid DTLS than the total handshake time duration spent by the client in the standard DTLS.
The handshake processing time on the server side also less by the delegation of few handshake steps due
to the existence of the trusted entity. Fig. 11 shows the DTLS Handshake time per ﬂight on the server side.
However, the Client Hello processing message which is received from client spent more time in the novel
hybrid DTLS as compared to standard DTLS due to the addition of few lightweight operations. The HVR
message and CH only belongs to the standard DTLS. The Client Key Exchange (CKE) processing time is
more as compared to standard DTLS due to the computation of pre shared key. The Client Finished (CF)
and Server Finished (SF) both also having the same processing time. The total handshake duration time
on the server side is as shown in Fig. 12.
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Figure 9: DTLS handshake processing time per ﬂight on the client side

Figure 10: Total DTLS handshake processing time on the client side

Figure 11: DTLS handshake processing time per ﬂight on the server side
Also, at the server side, the total handshake time duration spent by the server is shorter in the novel
hybrid DTLS than the total handshake time duration spent by the server in the standard DTLS. In overall,
the handshake processing time decrease by an average of 9% during the handshake session in the novel
hybrid DTLS compared to the standard DTLS.
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Figure 12: Total DTLS handshake processing time on the server side
5.3.2 Energy Efﬁciency
Energy efﬁciency is the most important metric, as it directly impacts on lifetime of the IoT devices. The
Contiki OS comes with a built in GUI tools called as Cooja and is used in simulators. The energy efﬁciency
of sensor device is measured by the energest_type_time () function which is built into the Contiki. The
function energest_type_time () outputs the clock ticks obtained from the time when the device is booted.
Fig. 13 shows the energy efﬁciency for both the novel hybrid DTLS and standard DTLS during
handshake duration.

Figure 13: Energy efﬁciency
The novel hybrid DTLS protocol requires 2080.92 μJ to establish a DTLS handshake session, while the
standard DTLS needs 2331.33 μJ to initiates the DTLS handshake session. Thus, an average of 11% of
energy efﬁciency for transmission is being achieved while using the novel hybrid DTLS compare to the
standard DTLS.
5.3.3 Throughput
Throughput is deﬁned as the number of packets transmitted successfully from source node to destination
node per second. For the good designed network, the throughput value should be high. The throughput value
should be decreased if it is attacked by any intruders. Fig. 14 shows the throughput of the network. We
calculated the throughput of the network with and without DoS attacks. It has been observed that
throughput value is high in our proposed algorithm as compare to the ratio during DoS attack scenario.
Its means that our proposed algorithm performs better and maximum number of packets are transmitted
successfully by blocking malicious packets.
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Figure 14: Throughput of network
5.3.4 Packet Delivery Ratio
Packet delivery ratio (PDR) is termed as the ratio of total number of packets delivered to the destination
node to the total number of packets sent from the source node in the network. Fig. 15 illustrates the packet
delivery ratio of network.

Figure 15: Packet delivery ratio of network
From the ﬁgure, it is clear that the PDR value obtained for our proposed algorithm is higher than that of
PDR value obtained during DoS attack which illustrates that maximum number of packets has been reached
to the destination node.
It has been clearly seen that during DoS attack less packets are reached to the source node which greatly
affect the throughput and packet delivery ratio of IoT constrained network. From the above results, it is
observed that the proposed novel hybrid DTLS increased the throughput and packet delivery ratio by
87% and 83% respectively. Hence our proposed algorithm minimizes the DoS attack for better efﬁciency
of transmission in IoT constrained network.
6 Conclusion
Logistics plays a signiﬁcance role in the economic growth of country. In logistics, the products which are
to be transported may be sensitive and perishable, and require controlled environment. Most of the
commercially available logistic containers are not integrated with IoT devices to provide controlled
environment parameters inside the container. This necessitates the need for designing and fabricating IoT

CSSE, 2022, vol.43, no.3

1311

based smart containers. Undoubtedly, IoT has a signiﬁcant impact in the implementation of smart container.
However, there exists many challenges, but one of the critical aspects, which need special attention, is the
adoption of state of the art security mechanism. Due to constrained nature of IoT devices, these are prone
to different cyber security attacks such as Denial of Service, Man in Middle and Replay. Therefore,
designing efﬁcient cyber security framework are required for smart container and is the main objective of
this research.
In this paper, a cyber secure framework is designed by implementing novel hybrid DTLS protocol in
smart container. The signiﬁcance of the proposed framework is to minimize the chances of cyber security
attacks and to improve the efﬁciency of energy transmission and utilization. Furthermore, the handshake
time, throughput and packet delivery ratio are also computed to evaluate the efﬁciency of novel hybrid
DTLS. From experimental results, it is shown that novel hybrid DTLS performed better compared to the
standard DTLS.
In the future, we are planning to extend the existing proposed framework to other IoT applications and to
validate the proposed framework on more real life case studies. Hence, it is stated that secure smart containers
can generate a valuable contribution to the subject of food waste as well as its security nowadays and it will
be proﬁtable in the future.
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