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Abstract: The wireless ad-hoc networks are decentralized networks with a
dynamic topology that allows for end-to-end communications via multi-hop rout-
ing operations with several nodes collaborating themselves, when the destination
and source nodes are not in range of coverage. Because of its wireless type, it has
lot of security concerns than an infrastructure networks. Wormhole attacks are one
of the most serious security vulnerabilities in the network layers. It is simple to
launch, even if there is no prior network experience. Signatures are the sole thing
that preventive measures rely on. Intrusion detection systems (IDS) and other
reactive measures detect all types of threats. The majority of IDS employ features
from various network layers. One issue is calculating a huge layered features set
from an ad-hoc network. This research implements genetic algorithm (GA)-based
feature reduction intrusion detection approaches to minimize the quantity of wire-
less feature sets required to identify worm hole attacks. For attack detection, the
reduced feature set was put to a fuzzy logic system (FLS). The performance of
proposed model was compared with principal component analysis (PCA) and sta-
tistical parametric mapping (SPM). Network performance analysis like delay,
packet dropping ratio, normalized overhead, packet delivery ratio, average energy
consumption, throughput, and control overhead are evaluated and the IDS perfor-
mance parameters like detection ratio, accuracy, and false alarm rate are evaluated
for validation of the proposed model. The proposed model achieves 95.5% in
detection ratio with 96.8% accuracy and produces very less false alarm rate
(FAR) of 14% when compared with existing techniques.

Keywords: Intrusion detection system; worm hole attack; genetic algorithm; fuzzy
logic; wireless ad-hoc network

1 Introduction

Wireless networks have gained wide recognition in recent years as it requires very minimal
infrastructure. The application of these networks can be seen in the field area of military, agriculture and
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emergency fields. On the other hand, wireless networks as a transmission medium provides an innate
advantage to any adversary who expects to spy in or disrupt the network [1]. Wireless ad hoc network is
a self-sorting and decentralized system. This network, in general, are prone to a variety of difficulties due
to wireless communication, resource constraints, and changeable topology. Security is a serious issue in
wireless ad hoc networks. Signatures are the sole thing that preventive measures rely on. Reactive
methods such as IDS, detect all types of threats [2].

Intrusion detection is becoming a vital approach for screening system movements and identifying
attacks in network like anomalous networks, unwanted network access, and hostile attack on computer
system. A major segment of present arrangements adheres to systems, but they do not react to unexpected
conditions [3]. There are two types of IDS: misuse and anomaly-based IDS. The most common type of
intrusion detection is misuse intrusion detection, which uses established criteria to recognize harmful
behaviour. These criteria serve as the foundation for identifying attacks that may include diverse fields of
system packets, such as source and destination addresses, source and destination ports, or some
watchwords in a packet’s payload. The problem of this detection method is that all known assaults are
programmed or specified in a database. Any new type of attack has to be updated in the database so that
the system classifies the new behavior as an attack. As a result, this model needs consistent overhauling,
however the advantage is they have less false positive rates. Anomaly based IDS recognize deviation
from ordinary audit data and alarm to potential obscure or new attacks without having any earlier
information of them. They display high false alarm rates; however, they have the capacity of identifying
obscure attack and play out their tasks of searching for deviations much quicker [4,5].

Wormhole attack is one of the common attacks in wireless ad hoc networks. It is simple to launch that it
requires no previous network knowledge. There is no need of compromising any normal node in the network.
It creates false route between the sources to destination that is very short compared with the normal route. It
makes confusion on the route discovery process and shows the ad-hoc network with wormhole attack
scenario. In this network Node ‘S’ and ‘D’ are the source and destination. The attacker 1 and attacker
2 are cooperative wormhole attackers with high end tunnelling connection of wired or wireless. If
attacker 1 receives route request packet it forwards to another end attacker 2 which is connected in long
distance and it immediately broadcast locally in the destination area. Thus, destination node sends route
reply to the node which is sent route request first. Attackers take this advantage to take the route through
their tunnel connection. Once Source node receives route reply packet it forwards the data through the
attacker node. After that attacker can able to capture the packets, analyze it and may forward or not.

Wireless Sensor Networking is a promising technology with applications ranging from heath care to
tactical military. Although WSNs feature enticing characteristics (e.g., minimal installation cost, unattended
network operation), the security of such networks is a major concern due to the lack of security (i.e., there
are no switches or gateways for monitoring the flow of information). As a result, in order to run WSNs
securely, any type of intrusion must be recognized prior to attackers may cause damage to the networks
(i.e., sensor nodes) or data destination (i.e., base station or data sink). Security threats on WSN is classified
into two types: passive and active. Passive attackers are often hidden and whether taps the communications
channel for collecting data or disrupt network’s functional aspects. Passive attacks are classified into four
types: eavesdropping, node malfunctioning, node tampering/destruction, and traffic analysis. Active attacks
are viewed as jamming, Denial-of-Service (DoS), hole attacks (wormhole, blackhole, sinkhole, etc.), floods,
and Sybil. All of these threats are detected by intrusion detection systems (IDS). In this research, a genetic
algorithm (GA)-based feature reduction intrusion detection system (IDS) is presented to reduce the number
of wireless features sets necessary to detect worm hole attacks. The reduced feature set was fed into a fuzzy
logic system for attack detection (FLS).
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2 Literature Review

2.1 Genetic Algorithm Based Feature Reduction

A An approach for feature extraction based on GA was proposed in [6]. This method used weighted
features for feature reduction. The comparison of this method with linear discriminant analysis provided
better accuracy. A new topology based on subset selection method and was compared with dynamic
subset selection was introduced in [7]. The fitness value was calculated based on the subset. The
selection-based subset was faster than dynamic.

Genetic Programming method was used in [8] for identifying new attacks on systems which reduced low
false negative and positive rates and improved high rate of distinguishing obscure attacks. GA technique for
taking in the IDS was proposed in [9]. It used KDD cup 99 feature set for intrusion detection. The
characters of the attacks such as smurf and warezmaster were summarized through the KDD 99. The
average detection rate was 59%. A steady state genetic-based machine leaning algorithm to identify attacks
was proposed in [10].

A method based on neural networks and GAwas proposed in [11] to reduce the feature set and the model
used KDD 99 cup set. This method was able to achieve higher detection rates by keeping up low false
positive rate.

GA combined with k-nearest neighbor was implemented in [12] for reduction of features and detect
DOS attack. For 19 features the known attacks shows that the accuracy was high and detection rate was
also high. For 28 features the unknown attack has an overall accuracy of 78%. The three kinds of genetic
fuzzy systems based on Michigan, Pittsburgh and iterative rule learning (IRL) techniques with
dimensional reduction principle for detecting the attacks was proposed in [13]. In [14], three techniques
based on hop count, neighbour list counts were combined to detect worm hole attack in Ad-hoc network.

IDS framework for wireless mesh networks that used the genetic algorithm-based feature selection and
multiple SVM classifiers was proposed in [15]. This approach selected the informative features of ever attack
type rather than the features shared by all attacks. GA-based feature selection was better for providing
security to wireless networks since it has higher accuracy, lower computational complexity, and lower
communication overhead.

A machine learning IDS in conjunction with the GA for features selection was proposed in [16]. For attack
classification, decision trees, SVM, random forests, extreme gradient boosting, extra-trees, and naive Bayes
were utilized. The fundamental disadvantage of this methodology is that it cannot detect new attacks.
Because the model was trained with limited set of attacks. According to a significant number of research
works, intrusion detection systems have a big number of feature sets that have been implemented. It can be
extrapolated that the vast majority of IDS only used wired offline data (KDDCUP). The majority of
intrusion detection systems were created for certain routing protocols. This research work focuses on
reduction of feature set and development of genetic and fuzzy based intrusion detection.

2.2 Fuzzy Logic System Based Feature Reduction

Various strategies for extricating Fuzzy principles specifically from numerical information yield
information for design characterization was proposed in [17]. Fuzzy standards with variable Fuzzy
regions were characterized by actuation hyper boxes which demonstrated the presence area of information
for a class and hindrance hyper boxes which restrained the presence of information for that class. The
fuzzy values were extracted from the numeric data to find the data reduction.

The tuning Fuzzy control runs by GA to make the Fuzzy control frameworks or behavior of network in
control process was proposed in [18]. The tuning method was used to find the fitness value. The
defuzzification method was used to find the best fit among all the defined values. The results show
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improvement in Fuzzy GA. A machine learning of Fuzzy controllers, called a Pittsburgh Fuzzy Classifier
System was proposed in [19]. Pittsburgh model of learning classifier frameworks utilized variable length
run sets and developed Fuzzy set participation capacities to detect the anomaly.

Different strategies used in [20] for developing a smaller Fuzzy arrangement framework comprising of
few semantic order rules. Authors used multi objective based genetic programming in order to reduce the
feature set and for fuzzy rule for detection. They found that the detection rate was very less compared to
GA. A genetic-based machine learning algorithm for outlining an IDS was proposed in [21] that
comprises of Fuzzy if-then principles with clear semantic understanding. Their aim was to create few
Fuzzy if-then standards from numerical information for a high-dimensional example grouping issue. Their
work they looked at the two methodologies of Fuzzy GBML with linguistics fuzzy for high-dimensional
data reduction.

A robust cooperative establishment of trust model was proposed in [22] to enhance the unwavering
quality of packet delivery in MANETs, especially within the sight of vindictive nodes. In the proposed
conspire, every node decides the reliability of alternate nodes as for solid packet sending by consolidating
direct trust data acquired autonomously of different nodes and second-hand trust data got by means of
suggestions from different nodes. Direct trust data for neighbor nodes is gotten by means of direct
perceptions at the MAC layer while direct data for non-neighbor nodes is acquired through criticism from
affirmations sent because of information packets. The proposed conspire uses data sharing among nodes
to quicken the meeting of put stock in foundation systems, yet is powerful against the proliferation of
false confide in data by malignant nodes. A topology for a cyber-attack and IDS was proposed in [23] to
identify the presence of attack. The computational methodology was used to calculate the IDS
performance parameters and to find source of cyber-attack.

2.3 Fuzzy and Genetic Based IDS

An anomaly-based intrusion detection system (IDS) combining fuzzy and neural network approaches
was proposed in [24]. Because of the usage of a fuzzy rule framework, the system is both lightweight and
versatile. The NN utilized in this work filtered the nodes, which improves the accuracy of the system. In
addition, using a fuzzy inference rule minimizes the quantity of nodes that must be examined in NN. The
only considerations that must be taken into account are node mobility and density. However, other than
the input parameters, this consideration has no effect on the NN structure.

In [25], for feature selection, a novel adaptive intrusion detection framework based on Fuzzy Rough sets
and Allen’s interval algebra was developed and tested on networks tracing data sets for selecting a huge level
of attack data for better attack predictions in WSNs. Furthermore, a rough set and fuzzy based nearest
neighbour approach (FRNN) was developed for the network traced data sets classification in order to
improve accuracy. To boost performance even further, this model adds genetic-based feature refining to
significantly improve performance.

To detect intrusions in a computer networks, a fuzzy rule–based classification system was deployed in
[26]. To increase classification rate, an approach based on GA for rule weights specification was presented. A
feature selection method could be used on an intrusion detection dataset to determine the most appropriate
feature subsets that will deliver better outcomes in the shortest amount of time.

3 Proposed Methodology

As part of this research work, we implement a Genetic based feature reduction system which is used for
feature reduction. This eliminates the irrelevant features thereby resulting in reduced training time and
increased system performance. This research work describes a model called genetic based fuzzy IDS that
is anomaly-based IDS for wireless ad hoc networks. An anomaly-based IDS for MANET should
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incorporate both distributed and cooperative properties in its architecture. It means that every node
participating in the network should equip with anomaly IDS that aims to find out any abnormal behavior
of wireless nodes.

Fig. 1 shows the conceptual model for this system. This work has four modules namely data collection,
data preprocessing, Genetic based feature selection module and fuzzy detection module.

� Data collection module: This module monitors traffic data and captures feature set values from
network layer. These values are stored in a table called neighbor table.

� Data preprocessing: This module processes real time data present over the network layer and transfers
the same to the next module.

� Genetic based feature reduction module: GA based feature selection determines and eliminates the
relevant features if any to minimize misclassification and improve the accuracy and processing time.

� Fuzzy based intrusion detection module: The reduced feature set namely hop count changes, Rx
power and drop ratio helps to build a faster training and testing process, and it is capable of
detecting the anomalies.

3.1 Genetic Based Feature Reduction Module

In-line Fig. 2 illustrate the framework of genetic based selection of features technique. This framework
used network data feature like PCH, PCR, Average delay etc., to identify & select the most relevant feature
set from the network layer. This is followed by deciding a search strategy. A data set with 3 to 4 features is
selected to detect the wormhole attack.

This framework focuses on designing an indirect approach to monitor the performance change of
detection approach with change in features. The experiment was performed by selecting network layer
features in real time environment. Results indicate that the detection accuracy has increased significantly.

3.1.1 Normalization
By using normalization, the values in the data sets are converted into the range of 0 to 1. The normalized

value of feature data x can be obtained by

N xð Þ ¼ x Fkð Þð Þ= max Fkð Þ � Fkð Þð Þ (1)

where Fkð Þ and Fkð Þ denote the minimum and maximum values of the kth feature over the training data set (1
<= k <= 12).

Figure 1: Conceptual model of gbf system
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3.1.2 Fitness Value
For this feature reduction main objective is to find the high correlation feature sets. This type of feature

sets can able to detect all the anomalies and also accurately. The overall fitness calculation can be computed
by taking the average CC of all chromosomes in the population. For example, x and y indicates the individual
feature sets and the CC is computed by using the following equation [27].

cc ¼ n
X

xy�
X

x �
X

y
h i� �

� sqrt n
X

x2 �
X

x
� �

2 �� ½n
X

y2 �
X

y
� �

2
h i� �

(2)

3.1.3 Steps for Feature Reduction Using GA

1. Initialize the population.

2. Take total number of Features–f1, f2, f3, …., fn (fn− nth feature).

3. Construct Chromosome - CS - CS1, CS2, …, CSn (CSn− nth Chromosome). Based on the level of
feature reduction, size of the chromosome is defined as 2, 3 or 4. Example CS1 − {f1, f2, f3}, CS2
− {f3, f4, f3}, …, CSn − {fn−2, fn−1, fn}

4. Initialize the population P by randomly selecting feature and construct the subset form search space.
Initially Chromosomes are filled with randomly picked feature.

5. To evaluate the Fitness function for each subset, CC is computed among the pair of individual
features and computes the average CC for each Chromosome CS1 – {f6, f3, f7}.

6. Find the Pairwise CC P(CC)of features (f6, f3), (f3, f7), (f6, f7).

7. CC of Subset CS1 is defined as CS1(CC) = Average Pairwise CC.

8. Finally Fitness is calculated as average value of Chromosome CC F(x) = ∑ CSi(CC)

9. Crossover – based on predetermined probability of crossover, crossover the chosen feature.

10. Update the new population with Chromosome of new features - P ← Pnew.

11. Evaluate – evaluate the fitness f(xi) of all individuals in P. Return the most fitted individual from P
Maximum Fitness value identified through multiple iteration.

12. Among the best fitness value in the population sets of features in the highest CC chromosome CSi
(CC) are selected for the anomaly detection. For example, CS2(CC) − {f4, f8, f9}.

Figure 2: Framework of genetic based feature reduction approach
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3.2 Fuzzy Intrusion Detection System

The FL system provides a new approach to classification and control problems. This method focuses on
what is expected of the system rather than model how it works. FL is a method of reasoning which can be
compared to the reasoning of humans. The decision-making process of humans is imitated by FL, involving
each intermediate possibility among digital values and NO and YES. Replicating the human’s decision of NO
and YES, the standard logic blocks that the computer understand takes accurate inputs and provides definite
outputs of FALSE and TRUE. Fig. 3 shows the block diagram of FL.

Lotfi Zadec, the inventor of FL, observed that while the process of human decisions making involves
quite the ranges of possibilities among NO and YES, unlike the computers. In order to detect the
anomaly and to reduce the features, fuzzy detection system is used. FL approach requires expertise in the
knowledge of formulation of the rule base, combination of the sets and de-fuzzing [28–32]. The reduced
feature set namely hop count changes, Rx power and drop ratio assists to create the faster testing and
testing process, to have lower resource consumptions and to maintain higher detection rate. The key part
in any fuzzy based IDS is fixing up the threshold value. It is a very difficult task and requires more
reliable technique, so that fuzzy rules are used to fixing up the threshold value in this method. The data
from the network are retrieved, finally fuzzy rules are created A node which exceeds this threshold value
is malicious node and this malicious node is excluded from the network topology [33–35]. Tab. 1
represents the fuzzy rules for the proposed model.

Figure 3: Block diagram of fuzzy logic

Table 1: Fuzzy rules

INPUT 1 INPUT 2 INPUT 3 OUTPUT

LOW LOW LOW VERY_LOW

LOW LOW MED LOW

LOW LOW HI LOW

LOW MED LOW MED
(Continued)
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The key part in any fuzzy based IDS is fixing up the threshold value. It is a very difficult task and
requires more reliable technique, so that fuzzy rules are used to fixing up the threshold value in this
method. The data from the network are retrieved, finally fuzzy rules are created A node which exceeds
this threshold value is malicious node and this malicious node is excluded from the network topology.

4 Experimental Analysis

Network simulator 2 (NS2) is used for the simulation model. The NS−2 parameters are listed in Tab. 2.
In the 1000 × 1000 m field all the nodes are deployed in random position. CBR (constant bit rate) applications
traffic was utilized. The range of the nodes was determined as 250 m. Source and destination are selected as
random. In this scenario numbers of nodes are fixed as 100 and the remaining parameters are same as in
Tab. 2. Attackers are placed randomly and varied from 0 to 10. For each attacker 10 times simulation
carried with different scenarios. The average value is plotted.

Table 1 (continued)

INPUT 1 INPUT 2 INPUT 3 OUTPUT

LOW MED MED LOW

LOW MED HI MED

LOW HI LOW HI

LOW HI MED HI

LOW HI HI MED

MED LOW LOW LOW

MED LOW MED VERY_LOW

MED LOW HI MED

MED MED LOW LOW

MED MED MED MED

MED MED HI HI

MED HI LOW MED

MED HI MED MED

MED HI HI HI

HI LOW LOW LOW

HI LOW MED MED

HI LOW HI MED

HI MED LOW HI

HI MED MED VERY_HI

HI MED HI VERY_HI

HI HI LOW MED

HI HI MED VERY_HI

HI HI HI VERY_HI
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4.1 Network Performance Analysis

The network performance parameters of GBF IDS for wireless ad hoc networks were analyzed utilizing
the parameters like delay, packet dropping ratio, normalized overhead, packet delivery ratio, average energy
consumption, throughput, and control overhead.

From Fig. 4 it is found that by varying the number of attacker delay is minimized in GBF based IDS. It is
observed that GBF achieves 57.9% less, statistical parametric mapping (SPM) achieves 44% less and
principal component analysis (PCA) achieves 25% less when compared to without IDS detection (Wo-
IDS). When comparing the IDS schemes delay is 25% low in SPM, 43.7% low in GBF compared to
PCA. GBF achieves 24.9% less delay compared with SPM.

Through modifying the number of attackers dropping ratio was minimized in GBF based IDS as shown
in Fig. 5. It is observed that GBF achieves 80.8% less, SPM achieves 72.55% less and PCA achieves 69.3%
less when compared to Wo-IDS. When comparing the IDS schemes dropping ratio is 10.3% low in SPM,
37.6% low in GBF compared to PCA. GBF achieves 30.48% less dropping ratio compared with SPM.

Table 2: Parameters of simulation

Simulation area (1000 × 1000) m

Total nodes 80 to 160

Total time of simulation 200 s

Size of packet 512 byts

Initial energy 100 J

MAC type 802.11

Attacker 2 to 10

Antenna model Omnidirectional

Total traffic 1–5

Application CBR
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Figure 4: Attacker vs. delay
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Through modifying the number of attacker packet delivery ratio was improved in GBF IDS as shown in
Fig. 6. It is observed that GBF achieves 85.4% more, SPM achieves 84% more and PCA achieves 83% more
when compared to Wo-IDS. When comparing the IDS schemes packet delivery ratio is 3% more in SPM,
13.8% more in GBF compared to PCA. GBF achieves 9% more packet delivery ratio compared with SPM.

From Fig. 7 it is found that by varying the number of attacker average energy consumption is minimized
in GBF based IDS. It is observed that GBF achieves 49% less, SPM achieves 45.05% less and PCA achieves
35.6% less when compared to Wo-IDS. When comparing the IDS schemes average energy consumption is
14.8% low in SPM, 21.7% low in GBF compared to PCA.GBF achieves 8% less average energy
consumption compared with SPM.

It is found that by varying the number of attacker throughput is improved in GBF based IDS as shown in
Fig. 8. It is observed that GBF achieves 85.47% more, SPM achieves 84% more and PCA achieves 83.4%
more when compared to Wo-IDS. When comparing the IDS schemes throughput is 3% more in SPM, 13.8%
more in GBF compared to PCA. GBF achieves 9% more throughput compared with SPM.
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Figure 5: Attacker vs. dropping ratio
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4.2 IDS Performance Analysis

Tables The IDS performance parameters of GBF-IDS for wireless ad hoc networks were analyzed
utilizing parameters like detection ratio, FAR, and accuracy.

It was discovered that by changing the number of attacker detection ratio was 78.7% higher in SPM,
82.04% higher in GBF compared to PCA. GBF achieves 18.3% high in detection ratio compared with
SPM shown in Fig. 9.

Fig. 10 represents by changing the count of nodes accuracy was 4% higher in SPM, 1% higher in GBF
compared to PCA. GBF achieves 5% high in accuracy compared with SPM.

Fig. 11 represents by changing the count of nodes, false alarm rate was 22.1% lower in SPM, 68.7% less
in GBF compared to PCA. GBF achieves 59.8% high in accuracy compared with SPM.

Detection ratio, accuracy, and FAR were measured as the IDS parameters. The proposed model achieved
95.5% detection ratio, which is 15% to 19% higher than the compared models. The proposed model
achieved 96.8% accuracy, which is 5.8% to 8.8% improved than the compared models. The proposed
model achieved 14% FAR, which is the lowest FAR compared to the other models. From the simulation
results it is found that detection ratio and accuracy is high in genetic based fuzzy Intrusion detection system.
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5 Conclusion

The primary focus of this research work is directed towards developing a GA based feature selection
algorithm with an attempt to reducing the feature set and confining the same to limited number of
relevant features. This model deploys genetic approach to identify & select the most relevant features
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Figure 9: Attacker vs. detection ratio
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present in the network layer. The feature sets are reduced into three and is given as an input to fuzzy IDS for
detecting wormhole attacks. Based on the Fuzzy system output the attacks are detected. It is observed that the
accuracy is 96.8% and, detection rate is 95.5% is achieved through GBF based intrusion detection system.
From the results of simulation, it was found that by changing the number of attackers IDS performance
Metrics Detection ratio & Accuracy is increased for genetic based fuzzy IDS when compared to other
techniques. The GBF based IDS scheme achieves 95.5% in detection ratio with 96.8% accuracy and
produces very less alarm rate of 14% when compared with existing approaches. In future, the proposed
model can be implemented with the Internet of Things (IoT) network for detecting the attacks in the IoT
using this IDS model.
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