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ABSTRACT

Among the end-users of the power grid, especially in the rural power grid, there are a large number of users
and the situation is complex. In this complex situation, there are more leakage caused by insulation damage
and a small number of users stealing electricity. Maintenance staff will take a long time to determine the
location of the abnormal user meter box. In view of this situation, the method of subjective fuzzy clustering
and quartile difference is adopted to determine the partition threshold. The power consumption data of
end-users are divided into three regions: high, normal and low, which can be used to screen users in the area
of abnormal power consumption. Then the trend judgment method is used to further accurately screen to
improve the accuracy and reduce the number of users in the abnormal range. Finally according to abnormal
power consumption auxiliary locate abnormal electricity users list box. Then the simulation environment is
set to verify the application of membership fuzzy clustering and trend judgment in power consumption data
partition.
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1 Introduction

In the low-voltage distribution network, especially in the rural-urban junction or rural power
network, the low-voltage users are many and scattered. Since power network has been used for
a long time and the construction is relatively backward, the insulation of some lines is aging,
some lines are laid with bare wires, some lines are winding around obstacles, so the fault rate
is high. In the user’s home, there are also some unreasonable line layout, mixed wiring of high
voltage and low voltage. In addition, insulation surface damage is also one of the reasons for
the failure. Therefore, leakage is one of the main faults. Since users in rural areas are scattered
and difficult to manage, there are also a small number of users who steal electricity. Based
on the above mentioned situation, whether a user reports a leakage fault or the monitoring
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system finds an abnormality, maintenance staff need to spend a long time to conduct manual
inspection, otherwise it is impossible to determine the location of the meter box of the user
with abnormal electricity consumption. So we study the automatic screening method of abnormal
electricity consumption. With the improvement of smart power grid, it automatically identify
abnormal electricity users by big data technology. The research has a wide application prospect.
Maintenance staff solve problems quickly with automatic identification technology, which can
improve customer satisfaction and standardize the power market.

At present, there are also some researches on that. Part of the study is to detect the
local damage of insulation by technical means. The performance of insulation is judged by
ultra-low frequency detection of dielectric loss in reference [1], and the insulation condition is
judged by partial discharge detection in reference [2]. However, the judgment of fault category
is relatively simple. In recent years, researches on abnormal electricity consumption of users are
mainly divided into two major aspects. Some studies identify the difference between the collected
electricity consumption data and the real value through various methods, that is, identify the
false positive rate of data collection. Most of them identify abnormal electricity data collected
by various clustering methods [3–5]. There are also studies that identify abnormal electricity
consumption data collected by influencing factors such as temperature and holidays [6]. Other
studies identify abnormal load data in the whole region [7–9]. These studies only identify the
authenticity of the collected data, and do not study the further application of these data to the
judgment of fault or electric theft. Another major aspect of electricity consumption research is
the determination of power theft by users. How to manually screen abnormal electricity meter
box [10]. How to analyze the suspicion degree of power theft by trend offset [11]. There are
also some studies on the diagnosis of abnormal demand side power consumption of distribution
network by using the method of characteristic algorithm [12–14]. Or the data mining technology
of electricity consumption can be used to judge users’ behavior of stealing electricity [15–17].
This kind of research only uses electricity consumption data to identify electric theft, without
considering the identification of local leakage faults that are common in low-voltage distribution
networks. In addition to the main studies mentioned above, there are also studies on the use of
electricity consumption data to analyze the operation of the power grid. Some of them study the
application of power consumption data in distribution network line loss anomaly analysis [18].
Some studies use electricity data for user identification [19]. Other studies have analyzed the rela-
tionship between the amount of electricity charged and the amount of electricity consumed [20].
The research in this respect will not be elaborated here.

To sum up, the above research did not use the method of user power consumption data
partition to simultaneously identify the leakage fault and power theft behavior of low-voltage
end users. In this paper, the method of membership fuzzy clustering combined with trend judg-
ment is used to screen abnormal electricity consumption. The position of abnormal meter box
is determined by dividing reasonable power consumption interval. The research can not only
reduce the inspection scope of operation and maintenance personnel, improve work efficiency,
but also facilitate the implementation of computer programs, which has high practical application
significance. User’s power consumption behavior can be described by user load data. Due to the
large amount of electricity data of users and its randomness, it is always difficult to divide the
reasonable range of electricity consumption of users. Abnormal power consumption in residential
areas mainly includes two areas in opposite directions: low-voltage failure of power system or
power theft by users. Forward high abnormal interval indicates insulation damage and leakage.
Reverse low position abnormal interval indicates the suspicion of electric theft. Therefore, this
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paper mainly studies the division of electricity consumption interval. After the interval threshold
is determined, the electricity consumption can be preliminarily judged according to the interval
where the user consumes electricity.

2 Theory of Comprehensive Screening for Abnormal Data of Consumer Electricity Consumption

The integrated screening theory process structure includes a preliminary analysis of the data
platform, subordinate fuzzy clustering model and trend assistant judgment model [21]. Due to
the large base of electricity users, strong randomness of power load and incomplete information,
the research of interval fuzzy membership clustering is introduced in order to scientifically char-
acterize whether users have fault or electricity theft behavior. Based on the membership fuzzy
clustering model, the clustering interval of membership degree and density was constructed by
using the electricity consumption of users in the distribution network station, and the table box
of abnormal users was preliminarily determined to reduce the scope of investigation. Considering
that the historical power load data of electricity users have a certain sudden irregularity, and
the ranges of too high and too low power load represent the abnormal electricity consumption
of users. Thus, with the help of the trend-aided judgment model, the statistical window period
of power load is determined, and the abnormal user meter box is filtered out more accurately
according to the fitting slope, so as to improve the accuracy of electricity consumption analysis.
Its hierarchical structure is shown in Fig. 1.

The on-line monitoring platform of power system can monitor and collect the data of master
electricity meter and user electricity meter in real time. When the total value of the electricity
meter is suddenly much greater than the sum of the user’s electricity meter, it can be judged
by manual inspection whether there is local insulation damage or small current earth leakage
fault in the low-voltage distribution line before the user’s electricity meter. Data platform In
general, the station meter is approximately equal to the sum of the user’s meter readings, because
of the line loss, not exactly equal. At this time, the monitoring and identification system has
been automatically identifying and judging without manual inspection. The first according to the
subordinate fuzzy clustering model can preliminarily divide the abnormal power consumption
interval. With the help of membership function, the membership degree of daily load curve
of different users is calculated. Combined with the density curve of one-dimensional normal
distribution, the division thresholds of different intervals are obtained. Divide high and low
power consumption by threshold. As a result, the abnormal interval is determined, and the user
meter box of abnormal power consumption is preliminarily determined. The trend-aided judgment
model can screen and determine the power failure table box and the suspected power theft table
box in the abnormal range. Considering that the electricity consumption of normal users is
relatively stable, while the electricity consumption of leakage users shows a rapid upward trend,
the power consumption trend of electricity-stealing users tends to slow down after a decline, in
view of this, we can consider the electricity load of suspected users in the past few days as
the statistical window period, taking into account the downward trend and upward trend during
the period. Using the slope obtained by straight-line fitting of electric quantity as a measure,
if the slope continues to decrease with time, it is considered to be suspected of stealing electricity.
Or the slope rises, it is considered that it is possible that the user has a leakage fault. Finally,
filter out the required users to form a list of key table boxes.
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Figure 1: Excavate structure of mining theory

3 Application of Membership Fuzzy Clustering Method in Abnormal Power Consumption Screening

3.1 Power Consumption Membership Degree Density Fuzzy Clustering
Although users’ electricity consumption is related to users’ behavior patterns, climatic factors,

geographical environment and other factors, resulting in different fluctuation ranges, the hori-
zontal comparison at the same time is more accurate. In order to dig out the abnormality of
electricity consumption, the interval of user electricity consumption is divided. The membership
fuzzy clustering model constructs the membership degree based on the membership function,
and divides the membership value into distribution interval, which corresponds to the electricity
consumption of users. The customer classification is mainly the electricity interval classification,
which divides the evaluation standard interval of “trough”, “normal” and “peak” user load
according to the daily electricity consumption of users as the benchmark. Before the evaluation,
the electricity consumption of users is unified as the degree of membership, so as to reduce the
dispersion of interval division.
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P is the maximum power consumption of users in the station area, g is the minimum
electricity consumption, and QD is the daily electricity consumption of users, λi is the membership
value of a user’s electricity consumption. The membership value is established by gradually small
membership function by Eq. (1).

λi = QD− g
p− g

(1)

The electricity consumption of users varies greatly with the change of seasonal temperature,
which is larger in winter and summer, but less in spring and autumn. If the electricity con-
sumption is directly used for data analysis and mining, the numerical value varies greatly and is
scattered, so here we first convert the electricity consumption value into the membership value.
Then in different seasons, the data will not be very different, data analysis methods still apply.
Fig. 2 is a schematic diagram, setting a number of users. The horizontal axis represents each
user. The vertical axis is the electricity consumption of each user. The red line is the actual
electricity consumption, and the blue line is the power consumption membership value. Even at
different times of the season the variation range of electricity consumption is larger, while the
variation range of membership value is small. It is a relative value which is more concentrated
and convenient for analysis. In the calculation of membership value, the values of maximum and
minimum power consumption can be artificially adjusted according to the actual value.

Figure 2: Comparison between electricity consumption and membership value of electricity con-
sumption

According to statistics, the average value of the statistical data of the evaluation index can
best reflect the average characteristic of this index. The greater the deviation from the mean
value, the greater the deviation from the average characteristic. Therefore, the membership value
is used as a variable to describe the three fuzzy interval concepts of “trough”, “normal” and
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“peak”. According to the historical samples, draw the one-dimensional normal distribution curve
by Eq. (2).

f (λ)= 1√
2πσ

exp

(
−(λ−μ)2

2σ 2

)
(2)

Among them, f (λ) is the probability density function of membership degree, λ is the mem-
bership value of electricity consumption, μ is the expected value of electricity consumption and
σ 2 is the value of house difference as shown in Fig. 3.

Figure 3: Probability distribution map of membership degree

3.2 Power Consumption Division Based on Interpolation Quartile Difference Method
According to the number of each user in the power station area of the low-voltage dis-

tribution network and the actual power consumption, the threshold is divided by probability
interpolation quartile difference method [8]. The total number of users in the power station area
is N, sorted according to the power consumption. Then, the position of the initial fuzzy value of
the low interval threshold is Eq. (3).

Wd =
n+ 1
4

(3)

The position of the initial fuzzy value of the high interval threshold is in Eq. (4).

Wq = 3 (n+ 1)
4

(4)

Take the position of the threshold as an integer and interpolate it.

λd = 0.25̃λd_[Wd ]+ 0.75̃λd_[Wd ]+1 (5)

λq= 0.25̃λq_[Wq]+ 0.75̃λq_[Wq]+1 (6)
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According to Eqs. (5) and (6), interval thresholds with abnormally low electricity consump-
tion and interval thresholds with abnormally high electricity consumption can be obtained, as
shown in Table 1. If the preliminary probability screening number of users is large, it is not easy
to omit, but the further analysis of the calculation is large. If the probability range is small,
the number of users is small. Although the amount of calculation and analysis is small in the
later stage, it is easy to omit. In practical application, the threshold value can be directly divided
manually according to the probability, because the event with 5% occurrence probability is usually
a small probability event.

Table 1: Evaluation standard of user power load

Evaluation interval Trough Normal Peak

Membership degree of electricity load 0→ λd λd → λq λq→ 1

4 Auxiliary Judgment of the Changing Trend of Electricity Consumption

Due to the large scale of the distribution network, complex terminals, local insulation or
faults caused by frequent, from the phenomenon, the final result of leakage is reflected in the
difference between the total power consumption and the actual electricity consumption. From the
investigation experience, the power company needs to compare and analyze the electricity load
of the historical time of the abnormal electricity meter box to analyze qualitatively. However,
considering that the historical data may have sudden irregularity, this experience cannot improve
the accuracy of screening. The trend assistant judgment model is selected, the electricity load
of users is compared with historical data periodically, and the upward and downward index
of electricity consumption trend is taken as the evaluation index of electricity leakage. Using
the electric quantity to do straight line fitting, the slope obtained is measured. If the electricity
consumption trend of the user obviously changes to a great extent, then the possibility of leakage
of the user is very great. On the contrary, if the trend of electricity consumption is declining, it
means that users are suspected of stealing electricity.

The electricity consumption of a user on the first day is f1. When counting the decline trend
index of a certain day, set the interval of 5 days before and after the first day as the statistical
interval, and calculate the change trend of electricity in these 11 days. The slope of 5 days before
and after day i for a total of 11 days is obtained by the least square method.

f = 1
11

i+5∑
i−5

fi (7)

l= 1
11

i+5∑
i−5

li (8)

ki =
∑i+5

i−5

(
fi− f

)(
li− l

)
∑i+5

i−5

(
li− l

)2 (9)
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In the Eqs. (7)–(9) is the average electricity load of the consumer during the statistical
window period, l is the average of the slope change of each day during the statistical window
period with the change of the power load every day, and ki is the trend of electricity consumption
on the first day. f i is the number of electricity loads used by users on the first day, and l is the
number of days.

According to the average value, the change trend of electricity consumption of users can be
obtained, the slope of electricity consumption of users can be calculated, the change trend of
electricity consumption within 11 days can be compared, and the users whose change trends are
inconsistent can be listed. From the analysis of periodic calculation results, it can be found that
the electricity consumption of normal users is relatively stable, while the electricity consumption
of stealing and leakage users shows a downward trend, and then tends to be smooth, and
the positive high abnormal interval indicates that the user has insulation breakage, leakage and
other fault possibilities. if the electricity consumption trend is continuous decline or rising, it is
considered to have a certain suspicion of electricity leakage. Finally, filter out the required users
to form a list of troubleshooting.

5 Example Analysis

Taking a typical station in Guangxi Province as the experimental environment, there are both
leakage fault users and power theft users in this station. There are a total of 312 households
in the station area, among which there are one household with local leakage fault users and
one household with stolen electricity users. According to the daily electricity consumption data
of all users in a certain area, based on the fuzzy clustering method of membership func-
tion, the membership value of electricity consumption of each user is calculated according to
Eq. (1). According to the clustering density distribution, the corresponding membership values of
consumer electricity consumption by Eqs. (5) and (6). λd is 9.5 and λq is 11, respectively. Through
the distribution cloud map, we can directly show the membership value of other electricity load
values close to each evaluation interval, as shown in Fig. 4.

Figure 4: Cloud image of user’s power load membership

According to the interval threshold drawn by the quartile difference method, there are 36
users in the low interval, there are 38 household electricity consumption in high range. If the
interval threshold is divided according to small probability events. There are 6 users in the low
range and 7 households in the high range. Different threshold partitioning methods will screen out
different number of users. The number of selected users is large, so it is not easy to miss target
users, but it will affect the efficiency of manual inspection or further calculation. The number of
selected users is small, so it is easy to miss target users, but the workload of manual inspection
or further calculation is much smaller. Therefore, in the division of interval threshold value, the



EE, 2022, vol.119, no.2 763

power grid company can adopt different methods according to the actual needs, or manually set.
Since the users of electric theft are in the low range, the electricity consumption data of the
users of electric theft are selected for further analysis. In the high range select a leakage user and
a normal user to do a comparative analysis. With the help of the membership fuzzy clustering
model, it is found that user A is in the low interval, user B and user C is in the high interval.
Using the trend assistant judgment model, the consumer electricity consumption No. 1 to No. 11
is selected as the statistical window period, and the slope obtained by straight line fitting is used
as the measure. Table 2 shows the downward trend of electricity consumption of user A, Table 3
shows the upward trend of electricity consumption of user C, and Table 4 shows the upward
trend of electricity consumption of user B.

Table 2: User A declining trend of user electricity

Time 1 2 3 4 5 6 7 8 9 10 11

Indicators 8 8 7.6 7.5 6.4 4.3 2 2.1 2.25 3 2.28

Table 3: User C Rising trend of user electricity

Time 1 2 3 4 5 6 7 8 9 10 11

Indicators 3.2 3 4.6 7.5 7.4 7.3 7.9 8.1 8.25 8.3 9.28

Table 4: User B Rising trend of user electricity

Time 1 2 3 4 5 6 7 8 9 10 11

Indicators 4.1 4 3.5 4.5 4.6 3.4 4.8 4.2 4.2 4.3 4.2

By comparing the daily electricity consumption of this user with the average daily electricity
consumption of the community, we find that the electricity consumption level of user A has
been in a state of obvious decline, and maintained an obvious level in the later stage. The level
of electricity consumption of user C has been in a state of obvious increase, and the trend
of electricity consumption has increased significantly in a short period of time. Although the
electricity consumption of user B is in a high range, the electricity consumption of user B is
always stable. Therefore, according to the forward high abnormal interval indicates the possibility
of insulation damage, leakage and other faults, and the reverse low abnormal interval indicates
the suspicion of power theft, it can be determined that user A is suspected of power theft and
user C is suspected of power leakage. User B is excluded from further screening. Power grid
companies can arrange on-site inspection according to the screening results.. Of course, if the
grid company has enough manpower and is not willing to miss out on suspected users, it can
make door-to-door inspections based on the primary results.

6 Conclusions

In this paper, the methods of subordinate fuzzy clustering and trend assistant judgment are
used to analyze the abnormal power consumption. The following conclusions can be drawn:
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(1) The membership fuzzy clustering method can be used to screen the power consumption of
users through the historical electricity consumption information of users, and help to distinguish
the abnormal power consumption. According to the needs of the actual situation, the interval
threshold can be flexibly divided by the quartile difference method or small probability events.

(2) The judgment of power consumption trend can further accurately judge the fault and
electricity theft, reduce the workload of staff.

(3) Through the screening of abnormal electricity users, the working efficiency of the staff
can be improved and reduced the number of manual inspections. Reduces troubleshooting time
by identifying the abnormal use of the meter box.
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