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Abstract: Most smartphone users prefer easy and convenient authentication without remembering complicated passwords or drawing intricate patterns. Preferably,
after one-time authentication, there is no veriﬁcation of the user’s authenticity.
Therefore, security and privacy against unauthorized users is a crucial research
area. Behavioral authentication is an emerging security technique that is gaining
attention for its uniqueness and transparency. In this paper, a behavior-based
authentication system is built using swipe movements to continuously authenticate the user after one-time traditional authentication. The key feature is the selection of an optimal feature set for the swipe movement. Five machine learning
classiﬁers are used, of which random forest is selected based on the best values
of accuracy and F-measure. A real-time system is developed by shifting all of
the computational power to a cloud server to overcome the smartphone’s computational limitations. The system is tested on three smartphones, and it is found that
a minimum of seven swipes is sufﬁcient to check user authenticity. In our experiments, the proposed feature set performs better than a state-of-the-art feature set.
Keywords: Smartphone security; behavioral biometrics; mobile security; feature
set selection; swipe behavior

1 Introduction
The modern smartphone has become an essential part of every person’s life, from waking until going to
bed. It was estimated that 80% of internet access was from mobile phones in 2019 [1,2]. Security concerns
have grown with the increasing ubiquity of smartphone usage because a smartphone contains social media
applications, personal ﬁles, and banking and business information. During use, a smartphone’s built-in
sensors, such as the touchscreen, accelerometer, gyroscope, microphone, camera, and light sensor, can be
used to obtain identity information [3–11]. Continuous authentication is inconvenient in scenarios such as
when the user’s face is not in front of the camera [12]. Continuous authentication with these sensors is
not optimal because the user must repeatedly face the camera or continue talking. Moreover, such
authentication requires signiﬁcant memory and computational power due to the audiovisual data. The
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accelerometer and gyroscope are suitable for motion-speciﬁc activities [10], such as picking up the phone to
receive a call or while walking or running. However, these techniques are unsuitable when the smartphone is
not moving [13]. The touchscreen is highly reliable for continuous authentication because touch gestures
contain identity-rich behavioral features [13,14]. The swipe movements’ traces are similar for a given
user and different from other users [15]. Swipe gesture-based identiﬁcation can potentially authenticate
users while requiring no additional activities.
A suitable touch dynamic feature set is needed to improve the continuous authentication system used for
any interface containing swipe movements. A real-time system must be developed and implemented. This
study has three objectives: (1) identify all possible features for swipe movement and apply them to ﬁnd
the best-suited classiﬁers; (2) use step forward feature selection (SFFS) to select the best-performing
subset of features according to the F-measure and accuracy; (3) develop an Android application that
works in a real-time scenario to evaluate the proposed solution. Identifying the optimal and most suitable
features of a swipe-based authentication system and their real-time implementation and evaluation are
signiﬁcant contributions of this study. To overcome the limited computational capabilities of a mobile
device [16–18], the intensive computation of machine learning algorithms has been shifted to a cloud
server [18,19].
The rest of this paper is organized as follows. Section 2 discusses related work. The system is described
and explained in Section 3. Section 4 presents the results and discussion.
2 Related Work
Swipe behavior-based authentication can be used to unlock an application, that is, one-time
authentication, and for continuous authentication after unlocking it. One-time authentication can be used
at the entry point using a pattern lock [20] and using a swipe to unlock the screen [21,22]. In this
method, user behavior is observed along with the correct movement. One-time authentication has the
limitation of single-point–based authentication. Once a person successfully enters the system, there is no
further validation check. A person who has a username and password or other entry credentials may not
be the right user, as these can be copied, stolen, or hacked. An additional security layer of behavioral
authentication can be added by considering the time it takes to enter the password [23]. It has been
postulated that an intruder would not be authenticated due to the difference in the time taken to type the
password. However, this fails to consider the possibility that an intruder might type the password at the
same speed. To ask the user to repeatedly enter a password or scan a ﬁnger does not seem feasible.
Behavioral biometrics using optimal features can address these challenges through continuous
authentication.
Behavioral biometrics can be used to continuously validate the user’s identiﬁcation by gauging mobile
usage behavior. Every person uses a mobile device differently [24] and has different body measurements.
Therefore, every person interacts with a mobile differently due to different touch sizes and ﬁnger sizes.
These differences can be used for continuous authentication. The swipe is the most used gesture on a
smartphone touchscreen [25], in vertical (up, down) and horizontal (left, right) directions. The swipe
gesture has features such as length, absolute length, starting and ending coordinates, pressure, area, and
direction, which vary among users. The literature has not sufﬁciently addressed swipe gesture features for
continuous authentication. However, some studies have shown that swipe gestures can improve
continuous authentication effectiveness on a mobile phone [26,27].
Horizontal and vertical strokes have been used to acquire the user’s behavioral data. A study identiﬁed
the two most discriminative features from experiments: (1) the ﬁnger area and ﬁnger pressure by measuring
in the middle of the swipe, and (2) the absolute length between two endpoints [26]. An application was
developed, and data were collected on eight different mobile phones and tablets. The study achieved
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more than 95% accuracy using k-nearest neighbor (KNN) and random forest (RF) classiﬁers. The data were
collected using two interfaces, namely, vertical and horizontal strokes.
Likewise, 15 swipe features related to coordinates, distance, orientation, and direction were extracted to
continuously authenticate the user [27]. In this study, every swipe gesture was checked for authentication,
and a trust level was built. If the trust level dropped to a speciﬁc threshold, the user was rejected. This
authentication seems reasonable in theory, but computationally, it is costly due to successive classiﬁcation
operations. The time consumed to authenticate the user depends on the phone’s computational power.
In another study, nine swipe modality features related to time, distance, area, pressure, velocity,
acceleration, and the magnetometer were extracted for the user’s continuous authentication from one
swipe event [28]. This study used the swipe movement as a single movement, whereas a swipe is fourdirectional. The direction of movement cannot be ignored because directions have different features. For
example, in swipe-up and swipe-down movements, the ﬁnger moves up and down, respectively. Both
cases have different starting and ending positions, pressures, and touch areas. The proposed solution was
not evaluated using real-time applications. Horizontal swipe features were extracted using a speciﬁc area,
the swipe button was at a speciﬁc place, and the swipe movement was limited to a speciﬁc area. Another
study examined features related to duration, velocity, acceleration, pressure, and area [29]. Like the
previous study, no system was developed for real-time evaluation of the proposed solution.
Both the above studies used features related to the accelerometer and gyroscope, which are suitable only
for motion-speciﬁc activities [30], such as picking up the phone or receiving a call while walking or running,
to measure distances. These features are not useful when the device is not moving [13,31–33].
Considering the solutions mentioned above and their limitations, Tab. 1 shows that existing feature sets
are incapable of providing an optimal and effective solution for continuous authentication using swipe
gestures. Optimal swipe feature set selection (FSS) and real-time evaluation are their main limitations.
Table 1: Comparative analysis of existing touch dynamic authentication methods
Study Continuous Cloud Swipe

Interface

Application Classiﬁcation Mobiles/ RealBuild
Tool
Tablets Time
Testing

Feature
Set
Selection

[23]

At the
Yes
entry point

No

No

Yes

–

[28]

After the
No
entry point

Swipe as
one
movement

[29]

After the
No
entry point

[34]

After the
Yes
entry point

No

Yes

1

Different Yes
interfaces

WEKA

1

No

Horizontal
swipes

Slider

Yes

WEKA

1

No

Used
others’
dataset

No

No

Tensor Flow

–

No

3 Description of Proposed Model
The proposed model, as depicted in Fig. 1, has the three stages of data acquisition, classiﬁer and feature
set selection, and implementation and evaluation. All possible swipe-touch movement features at the ﬁrst
stage were identiﬁed from the literature and Android documentation. An application was developed to
acquire data from different users for preliminary analysis. In the second stage, preprocessing removed

574

IASC, 2021, vol.29, no.2

outliers from the data, and features were extracted from the raw data. The best-suited classiﬁer was selected
using these features. Next was feature set selection, where different combinations of features were tested, and
the best-performing feature set was selected. A real-time evaluation was done in the third stage, using the
classiﬁer and the feature set derived from the second stage. The real-time system was developed by
ofﬂoading the heavy processing load of machine learning from the mobile device to a cloud server. The
system was trained and tested using data of both legitimate users and imposters. A trained model was
built using the training data; testing data were used to evaluate the trained model, and results were generated.

Application
Development
Data Acquisition
Data Acquisition
(Training /Testing)

Pre-processing
Classifier and
Feature Set
Selection

Feature Extraction
Classifier Selection
Feature Set
S l i

Implementation
and Evaluation

Testing

Training
CLOUD
Trained
ned
Model

Model
Mo
Evaluation
Results

Figure 1: Proposed model
The work was done in two phases. The ﬁrst phase had the two stages of classiﬁer and feature set
selection; in the second phase, a real-time system was built for evaluation.
3.1 Phase 1
3.1.1 Feature Identiﬁcation and App Development
All possible features related to touch events, especially swipe movements, were identiﬁed from the
literature and Android documentation. Initially, 16 features were used: start-pressure, end-pressure,
average-pressure, start-ﬁnger-area, end-ﬁnger-area, average-ﬁnger-area, start-x-position, end-x-position,
start-y-position, end-y-position, swipe-angle (direction), swipe-duration, average-speed, rectangular-areaunder-swipe, length, and absolute-length of swipe. A swipe is a four-directional movement, so feature
level fusion was performed to make a generic model for all directions. An Android application was
developed to collect behavioral data transparently. The user would be unaware of the authentication
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procedure; his/her movements would be recorded and veriﬁed continuously in the background while using
the application naturally.
3.1.2 Data Acquisition
Three smartphones were used for data collection: (1) Samsung Galaxy J7 Pro: 5.5-inch screen, Android
7.0, Octa-core processor, 1.6 GHz, 3 GB RAM; (2) Samsung Galaxy J7 Prime: 5.5-inch screen, Android
6.0.1, Octa-core processor, 1.6 GHz, 3 GB RAM; (3) Xiaomi Redmi 1S: 4.7-inch screen, Android 4.4.4,
Quad-core Max processor, 1.6 GHz, 1 GB RAM. Only the Samsung Galaxy J7 Pro was used for
classiﬁer and feature selection. All three mobiles were used for evaluation. Data were initially collected
from 54 participants (23 females and 31 males), and we collected complete data from 45 participants
(20 females and 25 males) at the end of the day. Most were undergraduate students; others were
postgraduate students and faculty members. All participants were experienced mobile users of ages 19 to
43. The purpose of data collection was explained to them, and instructions were given about application
usage. A consent form was signed before data collection.
An application was built to collect data in the background. A participant’s touch behavioral data were
collected when using the application. Swiping ﬁnger movements were collected in the up, down, left, and
right directions. Diagonal up and down movements were treated as up and down, respectively, and
diagonal left or right movements were treated similarly as left and right. Data collection occurred in a
controlled environment in which a participant was required to perform a speciﬁc number of moves in
each direction. Data were collected three times during the day; namely, morning, afternoon, and evening,
to ensure data consistency. Subject to the participants’ availability, the data collection gap was around
two to three days at different times. Each time, a user had to perform around 400 swipe movements
(100 in each direction). Users could provide data in any posture, such as sitting, standing, or walking.
3.1.3 Data Preprocessing and Feature Extraction
The raw data might contain errors or outliers, so preprocessing was necessary. The raw data were
directly obtained from the smartphone memory and shifted to the computer for preliminary analysis. For
example, some outliers were detected, for example, touch features equal to zero or missing or values out
of the normal range because of an inappropriate touch event. In these cases, the length and absolute
length values would be out of range as not belonging to a swipe movement, so it was necessary to delete
the whole vector. Outliers were manually deleted in the ﬁrst phase and handled directly from the second
phase’s mobile device. Some features, such as starting and ending coordinates, pressure, and area values,
were taken directly from the raw data. Others, such as direction, absolute length, and rectangular area
under the swipe, were derived later from the raw data.
3.1.4 Classiﬁer Selection
WEKA (version 3.8) was used for preliminary data analysis because of its graphical user interface
(GUI). WEKA can tune many classiﬁers at a time, and metrics such as confusion matrix, accuracy, and
F1-measure were obtained. After ﬁnalizing the classiﬁer, a Python application was developed for
classiﬁcation in the second phase. The next step was to select the best-performing machine learning
classiﬁer. Five classiﬁers were chosen based on a previous study [35]: (1) support vector machine (SVM),
(sequential minimal optimization (SMO) in WEKA); (2) neural network (multi-layer perceptron (MLP) in
WEKA); (3) KNN (IbK in WEKA); (4) decision tree (DT) (J48 in WEKA); and (5) RF. SMO and MLP
are found in the functions category in WEKA, IbK in the lazy category, and J48 and RF in the trees
category. Data were collected from 45 participants. Only one of the 45 users was legitimate, so there was
a need to handle imbalanced data. To do this, stratiﬁed k-fold cross-validation was used for each classiﬁer
using evaluation metrics such as accuracy, false-positive rate (FPR), precision, recall, and F1-measure
[36–38]. The data proportions of imposters and legitimate users were set to 80% and 20%, respectively.
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Stratiﬁed k-fold cross-validation has an equal proportion of imbalanced classes in each fold [36,38], and
all folds are used for both training and testing. WEKA uses stratiﬁed cross-validation by default [39]. The
data were fed to each classiﬁer one by one using stratiﬁed k-fold cross-validation to obtain the evaluation
metrics. These metrics are important in different scenarios, so we considered all of them. Accuracy works
better on a balanced dataset in which all classes have equal weight but does not perform well with
imbalanced data. For example, if the partitions of legitimate and imposter data are 10% and 90%,
respectively, then the output is biased toward the imposter data. The false-positive rate shows the ratio of
negative instances that are predicted positive (we desire to minimize this). Precision works well when
rejecting a legitimate user is acceptable but to accept an imposter is not. Recall works well when
accepting an imposter is acceptable but rejecting a legitimate user is not. Ideally, both precision and recall
are high and closer to 100%. In this scenario, instead of looking at two values, a single-value FM is used.
FM is the harmonic mean between precision and recall. FM should ideally also be close to 100%. In our
study, FM was the most signiﬁcant value for making decisions. The classiﬁers were tested with different
combinations of true and false data proportions, as explained in Section 4.1.
3.1.5 Feature Set Selection Method
We used SFFS for feature subset selection for two reasons: ﬁrst, it can be used with any selected
classiﬁer; second, each added feature’s impact can be checked. The subset of best-performing features
was selected by starting with the null feature and adding individual features using this method. The ﬁrst
feature was selected in the ﬁrst cycle; this was tested with the remaining features in the second cycle, and
the best-performing combination was selected for the next cycle. This process continued until the bestperforming feature set was selected. The process is shown in Algorithm 1.
Algorithm 1: Feature subset selection
FS (Feature Set), FSS (Feature Subset), f1 (FM), CFS (Current Feature Set)
1. Start
2. Initialize FSS ={}, f1 = 0, accuracy = 0, i =1
3. FS = {f1, f2, …fk}
4. FSS = FSS.append FS(i)
5. Classiﬁer (FSS) / Get Current- f1 & Current-accuracy
6. If Current- f1 ≥ f1 & current_accuracy ≥ Accuracy
7.
CFS = FSS, f1= current_ f1, & Accuracy = current_accuracy
8. Else i = i+1
9. If i ≤ k
10.
Goto 3
11. Else
12.
FSS = CFS, FS = FS.remove(FSS), k = k-1, i =1
13. If k = 0
14.
Stop
15. Else Goto 4
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3.2 Phase 2
A Python application was developed for data collection, analysis, classiﬁcation, and ﬁnalization of the
second phase’s decision score. The application worked in the background and collected behavioral data
without disturbing the user’s routine activities. After preprocessing and feature extraction, the data were
shifted to the server for classiﬁcation, as shown in Fig. 2. For the ﬁrst-time usage, the system was trained
by providing multiple input values from the training data, and in the testing phase, the user’s authenticity
was continuously checked. A training model was built in the training phase for use in authenticating the
user in the testing phase. Based on the similarity score, further action could be taken.

Figure 2: Implementation
3.2.1 Development
For real-time testing, the Android application was modiﬁed to send and receive data between the
smartphone and the cloud server. All preprocessing and feature extraction occurred on the smartphone.
The selected classiﬁer and feature set from Phase 1 were developed in the Python program and put on the
server. The mobile device data came in training and testing modes, for which the ﬁles train.csv and test.
csv, respectively, were created on the server. Data came to the server in the JSON format, which was
converted to the CSV format. The train.csv ﬁle was built once at training time, and test.csv was recreated
each time new data were tested.
3.2.2 Implementation
After login to the application, data were collected from users for the training phase on Samsung Galaxy
J7 Pro, Galaxy J7 Prime, and Xiaomi Redmi 1S mobile devices. Data were collected from 45 users, each
providing approximately 400 samples taken at different times. One user was set as a legitimate user and
the others as imposters. The implementation process can be seen in Algorithm 2.
The system had to ﬁrst be trained; system training was selected, and data were collected from the user
and sent to the training function. Data were categorized as swipe-up, swipe-down, swipe-left, or swipe-up.
Label encoding converted it to a machine-readable form. These data were fed to the classiﬁer, and a model
was trained and saved on the server for use in testing phases. Once the system was trained, it was tested by
inputting a speciﬁc number of swipes. The swipe selection method is explained in Section 4.3. In the testing
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phase, user data were collected and sent to the testing function. As in the training phase, label encoding was
performed. Data were then tested against the trained model to generate a conﬁdence score. A user was
accepted if the conﬁdence score exceeded a threshold value and rejected otherwise.

Algorithm 2: Implementation
1. Start
2. Select training or testing
3. If Training
4.

Input data

5.

Training(data)

6. If Testing
7.

Input data

8.

Conﬁdence = Testing (data, Trained_model)

9.

If conﬁdence > threshold value

10.

Legitimate user

11. Else conﬁdence < threshold value
12.

Imposter

13. End
14. Training(data)
15.

Tr ) Label encoding (data)

16.

Trained_model =classiﬁer (Tr)

17.

return Trained_model

18. Testing (data, Trained_model)
19.

Ts ) testing data

20.

Ts ) Label encoding (Ts)

21.

Conﬁdence_score = Training_model (Ts)

22.

Return Conﬁdence_score

4 Results and Discussion
Experiments were performed for both legitimate users and imposters, as follows, to evaluate the system.
4.1 Classiﬁer Selection
Data were collected from 45 participants, of which 44 were taken as imposters and one as a legitimate
user. The volume of imposter data was much greater than that of the legitimate user. The imposter data were
decreased, and the legitimate user data were increased in different ratios. The ﬁrst dataset had a proportion of
85% imposter data and 15% legitimate user data; the second had 80% and 20%, and the third had 75% and
25%. We tested these three proportions to assess their impact on classiﬁer selection. The datasets were fed to
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the RF, J48, MLP, SMO, and Ibk classiﬁers (all with default parameters) and assessed on the accuracy, FPR,
precision, recall, and FM. We focused on FM, as the data were unbalanced. From the results shown in Fig. 3,
it can be seen that in all cases, RF performed best on all metrics, especially FM. For further evaluations and
experiments, RF (with n_estimators = 150 and random_state = 15325) was used with data in proportions of
20% legitimate users and 80% imposters.

Figure 3: Evaluation with ten swipes
4.2 Feature Set Selection
The SFFS method was used for feature set selection, as explained in Algorithm 1. In the ﬁrst iteration,
the feature st-Y was selected as an individual feature based on performance. The end-pressure feature was
discarded because another feature, start-pressure, gave the same result. In the second iteration, all
combinations of st-Y and a second feature were evaluated, and end-Y was selected. This process
continued until set11, where the values of FM and accuracy were the highest, and no further
improvement could be seen after adding the remaining features in the set, as shown in Tab. 2.
Table 2: Feature set selection
Sets #

Feature set

FM

Recall

Precision FPR

Accuracy

set 1

st-Y

82.00% 88.80% 76.20%

0.069% 92.20%

set 2

st-Y + end-Y

87.50% 90.20% 84.90%

4.00%

94.83%

set 3

st-Y + end-Y + end-X

89.80% 91.80% 87.90%

3.20%

95.82%

set 4

st-Y + end-Y + end-X + st-X

92.60% 93.70% 91.60%

2.10%

97.03%

set 5

st-Y + end-Y + end-X + st-X + avg-speed

94.20% 94.80% 93.60%

1.60%

97.66%

set 6

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre

94.80% 95.30% 94.30%

1.40%

97.91%

set 7

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir

95.20% 95.50% 95.00%

1.30%

98.08%

set 8

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size

95.50% 95.30% 95.70%

1.10%

98.20%

set 9

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size + end-size 95.60% 95.30% 95.80%

1.00%

98.23%

set 10

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size + end-size 95.70% 95.40% 96.00%
+ length

1.00%

98.27%

set 11

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size + end-size 95.70% 95.30% 96.20%
+ length + ab len

0.90%

98.31%

set 12

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size + end-size 95.70% 95.50% 96.00%
+ length + ab len + dur

1.00%

98.29%

(Continued )
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Table 2 (continued ).
Sets #

Feature set

FM

Recall

Precision FPR

Accuracy

set 13

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size + end-size 95.60% 95.20% 96.00%
+ length + ab len + avg size

1.00%

98.24%

set 14

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size + end-size 95.60% 95.20% 96.00%
+ length + ab len + st pre

1.00%

98.25%

set 15

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size + end-size 95.60% 95.20% 96.00%
+ length + ab len + end pre

1.00%

98.25%

set 16

st-Y + end-Y + end-X + st-X + avg-speed+ avg-pre + dir + st-size + end-size 95.40% 95.00% 95.90%
+ length + ab len + area

1.00%

98.18%

Accordingly, the features of duration, avg size, start-pressure, end-pressure, and rectangular area under
swipe were removed from the feature set. Features were discarded for different reasons: swipe-duration was
not signiﬁcantly distinguishing for most users; start-pressure and end-pressure produced constant values,
avg-size gave the same values as avg-pressure; and area showed poor performance.
4.3 Selection of Number of Swipes
It was necessary to determine a sufﬁcient number of swipe movements to detect a user in real-time
evaluation. For this purpose, 144 experiments were performed on each smartphone, consisting of
12 replications for each set of moves from 1 move to 12 moves. Their mean and standard deviation were
calculated for all numbers of moves, as shown in Tab. 3. The number of swipes was selected based on a
higher mean and lower standard deviation. The latter implies that results do not vary much. The highest
means and lowest standard deviations are highlighted for each smartphone in Tab. 3. All are in the range
of 8 to 10, and the lowest possible number of moves is 7, so we used 7 and 10 moves in experiments.
Table 3: Number of swipes selection
Moves 1
J 7 Pro

Mean
SD
J7 Prime Mean
SD
Redmi 1S Mean
SD

83.33
38.92
83.33
38.92
58.33
51.49

2

3

4

5

6

7

8

9

10

11

12

41.67
41.74
66.67
32.57
58.33
35.89

63.77
26.5
70.14
26.46
66.66
28.43

64.58
24.91
77.08
29.11
64.58
27.09

61.67
30.1
68.33
15.86
68.33
21.67

67.25
29.06
73.02
16.95
56.94
19.41

82
15.14
72.61
17.72
59.52
19.1

82.29
13.55
80.63
14.46
70.83
21.54

88.84
8.23
84.26
18.02
68.51
17.62

89.17
9.96
82.5
11.38
60.83
15.64

76.51
15.24
74.24
15.9
64.32
19.84

78.47
13.04
69.44
15.21
60.42
22.51

4.4 Evaluation
For the evaluation, smartphones were given to legitimate users and imposters to perform experiments.
Fig. 3 shows the accuracy of the legitimate user in experiments on all three mobiles for 10 swipes.
Smartphones were also given to imposters to execute a speciﬁc number of moves. Fig. 4 shows the
accuracy of 20 legitimate users on all three mobiles for 7 swipes. In both cases, if the threshold value
was set to 40, then for 10 swipes, no legitimate user was rejected, and no imposter was accepted. In the
case of 7 swipes, for the threshold value 40, only two legitimate Redmi mobile users were rejected, and
no imposter was accepted. The threshold can be adjusted according to the sensitivity of the system.
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Figure 4: Evaluation with seven swipes
4.5 Comparison with Related Work
The comparison of sensor-based smartphone authentication is limited by the lack of an accredited
common dataset and evaluation methodology [40]. Researchers build models by different approaches
using various data splitting methods, making a fair comparison difﬁcult. We relied on two studies
[28,29]. Tab. 4 shows the features used in our study and the other researchers, where the symbols ✓ and
✗ (denote) features were selected and dropped, respectively, during feature selection.
Tab. 5 compares the results of our work and the related studies, where comparisons are based on our
dataset and the features used by the cited researchers. Our feature set performed best for each of the
classiﬁers, and the RF classiﬁer achieved the highest score for swipe movement [28]. Our feature set gave
F-measure and accuracy values of 95.70% and 98.31%, respectively, which are much better than the
compared studies for the RF classiﬁer.
In our study, features related to the accelerometer and gyroscope were not used; these are suitable for
motion-speciﬁc activities such as picking up the phone, walking, running, or measuring distance but not for
touch events [13,31–33,41–45]. Features like duration, start-pressure, end-pressure, avg-size, and area (the
rectangular area under the swipe) were discarded because they did not enhance performance. It was found
that duration values are not adequate to distinguish users because they may be the same for different users.
The start pressure and end pressure were giving constant values, so they were discarded. The values
obtained from avg-size and avg-pressure were precisely the same, so one was removed. One more feature,
area (rectangular area under swipe), was discarded because it did not improve the results, as shown in Tab. 2.
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5 Conclusions
We explored swipe behavior-based authentication, which works in the background on a smartphone
without requiring the user’s attention. Several studies have examined swipe behavior authentication, but
the features used are still lacking. For example, accelerometer and gyroscope readings are not applicable
in the case of touch biometrics. These motion-based sensors can be used only when constant body
motion is involved. Some features related to pressure are not applicable because they obtain ﬁxed values.
From our experiments, we found the RF classiﬁer to perform better for swipe movements. The selected
feature set performed better than current approaches in terms of FM and accuracy. A real-time system
was developed, and a range of swipes was selected for evaluation after multiple experiments.
Experiments were performed only for 7 and 10 moves. For the threshold value of 40, no imposter was
successfully authenticated. We plan to include other touch gestures like tap, double-tap, and pinch by
making generic and speciﬁc interfaces and comparing the differences among their results. The system
currently uses a two-class classiﬁer, which requires data collection from both legitimate users and the
imposter; this can be improved with a one-class classiﬁer, in which case imposter data will be unnecessary.
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