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Abstract: A portable electrocardiogram (ECG) monitoring system is essential for
elderly and remote patients who are not able to visit the hospital regularly. The
system connects a patient to his/her doctor through an Internet of Things (IoT)
cloud server that provides all the information needed to diagnose heart diseases.
Patients use an ECG monitoring device to collect and upload information regard-
ing their current medical situation via the Message Queue Telemetry Transport
(MQTT) protocol to the server. The IoT cloud server performs further analysis
that can be useful for both the doctor and the patient. Moreover, the proposed sys-
tem has an alert mechanism that sends notifications when a certain threshold is
reached. The monitoring system accepts two types of input data: real-time data
that are collected by an ECG device and benchmark data from the PhysioNet
ECG-ID database. The system framework has four components: input, embedded
device, IoT cloud server, and interface. Herein, two experiments are conducted
using both types of input data. The results show that the proposed system pro-
vides reliable and trusted results that might reduce the number of required hospital
visits. A comparison between the proposed system and several techniques pre-
viously reported in the literature is conducted. Finally, an implementation of
the proposed system is presented to illustrate its operation.

Keywords: Electrocardiogram (ECG); monitoring system; MQTT; Internet of
Things (IoT); IoT cloud server

1 Introduction

Providing healthcare for people who live in rural and remote areas is a massive challenge because of the
small number of care providers and the lack of practitioners and medical equipment. In these remote regions,
it is difficult for patients to travel long distances to visit the nearest medical facility because of the long
duration and high expenses of these trips. On the other hand, physicians find it difficult to work in remote
locations because it requires them to travel back and forth daily [1]. Moreover, the number of elderly
people who need regular checkups without physically being present in medical facilities is continuously
increasing [2]. Furthermore, checkups should be carried out in a comfortable, precise, and affordable
manner for wide availability [3]. Therefore, finding a technological solution to help both patients and
physicians is crucial to help reduce the number of trips to hospitals for regular checkups.
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The Electrocardiogram (ECG) signal is considered to provide valuable information about cardiac
diseases [4]. Therefore, accurate identification of the properties of an ECG signal will help detect
abnormalities within the signal and improve predictions. The ECG signal records the electric pulses of
the heart, including the magnitude and direction of the signal. Electrical flow is produced by the
depolarization and repolarization of the atria and ventricles. A typical ECG signal cycle contains three
waves, namely, the P wave, the QRS wave, and the T wave, as shown in Fig. 1. Additionally, the ECG
signal contains several intervals, such as the PR, QT, ST, TQ, QRS, and RR intervals. The shape and
amplitude of the waves and the duration of the intervals determine the characteristics of the signal and
whether it is normal or abnormal. Moreover, these characteristics can be used for diagnostic purposes [5].
For example, a normal P wave should be present and upright, so an absent or inverted P wave may
indicate that the patient has a form of dysrhythmia such as junctional rhythm. The PR interval should be
between 0.12 and 0.2 s, and therefore, detection of it outside its normal time range can indicate hard line
dysrhythmia. The QRS complex is usually between 0.06 and 0.12 s, so a duration above this range can
indicate Premature Ventricular Contractions (PVC) dysrhythmia. Unequal RR intervals in an ECG signal
indicate that the rhythm is irregular. Furthermore, an ECG signal can be utilized to calculate the heart rate
[6]. Accurate analysis of the ECG signal is essential for both specialists and patients.

The Internet of Things (IoT) is a relatively new and effective solution for many existing medical,
transportation, and industrial systems [7]. The IoT is a dynamic global network that has self-configuration
capabilities, uses communication protocols and assigns identities to physical and virtual “things” [8].
Similarly, the IoT can be a virtual network that communicates with the real world [9]. It has the ability to
handle a massive number of devices using different types of communication protocols simultaneously,
providing flexibility and scalability for many applications [10]. The IoT is based on devices with sensors
and actuators that are used for awareness of the surrounding environment. These sensors and actuators
are connected via the Internet to accomplish a specific task [11]. The IoT takes advantage of low-cost
sensors and a wide range of radio-frequency identifications as well as wireless communications [12]. A
typical IoT system can be involved in healthcare, the Food Supply Chain (FSC), transportation and
logistics, mining production, firefighting, smart cities, and many other fields [13].

Message Queue Telemetry Transport (MQTT) is a standard messaging protocol. It connects networks
and embedded devices. MQTT has three routing mechanisms: one-to-one, one-to-many, and many-to-
many communication. Therefore, MQTT is suitable for IoT systems because of its optimal connection

Figure 1: Electrocardiogram (ECG) signal

52 IASC, 2022, vol.33, no.1



and many-to-many capabilities. MQTT uses publish/subscribe patterns for communication between parties
that provide simplicity and flexibility. Additionally, MQTT is suitable for devices with limited resources such
as unreliable and low-bandwidth links. MQTT utilizes Transmission Control Protocol (TCP) to ensure the
delivery of messages. MQTT has three components: a publisher, a subscriber, and a broker. The
communication process is carried out as follows: if a subscriber is interested in one of the topics, for
example, outside temperature, then the subscriber asks the broker for a subscription to the temperature
topic. Then, the broker informs the subscriber about the topic of interest once the publisher publishes it.
We note that the subscriber may be an IoT cloud service and the publisher may be an IoT device.
The publisher senses the environment and transmits the information to the subscriber via the broker. The
responsibility of the broker is to coordinate between the publisher and the subscriber [14]. Moreover, the
broker carries out authentication for both parties to secure the channel between them [15]. The overall
architecture of MQTT is shown in Fig. 2. MQTT has an advantage over Hypertext Transfer Protocol
(HTTP) because it listens and transmits only when the value of a variable is changed. This is unlike
HTTP, which sends GET requests continuously to check the value of the variable, increasing the amount
of traffic; therefore, HTTP is not considered a real-time interaction, unlike MQTT [16]. Hence, MQTT is
used for several IoT applications, such as monitoring, healthcare, and energy meter systems. Since MQTT
can handle low-power and low-memory devices, it is selected for use in communications in the proposed
framework [17].

In the proposed system, the four-layer architecture, consisting of a sensing layer, a networking layer, a
service layer, and an interface layer, is used. Fig. 3 shows the four-layer architecture. The sensing layer is
considered the inner connected network; this network controls and connects the ‘things’ together
remotely. The networking layer is responsible for allowing ‘things’ to share information with other
‘things’. All applications, functions, and services are carried out in the service layer. The interface layer
provides one solution across the system despite the different protocols and standards. There are two
different data sources in the proposed system: an ECG device that reads real-time data from the patient
and the PhysioNet ECG-ID database. This database has 310 ECG recordings collected from 44 men and
46 women. The ages of the people whose ECG recordings are contained in the database range from 13 to
75 years. Each ECG record contains 20 s of data and is digitized at 500 Hz with a 12-bit resolution.
Moreover, each record has two versions: a raw signal and a filtered signal. The proposed system is tested
using both of these different data sources: real-time and PhysioNet ECG-ID database for verification.

Figure 2: Message queue telemetry transport (MQTT) protocol architecture
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The rest of the paper is organized as follows. Section 2 presents the related work. Section 3 provides the
proposed system. Section 4 demonstrates the results and analysis. Section 5 shows the system
implementation. Section 6 concludes the paper.

2 Related Works

Reference [18] aimed to develop an affordable end-to-end portable ECG monitoring system that uses
Bluetooth Low Energy (BLU). The system has three modules: first, a 5-lead ECG monitoring system;
second, a smartphone application for receiving, plotting and analyzing the incoming data; and third, a
remote server for storing the collected data. The proposed system plots an ECG signal for the phone
application, and then, the signal is stored in a web server for further analysis and future reference. The
system analyzes the ECG signal and provides the vent rate, QRS value, RR interval, and heartbeat
classification into one of the following three categories: normal, tachy, and brady. This information is sent
to the phone application and can also be accessed by the doctor via the web server. The main issue of the
system is the connection reliability both between the physical monitoring system and the phone
application and between the phone application and the web server. Moreover, the user interface for
patients and doctors is very basic based on the figures demonstrated in their paper.

The authors of [19] proposed a system for real-time arrhythmia detection. They collect the ECG data
using a three-lead ECG sensor. The system alerts the health care provider if a patient has arrhythmia.
Detection is achieved by applying the Pan-Tompkins and wavelet-based algorithms. These algorithms
specify the PVCs that are calculated based on the locations of the QRS peaks of the ECG signal. If three
or more PVCs are detected, this means that the patient has arrhythmia. This result in the system
automatically notifying the care provider. A Liquid Crystal Display (LCD) and button user interface was
developed for the proposed system. Additionally, a system control that is run by a web server was created
to allow patients to access their information and configuration. Benchmark data were used in the paper to
validate their work. However, this proposed system is limited in that it only provides information for
PVCs. This may not be sufficient for the analysis of the patient’s situation from the doctors’ perspective.

In the system studied in [20], the ECG signal is collected by an AD8232 sensor. Then, the signal
is digitized using the 10-bit Analog-to-Digital converter (ADC) of the ATmega328 microcontroller. The
digital signal is transmitted using a serial cable or via Bluetooth to a smartphone application. The
digitized signal and its timestamp are stored in a micro SD card for reference for future use. Initially,
the developers used a breadboard for their system as a prototype. Then, they printed a Custom Circuit
Board (PCB) that improved the quality of the acquired ECG signal of the system to achieve less noise
with a PCB implementation instead of a traditional breadboard. However, the system does not provide

Figure 3: Four-layer IoT architecture
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any automatic transmission over the Internet. It only transmits the data via Bluetooth to a smartphone
application for data representation. Therefore, further manual steps are required to send the ECG data to a
specialist. This can be useful for patients with ECG system knowledge but may be difficult to manage for
other patients. Additionally, the system only presents the ECG signal without any data analysis.

In paper [21], the system was claimed to automatically monitor patient health. The data are processed via
Raspberry Pi and then uploaded to an IoTcloud. There is a graphical representation of the information to help
doctors keep track of the patient’s condition. A notification is sent in case a patient’s condition is critical. In
this technique, the ECG sensor is connected to an Arduino, which is connected to a Raspberry Pi. However,
the temperature sensor is connected directly to the Raspberry Pi. Moreover, at the other end of the system, the
Raspberry Pi is connected to an LCD, an IoT cloud, and a website. The system can handle only real-time data
from the AD8232 sensor. The obvious drawback of this system is the design. The hardware design can be
improved because the use of Arduino and Raspberry Pi together is not practical since they can replace each
other in these kinds of applications. Moreover, using an IoT cloud should be sufficient, and there is no need
for a separate website. These complications can be hard for the average user since the system should be
minimalistic and user-friendly.

The technique in [22] aimed to use an IoT system to measure the ECG signal with a Raspberry Pi 3.
Then, data are transmitted to a cloud server for storage and analysis. The proposed system uses an
Android application for patients and a web application for doctors. The system suggests the closest
medical center in case the patient has an unexpected condition. The system uses Short Message Service
(SMS) and Global Positioning System (GPS) for the patient location. The system focuses on the P-wave,
QRS complex, and T wave of the ECG signal to determine the condition of the patient’s heart. In this
system, the Raspberry Pi sensor senses the ECG signal of the patient, which is later sent to the cloud
server. On the cloud, the signal is analyzed and compared with normal signals. The system utilizes
machine learning for data analysis. Note that the use of machine learning might be a power-consuming
approach for these kinds of applications. Moreover, the system has no Graphical User Interface (GUI) to
facilitate interaction.

The technique in paper [23] is a healthcare monitoring system based on the IoT. It is designed to help
people with heart diseases. The system monitors the ECG signal by wearable sensors, and then, data are kept
in a database that can only be accessed by authorized people. The system also provides an email notification
mechanism to notify users when a certain condition is met, asking for immediate help. The authors claim that
the system is efficient and dependable after a pilot study. The system uses Raspberry Pi 2, Arduino Uno, and
AD8232 sensors. The collected ECG signal is transmitted to an IoT cloud via Bluetooth or WiFi. The system
has a GUI that can be accessed via a mobile application or a web page. The main disadvantage of this system
is the duplicate use of Raspberry and Arduino systems, which make the hardware more complicated and hard
to use.

In [24] the ECG signal for remote patients is measured by using the ECG PhysioNet ECG-ID to
authenticate the patient based on a classification. The authentication relies on the sum of Squared
Differences (SSDs). The system has different stages. First, it extracts the features of the ECG signal.
Second, these signals are classified based on a Support Vector Machine (SVM). How the machine
learning concept would integrate with the hardware was not shown in this technique.

Reference [25] presented another technique that applies machine learning approaches for ECG signal
classification. The proposed system uses SMOTE for oversampling. The dataset used in the system is
from PhysioNet Challenge 2017. The classification is performed by AdaBoost, K-Nearest Neighbors
Algorithm (KNN), and SVM methods. The AdaBoost approach provides the best results in terms of
accuracy. The steps of the system include the following: preprocessing, feature extraction, feature
selection, data oversampling, and classification algorithms. However, the system has not been implemented.
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The proposed system in [26] uses Atmega328P as a microcontroller and AD8232 for ECG
measurement. The system does not use the Internet, but it can monitor a patient up to 100 meters away
using Bluetooth. Later, the ECG signal is stored in the patient’s phone and accessed by the doctor. The
system has several stages: reading the ECG signal, signal processing, and signal viewer. The data of
the system are published on a screen for monitoring the patient’s condition. The main drawback of the
system is the lack of live monitoring for doctors. The patient has to send the data to the doctor manually
after taking the readings.

In [27], the proposed system attempts to merge the IoT and big data with integrated ECG sensors. The
signal is transmitted via Bluetooth, ZigBee, and WiFi. The collected data can be transferred to a doctor or
even stored on a cloud for further analysis. The doctor should be able to access the patient’s report via a
smart device. The big data in the system are used for decision making and analysis. The system has three
main phases: data acquisition, data transmission, and cloud-based infrastructure. The notable disadvantage
of this study is that it does not show an actual implementation of the system.

3 Proposed System

3.1 The Main Framework

The main framework has four components: input, embedded device, cloud, and interface. For the input
component, the data source can be either an ECG sensor for real data testing or a benchmark dataset such as
the PhysioNet ECG-ID database. The data source is fed into an embedded system that contains a
microcontroller, a data analysis unit, inputs/outputs, and a WiFi module. After the data are analyzed by
the microcontroller and the data analysis unit, the information is transmitted via WiFi using MQTT to the
cloud for storage, further analysis, and instant warnings. Information can be accessed and warnings can
be triggered by the interface component via web or smartphone applications. Fig. 4 shows the overall
framework of the proposed system.

The first source of the data is the AD8232 sensor used to collect real data from a patient. The sensor
records the electrical activity, which is utilized to chart the ECG signal and output it as an analog reading.
The raw ECG signal can be noisy, and therefore, the sensor acts as an op-amp to clarify the signal. The
AD8232 sensor is designed to work in noisy conditions such as patient motion or remote electrodes. The
second source is the PhysioNet ECG-ID database, in which each record has two versions: raw and
filtered. In this study, the filtered data are used. The ESP8266 microcontroller receives the data from

Figure 4: Overall system framework
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either the AD8232 or PhysioNet ECG-ID database and analyzes the data. First, the ECG signal is converted
into an array of values. These values are passed to the Pan-Tompkins algorithm [28] for QRS detection. The
Pan-Tompkins algorithm operates as follows:

The second low-order low-pass filter is given by

HðzÞ ¼ ð1� z�6Þ2
ð1� z�1Þ2 (1)

The high-pass filter is given by

HðzÞ ¼ ð�1� 32z�16 þ z�32Þ
ð1þ z�1Þ (2)

The derivative is given by

HðzÞ ¼ ð1=8TÞð�z�2 � 2z�1 þ 2zþ z2Þ (3)

The squaring function is given by

yðnTÞ ¼ ½xðnTÞ�2 (4)

The moving-window integration is given by

yðnTÞ ¼ ð1=NÞ½xðnT � ðN � 1ÞTÞ þ xðnT � ðN � 2ÞTÞ þ . . .þ xðnTÞ� (5)

Eqs. (1) and (2) are low-pass and high-pass filters that are used to clean the ECG signal by removing
noise. The high-pass filter is simply the output substruction of the first-order low-pass filter. These two
filters are standards in the Pan-Tompkins algorithm, which is used in the proposed model. They are used
to improve the signal quality and remove noise for better QRS detection. After filtering the signal, Eq. (3)
obtains the QRS-complex slope information by differentiation. In Eq. (4) each point of the ECG signal is
squared to make all points positive and emphasize the high frequencies. Finally, Eq. (5) is a moving-
window integration for obtaining information for the waveform feature and the slope of the R wave.

After the QRS complex is detected, the peak of the R wave is calculated. This allows the calculation of
the RR interval by Eq. (6).

RR ¼ CR� PR (6)

where

RR is the current RR interval, CR is the current R wave peak time, and PR is the previous R wave peak
time. In addition, the patient heart rate is calculated by the following equation:

HR ¼ 60=RR (7)

where

HR is the current heart rate. The RR interval normality is tested and evaluated based on its current range.
Therefore, a value of the RR interval time within the range of

0:6 � RR � 1 (8)

is considered a normal RR interval; otherwise, it is abnormal, and an alert needs to be sent to both
doctors and patients. The following test is the rhythm test, in which how far the current RR interval is
from the average RR interval is calculated. Therefore, the average RR interval needs to be calculated
using Eq. (9).
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ARR ¼ TRR=RC (9)

where

ARR is the average RR interval time, TRR is the total interval time, and RC is the number of
QRS-detected complexes. If the current RR interval time falls within the range of

ARR � 0:9 � RR � ARR � 1:1 (10)

this means that the rhythm is normal; otherwise, the patient has an arrhythmia, and an urgent alert must
be sent for notification. Algorithm 1 shows the overall steps of the proposed system.

Optimization is essential in the transfer of data between IoT devices and the cloud. This is mostly
because every update will consume the daily available resources. In IoT cloud services, resources are
limited. Therefore, if more than one IoT device is present and each device has multiple variables, this
may consume the daily quota of allowed resources in a few minutes in the case of a nonoptimal system
design. For example, if one of the IoT devices has five variables and the allowed daily resources are
4000 updates, in the case where each of these variables needs to be updated every 0.1 s, the system can
run only for a very limited time. Therefore, identification of the variable that needs to be updated and
how frequently this variable needs to be updated is key for good system design. Additionally, processing
and performing functions and conditions using system variables should be executed by either one of the
two ends of the system, namely, the IoT device or the IoT cloud. This is another design decision that
must be made, and each choice has advantages and disadvantages.

In this work, the Pan-Tompkins QRS detection algorithm is processed on the IoT device rather than on
the IoT cloud. The main reason is that the Pan-Tompkins QRS detection algorithm requires high
computations and multiple updates. Therefore, if it is run on the IoT cloud, it will consume a massive
amount of resources with lower performance since the IoT cloud refreshes its data in specific intervals.
The current HR and RR are calculated on the IoT device as well. Therefore, ECG data either from the
PhysioNet database or the AD8232 sensor as well as the current HR and RR are the only data sent to the
cloud to minimize the traffic between the IoT device and the IoT cloud. This saves resources and keeps
the system running much longer. On the IoT cloud side, the average HR and average RR are calculated to
avoid the transfer of their values from the IoT device, unnecessarily consuming resources. Moreover, the
rhythm test and RR normality test functions are processed on the IoT cloud.

All alerts are handled by the IoT cloud, such as emails, telegram messages, and SMSs. The balance
between the requirements for processing on the IoT device and the processing on the IoT cloud is crucial
because it involves a tradeoff between resource consumption and performance. Graphs, figures, charts,
and information required by either a doctor or a patient are handled by the GUI of the IoT cloud that is
accessible via smart devices.

Algorithm 1: RR and HR calculation.

Step 1: if d device is connected to the cloud then

Step 2: if QRS is detected then

Step 3: RR =CR − PR

Step 4: HR = 60/RR

Step 5: ARR = TRR/RC

Step 6: AHR = THR/RC

(Continued)
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Step 7: invoke normality calculation method

Step 8: invoke rhythm calculation method

Step 9: else

Step 10: wait for QRS to be detected

Step 11: end if

Step 12: else

Step 13: try to reconnect

Step 14: end if

3.2 System Hardware

The system hardware has three main components: a NodeMCU ESP8266 IoT device, an
AD8232 sensor, and data collection hardware. The IoT device has the capability to receive data from
either the AD8232 sensor or PhysioNet ECG-ID. The actual system hardware is shown in Fig. 5. The
system has a minimal design for portability and cost.

3.2.1 NodeMCU ESP8266
NodeMCU ESP8266 is an embedded device with integrated WiFi. This is essential for the proposed

small compact system since there is no need for a separate WiFi module. The architecture of NodeMCU
ESP8266 has the capabilities of GPIO connection to the Internet and data transmission via the Internet.
NodeMCU ESP8266 utilizes the standard Lua Programming Framework script [29]. The main reason for

Figure 5: Actual system hardware

Algorithm 1 (continued)
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this is to allow programming in a simple way. The memory of NodeMCU ESP8266 has a capacity of 4 MB
[30]. Another powerful feature of this embedded device is the use of Arduino IDE, which is currently
compatible with many popular operating systems, such as Windows, Mac OS, and Linux. Fig. 6 shows
an overview of the NodeMCU ESP8266 system architecture.

3.2.2 AD8232 Sensor
An AD8232 sensor is used to provide an ECG signal to the system. After obtaining the ECG signal

information from the patient, several values can be calculated, such as HR and RR. AD8232 can be
connected to most popular microcontrollers, including ESP8266, which is the one used in the proposed
system. AD8232 can run in poor conditions such as vibration and is still able to provide a clear ECG
signal. This is beneficial since the system will be used mostly by ordinary people. After extracting the
ECG signal, an amplifier is applied to convert the signal into a digital form that can be processed. The
sensor avoids the electrode half-cell latent in the same step. This process is achieved by using the built-in
ADC. Moreover, AD8232 contains a mid-supply buffer, a right-leg drive amplifier, a fast reinstate circuit,
and lead-off recognition circuitry [31]. Fig. 7 shows the overview of the AD8232 system.

3.3 System Data Collection

The system has electrodes, which are disposable, safe, fast, cheap, and easy to use. This is a better
alternative to wet reusable electrodes since the system is used mostly by the patients themselves at home.
These electrodes have 3 leads instead of the regular 12 leads for simplicity. The 3 leads are placed on the
right chest, left chest close to the patient’s heart, and right part of the stomach.

Figure 6: NodeMCU ESP8266 Pinout
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3.4 MQTT Integration

The proposed system hardware uses the MQTT protocol because it updates the variables only when
needed. This is unlike HTTP, which always sends requests to the IoT cloud server even if there are no
data to update, resulting in wasted resources. Since the IoT cloud used in this study is a free service with
limited resources, minimizing the number of uploads to the cloud is essential for a longer IoT network
lifetime. The proposed system has three variables that require updating: ECG signal, current HR, and
current RR. These variables are uploaded only if new values appear, which reduces the number of
updates the IoT cloud server uses. However, the other variables, such as average heart rate, average RR,
RR normality, and rhythm, are calculated on the IoT cloud server to save resources. Calculating these
values on the IoT device and uploading them to the IoT cloud will consume a massive amount of the
available resources. Fig. 8 shows the MQTT concepts in the proposed system and how tasks are divided
between the IoT device and IoT cloud server. The proposed model is soft real-time, which adds flexibility
and tolerance to the users. This will help with noise created by the user, for instance, device shaking,
missing some values because of synchronizing issues, or any other reasons. Since the model is soft real-
time, it will be able to provide the overall ECG signal of the patient regardless of these missing values.
Therefore, any further analysis such as HR and RR including the calculation of other parameters can still
be achieved using the available ECG signal. In case two or multiple ECG signals are uploaded, different
IoT devices are utilized using different sessions on the IoT cloud. Therefore, there will be no interference
between them since each IoT device has its variables and session reserved on the cloud.

Figure 7: Overview of the AD8232 system
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4 Results and Analysis

In this section, the first part includes two scenarios. The first scenario involves the ECG-ID database, and
the second scenario involves real-time data from the AD8232 sensor. In the second part, the proposed
technique is compared to the methods reported in the literature to show the differences between them.

4.1 Part One

4.1.1 Scenario One
An ECG signal for a 25-year-old male patient was examined to illustrate the system operation (Fig. 9).

The results presented in Tab. 1 show that the proposed system detected a total of 24 QRS complexes with
100% accuracy. The patient had an arrhythmia between QRS 3 and 4 as well as between QRS 13 and 16.
However, the RR normality of this patient fell in the normal range. Fig. 10 left shows that the patient’s
current heart rate dropped at the beginning and then started to rise to its peak at QRS 15. On the other
hand, the average heart rate shows that the patient had a normal heart rate during the test. For the current
RR, as shown in Fig. 10 right, the values initially increased to reach a maximum at QRS 5 and then
decreased to reach a minimum at QRS 9 before increasing slightly. This behavior indicates that the RR
intervals are not normal, as confirmed by the rhythm test. The average RR shows the direction of RR
intervals, which can be beneficial for diagnosing health problems.

4.1.2 Scenario Two
In the second scenario, data were physically collected from an actual male patient using the

AD8232 device. The patient was 37 years old and did not have a history of heart disease. The ECG of
the patient is shown in Fig. 11. The proposed system detected all 25 QRS complexes with 100%
accuracy, as shown in Tab. 2. The RR normality of the patient was in the normal range in all 25 QRS
complexes. The current heart rate of the patient was normal except in the first QRS complex because this
was the first reading of the AD8232 sensor. However, the average heart rate after the first QRS complex
started to drop rapidly to meet the current heart rate, as shown in Fig. 12 left. The rhythm was irregular
in the first four QRS complexes because of the first heart rate reading of the system. Then, it changed to
the regular level in the rest of the test (Tab. 2). The current RR is consistent with the average RR in all
QRS complexes except for the first few complexes because of the first reading of the sensor. Fig. 12 right
shows the relationship between the current RR and the average RR.

Figure 8: MQTT updating process in the proposed system
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Figure 9: PhysioNet ECG-ID database from patient 1 filtered record

Table 1: ECG-ID database patient 1 heart rate

NQRS CHR AHR CRR ARR Normality Rhythm

1 86.90 86.90 0.69 0.69 0 0

2 80.00 83.48 0.75 0.72 0 0

3 73.71 80.22 0.81 0.75 0 1

4 64.52 76.30 0.93 0.80 0 1

5 64.10 73.86 0.94 0.82 0 0

6 65.36 72.44 0.92 0.84 0 0

7 64.24 71.27 0.93 0.85 0 0

8 67.42 70.79 0.89 0.86 0 0

9 69.12 70.60 0.87 0.86 0 0

10 70.92 70.63 0.85 0.86 0 0

11 72.29 70.79 0.83 0.86 0 0

12 73.17 70.98 0.82 0.85 0 0

13 79.16 71.61 0.76 0.84 0 1

14 81.30 72.30 0.74 0.84 0 1

15 83.33 73.04 0.72 0.83 0 1

16 83.10 73.67 0.72 0.82 0 1

17 80.65 74.08 0.74 0.82 0 0

18 77.32 74.26 0.78 0.82 0 0
(Continued)

IASC, 2022, vol.33, no.1 63



4.2 Part 2: Comparison

In this section, the proposed technique and other techniques reported in the literature are compared.
Many of the system designs in the related works can only accept either benchmark data or real-time data.
In the proposed system, the design is developed to accept both types of data, providing greater flexibility
and reliability. Most of the methods reported in the literature do not involve cloud storage or use a private
web server for storage. This will lead to questionable reliability of the system. By contrast, the proposed
system uses an IoT cloud system that can analyze stored data for further analysis. Moreover, this system
uses a well-designed GUI that is user-friendly, whereas many of the previous techniques do not use a
GUI or use a basic GUI with limited options. The proposed system data can be accessed via multiple
platforms, including web, smartphone, and PC. Additionally, it can have different interfaces for patients
and doctors. The system has an alert mechanism that is triggered if a certain threshold is reached. The
resolution of the data is 12-bit for a more accurate representation. Tab. 3 shows a comparison between
the proposed technique and some of the techniques previously reported in the literature.

Table 1 (continued)

NQRS CHR AHR CRR ARR Normality Rhythm

19 77.32 74.42 0.78 0.81 0 0

20 74.81 74.44 0.80 0.81 0 0

21 73.35 74.39 0.82 0.81 0 0

22 70.26 74.20 0.85 0.82 0 0

23 70.59 74.04 0.85 0.82 0 0

24 70.26 73.89 0.85 0.82 0 0

Figure 10: ECG-ID database patient 1 heart rate (left). ECG-ID database patient 1 RR (Right)
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Figure 11: Real-time data from AD8232

Table 2: Heart rate from AD8232

NQRS CHR AHR CRR ARR Normality Rhythm

1 130.43 130.43 0.46 0.46 0 1

2 70.59 100.51 0.85 0.65 0 1

3 70.59 90.54 0.85 0.72 0 1

4 72.29 85.98 0.83 0.75 0 1

5 73.17 83.41 0.82 0.76 0 0

6 74.07 81.86 0.81 0.77 0 0

7 76.92 81.15 0.78 0.77 0 0

8 78.95 80.88 0.76 0.77 0 0

9 82.19 81.02 0.73 0.77 0 0

10 83.33 81.25 0.72 0.76 0 0

11 82.19 81.34 0.73 0.76 0 0

12 80.00 81.23 0.75 0.76 0 0

13 74.07 80.68 0.81 0.76 0 1

14 75.00 80.27 0.80 0.76 0 1

15 75.00 79.92 0.80 0.77 0 1

16 74.07 79.56 0.81 0.77 0 1

17 75.00 79.29 0.80 0.77 0 0

18 75.00 79.05 0.80 0.77 0 0
(Continued)
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5 System Implementation

The output of the IoT device is transferred to an IoT cloud service called Ubidots for further analysis.
Ubidots is an IoT service that is reliable since it has been tested and evaluated for functionality and scalability
by thousands of applications. Using this service is much better than building a cloud system including a GUI
from scratch, which requires hundreds of functionality and scalability tests. Moreover, the service has a fully
customized GUI and functions using HTML and JavaScript. The implementation of the proposed system was
tested on the PhysioNet ECG-ID database and real-time data. To obtain an accurate reading from the
AD8232, five readings for the ECG values are reported to the cloud per second, f = 1/5 = 0.2 s. The
proposed system provides the doctor with all necessary data, such as average heart rate, average RR, RR
normality, and rhythm. When the condition of Eq. (8) is met, the value of RR normality is changed to 1,
and then, a warning message is sent. Similarly, for rhythm, if the condition of Eq. (10) is met, the value
of rhythm is changed to 1, and then, a warning message is sent. This information is calculated and
analyzed on the cloud to reduce the number of uploaded data since Ubidots is a service that calculates the
number of variable updates to the cloud as dots and then charges the subscriber based on his or her
usage. Fig. 13 shows an overview of the system dashboard.

Table 2 (continued)

NQRS CHR AHR CRR ARR Normality Rhythm

19 75.00 78.84 0.78 0.77 0 0

20 77.92 78.79 0.77 0.77 0 0

21 74.07 78.57 0.81 0.78 0 0

22 74.07 78.36 0.81 0.78 0 0

23 73.17 78.14 0.82 0.78 0 0

24 75.95 78.04 0.79 0.78 0 0

25 74.07 77.89 0.81 0.78 0 0

Figure 12: Heart rate from AD8232 (Left). RR from AD8232 (Right)
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The dashboard has eight main parts: patient information, ECG reading, current heart rate, current RR,
average heart rate, average RR, normality, and rhythm. In the patient information section, when the desired
information is added, the label disappears and is replaced by the actual information. For example, in the first
box, the system asks the user to add the patient’s name; once the user starts to type, the label disappears and is
replaced by the actual patient’s name. Moreover, the system can provide additional information such as Body
Mass Index (BMI). If the RR normality or rhythm are irregular, the system sends a warning e-mail to the
patient’s clinic, as shown in Fig. 14.

Table 3: Comparison between the proposed system and some of the techniques reported in related work

Design Hardware Cloud Software

Vishwanatham
et al. [18]

No benchmark
records
No alerts

5-lead ECG
ADS1293

WAMP Server No desktop
support
for cloud
Basic interface

Clark et al. [19] No real-time data
10-bit resolution

Raspberry PI 3 No cloud storage No GUI

Bravo-Zanoguera
et al. [20]

No benchmark
data
10-bit resolution

AD8232
Arduino

No cloud storage No GUI

Rahman et al. [21] No benchmark
data
12-bit resolution

AD8232
Arduino
Raspberry Pi

Website Basic GUI

Hodrob et al. [22] No benchmark
data

Raspberry Pi 3 Server No GUI

Shaown et al. [23] No benchmark
data

AD8232
Raspberry Pi 2
Arduino

IoT cloud GUI

Rehman et al. [24] No real-time data No hardware No cloud storage NO GUI

Xing Zhong et al. [25] No real-time data No hardware No cloud storage NO GUI

Ghifari et al. [26] No real-time data AD8232
Atmega328P

No cloud storage NO GUI

Bansal et al. [27] No real-time data
No benchmark
data

No hardware No cloud storage NO GUI

The proposed system Benchmark
records
Real-time data
12-bit resolution

ESP8266
AD8232

Cloud with system
analysis

Professional
GUI
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6 Conclusion

The proposed system provides a complete solution for patients who have difficulties visiting the hospital
regularly. The hardware of the solution is portable, small, and compact. The system monitors and analyzes
the ECG signal of a patient and uploads all data to an IoT cloud for further analysis. The data can be accessed
by the patient and doctor for greater usability. Moreover, the system has an alert mechanism that sends
notifications when a certain threshold is exceeded. The system was tested on the ECG-ID database and
real-time data. The results show that the system performs reliably and can help reduce the number of
visits to hospitals when the condition of the patient is stable. The proposed system was compared to
several other systems previously reported in the literature. The proposed system has a professional
graphical user interface, uses a cloud with analysis capabilities, and can address two types of data
sources, unlike many systems reported in the literature, which lack at least one of these features. In future
work, a pilot study can be conducted on several patients to demonstrate the scalability of the proposed
system.

Figure 13: Proposed system dashboard

Figure 14: Example of a warning email when a patient has an irregular value
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