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Abstract: Providing security for the customers in the e-commerce system is an
essential issue. Providing security for each single online customer at the same
time is considered a time consuming process. For a huge websites such task
may cause several problems including response delay, losing the customer orders
and system deadlock or crash, in which reduce system performance. This paper
aims to provide a new prototype structure of multi agent system that solve the pro-
blem of providing security and avoid the problems that may reduce system per-
formance. This is done by creating a software agent which is settled into the
customer device to be responsible of purchase and encryption process without
the customer interfering. The proposed agent avoids the problem of deadlock
(i.e., break down) and the loss of requests which provides the required protection
for information transmitted among all entities. Experimental results showed that
employing software agent to manage purchase and encryption tasks improve sys-
tem performance by 10% and increase system response time by 30.5%.

Keywords: Software agent; multi agent; e-commerce security; order form;
purchase management; encryption management; PEAS

1 Introduction

Nowadays e-commerce systems play an essential rule in providing various and huge amount of products
and services [1]. Day by day the number of the customers dealing with these systems are increasing due to the
facilities provided by these systems [2,3]. Therefore, the amount of information that are transmitted over
the internet are increased [4,5]. Some of these information are considered as crucial information
especially the payment information that may be exposed to different types of attacks [6]. Therefore,
providing security for the e-commerce websites became an essential feature that must be provided to gain
the customers confidence [7,8]. Here another issue raise to the surface, that is providing security for each
online customer may be a difficult job (especially for huge commercial websites) that may reduce
performance and slowing the system responding time speed, this will cause financial problems due to the
customers upset from the service quality provided by the website [9,10]. Securing e-commerce systems
can be performed using different approaches, one of them is using encryption. There are lots of papers
that suggests different and various modifications on different types of encryption algorithm. In this paper
the concentration is on how and where to provide security not on encryption algorithm by itself [11]. An
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agent prototype structure is suggested to be responsible of two main tasks for each customer, purchase and
security management that will be discussed later in details. An agent is chosen to perform this tasks due to its’
features which involve, mobility, goal oriented, independent, intelligent, reduce net traffic, and multiple tasks
[12–14]. These features made the agent an identical tool to perform two or more tasks effectively [15]. So the
main concentration in this paper is to provide a structure that help in reducing traffic of the web site and
providing security with efficient performance.

The intelligent e-shopping system has been proposed utilizing data mining in various papers [16,17].
However, it is just too sluggish. The agent technology may be used to cut down on the amount of time that
an e-commerce system based on a web application and data mining takes. Amazon, a well-known online
book retailer, employs a web-based application that is sluggish and inefficient due to the following drawbacks
such as It necessitates direct user interaction, It takes a long time, and Comparing products is challenging.

Besides these, the web based applications are difficult to scale [18], but the agent based applications are
very easy to scale. An agent is considered by some authors as a living thing that can communicate and form
groups with other living things [19,20]. An agent will have a role or responsibilities in the groups that are
established, and he or she may join many groups at the same time [21]. The architecture of an agent is
unrestricted; agents may be created to have traits such as reactivity, pro-activeness, cognitiveness,
mobility, and others [22,23]. An agent should be able to deliver services to other system entities, and its
services should be available via the agent’s identifier [24–26]. As shown previously, there are two main
problems resulted from securing the communications, time consuming and deadlock [27–29]. To solve
these problems an agent system is designed to be a vendor between the client and the e-commerce
website. This is done by settling an agent program in the device of each client dealing with a certain
commercial website to collect clients’ orders, ensure that these orders are sent to the website and avoid
deadlock that may occur in rush hours by collecting these orders and sending them later as offline [30].
Furthermore, an agent is responsible for security operation (encryption and key management). Moreover,
software agents support automated diversity of actions, especially actions that consume time, and thus
they reduce the cost of the transaction [31,32]. Therefore, e-commerce is considered more user-friendly,
semi-intelligent and human-like. These features aid the enhancement of e-commerce system [33,34].

In another words providing the security for each single customer is time consuming which slows the
system speed also in the rush time there will be a huge number of customers to be served especially for
huge sites providing the security for each single online customer at the same time may lead to system
crush or delay in many orders that will have negative sound. The agent prototype structure which is
suggested in this paper aims to solve this problem. Achieving the security of communication among
clients and the e-commerce website should take into account the following security dimensions:

a) Integrity–It makes sure that unauthorized persons cannot use, alter or interfere any data or
information without clients’ agreement [35].

b) Non-repudiation–It ensures that any selling or buying process cannot be denied [36].

c) Authentication–It ensures that system permits only authorized users to logon [37].

d) Confidentiality–It offers strong encryption for sensitive data that cannot be easily broken [38,39].

e) Privacy–It restricts the ability to gain and use private data [40].

f) Availability–It means that the system software is continuously available, the hardware equipment
function correctly, and the ability to recover the system quickly in s disaster situation [41].

According to Abdullah [42], the security strategies of e-commerce handle only two chief problems: the
security of business network integrity and the internal systems, and securing transactions among the clients
and the seller [43]. There are several threats that face e-commerce websites. These threats are divided
into [44–46]:
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a) Communication threats which involve: Authentication Attacks, Integrity Attacks, and
Confidentiality Attacks.

b) Environment threats which involve: Virus, Trojan Horse, and Worms.

c) Database threats.

As shown previously, there are two main problems resulted from securing the communications, time
consuming and deadlock [47–49]. To solve these problems an agent system is designed to be mediator
between client and e-commerce website. This is done by putting an agent program in the device of each client
dealing with a certain commercial website to collect client order, ensure that these orders are sent to the
website and avoid deadlock that may occur in rush hours by collecting these orders and sending them later as
offline [50,51]. Furthermore, an agent is responsible for security operation (encryption and key management).

Moreover, software agents support automated diversity of actions, especially actions that consume time,
and thus they reduce the cost of the transaction [52–54]. However, software agents vary from “traditional”
social and personalized software that are always working in a semiautonomous situation. Therefore, e-
commerce is considered more user-friendly, semi-intelligent and human-like. These features aid the
enhancement of e-commerce system [55,56].

This study focuses on the importance of the software agent in e-commerce system. The following gaps
in e-commerce systems are Time consuming, System deadlock, System throughput, and Response speed
(time). For each e-commerce system, providing security becomes an essential need due to the huge size
and the importance of transmitted data over the internet which exposed it to different types of attacks.
Many papers suggested different approaches to provide security. The key point is that providing security
for each single online customer is considered time consuming process that may affect the system
performance. This can be seen in the huge websites, in which providing security for huge number of
customers at the same time may cause a huge load on system server which is resulted into system
deadlock or crash. Another possibility is that providing security for a huge number of customers at the
same time may cause delay response or losing some of the requests. This possibility reduced system
performance and efficiency. The main contributions of our study are:

a) Design a prototype structure of multi-task software agent. Settling the software agent inside the
customer device. The software agent is responsible of two tasks: purchase and encryption
management under the control of the e-commerce system. The encryption process is performed
without the customer interfering.

b) Generate a special form that contains the purchase details and the customer information and named it
as order form.

c) Generate a unique software agent that is responsible of serving a single customer only and connect
between them using the customer and the agent IDs.

d) Determine system tasks by using the performance, environment, actuators and sensors (PEAS)
framework.

The rest organization of this study are: Section 2 presents related works, Section 3 represent the research
methodology, Section 4 explains the results and discussion and Section 5 represent the conclusions.

2 Related Works

According to [27] suggested an agent-oriented procedure which provides verification to execute security
objectives and the requirements of security validation during the various stages of developed system
lifecycle. Furthermore, the system requirements to provide mapping for the security list of risks in order
to decide if any of the threats in the list can be applied to the system to be improved. A checklist of
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security is built automatically by the meta-agents to control activities that are taken by client agent. Another
study by [28] suggested a multi-agent e-commerce system based on block chain technique. First, the agent
technology in e-commerce system was presented, then the concealed risks were explained. Second,
information transaction and executive structure is put forward. Lastly, examining the node of verification
method in the process of agent transaction. Also [29] suggested a prototype for multi-agent systems
security. It was improved depending on the principles and models concerning agent’s role and
communication. It offered an effective method for ensuring that the requirements of security and design
were integrated with system tasks throughout the development process. Furthermore, attacks and threats
were categorized. Some threats were considered such as corrupting mobile agents attack the chief system
host, fake agent, and unconfident communication between the platforms in addition to the threats of agent
level. That is to say, agent authentication, fake message, alteration of agents’ interaction can be dealt with
by changing the transporting information, message injection, and intrusion detection to agents. This study
is considered an extension of Gaia methodology with the security model.

Another study proposed by [31] showed the main vulnerabilities that can happen in multi-agent systems
in charge of handling e-commerce applications. In addition, they suggested solutions to the main difficulties
of security on these platform systems. The major assumptions provided by this study is that security measures
should optimize and improve the diverse solutions of security employed in the application of e-commerce to
avoid identity robbery, admission to private data, and access controlling, etc. Therefore, it is a vital issue to
improve the methods of security that were employed in applications such as e-commerce due to the continued
evolving of different types of attacks and threats.

The previous works only discussed the tasks of the agents but did not discussed the structure or
description of the used agent. For our software agent we used the performance, environment, actuators,
sensors (PEAS) model which will be discussed later. In addition system performance is measured
according to what is required in the environment not what the agent is expected to do. Another feature of
our system is that the customer is not involved in the encryption process. It is performed under the agent
complete control. Also for each customer there is a unique agent which is engaged to the customer via
ID. Another feature of our system is that providing security, most of the previous works did not focuses
on security issue, only on providing services for the customer depending on the agents. In addition
providing security using encryption algorithm in which the encryption process performed and managed
by the software agent is not performed before in this pattern. The proposed system suggested to generate
a single software agent to be setting inside the customer serving only this customer, No research paper
has discussed or submitted the agent’s tasks and structure in this manner before.

3 Research Methodology

This section describes the methods and procedures of the research. Figs. 1 and 2 represent system block
diagram that describes system activities and data flow among system entities.

The proposed system aims to build an integrated system that can solve the previous systems’ problems
of time consumption, deadlock and unsecured communication channel that decreases clients’ confidence in
the e-commerce system. This is designed by setting an agent program into a client’s device such that each
client visits and buys from a certain commercial website that provides a means of identity verification of
the client. The agent consists of two main parts: the first part is responsible for client requests and orders
by converting these orders as a special form that can be submitted to the website at any time and reduce
the problem of deadlock by collecting these requests into cloud to prevent orders from being discarded
due to website server overload at rush the time. The second part of the proposed system is responsible for
securing communication between clients and the commercial website. This is done by providing
encryption algorithm (provided by the commercial website) which can be changed periodically together
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with a key exchange which is provided by the commercial website for each client. This key exchange is also
changed periodically to minimize time consumption so as to provide security online for each client reaching
the website. For this purpose, security consists of two levels:

a) Key exchange which occur periodically.

b) Higher level of security which is responsible for encryption using certain encryption algorithm which
can also be changed periodically as needed.

3.1 System Structure

The essential need to provide security for the transmitted data over the internet especially the payment
information represent a critical issue. Providing security for each single customer navigates the e-commerce
site at the same time expose the network and the e-commerce server to huge load which may lead to system
crush. To reduce and prevent such damage, this paper suggests an agent prototype structure which is
responsible of two tasks, purchase and security management. The process can be described as follow:

a) For each customer who has an account, there will be an agent which is settled into his device. This
agent is generated by the e-commerce and programmed to manage two tasks purchase and security.

b) The agent is settled into the customer device after his agreement.

c) For each order, the agent will generate a form which is called order form that contains the purchase
details as invoice.

Figure 1: Agent activities at a client’s device when making an order for buying a product
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d) This invoice is encrypted to protect the customer information from any altering or steal and then is
sent to the e-commerce site.

e) The encryption process is achieved using light weight AES to save time.

f) At the receiver the form is decrypted by depending on the agent Id that refers to the customer
information. It is a mean to retrieve the encryption password.

g) The encryption process is performed without the customer interfering ( the user does not know the
key of the encryption).

h) The encryption key is generated and transformed to the agent without the customer interfering.

Figure 2: Activities of receiving and decrypting a message at the commercial website
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i) A symmetric encryption is used because the encryption process is managed by only one side ( the e-
commerce site ) the agent which is responsible of the encryption is generated and supported with the
password without the customer interfering.

j) The password has an expiry date so it is changed after using it for 10 times then a new encryption key
is generated and is sent to the agent and the old one in the e-commerce database is updated or placed
by the new one and the user does not need to know it.

k) As an authentication process for the first time using of the agent the customer will be asked to choose
a password which is used every time the customer intend to use his password to insure of his identity.

3.2 The Agent Structure Description

The relationship between the agent and the customer in e-commerce environment can be described as
follow:

The relation is Tuple <A, C, E> where:

A = set of agents

C = set of customers

E = E-commerce site

Each agent is engaged with a single customer (is settled into his/her device) such that :

∀ ci in {C}, ∃ an ai in {A} such that ai:

a) Has a unique ID.

b) Performs two tasks (purchase and security management).

c) There are set of rules that control the agent behavior :

� ci must has an account in the e-commerce site.

� ci does not interfere with the encryption process.

� ci must use a password to activate the agent tasks.

� only a single ci owns a certain ai (ai can serve only one customer all his life).

3.3 The Agent Features

The agent works as an authentic vender between the e-commerce and the customer. It is authentic
because:

a) It is generated and controlled by the principle of the owner (the e-commerce site).

b) It is authentic because it is settled by the agreement of the customer.

c) It works like cookies to make the URL that is visited before is known to the device and vice versa (to
remember the location and the preferences).

d) It is easy because it keeping the password inside it and thus reducing the probabilities to be stolen by
any intruder.

e) It is not a token because even if the customer device is stolen it won’t work without inserting the
customer activation password.

f) The encryption process is performed according to a policy is generated and employed by the e-
commerce system.

g) Eliminate the problem of choosing a week password because it is generated and updated for each
single customer with expiry date (10 times to be used).
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h) The customer ensures that his crucial information is protected by a certified side due to the common
benefits.

The proposed agent is responsible for two main tasks: purchasing management and security
management.

3.3.1 The Task Environment
When designing an agent the first step must always be to specify the task environment as fully as

possible. Task environment is the description of performance, environment, actuators and sensors and
referred to as (PEAS). For the proposed system the PEAS description is represented in Tab. 1.

3.4 Purchasing Management

This task can be described by the following steps:

a) A client visits an e-commerce website.

b) A product is chosen to be bought.

c) Conversion of the chosen product to a special form by the agent. This form is called a Record Form
that consists of such details as User ID, Agent ID, Product ID, Quantity, Address, and Time. After
performing these steps, the form is forwarded to security management as shown in Fig. 3.

Table 1: PEAS description of the proposed software agent

Agent
type

Performance measure Environment Actuators Sensors

Client
Agent

Security Customer
PC

Agent activation Customer log in

Reduce time consuming Recognize the
URL

Add item to cart

Increase no. of served order per (unit
of time)

Generate order
form

Confirm payment

Prevent deadlock Encrypt order e-shop confirm
receptionIncrease reliability (prevent loosing

of orders)
Sending packet

Stop

Figure 3: Proposed system design
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3.5 Security Management

This task consists of two main processes as follows:

a) Key management: In this phase a unique key is generated and forwarded to each client. This key can
be changed periodically. Key generation and exchange are done under the control of the e-commerce
website by means of agent aids. The client is not part in this process.

b) Encryption phase: This task involves receiving the order form from the purchasing phase and encrypt
it by means of symmetric encryption algorithm and encryption key. After the encryption process is
made, the agent id is appended to the cipher text then sent to the commercial website to be decrypted
by means the agent id. The correct encryption key will be chosen for decrypting the received
message.

This is done because e-commerce website has a database to store information for each client having an
account into the site. This information involves agent id, user id, encryption key, and other information.
When the e-commerce website sends a response to the client, the response should contain digital
signature (which is also encrypted using the same encryption key). The digital signature is used to verify
that the response is sent from the e-commerce website.

3.6 System Algorithms

The processes of the proposed system can be described by these two algorithms: generating and
encrypting order form as follows:

All these processes are done without the client intervention. They are done under the control of the e-
commerce website by means of the agent at the client device by constructing agent software programmed to
have fixed rules to follow. This agent is identified, implemented and activated through client agreements, so
when the client visits the website for the first time he\she will be identified by the commercial website. Thus it
offers an additional means for verifying the client identity besides other processes that will be performed by
the agent to increase security for both the client and the commercial websites. Fig. 4 represent the proposed
system design and tasks.

Algorithm 1: Generating and encrypting order form

Input: User order (string of characters)

Output: Encrypted order (string of character)

Start

Step 1: A client makes an order

Step 2: An agent generates Record Form

Step 3: Encrypt the form using AES encryption algorithm

Step 4: Concatenating agent id to the beginning of the encrypted message

Step 5: Sending the encrypted form to the commercial website.

End
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Algorithm 2: Receiving and decrypting a client’s form

Input: An encrypted order (string of characters)

Output: A decrypted order (string of characters)

Start

Step 1: Receiving a client’s order by a commercial website.

Step 2: Extract agent id.

Step 3: Retrieving the password relating to the agent id from a website Database.

Step 4: Decrypt the message.

Step 5: Generate the required answer.

Step 6: Encrypt the answer and send it to the client depending on agent Id.

End

Figure 4: The proposed Agent structure and ingredients
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4 Results and Discussions

It is better to design or implement performance measures regarding to what is actually required in the
environment, rather than according to how one thinks the agent should behave. In the suggested
environment the concentration is on reducing the required to provide security for each single online
customer in real time to improve system performance and reducing the lost in purchase orders. The
experimental results are used to prove the suggested algorithm performance. These criteria involve time
consuming, number of orders per seconds and time consuming according to transaction number. The
suggested algorithm were written in PHP Laravel Framework and simulated on Intel(R) Core(TM) i5-
6200U CPU @ 2.30 GHz, 2.40 GHz with 8 GB RAM and 64-bit operating system, x64-based processor,
Windows 10 Pro.

4.1 System Evaluation

There are several features that should be considered in evaluating different models in e-commerce
systems. These features are used to measure strength and weaknesses of each model. The model
integrating all or most of these features can be considered as a comprehensive model that provides
security and usability at the same time. These features are:

a) Memorability which means that clients can always remember to run a certain program even if it is
used infrequently.

b) Effectiveness: Achieving client objectives completely and accurately.

c) Efficiency: Jobs can be completed speedily and accurately.

d) Easy to learn how come the system supports both initial trend and deeper learning.

e) Error tolerance: The ability of the system to prevent errors, and helps a client to recover from
anything that occurs.

f) Engaging: To a certain degree, the user interface is interesting, satisfying and pleasing.

g) Security of transaction: keeping transaction information safe.

h) Privacy: keeping clients’ identity safe.

None of the models shown in Tab. 2 below were capable of capturing all the dimensions of usability and
security together. However, the system proposed in this research captures all these two dimensions. The
comparison shown in Tab. 2 indicates that the problems identified in other models have shown the
benefits of the proposed system.

Table 2: Its represent a comparison analysis between the related works and the proposed system depending
on the following features (the abbreviation of each feature is used to refer to it): Memorability = Memo,
Effectiveness = Efec., Easy to Learn = ETL, Engaging = Eng., Efficient = Efci., Error tolerance = ET,
Security of Transaction = ST, Privacy = P. The following degrees are used to rate each feature,
M = Medium, H = High, And NS = Not Specified

Seq. Complexity Memo. Efce. ETL Eng. Efci. ET ST P

[28] NS M H H NS NS NS NS M

[29] NS H H NS M M NS M H

[27] NS H H M M NS NS H M

[31] NS NS H H NS M M M H

The proposed system (N2)N H H H H H H H H

IASC, 2022, vol.34, no.1 509



4.2 Experimental Results

As mentioned previously in Section 4, the best method to evaluate the proposed system is to design
performance measure of what is actually required in the environment. So according to the focuses of this
study the most important measures are time consuming, system deadlock, system throughput and
response time. Therefore, The major measurement of system evaluation is time, so the required time for
serving clients is measured for several samples, time is changed and increased as the number of
customers to be served increased, but using agent reduce the amount of growth of the required time as
shown in Fig. 5. It is obviously shown that the customers serving time is increased as the number of the
customers are increased, but using the agent reduces the required time for serving and thus increasing
system performance. Because the saved time can be used to serve extra number of customers.

The time consuming for serving the clients in the original system as average is reduced by 0.02717 after
using the agent. The flow of the tasks should not exhaust the network in order to avoid the delay in processing
the critical tasks. Using an agent to provide security for each customer reduces the time required to serve each
customer (reduce response time) which in turn increases system performance and eliminates deadlock
situation that may be caused due to huge number of customers that may visit the same website at the
same time. Fig. 6 shows that the number of orders performed per seconds are increased when using agent
more than that without using agent which leads to increase system throughput and system performance.
This is the important point increase system performance insures the customers satisfaction and thus
ensures the customers return back to visit and purchase from the e-commerce website.
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Figure 5: Time consumption for serving clients
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As average the required time to manage a number of orders in the proposed system is reduced by
2.241 to the same system without using the agent. The network usage describes the workload of the
network. In other words, it shows the contribution of the proposed model to balancing the network load
while running the critical tasks. Time consumption shown in Fig. 7 is measured by the number of
transactions. It shows that the agent plays an important role in reducing network traffic, and thus
achieving the optimal usage of the network to eliminate the network overload.

As shown the time required to manage transactions in the proposed system is reduced by 2.49 to as
average the same system without implementing the agent.

5 Conclusion

Providing security to e-commerce systems is an essential issue. But this issue must not conflict with system
performance because providing security for each online customer at the same time especially in huge network
considered time consuming process that may cause system crash. The proposed agent showed that generating
agent for each client to manage purchase and security task proved (by experiments) that this method is efficient
to increase system security and system performance as well as solving the problem of system crash, which is the
main goal achieved in this research. Also network load is increased which in turn increased the number of
transactions and customers to be served. Thus achieve the optimal system performance to ensure the
customers satisfactions that leads to customers return back to the same e-commerce website. Secure e-
commerce multi agent system employs agents features to achieve high security, high performance and
customers satisfactions. Designing the software agent to be setting inside the customer device to manage the
purchase and the encryption tasks improve the system performance. This is shown obviously in the
experimental results in terms of reducing time consuming for serving the customer by 0.02717, number of
orders by 2.241and time for serving the transactions by 2.49 for the proposed system. As future works we
are working on employing more complex encryption algorithm to provide a higher level of security. As a
limitation, settling the software agent inside the customer device consider as space consuming. It is
considered as a process that utilize additional CPU resources.
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