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Abstract: As a kind of distributed, decentralized and peer-to-peer transmitted
technology, blockchain technology has gradually changed people’s lifestyle.
However, blockchain technology also faces many problems including selﬁsh
mining attack, which causes serious effects to the development of blockchain
technology. Selﬁsh mining is a kind of mining strategy where selﬁsh miners
increase their proﬁt by selectively publishing hidden blocks. This paper builds
the selﬁsh mining model from the perspective of node state conversion and utilize
the function extremum method to ﬁgure out the optimal proﬁt of this model.
Meanwhile, based on the experimental data of honest mining, the author conducts
the simulation of selﬁsh mining and discovers that selﬁsh miners are able to
acquire more revenue than honest miners when they account for more than
1/3 computing power of the whole system. Lastly, to defend the selﬁsh mining
attack, the author also summarizes the existing defending strategies and evaluates
every kind of strategy brieﬂy.
Keywords: Bitcoin; blockchain; selﬁsh mining; markov chain

1 Introduction
Since the 21st century, the vigorous development of Internet technology has greatly improved the quality
of our daily life, which makes the Internet an indispensable guarantee for the information society. However, the
Internet also faces many problems such as data leakage, hacker attack and etc. Blockchain technology [1], is a
new kind of technology which includes distributed data storage, peer-to-peer transmission, encryption
algorithm and other computer technology applications, and has the characteristics of decentralization,
trustworthiness and etc. Therefore, blockchain technology may play an important role in computer science
and ﬁnance area. Until now, the study of blockchain mainly includes the following areas: (1) blockchain
consensus mechanism, (2) distributed storage technology, (3) security and privacy technology.
Bitcoin is a new kind of digital currency based on blockchain technology. Its main characteristics are as
follows: (1) decentralized, (2) unforgeability, (3) non-tampering. However, there are many problems in the
current Bitcoin mining system including selﬁsh mining. Selﬁsh mining attack is a kind of mining strategy
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where mining nodes selectively hide or publish discovered blocks. This strategy is a competition based on
computing power. When the blockchain diverges (not the hard or soft fork used to change the consensus
principle, but the one that remains the same), the longest chain is considered as legitimate mining chain
[2]. While selﬁsh miners ﬁnd a new block, they can hide the discovered block and let other honest miners
mine in the public chain. If selﬁsh miners ﬁnd more blocks, the selﬁsh chain will have an advantage over
the public chain and choose to keep them secret. Until the length of the public chain approaches the
length of the selﬁsh chain, selﬁsh miners would public the selﬁsh chain to the system.
As a result, all the efforts of honest miners are in vain. In the contrast, selﬁsh miners can get the
maximum relative proﬁt. To the Bitcoin system, driven by proﬁt, more and more honest miners would
participate in the selﬁsh mining. When the number of selﬁsh miners exceeds 50% of all nodes, the
system will face serious security threats or even lead to credit collapse.
The paper is organized as follows. Section 2 introduces the concept of selﬁsh mining. The research of
selﬁsh mining is displayed in Section 3. Section 4 shows selﬁsh mining strategy and rewards. Section
5 introduces simulation experiments. We conclude the paper in Section 6.
2 Concept of Selﬁsh Mining
The stability of the Bitcoin standard protocol depends on the common interests of participating nodes.
When a miner discovers a new block, it immediately broadcasts these messages to the whole system. After
receiving and conﬁrming these messages, other miners record them on the distributed ledger and begin to
mine other blocks. Miners who mine a new block will be rewarded. This mechanism enables Bitcoin
transactions to reach a consensus in the case of decentralization, thus maintaining the stability of the
Bitcoin mining system. Therefore, the Bitcoin mining system is widely regarded as incentive compatible,
that is, motivating miners to comply with the prescribed Bitcoin standard protocol [3].
However, the current standard Bitcoin protocol only considers the computing power of honest miners
and ignores that of selﬁsh miners. In 2013, foreign researcher Eyal and Sirer put forward the concept of
selﬁsh mining. Different from other cyber-attacks, selﬁsh mining is designed to disrupt the normal
functioning of the blockchain network, but purely to gain more relative proﬁts. As a result,
cryptocurrencies such as Bitcoin, are more likely to encounter selﬁsh mining attacks than other types of
cyber-attacks. Eyal mentioned the dangers of such attacks on different occasions and concluded through
mathematical models that if selﬁsh miners only own one-third of the computing power of the network,
they can acquire more money than that under the standard Bitcoin protocol. Therefore, selﬁsh mining is
more attractive and easier than other attacks.
The root cause of selﬁsh mining is the computing power of selﬁsh miners and the adjustment of mining
difﬁculty. Selﬁsh miners make use of it and let mining easier and more efﬁcient. Selﬁsh mining behavior may
lead to the increase of isolated blocks (i.e., small forks in the main blockchain system have no impact on the
main chain data) in the system and a large of number of honest miners would join in the selﬁsh mining. It is
possible to result in an increase in the average time used by the transaction network to verify blocks. After
mining 2016 blocks, the system will automatically ignore isolated nodes and adjust the mining difﬁculty [4].
Hence, selﬁsh miners earn more per unit of time, which makes the attack proﬁtable, and it can be said that
there is no selﬁsh mining without difﬁcult adjustments [5].
Apart from this, blockchain researcher Kartik Nayak and Andrew Mille who are from Cornell University
and the University of Maryland respectively, they further propose that selﬁsh mining is not the best choice for
large parameter space [6]. Therefore, they consider a kind of stubborn strategy, (i.e., the attacker continues to
exploit his private branch, giving the public fork ahead, which is very beneﬁcial to the attacker). Because if
he happens to surpass the public chain later, he will waste even more of them. In this case, researchers
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calculated that the attacker’s revenue would increase by 13%. Meanwhile, researchers also showed how to
further amplify his gains through a combination of non-trivial mining and cyber-attacks. Eventually, they
found a strategy for distributed decentralized Eclipse attacks [7] that actually beneﬁts honest miners [8].
Compared with research abroad, domestic research on blockchain has begun to start. However, the
research on selﬁsh mining is still insufﬁcient, especially lacking research on selﬁsh mining process models.
3 Research of Selﬁsh Mining
3.1 Reasons for Selﬁsh Mining Attacks
The fundamental cause of conducting selﬁsh mining is the improvement of computing power and the
adjustment of mining difﬁculty. The current existing Bitcoin protocol only considers the computing
power of honest miners and ignores that of selﬁsh miners. Selﬁsh miners make use of this to improve
computing power while increasing mining efﬁciency. Selﬁsh mining behavior leads to a rapid increase in
the number of isolated blocks (i.e., small forks in the main blockchain system, which have no impact on
the main chain data) [9]. As a result, a large number of honest mining nodes would participate in the
selﬁsh mining, which will result in an increase in the average time that the transaction network utilize to
verify the block. After mining 2016 blocks, the system will automatically ignore isolated nodes and
adjust the mining difﬁculty [10]. Although the total computing power of network remains steady, the new
difﬁculty is lower than the original theoretical value, and the time for block veriﬁcation is
correspondingly reduced. Therefore, the revenue of selﬁsh miner’s unit time has increased, which leads
the attacker to be proﬁtable. Therefore, when the difﬁculty of mining is adjusted, the success rate of
selﬁsh mining is higher [11].
3.2 Existing Improvement to the Bitcoin Standard Protocol
Until now, faced with selﬁsh mining, a considerable amount of literature has been published on how to
resist selﬁsh mining. The vast majority of them adopt two kinds of strategies:
① Fundamentally change the block authentication method in Bitcoin transaction system, for example,
methods raised by Bahack [12], Solat and PotopButucaru [13].
② Reduces the possibility of honest mining nodes working on selﬁsh mining chains, for example,
strategies raised by Eyal, Sirer [14] and Heilman [15].
Among these methods, we ﬁrstly introduce the Backward-Incompatible strategy raised by Bahack.
When selﬁsh miners ﬁnd selﬁsh mining behaviour in the system, it is necessary to report to the
transaction system. After receiving the report, the system would conﬁscate the proﬁt of selﬁsh miners and
then give 50% of the forfeited proﬁt to the ﬁrst honest miner, including block fork certiﬁcation. However,
this strategy would do harm to honest miners and generate another attack on the whole system. Apart
from this, Solat and Potop-Butucaru [16] raise that we can use a certain number of digital signatures to
prove that these excavated blocks are validated by the system. But this method does not propose the
accurate number threshold of digital signatures. As a result, there is no guarantee that the system can
conduct normal transactions in the next step. Therefore, there are potential risks in this scheme.
4 Selﬁsh Mining Strategy and Rewards
4.1 Bitcoin Trading Process
As a kind of encrypted digital currency, the essence of the Bitcoin transaction is a data structure
containing a set of input lists and output lists [17]. In other words, it contains the transfer records
between nodes. Simply, the Bitcoin transaction process contains 6 steps, as shown in Fig. 1.
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Figure 1: Bitcoin transactions progress
1)
2)
3)
4)
5)
6)

The miner M1 sends a transaction request to the system.
The system broadcasts the transaction request to the P2P network.
The remaining miners in the system verify the correctness of transactions.
Multiple transactions make up a block.
New blocks are added to the existing blockchain system.
All trades ﬁnished.

The validity of the bitcoin transaction is based on the signature of the deal initiator, which is used to
prevent others from imitating signature and generating falsiﬁed data. After completing the transaction, the
system would broadcast the transaction to the neighbor nodes. The system will sort out all transaction
information over a period of time and pack the information into new blocks when the mining node works
[18]. After successfully entering the blockchain system, the transaction would be conﬁrmed by the
system. However, before trading, the authenticity of the transaction needs to be veriﬁed to prevent the
fraud data.
4.2 The Model of Selﬁsh Mining
Selﬁsh miners acquire the extra proﬁt through hiding or publishing blocks. However, there is one key
problem: when selﬁsh miners choose to publish or hide blocks to maximize their relative proﬁt.
According to the reference [19], we use < S, A, P, R > model to implement the behavior of selﬁsh miners
and transform the selﬁsh mining problem into a decision problem. The objective function is a relative proﬁt
function which is a non-linear function. Because selﬁsh miners hope to maximize their relative proﬁts, not
speciﬁc proﬁts. In other words, they want to acquire the maximum ratio of return. Then we analyze the < S, A,
P, R > model.
S is the state set of g and g = {State1, State2, State3 ⋅ ⋅ ⋅ }, we use the ternary expression {la, lh, fork} to
express the spatial state of S. The ﬁrst two parameters represent the length of selﬁsh mining chain and the
length of honest mining chain respectively. The third parameter represents the fork phenomenon [20].
A is the action set. A(S) represents next steps that selﬁsh miners would take under the state S. There are
4 elements in this action set.
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– Accept: It means that selﬁsh miners give up all blocks on the selﬁsh chain.
– Publish: When la ≥ lh, selﬁsh miners would publish all hidden blocks.
– Hide: Selﬁsh miners cannot publish their hidden blocks and continue to mine in their private chains.
– Match: Selﬁsh miners choose to publish selﬁsh mining chains of the same length as the honest miners.

This is based on one premise that selﬁsh miners must prepare one block at least in advance and conceal it.
P is the probability of transferring from the current state to the next state under the above actions.
R represents expected relative proﬁt under the current state.
When the blockchain generates forks, the state of selﬁsh mining is following in Fig. 2.

Figure 2: The state of selﬁsh mining nodes
Where State 0 is the initial state that each miner starts from this state. State 1 is a state where the selﬁsh
miner mines one new block and hides it. State 2 indicates that the honest miner announces it has mined one
new block when the selﬁsh miner hides one block. At this time, the selﬁsh miner should immediately
announce its hidden block. Meanwhile, the state would transfer into the State 3. In this case, a part of
miners would receive blocks of selﬁsh miners and mine the next block on the basis of this block.
Whether it is a selﬁsh mining block or honest mining block, it can guarantee the proﬁt as long as it mines
successfully on the blocks found by selﬁsh miners. In State 1, if selﬁsh miners ﬁnd one new block, the
state will convert into State 4. Similarly, in State 3, the state can convert into State 5 when selﬁsh miners
ﬁnd one new block, in that case, selﬁsh miners should publish all newly mined blocks to preserve the
proﬁt from the previous mined block. Lastly, the state would transfer from State 4 to State 6.
When la = lh, some honest miners are likely to participate in the selﬁsh mining. When selﬁsh miners
discover new blocks, they would take the next action judged by the length of the selﬁsh mining chain
and the length of the honest mining chain, the possible actions are expressed as Eq. (1).
8
Aceept lh  la
>
>
<
public lh ¼ la  1  1
Selfish miners action ¼
(1)
Hide other situations
>
>
:
Match lh ¼ la
Probability analysis of mining nodes
In this section, we analyze the probability distribution of mining nodes based on the state conversion
frequency. It should be pointed out that we ignore the size of blocks and communication delay in this model.
To express intuitively, we label the mining nodes as node 0’, node 0, node 1 and so on. It is better to be
represented by a state conversion diagram [21], as shown in Fig. 3.
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Figure 3: State conversion diagram
Where the State 0 represents that we only have one public chain. The State 0′ represents that the selﬁsh
mining chain has the same length with the honest mining chain. Besides of this, β is the proportion of honest
nodes in the mining pool.
In this paper, we will equate the computing power of nodes to the transition frequency α. Through Fig. 3,
if starting from the node 0′, it is possible for us to get three kinds of state transition ways [22]. The ﬁrst one is
that the mining pool mines a new block on the previous selﬁsh chain with the frequency α. The second one is
that other miners mine one new block on the previous selﬁsh chain with the frequency β(1 − α). The last one
is that other miners mine one new block on the public chain with the frequency (1 − β)(1 − α).
We can deduce the probability distribution of nodes through Fig. 3 and get the expression Eq. (2).
8
a p0 ¼ ð1  aÞ p1 þ ð1  aÞ p2
>
>
>
0
>
p
¼ ð1  aÞ p1
>
>
< a0p ¼ ð1  aÞ p
1

2

8k  2: apk ¼ ð1  aÞ pkþ1
>
>
>
þ1
>
P
>
>
pk þ p0 ¼ 1
:
k¼0

(2)

0

where p0, p00 and p1 represent the probability of the state of node 0, node 0′ and node 1 respectively. Then we
derive Eq. (2) in detail.
Obviously, we can deduce Eq. (2) to get Eq. (3).
a
p1 ¼ p1
ap0 ¼ ð1  aÞp1 þ ð1  aÞ
1a

(3)

Apart from this, we already known:
1 ¼ p0 þ p00 þ

þ1
X

pi

(4)

i¼1

We can get Eq. (5) by substituting Eq. (2) into Eq. (3).
þ1 
X
1
a k1
p1
1 ¼ p1 þ ð1  aÞp1 þ
a
1a
i¼1

(5)
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Finally, for convenience, we use α to represent p00 , p0, p1 and etc, which is as shown in Eq. (6).

8
a  2a2
>
>
p
¼
>
0
>
>
að2a3  4a2 þ 1Þ
>
>
>
>
ð1  aÞða  2a2 Þ
>
< p00 ¼
1  4a2 þ 2a3
>
a  2a2
>
>
p
¼
>
1
>
2a3  4a2 þ 1
>
>
 a k1 a  2a3
>
>
>
: 8k  2: pk ¼
1a
2a3  4a2 þ 1

(6)

4.3 The Analysis of Relative Proﬁt
Our objective function is the relative proﬁt that is a non-linear function. Because selﬁsh miners want to
acquire a higher ratio of return on the investment compared with other miners.
According to Fig. 3, we can consider the relative proﬁt from the perspective of the node state transition
frequency. The objective function is shown as Eq. (7).
ra
(7)
R¼
ra þ rh
where ra and rh are the proﬁt of selﬁsh miners and honest miners respectively.
We can research the relative proﬁt by considering the different state of the honest mining chain and the
selﬁsh mining chain [23].
(1) The length of the selﬁsh chain and honest chain are both 1 while generating forks. As show in Fig. 4,

the selﬁsh mining chain will be longer than the honest mining chain for one block when the selﬁsh
miner appends the new block to the private chain.

Figure 4: Condition 1
(2) The blockchain generates two forks with the same length 1. Meanwhile, selﬁsh miners ﬁnd one new

block and they choose to publish all blocks on the selﬁsh mining chain. Therefore, the selﬁsh chain
gets the proﬁt of 2 blocks, which is shown in Fig. 5.

Figure 5: Condition 2
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(3) When honest miners ﬁnd one new block ﬁrstly and add it to the honest mining chain, in that case,

selﬁsh miners would accept them and give up all blocks on the selﬁsh mining chain. Fig. 6
displays the condition.

Figure 6: Condition 3
(4) When honest miners ﬁnd one new block ﬁrstly, they are likely to add the one new block to the selﬁsh

mining chain. As a result, honest miners and selﬁsh miners can earn one block bonus respectively,
which would lead to the subsequent proﬁt owned by honest miners. The condition is shown in Fig. 7.

Figure 7: Condition 4
(5) The relative proﬁt of honest miners is (1 − α) p0.
(6) In the case, when lh = la, selﬁsh miners would take match action. Therefore, the ultimate attribution of

proﬁt depends on the result of the outcome between selﬁsh miners and honest miners. When lh − la =
2, if honest miners add blocks that they ﬁnd to the honest mining chain, then lh − la ≥ 1. The selﬁsh
mining chain would choose to publish all blocks. What they do would cause all the efforts of honest
miners in vain and a part of honest miners participate in selﬁsh mining. In that case, revenue belongs
to selﬁsh miners, which is shown in Fig. 8.
(7) The selﬁsh mining chain decreases the lead, which remains at least two. The new block will end
outside the chain once the selﬁsh chain publishes its entire fork. However, the selﬁsh chain now
reveals only one block and obtains a revenue of one. All of these are shown in Fig. 9.
Based on the analysis of above 8 conditions, we can ﬁgure out the proﬁt of honest miners and selﬁsh
miners respectively. Among them, the proﬁt of condition 3, 4, 5 belong to honest miners and the proﬁt of
condition 1, 2, 3, 7, 8 belong to selﬁsh miners. Therefore, the relative proﬁt can be expressed as Eq. (8).
8
þ1
P
<
pi ð1  aÞ
ra ¼ p00  bð1  aÞ þ 2  p00 a þ 2  p2 ð1  aÞ þ
(8)
i¼3
:
rh ¼ p00  bð1  aÞ þ 2  p00 ð1  aÞð1  bÞ þ p0 ð1  aÞ
where a 2 ð0; 12Þ and b 2 ð0; 1Þ, we substitute rh and ra in Eq. (4) into the function of relative proﬁt. After
simplifying the relative proﬁt function, we get Eq. (9).
ra
að1  aÞ2 ð4a þ bð1  2aÞÞ  a3
¼
R¼
ra þ rh
1  að1 þ að2  aÞÞ

(9)

To simplify the function R intuitively, we create the diagram of the function R through MATLAB.
From Eq. (5) and Fig. 10, we discover that R is determined by the value of α and β. So we will turn this into
a problem of ﬁnding the extremum value of R in the feasible region of α and β. According to the reference [24],
we discover that selﬁsh miners who only master more than one-third computing power of the entire network
can acquire more proﬁt than honest miners, which is corresponding to our recognition. Apart from this, when β
equals to 1/2, the threshold value of 1/4. In other words, when selﬁsh miners account for 1/2 of total miners,
they can acquire more proﬁts than honest miners as long as they master the 1/4 computing power.
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Figure 8: Condition 7

Figure 9: Condition 8
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Figure 10: Proﬁt function diagram
5 Simulation
5.1 The Simulation of Honest Mining
5.1.1 Experimental Environment
We use Go language to implement the experiment. The simulation system is developed based on the
following software and hardware environment, and then the experimental data is collected.
The hardware environment: Intel(R) Core(TM) i5-8300 CPU @ 2.30 GHz, 8G RAM.
The software environment: Ubuntu 18.04 LiteIDE X35.5 go 1.11.1.
We use terminal nodes of Linux system to simulate the miner. Mining nodes make use of broadcasting to
conduct information exchange. Besides of this, the experimental data is processed by SigmaPlot and Matlab.
5.1.2 Experiment Content and Data Analysis
To simplify the experiment, we suppose that one transaction is one block. If we mine successfully, the
proﬁt would be 1 and the transaction cost is 0. In this section, we design two experiments. Two thousand
simulated transactions are conducted for 6 miners with the same calculation force and 10 miners with
different calculation force respectively [25]. After that, we analyze the data and get the relationship
between computing power and proﬁt.
We set 10 mining nodes with different computing power and conduct the simulation experiment for
2000 times. For the convenience of calculation, the total computing power is 8000, from M1 to M10 are
6%, 7%, 7.5%, 8.5%, 9.5%, 10.5%, 11%, 12%, 13% and 15% respectively. After 2000 times of
simulation, we analyze the actual proﬁt and then make comparison with the theoretical proﬁt. All of data
is shown in Tab. 1. From the experimental data, we ﬁnd the error rate of theoretical proﬁt and actual
proﬁt are within a reasonable range. For the sake of comparing intuitively, we select bars to represent the
error rate between theoretical proﬁt and actual proﬁt, as shown in Fig. 11.
From Tab. 1, we can ﬁnd that the actual revenue ratio and the theoretical revenue ratio are roughly equal.
Meanwhile, according to Fig. 11, we can draw the conclusion that there is a positive correlation between
computing power and node proﬁt for honest miners. In other words, if one honest node has more
computing power, it would acquire more node proﬁt.
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Table 1: Table caption
Miner

Theoretical proﬁt

Actual proﬁt

Error rate

Computing value

Miner1
Miner2
Miner3
Miner4
Miner5
Miner6
Miner7
Miner8
Miner9
Miner10

6%
7%
7.50%
8.50%
9.50%
10.50%
11%
12%
13%
15%

5.30%
8.15%
7.20%
7.65%
9.15%
10.65%
11.35%
12.15%
14.05%
14.30%

0%,70%
−1.15%
0.30%
0.85%
0.35%
−0.15%
−0.35%
−0.15%
−1.05%
−0.70%

4800
5600
6000
6800
7600
8400
8800
9600
11200
12000

Figure 11: Honest mining diagram
We can analyze the lost ratio brieﬂy. According to the reference [26], the blockchain system can generate
two types of forks, including accidental fork and intentional fork. The probability of the former is 1.69%.
Different from intentional fork, the accidental fork is the result of Poisson process of PoW in the system
and it may cause transactions lost [27]. In the simulation of honest mining, the lost ratio is 0.1%.
Furthermore, the quality of hardware may inﬂuence the lost ratio of experiment.
5.2 The Simulation of Selﬁsh Mining
5.2.1 Experimental Environment
The selﬁsh mining experimental environment is the same as that of the simulation of honest mining. We
do not repeat it again.
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5.2.2 Experiment Content and Data Analysis
In the selﬁsh mining experiment, ﬁrstly, we build 2 selﬁsh mining nodes with the computing power of
15000 and 27500 respectively. Then there are also 2 honest mining nodes with the same computing power of 20000.
The statistical data of selﬁsh mining experiment is shown in Tab. 2. Where SM1 and SM2 represent two
selﬁsh miners respectively, M3 and M4 are two honest miners with the same computing power. In order to
make comparison, we transfer the table into the bar chart.
Table 2: Statistics of selﬁsh mining
Trading number

SM1

SM2

M3

M4

Revenue

Loss ratio

100 trading
200 trading
300 trading
400 trading
500 trading
600 trading
700 trading
800 trading
900 trading
1000 trading
Revenue Ratio

5
12
25
34
44
51
62
70
84
98
13.68%

33
57
87
118
140
166
189
213
240
271
37.85%

14
25
40
65
90
110
129
148
168
186
25.98%

15
35
58
72
85
98
111
129
145
161
22.49%

67
133
211
289
359
425
491
560
637
716
100%

33%
34%
30.00%
27.78%
28.20%
29.20%
29.90%
30.00%
29.22%
28.40%
30.27%

According to Tabs. 2, 3 and Fig. 12, we can mainly draw two conclusions.

Figure 12: Selﬁsh mining diagram
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Table 3: Statistics of selﬁsh mining
Mining node

SM1

SM2

M3

M4

Computing power
Total revenue
Proportion of total computing power
Revenue ratio

15000
98
18.18%
13.68%

27500
271
33.33%
37.85%

20000
186
24.24%
25.98%

20000
161
24.24%
22.49%

① When two selﬁsh miners work together, the loss ratio trends to be smooth, which is around 30%.
② There is a signiﬁcant difference in the revenue of each node because of various computing power. For
example, the computing power of SM1 accounts for 18.18% of the whole system, but it only acquires
13.68% of the total proﬁt. On the contrary, the computing power of SM2 accounts for 33.33% of the
system, as a result, and the revenue reaches 37.85% of the total system. From this perspective, there is
a game process with computing power as main factor between SM1 and SM2. Meanwhile, the
computing power of SM1 is lower than other miners, there is also a mutual game process between
honest miners and selﬁsh miners. As for the detailed analysis of the game process between nodes,
it is not the focus of this paper, and will not be discussed in detail here.
In a nutshell, the above experimental data indicates that when the nodes are conducting self-mining, if
the power of the node is too small, it will be difﬁcult to obtain additional beneﬁts, or even less than the
beneﬁts of the honest node. When the computing power reaches 1/3 of the total system power, the selfmining node can obtain more additional beneﬁts than the honest node. The result is in accordance with
the theoretical derivation by researcher Eyal in 2013.
6 Conclusion
In this chapter, we mainly introduce some characteristics of blockchain and then lead to selﬁsh mining
attack in the current Bitcoin transaction system. We analyze the cause of selﬁsh mining and illustrate the
results of selﬁsh mining. Furthermore, the research process of selﬁsh mining at home or abroad is also
illustrated there. We build the model of selﬁsh mining from the perspective of node state transition
diagram and derive the function expression of relative proﬁt. Then by utilizing the function extremum
method, we ﬁgure the value of optimal proﬁt. When the computing power reaches 1/3 of the total system
power, the self-mining node can obtain more additional beneﬁts than the honest node. Overall, blockchain
technology is still in development stage. There is a lot of work to do in technical level.
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