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Abstract: Wireless communications have to face to several different security issues in 
practice due to the nature of broadcast. The information theory is well known to provide 
efficient approaches to address security issues in wireless communications, which attracts 
much attention in both industry and academia in recent years. In this paper, inspired by 
information theory, we study the outage probability of the opportunistic relay selection 
based on cognitive decode-and-forward relaying with the secrecy consideration. 
Specifically, the closed-form expression of the outage probability is proposed. Moreover, 
the asymptotic performance evaluation on the basis of the analytical results is 
investigated. The simulation results show that the relay selection can reduce the outage 
probability in accordance with our theoretical analysis. 
 
Keywords: Secure communication, average secrecy rate, relay selection, probability 
density function. 

1 Introduction 
Wireless communications cause serious practical security issues because of the broadcast 
nature of the transmission medium. Information-theoretic security has recently attracted 
much research interests in recent years [Sun, Wang, Xu et al. (2012)]. The pioneering 
work was proposed by Wyner [Wyner (1975)] and was effectively extended by other 
scholars in [Jiang (2019); Leung and Hellman (1978); Csiszar and Korner (1978); Sun, 
Xu, Jiang et al. (2013); Alotaibi and Hamdi (2014); Ghosh and Roy (2015)], which 
considered the properties of Gaussian channels in the broadcast fashion. 
The security of multiple-antenna systems was also investigated in Shrestha et al. 
[Shrestha and Kwak (2014)]. Information-theoretic security in wireless communications 
has been used to improve security in the wireless quasi-static fading channels [Chrysikos, 
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Birkos, Dagiuklas et al. (2016)]. However, multiple antennas may not be always available 
in practice because of their high cost and large size. In this scenario, cooperative 
communications were proposed to efficiently overcome this limitation. Some research 
results are presented to investigate various relay or cooperative strategies, which aim to 
increase security against eavesdroppers. These strategies include noise forwarding [Dong, 
Han, Petropulu et al. (2010); Pham and Kong (2014); Ibrahim, Hassan and El-Dolil 
(2015); Namdar and Basgumus (2017)]. It is worth noting that a previous study [Krididis 
(2010)] considered relay selection in secure decode-and-forward (DF) cooperative 
communications. The value of outage probability is derived in Krididis [Krididis (2010)], 
which is meaningful at high signal-to-noise ratios (SNRs). As to the simulation results of 
the study, a closed-form expression of the outage probability remains unclear in selective 
DF cooperative communications with secrecy constraints in different values of SNRs. 
In this paper, we investigate the outage probability of selective DF cooperative secure 
communications over Rayleigh fading channels. The system model is proposed in Section 
2. As the main contribution of the study, analytical expressions for the outage probability 
are derived in Section 3 The asymptotic performances in the high SNR regime are also 
investigated based on the analytical results in Section 3. The accuracy of our performance 
analysis is verified by simulation in Section 4. The paper is concluded in Section 5. 

2 System model 
The half-duplex DF relay wireless system in Fig. 1 consists of one source (S), N trusted 
relays (R), one destination (D), and one eavesdropper (E). Each node is equipped with a 
single antenna. 
The communication link between the S and the destination nodes occurs in two hops. In 
the first hop, S broadcasts the signal to all nodes. For simplicity but without loss of 
generality, we focus on the high SNR region where all relay nodes successfully decode 
the source transmission [Krikidis (2010); Dong, Han and Petropulu (2010); Pham and 
Kong (2014); Khalil, Berber and Sowerby (2016); Namdar and Basgumus (2017)]. In the 
second hop, relay selection based on instantaneous average secrecy rate is performed. Let 

sdγ , seγ , n
rdγ  and n

reγ  denote the instantaneous SNR of the link S D→ , S E→ , iR D→  
and iR E→ , respectively. The multiple-access channel is defined with Rayleigh fading. 
Thus, the probability density functions (PDFs) of the SNRs, ( )sdf γ , ( )sef γ , ( )n

rdf γ  and 
( )n

ref γ , and the corresponding exponential distributions are identified by sdλ , seλ , mλ  
and eλ , respectively. 
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Figure 1: A typical Half-duplex DF relay wiretap channel model. In the first phase, S 
broadcasts the signal to all the destination nodes (dotted lines). In the second phase, the 
best relay node re-forwards the signal to D and E (solid lines) 

In the second hop, only the relay node with the highest instantaneous average secrecy rate 
is selected to forward the message to D. Thus, D and E can combine the two received 
signals by maximum-ratio combining. In accordance with the definition in [Bloch (2008)], 
the instantaneous average secrecy rate [Wyner (1975)] about the nth relay link is given by  

, ,max[ln(1 ) ln(1 ), 0]
max[ln( ), 0]

n
s m n e n

n

R
Z

γ γ= + − +

=
                (1) 

where ,
n

m n rd sdγ γ γ= +  denotes the instantaneous SNR of the mail channel, ,
n

e n re seγ γ γ= +  
represents the instantaneous SNR of the eavesdropping channel, and 

, ,(1 ) / (1 )n m n e nZ γ γ= + + . The output of the relay selection can be expressed as  

max 1max{ , , }NZ Z Z= ⋅⋅ ⋅  (2) 

with the cumulative density function (CDF) as  

max
1

( ) ( )
N

n
n

F z F z
=

=∏                                                                                                             (3) 

where ( )Fn z  is the CDF of nZ . After the relay selection is executed, the instantaneous 
average secrecy rate is expressed as 

max

max[max(ln( )), 0] max[ln(max( )), 0]
max[ln( ), 0].

n nRs Z Z
Z

= =

=
                                                            (4) 

This study characterizes the relay selection with secrecy constraints in terms of outage 
probability. 

3 Outage probability of relay selection with secrecy constraints 
In a wireless communication network, the secrecy outage probability is an important 
performance measure. Outage probability is defined as the probability that the 
instantaneous secrecy capacity falls below a target rate R, expressed as 

r max( ) P ( ) ( ).R
out sP R R R F e= ≤ =                                                                                         (5) 
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3.1 Relay selection without direct links 
In this subsection, we follow the system model in Krikidis [Krikidis (2010)], where S has 
no direct links with D and E.  
In this case, the instantaneous SNRs of the main channel and the eavesdropping channel 
are expressed as ,

n
m n rdγ γ=  and ,

n
e n reγ γ= , respectively. Therefore, the CDF of nZ , ( )nF z  

can be given by 
1

0 0
( ) ( ) ( )

11 exp( ) .

n
rez zn n n n

n re re rd rd

m

m e m

F z f d f d

z
z

γ
γ γ γ γ

λ
λ λ λ

∞ + −
=

−
= − −

+

∫ ∫
               (6) 

Substituting Eq. (6) in Eq. (3), max ( )F z  can be determined. Thus, for independent 
identically distributed (I.I.D.), by using the binomial expansion, and the secrecy outage 
probability for a target rate R is given by 

0

( 1)( ) exp ,

n

RN

out
n m

n eN mP R n R
e m

C
e λ

λ
λ λ=

 −
= − 

 

 −
∑  + 

                                                  (7) 

where !/ !/ ( )!N
nC N n N n= − . 
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                 (8) 

3.2 Relay selection with direct links 
We extend the system model in Krikidis [Krikidis (2010)] by considering the direct links 
between S and D/E in this subsection. 
In this scenario, the outage probability for a target rate R Eq. (8) is shown at the top of 
this page, where 
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Proof: The CDF of nZ , ( )nF z , can be expressed as  

( )r r
1( ) P P ,
1

n
n nrd sd

n rd ren
re se

F z z z uλ λ
λ λ

λ λ
 + +

= < = < + + + 
                                                          (10) 

where 1se sdu z zγ λ= − + − . The conditional CDF ( | )nF z u  is calculated as follows: 

If 0u ≥ , the conditional CDF ( | )nF z u  is given by 

0 0
( | ) ( ) ( )

1 exp

n
rez un n n n

n re re rd rd

m

m e m

F z u f d f d
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              (11) 

Otherwise, if 0u < , the conditional CDF ( | )nF z u  can be expressed as 

/ 0
( | ) ( ) ( )

exp .

n
rez un n n n

n re re rd rdu z

e

e e m

F z u f d f d

zu
z z

λ
λ λ λ λ

λ
λ λ λ

∞ +

−
=

 
=   + 

∫ ∫
                                                                    (12) 

Therefore, using the binomial expansion, we can express the conditional CDF max ( | )F z u  
(maximum among N I.I.D. random variable) as 

0
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By introducing se sdv zλ λ= − , we obtain max ( )F z . The PDF ( )f v  of v  is given by  

1 exp , 0
( )

1 exp , 0

se sd se

se sd sd

v v
z z

f v
v v

z

λ λ λ

λ λ λ

  
− ≥  +  = 
  <  +  

                                                                            (14) 

Using Eq. (14), 1u v z= + − , and after simplifications, we can express ( )outP R  as Eq. (8). 
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3.3 Asymptotic outage probability 
The asymptotic outage probability at high SNRs can better characterize the performance 
of the algorithm, where mλ →∞  and eλ →∞  with a constant /m ek λ λ= . 
Without direct links, the asymptotic outage probability [Krikidis (2010)] is expressed as 

( ) .

N

a
out

R
P R

R
e

e k
=
 
 + 

                                                                                                  (15) 

When S has direct links with D and E, we calculate the asymptotic outage probability. In 
accordance with Eq. (8), for fixed SNRs sdλ  and seλ , we have 
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where /d sd ek λ λ= , /e se mk λ λ=  and /m sd mk λ λ= . If 1mnk − , then 1R
af e= − ; else, 

( )( )1 1
exp 1

1

R
m sd

a
sd m

e nk
f

nk
λ
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  − −
  = −

   −  
. In the case of sdλ →∞  and seλ →∞  with a 

constant /s sd sek λ λ= , Eq. (16) is rewritten as 
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If 0dk → , 0ek →  and 0mk → , Eq. (16) and Eq. (17) can be rewritten as Eq. (15). In 
this case, the effect of direct links is negligible. 

4 Simulation results 
Fig. 2 shows the outage probability of 0.3R =  for 15 e dBλ =  under different mλ  and 
relay nodes N. As observed, the experimental curves exactly match the theoretical results. 
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These curves show that secrecy outage probability decreases with the increasing number 
of relay nodes. 

 

Figure 2: Outage probability of 0.3R =  vs. mλ . “wo” indicates that S has no direct links 
with D/E. “w x dB/y dB” denotes sd x dBλ =  and se y dBλ =  

The asymptotic behavior of outage probability of 0.3R =  as functions of mλ  under 
different relay nodes N is illustrated in Fig. 3. SNR eλ  is equal to SNR mλ . As presented in 
Fig. 3, these plotted curves follow the previously described behavior. When , , 0d e mk k k →  
with increasing SNR mλ , SNRs sdλ  and seλ  are fixed as 5dB; Eq. (16) converges to Eq. 
(15), as shown in Fig. 3. Moreover, asymptotic outage analysis efficiently converges to the 
true outage probability in the high SNR regime. The effect of direct links is negligible in 
the high SNR regime when SNRs , ,d e mk k k  are considerably small. 

 
Figure 3: Asymptotic outage probability of 0.3R =  and mλ . “wo” indicates that S has no 
direct links with D/E. “w x dB/y dB” denotes sd x dBλ =  and se y dBλ = . “w SNR/SNR” 
indicates sd se mλ λ λ= =  
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5 Conclusions 
In this paper, we derived closed-form expressions of the outage probability in secure DF 
cooperative communications. The relay selection is proved to reduce the outage 
probability. Specifically, the closed-form expression of the outage probability is proposed. 
Moreover, the asymptotic performance evaluation on the basis of the analytical results is 
investigated. The simulation results show that the relay selection can reduce the outage 
probability in accordance with our theoretical analysis. The simulation results verify the 
theoretical results in this study. We will consider the relay-jamming selection as the 
future work.  
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