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Abstract: Ciphertext-policy attribute-based encryption (CP-ABE) is a promising
cryptographic solution to the problem for enforcing fine-grained access control over
encrypted data in the cloud. However, when applying CP-ABE to data outsourcing
scenarios, we have to address the challenging issue of policy updates because access
control elements, such as users, attributes, and access rules may change frequently. In this
paper, we propose a notion of access policy updatable ciphertext-policy attribute-based
encryption (APU-CP-ABE) by combining the idea of ciphertext-policy attribute-based key
encapsulation and symmetric proxy re-encryption. When an access policy update occurs,
data owner is no longer required to download any data for re-encryption from the cloud,
all he needs to do is generate a re-encryption key and produce a new encapsulated
symmetric key, and then upload them to the cloud. The cloud server executes re-encryption
without decryption. Because the re-encrypted ciphertext is encrypted under a completely
new key, users cannot decrypt data even if they keep the old symmetric keys or parts of the
previous ciphertext. We present an APU-CP-ABE construction based on Syalim et al.’s
[Syalim, Nishide and Sakurai (2017)] improved symmetric proxy re-encryption scheme
and Agrawal et al.’s [Agrawal and Chase (2017)] attribute-based message encryption
scheme. It requires only 6 bilinear pairing operations for decryption, regardless of the
number of attributes involved. This makes our construction particularly attractive when
decryption is time-critical.
Keywords: Ciphertext-policy attribute-based encryption, key encapsulation mechanism,
access structure, all-or-nothing transform, cloud computing.
1 Introduction
Cloud computing is gaining popularity as more companies decide to deploy their services
and applications to the cloud. At the same time, security and privacy concerns for the data
in the cloud are growing. Once users outsource their private data to the cloud, they lose the
direct control of their data and have to trust the cloud service provider (CSP) reluctantly.
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Unfortunately, CSPs are generally considered as honest-but-curious, which means the
cloud will carry out its promised operations honestly, but might pry into the sensitive data
led by business interest or curiosity [Sadiku, Musa and Momoh (2014)].
To protect sensitive data and prevent unauthorized access by illegal visitors, including CSPs,
a straightforward solution for data owners is to encrypt data before outsourcing them to the
cloud [Liu, Peng and Wang (2018)]. Traditional public key encryption or identity-based
encryption are one-to-one solutions, they cannot efficiently provide data owners to
selectively share their encrypted data at a fine-grained level. To address above requirement
for enforcing fine-grained access control over encrypted data, Sahai et al. [Sahai and Waters
(2005)] introduced the concept of attribute-based encryption (ABE), which has been
identified as a potentially useful basis for fine-grained sharing of encrypted data in the cloud.
There are two types of ABE schemes depending on the form of ciphertext and key: keypolicy ABE (KP-ABE) and ciphertext-policy ABE (CP-ABE). In a KP-ABE scheme
[Goyal, Pandey, Sahai et al. (2006)], ciphertext is linked to a set of attributes and user’s
private key is tied to an access structure. In a CP-ABE scheme [Waters (2011)], ciphertext
is linked to an access structure and user’ private key is tied to a set of attributes. Since
access policy is determined by the data owner in CP-ABE, which is conceptually closer to
traditional access control methods such as role-based access control that provides finegrained access control over encrypted data, it is more suitable for access control
applications in cloud environment.
In a CP-ABE based access control system, data confidentiality protection and access
control enforcement are achieved through the following hybrid encryption ways:
•
Data owner encrypts the original data to obtain ciphertext 𝑐𝑐1 by using a secure
symmetric cipher (e.g., AES) with a randomly chosen symmetric key 𝐾𝐾. Then, data
owner encrypts the symmetric key by using a secure CP-ABE scheme under a certain
access policy to obtain ciphertext 𝑐𝑐2 .
•
Data owner uploads the ciphertexts 𝑐𝑐1 and 𝑐𝑐2 along with the access policy to the cloud.
•
A data user will be able to obtain the symmetric key 𝐾𝐾 by decrypting 𝑐𝑐2 if and only if
his attributes set satisfies the access policy. Finally, the data user can obtain the
original data by decrypting 𝑐𝑐1 with the symmetric key 𝐾𝐾.
For real-world applications of CP-ABE, the issue of access policy update must be
considered. In some scenarios, data owner may want to change the access policy embedded
in the ciphertext because of some changes in the intended recipients of the data. In this case,
some users who satisfied the old access policy in the ciphertext may no longer satisfy the
new access policy, and those users should be removed from the legitimate recipients such
that they can no longer decrypt the ciphertext. Suppose that data owner revokes the access
permission of user Alice with an attribute set to the file F. On the one hand, data owner
needs to update the access policy such that Alice’s attribute set does not meet the new
access policy. On the other hand, as access policy is related only to CP-ABE ciphertext,
re-encrypting file F is necessary to ensure that Alice can no longer decrypt the data. An
intuitive policy update process is described as follows.
•
Data owner retrieves the ciphertext (𝑐𝑐1 , 𝑐𝑐2 ) from the cloud and decrypts them to obtain
the original file.
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Data owner chooses a new symmetric key 𝐾𝐾 ′ and produces a new ciphertext 𝑐𝑐1′ by
encrypting the original file with the new symmetric key.
•
Data owner generates a new access policy that the data user’s attributes set does not
satisfy the new access policy, and produces the ciphertext 𝑐𝑐2′ by encrypting the new
symmetric key 𝐾𝐾 ′ under the new access policy.
•
Finally, data owner upload 𝑐𝑐1′ and 𝑐𝑐2′ to the cloud and delete 𝑐𝑐1 and 𝑐𝑐2 .
Obviously, the above policy update process will incur both huge communication costs and
computational burden on the data owner, especially when big data is stored in the cloud.
To improve the efficiency of access policy update, Cheng et al. [Cheng, Wang, Ma et al.
(2013)] proposed a policy update scheme for CP-ABE by applying all-or-nothing transform
(AONT). In their scheme, data is first split into slices such that all slices are needed to
recover the original data. Then, a random slice of data is encrypted with hybrid encryption
of CP-ABE and symmetric encryption so that the original data cannot be recovered unless
that slice is decrypted. When an access policy update occurs, data owner decrypts the
encrypted slice, and then a different slice is randomly chosen to be newly encrypted using
hybrid encryption. As only a small slice needs to be decrypted and encrypted, the
computational cost required for access policy update is smaller than when computing over
the original data. However, Cheng et al.’s scheme still requires downloading and uploading
some data slices upon policy update. More importantly, as showed by Wang et al. [Wang,
Wu and Liu (2018)], Cheng et al.’s scheme only preserves all-or-nothing property for one
time, if a user has obtained and kept the symmetric key before being denied access,
updating access policy will not take effect because it only affects ABE ciphertext, and the
symmetric key encrypting the actual data does not change.
Wang et al. [Wang, Mickens, Zeldovich et al. (2016)] proposed a hybrid encryption system in
which CP-ABE is used with key homomorphic pseudo-random function so that the data can
be re-encrypted by a proxy server. However, as pointed out by Garisson et al. [Garrison, Shull,
Myers et al. (2016)], the key homomorphic pseudo-random function has efficiency issues with
its computational cost when re-encrypting symmetric ciphertext under a new key, making it
impractical for deployment in actual systems. Myers et al. [Myers and Shull (2018)] proposed
a general hybrid encryption method in which only a small fraction of data is computed upon
re-encryption. However, their method has a drawback where the ciphertext size and
decryption time increase per re-encryption. In addition, their method does not consider the
case in which data owner may want to change access policy of the ciphertext.
Syalim et al. [Syalim, Nishide and Sakurai (2011)] proposed an idea to implement a proxy
re-encryption scheme for symmetric ciphers by first transforming the plaintext into a
random sequence of blocks by using AONT. However, the security proof assumes that the
AONT always produces random sequence, which is not applicable if the users who have
access to the previous encryption keys are allowed to choose the plaintexts. Subsequently,
Syalim et al. [Syalim, Nishide and Sakurai (2017)] proposed an improved version by
introducing the usage of a variant of Rivest’ AONT, and proved the improved proxy reencryption scheme for symmetric ciphers to be secure under chosen plaintext attack for all
types of attackers.
Recently, Yasumura et al. [Yasumura, Imabayashi and Yamana (2018)] proposed an
•
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attribute-based proxy re-encryption method in which data can be re-encrypted in the cloud
without downloading any data by adopting both Waters’s CP-ABE scheme and Syalim et
al.’s symmetric proxy re-encryption scheme. However, they did not give formal definition
and security model, nor did they consider how to apply Waters’s CP-ABE encrypted
symmetric key to Syalim et al.’s symmetric proxy re-encryption. In addition, Waters’s CPABE scheme is only be proved secure in the weak selective security model under nonstandard q-type assumption. More importantly, the decryption procedure in Waters’s CPABE scheme is fairly expensive, particularly for complex access structures, because a
pairing computation was needed for each attribute.
In this paper, we propose a cryptographic notion called access policy updatable ciphertextpolicy attribute-based encryption (APU-CP-ABE). When an access policy update occurs,
data owner is no longer required to download any data for re-encryption from the cloud,
all he needs to do is generate a re-encryption key and produce a new encapsulated
symmetric key, and then upload them to the cloud. The cloud will store encrypted data for
users accessing and execute re-encryption algorithm by using the re-encryption key, which
does not give it the ability of decrypting any ciphertexts. Data users who do not meet the
new access policy can no longer decrypt the data, even if they retain old symmetric keys
before their access permissions are denied, as the data is encrypted under completely new
key after re-encryption. We also present an efficient and provable secure APU-CP-ABE
construction by combining Agrawal et al.’s fast attribute-based message encryption
scheme [Agrawal and Chase (2017)] with Syalim et al.’s improved proxy re-encryption
scheme for symmetric ciphers [Syalim, Nishide and Sakurai (2017)].
The rest of the paper is organized as follows. We introduce some necessary preliminary
work in Section 2. We give system architecture and syntax definition for APU-CP-ABE
scheme in Section 3. We describe our APU-CP-ABE construction in Section 4. Finally, we
conclude our paper in Section 5.
2 Preliminaries
Let Ω denote the universe of attributes. A collection Γ ⊆ 2Ω is monotone if for every ℬ and
𝒞𝒞, if ℬ ∈ Γ and ℬ ⊆ 𝒞𝒞 then 𝒞𝒞 ∈ Γ. An access structure (respectively, monotone access
structure) is a collection (respectively, monotone collection) Γ of non-empty subsets of Ω. The
sets in Γ are called the authorized sets, and the sets not in Γ are called the unauthorized sets.
Access control policy is generally described in terms of Boolean formula with AND and
OR gates, where each input is associated with an attribute in Ω. Boolean formulae fall into
a more general class of functions called monotone span programs (MSPs) [Rouselakis and
Waters (2013)]. An MSP is given by a matrix 𝑀𝑀ℓ×𝓃𝓃 over ℤ𝑞𝑞 and a mapping
𝜌𝜌: {1, 2, ⋯ , ℓ} → Ω. Lewko and Waters describe a simple and efficient method to convert
any (monotone) Boolean formula into an MSP (𝑀𝑀ℓ×𝓃𝓃 , 𝜌𝜌) such that every row of
𝑀𝑀ℓ×𝓃𝓃 corresponds to an input in the Boolean formula and the number of columns is same
as the number of AND gates in the Boolean formula [Lewko and Waters (2011)].
Let 𝒮𝒮 be a set of attributes and ℐ = {𝑖𝑖│𝑖𝑖 ∈ {1, 2, ⋯ , ℓ}, 𝜌𝜌(𝑖𝑖) ∈ 𝒮𝒮} be the set of rows in
𝑀𝑀ℓ×𝓃𝓃 that belong to 𝒮𝒮. We say that (𝑀𝑀ℓ×𝓃𝓃 , 𝜌𝜌) accepts 𝒮𝒮 if there exists a linear combination
of rows in ℐ that gives (1, 0, ⋯ , 0). More formally, there should exist coefficients {𝜇𝜇𝑖𝑖 }
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such that
∑𝑖𝑖∈ℐ 𝜇𝜇𝑖𝑖 × 𝑀𝑀𝑖𝑖 = (1, 0, ⋯ ,0).
An asymmetric bilinear pairing group generator is an algorithm that takes as input a
security parameter κ and outputs (𝑞𝑞, 𝔾𝔾1 , 𝔾𝔾2 , 𝔾𝔾 𝑇𝑇 , ℯ�), where 𝔾𝔾1 =< 𝑔𝑔1 >, 𝔾𝔾2 =< 𝑔𝑔2 >,
𝔾𝔾 𝑇𝑇 are three cyclic groups of prime order 𝑞𝑞, and a bilinear pairing on (𝔾𝔾1 , 𝔾𝔾2 , 𝔾𝔾 𝑇𝑇 ) is a
function ℯ�: 𝔾𝔾1 × 𝔾𝔾2 → 𝔾𝔾 𝑇𝑇 with the following properties:
•
Bilinearity: for all 𝑢𝑢1 ∈ 𝔾𝔾1 , 𝑢𝑢2 ∈ 𝔾𝔾2 and any positive integer 𝑎𝑎 and 𝑏𝑏 , we have
ℯ��𝑢𝑢1𝑎𝑎 , 𝑢𝑢2𝑏𝑏 � = ℯ�(𝑢𝑢1 , 𝑢𝑢2 )𝑎𝑎𝑎𝑎 .
•
•

Non-degeneracy: ℯ� (𝑔𝑔1 , 𝑔𝑔2 ) ≠ 1.
Computability: for all 𝑢𝑢1 ∈ 𝔾𝔾1 , 𝑢𝑢2 ∈ 𝔾𝔾2 , there is an efficient algorithm to compute
ℯ� (𝑢𝑢1 , 𝑢𝑢2 ).
Definition 2.1 (Decisional Linear Assumption). The decisional linear (DLIN) assumption
in an asymmetric pairing group of prime order (𝑞𝑞, 𝔾𝔾1 , 𝔾𝔾2 , 𝔾𝔾 𝑇𝑇 , ℯ�) states that, given: 𝒟𝒟 =
𝑎𝑎
𝑎𝑎
𝑎𝑎
𝑎𝑎
𝑎𝑎 𝑠𝑠
𝑎𝑎 𝑠𝑠
𝑎𝑎 𝑠𝑠
𝑎𝑎 𝑠𝑠
�𝑔𝑔1 , 𝑔𝑔2 , 𝑔𝑔1 1 , 𝑔𝑔1 2 , 𝑔𝑔2 1 , 𝑔𝑔2 2 , 𝑔𝑔1 1 1 , 𝑔𝑔1 2 2 , 𝑔𝑔2 1 1 , 𝑔𝑔2 2 2 �, it is computationally intractable for
𝑠𝑠 +𝑠𝑠2

any polynomial-time adversary to distinguish the tuple �𝒟𝒟, �𝑔𝑔11

𝑠𝑠 +𝑠𝑠2

, 𝑔𝑔21

�� from the

tuple �𝒟𝒟, (𝑔𝑔1𝑠𝑠 , 𝑔𝑔2𝑠𝑠 )�, where 𝑎𝑎1 and 𝑎𝑎2 are chosen from ℤ∗𝑞𝑞 , 𝑠𝑠1 , 𝑠𝑠2 and 𝑠𝑠 are chosen from
ℤ at random.
The concept of All-Or-Nothing Transform (AONT) was introduced by Rivest as a mode
of operation for block ciphers [Rivest (1997)]. An AONT is an un-keyed, invertible,
randomized transformation, with the property that it is hard to invert unless all of the output
is known. In fact, Rivest’s AONT may be viewed as a (𝑡𝑡 + 1, 𝑡𝑡 + 1) threshold scheme.
Data composed of 𝑡𝑡 blocks is encoded into 𝑡𝑡 + 1 different blocks so that none of the
original blocks may be decoded unless all 𝑡𝑡 + 1 encoded blocks are present, or an attacker
possesses enough computing power to crack an encryption key. The key, however, is
encoded with the data.

3 Access policy updatable ciphertext-policy attribute-based encryption
The system architecture and work flow of our proposed access policy updatable ciphertextpolicy attribute-based encryption (APU-CP-ABE), as illustrated by Fig.1, considers a CSP
stores data generated by data owners and shares them among authorized data users. A
ciphertext includes two parts: a header which is encapsulated symmetric key by applying
ciphertext-policy attribute-based key encapsulation mechanism and a body which is
encrypted data by applying a symmetric cipher.
The following participating entities are involved in the APU-CP-ABE scheme:
•
The trusted attribute authority (AA), who is responsible for generating the global
public parameters, master public key and issuing attribute-based private keys for data
users. AA is considered as a trusted entity in our model.
•
The Cloud Service Provider (CSP), who stores and shares data among authorized users.
CSP is also responsible for executing the re-encryption algorithm for symmetric
cipher to obtain a new ciphertext body and replacing the old ciphertext header with
the new ciphertext header under the data owner’s request.
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Data owner (DO), who sets access policy, generates a ciphertext header by running
symmetric key encapsulation algorithm under the access policy, and a ciphertext body
by running symmetric key encryption algorithm on original data before outsourcing
to the cloud. In addition, the data owner runs re-encryption key generation algorithm
and sends the re-encryption key, and new ciphertext header (with new access policy)
to the cloud when the access policy is updated.
Data users (DU), who downloads the ciphertext from the cloud. Only users whose
attribute-based private keys satisfy the access policy embedded in ciphertext header
can successfully decrypt the symmetric key, then decrypt ciphertext body to get
original data.

Figure 1: Architecture and work flow of APU-CP-ABE
An APU-CP-ABE scheme consists of the following eight polynomial-time algorithms:
•
Setup(1𝜅𝜅 , Ω): The setup algorithm takes as input a security parameter κ and an
attribute universe description Ω. It outputs the public parameters mpk and a master
secret key msk.
•
AttrKeyGen(mpk, msk, 𝒮𝒮): The randomized attribute-based private key generation
algorithm takes as input the public parameters mpk, the master secret key msk and a
set of attributes 𝒮𝒮. It outputs an attribute-based private key 𝑠𝑠𝑠𝑠𝒮𝒮 .
•
Encrypt( 𝐾𝐾, msg): The randomized symmetric encryption algorithm takes as input a
symmetric key 𝐾𝐾 and a message msg. It produces as output a ciphertext body 𝑐𝑐.
•
CPABKEM(mpk, 𝔸𝔸): The randomized key encapsulation algorithm takes as input the
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public parameters mpk and an access structure 𝔸𝔸. It outputs a symmetric key 𝐾𝐾 and a
ciphertext header 𝐶𝐶𝐶𝐶.
ReKeyGen(𝐾𝐾1 , 𝐾𝐾2 ): The re-encryption key generation algorithm takes as input an old
symmetric key 𝐾𝐾1 and a new symmetric key 𝐾𝐾2 . It generates re-encryption key
𝑟𝑟𝑟𝑟𝐾𝐾1 →𝐾𝐾2 .

ReEncrypt(𝑐𝑐1 , 𝑟𝑟𝑟𝑟𝐾𝐾1 →𝐾𝐾2 ): The re-encryption algorithm takes as input a ciphertext
body 𝑐𝑐1 = Encrypt(𝐾𝐾1 , msg) encrypted on a messge msg with the symmetric key
𝐾𝐾1 and a re-encryption key 𝑟𝑟𝑟𝑟𝐾𝐾1 →𝐾𝐾2 . It outputs a new ciphertext body 𝑐𝑐2 =
Encrypt(𝐾𝐾2 , msg) encrypted on the message msg with the symmetric key 𝐾𝐾2 .
•
CPABDEM(mpk, 𝑠𝑠𝑠𝑠𝒮𝒮 , 𝐶𝐶𝐶𝐶): The deterministic symmetric key de-capsulation algorithm
takes as input the public parameters mpk, an attribute-based private key 𝑠𝑠𝑠𝑠𝒮𝒮 and a
ciphertext header 𝐶𝐶𝐶𝐶. If the attributes set 𝒮𝒮 contained in the attribute-based private key
satisfies the access policy 𝔸𝔸 in the ciphertext header, this algorithm will output a
symmetric key 𝐾𝐾. Otherwise, this algorithm will output an error symbol ⊥ indicating
that the de-capsulation failed.
•
Decrypt( 𝐾𝐾, 𝑐𝑐): The deterministic symmetric decryption algorithm takes as input a
symmetric key 𝐾𝐾 and a ciphertext body 𝑐𝑐. It produces a message msg.
Correctness when the access policy is not updated: for security parameter κ and any
message msg , Setup(1𝜅𝜅 , Ω) → (mpk, msk) , AttrKeyGen(mpk, msk, 𝒮𝒮) → 𝑠𝑠𝑠𝑠𝒮𝒮 ,
CPABKEM(mpk, 𝔸𝔸) → (𝐾𝐾, 𝐶𝐶𝐶𝐶) , Encrypt(𝐾𝐾, msg) → 𝑐𝑐 , if 𝔸𝔸(𝒮𝒮) = 1 , we have
Decrypt(CPABDEM(mpk, 𝑠𝑠𝑠𝑠𝒮𝒮 , 𝐶𝐶𝐶𝐶), 𝑐𝑐) → msg with overwhelming probability.
Correctness when the access policy is updated: for security parameter κ and any message msg,
Setup(1𝜅𝜅 , Ω) → (mpk, msk) , CPABKEM(mpk, 𝔸𝔸1 ) → (𝐾𝐾1 , 𝐶𝐶𝐶𝐶1 ) , CPABKEM(mpk,
𝔸𝔸2 ) → (𝐾𝐾2 , 𝐶𝐶𝐶𝐶2 ) , ReKeyGen(𝐾𝐾1 , 𝐾𝐾2 ) → 𝑟𝑟𝑟𝑟𝐾𝐾1 →𝐾𝐾2 , Encrypt(𝐾𝐾1 , msg) → 𝑐𝑐1 ,
ReEncrypt(𝑐𝑐1 , 𝑟𝑟𝑟𝑟𝐾𝐾1 →𝐾𝐾2 ) → 𝑐𝑐2 , and AttrKeyGen(mpk, msk, 𝒮𝒮) → 𝑠𝑠𝑠𝑠𝒮𝒮 . If 𝔸𝔸2 (𝒮𝒮) = 1, then
we have Decrypt(CPABDEM(mpk, 𝑠𝑠𝑠𝑠𝒮𝒮 , 𝐶𝐶𝐶𝐶2 ), 𝑐𝑐2 ) → msg with overwhelming probability,
namely the correctness is not affected by symmetric key rotation.
Syalim et al. [Syalim, Nishide and Sakurai (2011)] defined the security model for
symmetric proxy re-encryption. For ciphertext-policy attribute-based key encapsulation
mechanism, we consider the following indistinguishability against adaptive chosen
plaintext attack game played between a challenger and an adversary:
•
Initialization: The challenger runs the setup algorithm and provides mpk to the
adversary.
•
Attribute-based private key queries: The adversary can query AttrKeyGen oracle, for
any attribute 𝒮𝒮 of its choice to get 𝑠𝑠𝑠𝑠𝒮𝒮 .
•
Challenge: The adversary provides a policy 𝔸𝔸 to the challenger, then the challenger
runs CPABKEM(mpk, 𝔸𝔸) → (𝐾𝐾, 𝐶𝐶𝐶𝐶), sets 𝐾𝐾𝑏𝑏 ← 𝐾𝐾 and 𝐾𝐾1−𝑏𝑏 as a random key, for a
random bit 𝑏𝑏. It provides (𝐾𝐾0 , 𝐾𝐾1 , 𝐶𝐶𝐶𝐶) to the adversary.
•
Attribute-based private key queries: The adversary can again query AttrKeyGen
oracle of its choice.
•
Finalize: The adversary outputs its guess 𝑏𝑏 ′ on the bit 𝑏𝑏.
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The adversary’s advantage in the above game is defined as Adv(1𝜅𝜅 ) = Pr[𝑏𝑏 ′ = 𝑏𝑏] − 1/2.
Definition 1. An APU-CP-ABE scheme is said to be fully or adaptively secure if Adv(1𝜅𝜅 )
is negligible in the security parameter κ for all probabilistic polynomial time adversaries.
4 Our APU-CP-ABE construction
Our proposed APU-CP-ABE scheme is described as follows.
•
Setup: The AA performs as follows.
1. Run the asymmetric bilinear pairing group generator algorithm that takes security
parameter κ as input and outputs (𝑞𝑞, 𝔾𝔾1 , 𝔾𝔾2 , 𝔾𝔾 𝑇𝑇 , ℯ�).
2. Generate hash functions 𝐻𝐻𝑖𝑖𝑖𝑖 : {0, 1}∗ → 𝔾𝔾1 and 𝐺𝐺𝑖𝑖𝑖𝑖 : {0, 1}∗ → 𝔾𝔾1 for 𝑖𝑖 ∈ {1,
2, 3} and 𝑗𝑗 ∈ {1, 2}.
3. Compute 𝑔𝑔𝑖𝑖𝑖𝑖 = 𝐺𝐺𝑖𝑖𝑖𝑖 (1) for 𝑖𝑖 ∈ {1, 2, 3} and 𝑗𝑗 ∈ {1, 2}.
4.

5.
6.
•
1.

Choose (𝑟𝑟, 𝑎𝑎1 , 𝑎𝑎2 , 𝑏𝑏1 , 𝑏𝑏2 , 𝑑𝑑1 , 𝑑𝑑2 , 𝑑𝑑3 ) from ℤ∗𝑞𝑞 at random, then compute 𝑔𝑔 = 𝑔𝑔1𝑟𝑟 ,
𝑎𝑎
𝑎𝑎
ℎ1 = 𝑔𝑔2 1 , ℎ2 = 𝑔𝑔2 2 , 𝑇𝑇1 = ℯ� (𝑔𝑔1 , 𝑔𝑔2 )𝑎𝑎1 𝑑𝑑1+𝑑𝑑3 , 𝑇𝑇2 = ℯ� (𝑔𝑔1 , 𝑔𝑔2 )𝑎𝑎2 𝑑𝑑2 +𝑑𝑑3 .
Set the master public key mpk as
(𝜅𝜅, 𝑞𝑞, 𝔾𝔾1 , 𝔾𝔾2 , 𝔾𝔾 𝑇𝑇 , ℯ� , 𝑔𝑔1 , 𝑔𝑔2 , 𝑔𝑔11 , 𝑔𝑔12 , 𝑔𝑔21 , 𝑔𝑔22 , 𝑔𝑔31 , 𝑔𝑔32 , ℎ1 , ℎ2 , 𝑇𝑇1 , 𝑇𝑇2 ).
Set the master secret key msk as (𝑔𝑔, 𝑎𝑎1 , 𝑎𝑎2 , 𝑏𝑏1 , 𝑏𝑏2 , 𝑑𝑑1 , 𝑑𝑑2 , 𝑑𝑑3 ).
AttrKeyGen: The AA performs as follows.

𝑏𝑏 𝑟𝑟
𝑏𝑏 𝑟𝑟
Choose (𝑟𝑟1 , 𝑟𝑟2 , 𝜎𝜎) from ℤ∗𝑞𝑞 at random and compute 𝑥𝑥1 = 𝑔𝑔2 1 1 , 𝑥𝑥2 = 𝑔𝑔2 2 2 ,
𝑟𝑟 +𝑟𝑟

2.

3.
4.
•
1.
2.
3.
4.
5.
•

𝑏𝑏 𝑟𝑟 /𝑎𝑎

𝑏𝑏 𝑟𝑟 /𝑎𝑎

𝑟𝑟 +𝑟𝑟 /𝑎𝑎

,
𝑦𝑦1 = 𝑔𝑔111 1 1 𝑔𝑔212 2 1 𝑔𝑔311 2 1 𝑔𝑔𝜎𝜎/𝑎𝑎1 +𝑑𝑑1
,
𝑦𝑦2 =
𝑥𝑥3 = 𝑔𝑔21 2
𝑏𝑏1 𝑟𝑟1 /𝑎𝑎2 𝑏𝑏2 𝑟𝑟2 /𝑎𝑎2 𝑟𝑟1 +𝑟𝑟2 /𝑎𝑎2 𝜎𝜎/𝑎𝑎2 +𝑑𝑑2
𝑑𝑑3 −𝜎𝜎
𝑔𝑔12
𝑔𝑔22
𝑔𝑔32
𝑔𝑔
, 𝑦𝑦3 = 𝑔𝑔
.
For a set of attributes 𝒮𝒮 = {𝜔𝜔1 , 𝜔𝜔2 , ⋯ , 𝜔𝜔𝓃𝓃 }, choose 𝜎𝜎𝑖𝑖 from ℤ∗𝑞𝑞 at random, then
compute 𝑠𝑠𝑠𝑠𝑖𝑖1 = 𝐻𝐻11 (𝜔𝜔𝑖𝑖 )𝑏𝑏1 𝑟𝑟1 /𝑎𝑎1 𝐻𝐻21 (𝜔𝜔𝑖𝑖 )𝑏𝑏2 𝑟𝑟2 /𝑎𝑎1 𝐻𝐻31 (𝜔𝜔𝑖𝑖 )𝑟𝑟1 +𝑟𝑟2 /𝑎𝑎1 𝑔𝑔𝜎𝜎𝑖𝑖/𝑎𝑎1 , 𝑠𝑠𝑠𝑠𝑖𝑖2 =
𝐻𝐻12 (𝜔𝜔𝑖𝑖 )𝑏𝑏1 𝑟𝑟1 /𝑎𝑎2 𝐻𝐻22 (𝜔𝜔𝑖𝑖 )𝑏𝑏2 𝑟𝑟2 /𝑎𝑎2 𝐻𝐻32 (𝜔𝜔𝑖𝑖 )𝑟𝑟1 +𝑟𝑟2 /𝑎𝑎2 𝑔𝑔𝜎𝜎𝑖𝑖/𝑎𝑎2 and 𝑠𝑠𝑠𝑠𝑖𝑖3 = 𝑔𝑔−𝜎𝜎𝑖𝑖 .
Set 𝑠𝑠𝑠𝑠𝑖𝑖 = (𝑠𝑠𝑠𝑠𝑖𝑖1 , 𝑠𝑠𝑠𝑠𝑖𝑖2 , 𝑠𝑠𝑠𝑠𝑖𝑖3 ) for 1 ≤ 𝒾𝒾 ≤ 𝓃𝓃.
Return 𝑠𝑠𝑠𝑠𝒮𝒮 = (𝑥𝑥1 , 𝑥𝑥2 , 𝑥𝑥3 , 𝑦𝑦1 , 𝑦𝑦2 , 𝑦𝑦3 , 𝑠𝑠𝑠𝑠1 , 𝑠𝑠𝑠𝑠2 , ⋯ , 𝑠𝑠𝑠𝑠𝓃𝓃 )..
CP-ABKEM: For a MSP (𝑀𝑀ℓ×𝓃𝓃 , 𝜌𝜌), the data owner performs as follows.
𝑢𝑢

𝑢𝑢

Choose 𝑢𝑢1 and 𝑢𝑢2 from ℤ∗𝑞𝑞 at random, then compute 𝑧𝑧1 = ℎ1 1 , 𝑧𝑧2 = ℎ2 2 , 𝑧𝑧3 =
𝑢𝑢 +𝑢𝑢
𝑢𝑢 𝑢𝑢
𝑢𝑢 𝑢𝑢
𝑢𝑢 𝑢𝑢
𝑔𝑔2 1 2 , 𝐾𝐾1 = 𝐻𝐻1 (𝑇𝑇1 1 𝑇𝑇2 2 ), 𝐾𝐾2 = 𝐻𝐻2 (𝑇𝑇1 1 𝑇𝑇2 2 )and 𝐾𝐾3 = 𝐻𝐻3 (𝑇𝑇1 1 𝑇𝑇2 2 ).
For 𝑖𝑖 ∈ {1, 2, ⋯ , ℓ} and 𝑘𝑘 ∈ {1, 2, 3}, compute
𝑢𝑢1
𝑢𝑢2 𝑀𝑀𝑖𝑖𝑖𝑖
𝑐𝑐𝑖𝑖𝑖𝑖 = [𝐻𝐻𝑘𝑘1 (𝜌𝜌(𝑖𝑖))]𝑢𝑢1 [𝐻𝐻𝑘𝑘2 (𝜌𝜌(𝑖𝑖))]𝑢𝑢2 ∏𝓃𝓃
.
𝑗𝑗=1[𝐺𝐺𝑘𝑘1 (𝑗𝑗) 𝐺𝐺𝑘𝑘2 (𝑗𝑗) ]

Set 𝑐𝑐𝑖𝑖 = (𝑐𝑐𝑖𝑖1 , 𝑐𝑐𝑖𝑖2 , 𝑐𝑐𝑖𝑖3 ) for 1 ≤ 𝒾𝒾 ≤ 𝓃𝓃.
Set the ciphertext header 𝐶𝐶𝐶𝐶 = (𝑧𝑧1 , 𝑧𝑧2 , 𝑧𝑧3 , 𝑐𝑐1 , 𝑐𝑐2 , ⋯ , 𝑐𝑐ℓ ).
Return (𝐶𝐶𝐶𝐶, 𝐾𝐾1 , 𝐾𝐾2 , 𝐾𝐾3 ).
Encrypt: The data owner encrypts the message msg using the keys (𝐾𝐾1 , 𝐾𝐾2 , 𝐾𝐾3 ) to
get ciphertext body 𝑐𝑐, which is exactly the same as the encryption algorithm in
Syalim et al. [Syalim, Nishide and Sakurai (2017)].
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CP-ABDEM: For attribute-based private key 𝑠𝑠𝑠𝑠𝒮𝒮 and a ciphertext header 𝐶𝐶𝐶𝐶, the
data user performs as follows.
satisfies the MSP
1. Determine whether the attribute set 𝒮𝒮 associated with
(𝑀𝑀ℓ×𝓃𝓃 , 𝜌𝜌) in 𝐶𝐶𝐶𝐶. If not, terminate and return ⊥.
2. Otherwise, compute constants {𝜇𝜇𝑖𝑖 }𝑖𝑖∈ℐ that satisfy ∑𝑖𝑖∈ℐ 𝜇𝜇𝑖𝑖 𝑀𝑀𝑖𝑖 = (1, 0, ⋯ , 0).
𝜇𝜇𝑖𝑖
𝜇𝜇𝑖𝑖
𝜇𝜇𝑖𝑖
, 𝑡𝑡2 = 𝑦𝑦2 ∏𝑖𝑖∈ℐ 𝑠𝑠𝑠𝑠𝜌𝜌(𝑖𝑖)2
, 𝑡𝑡3 = 𝑦𝑦3 ∏𝑖𝑖∈ℐ 𝑠𝑠𝑠𝑠𝜌𝜌(𝑖𝑖)3
, 𝑣𝑣1 =
3. Compute 𝑡𝑡1 = 𝑦𝑦1 ∏𝑖𝑖∈ℐ 𝑠𝑠𝑠𝑠𝜌𝜌(𝑖𝑖)1

𝜇𝜇𝑖𝑖
𝜇𝜇
𝜇𝜇
∏𝑖𝑖∈ℐ 𝑐𝑐𝑖𝑖1
, 𝑣𝑣2 = ∏𝑖𝑖∈ℐ 𝑐𝑐𝑖𝑖2𝑖𝑖 , 𝑣𝑣3 = ∏𝑖𝑖∈ℐ 𝑐𝑐𝑖𝑖3𝑖𝑖 , 𝑈𝑈 = [ ℯ� (𝑡𝑡1 , 𝑧𝑧1 )ℯ� (𝑡𝑡2 , 𝑧𝑧2 )ℯ� (𝑡𝑡3 , 𝑧𝑧3 )]/
[ℯ� (𝑣𝑣1 , 𝑥𝑥1 )ℯ�(𝑣𝑣2 , 𝑥𝑥2 )ℯ�(𝑣𝑣3 , 𝑥𝑥3 )], 𝐾𝐾1 = 𝐻𝐻1 (𝑈𝑈), 𝐾𝐾2 = 𝐻𝐻2 (𝑈𝑈) and 𝐾𝐾3 = 𝐻𝐻3 (𝑈𝑈).
4. Return (𝐾𝐾1 , 𝐾𝐾2 , 𝐾𝐾3 ).
•
Decrypt: The data user decrypt the ciphertext body 𝑐𝑐 using the keys (𝐾𝐾1 , 𝐾𝐾2 , 𝐾𝐾3 ) to
recover original data msg, which is exactly the same as the decryption algorithm in
Syalim et al. [Syalim, Nishide and Sakurai (2017)].
•
ReKeyGen: The data owner generates the re-encryption keys from old symmetric key
(𝐾𝐾1 , 𝐾𝐾2 , 𝐾𝐾3 ) and a new symmetric key (𝐾𝐾1′ , 𝐾𝐾2′ , 𝐾𝐾3′ ), which is exactly the same as the reencryption key generation algorithm in Syalim et al. [Syalim, Nishide and Sakurai (2011)].
•
Re-Encrypt: The CSP re-encrypts the ciphertext body 𝑐𝑐 using the re-encryption key,
which is exactly the same as the re-encryption key generation algorithm in Syalim et
al. [Syalim, Nishide and Sakurai (2011)].
Our proposed APU-CP-ABE scheme has three advantages over the trivial solution (i.e., the
hybrid encryption of CP-ABE and AES in which the process of downloading, decrypting,
encrypting, and uploading ciphertexts is required to perform re-encryption when access
policy update occurs).
•
First, the burden on the data owner is reduced because neither decryption nor
encryption are required. The data owner only needs to generate and send re-encryption
keys to the cloud.
•
Second, the communication cost required for re-encryption is smaller because the data
owner only needs to send re-encryption key and encapsulated symmetric key to the cloud.
•
Third, data users who do not meet the new access policy can no longer decrypt the
data, even if they retain old symmetric keys before their access permissions are denied,
as the data is encrypted under completely new key after re-encryption.
In addition, compared to Yasumura et al.’s scheme [Yasumura, Imabayashi and Yamana
(2018)] that based on Waters’s CP-ABE scheme and Syalim et al.’s symmetric proxy reencryption scheme, Waters’s CP-ABE scheme is only be proved secure in the weak
selective security model under non-standard -type assumption. More importantly, the
decryption procedure in Waters’s CP-ABE scheme is fairly expensive, particularly for
complex access structures, because a pairing computation was required for each attribute.
As we all know, the decryption procedure for a CP-ABE scheme is arguably the most
important one because it will be invoked by the user in most cases, and often on
computationally weak devices. As a result, the decryption process in Yasumura et al.’s
scheme is not efficient. In our APU-CP-ABE construction, it requires only 6 bilinear
pairing operations for decryption, regardless of the number of attributes involved. This
renders it particularly attractive when decryption is time-critical. Furthermore, our APU-
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CP-ABE construction is proved to be adaptively secure under the DLIN assumption on
asymmetric pairing groups in the random oracle model [Agrawal and Chase (2017)].
5 Conclusions
Ciphertext-policy atrribute-based encryption is a promising cryptographic tool in the cloud
environment, and several CP-ABE based cryptographic cloud storage systems have been
proposed in recent years. However, these systems suffer from time-consuming access
policy revocation operation. In this paper, we propose a notion of access policy updatable
ciphertext-policy attribute-based encryption by combining the idea of ciphertext-policy
attribute-based key encapsulation and symmetric proxy re-encryption. When an access
policy update occurs, data owner only needs to do generate a re-encryption key and produce
a new encapsulated symmetric key, and then upload them to the cloud. This reduces the
communication costs between the data owner and the cloud. We present a concrete access
policy updatable ciphertext-policy attribute-based encryption construction based on Syalim
et al.’s improved symmetric proxy re-encryption scheme and Agrawal et al.’s attributebased message encryption scheme, and our construction requires only 6 bilinear pairing
operations for decryption, regardless of the number of attributes involved. This makes it
particularly attractive when decryption is time-critical.
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