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Digital Continuity Guarantee Approach of Electronic Record
Based on Data Quality Theory
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Abstract: Since the British National Archive put forward the concept of the digital
continuity in 2007, several developed countries have worked out their digital continuity
action plan. However, the technologies of the digital continuity guarantee are still lacked.
At first, this paper analyzes the requirements of digital continuity guarantee for electronic
record based on data quality theory, then points out the necessity of data quality
guarantee for electronic record. Moreover, we convert the digital continuity guarantee of
electronic record to ensure the consistency, completeness and timeliness of electronic
record, and construct the first technology framework of the digital continuity guarantee
for electronic record. Finally, the temporal functional dependencies technology is utilized
to build the first integration method to insure the consistency, completeness and
timeliness of electronic record.
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1 Introduction

Electronic record is generated in digital devices and digital environment, which is in a
digital form to store in tape, magnetic disk, optical disc, etc. This electronic record can be
read and processed rely on digital devices, such as computers, and it is transmitted on the
Internet [Xie, Wang and Ma (2017); Jiang, Zeadally, Ma et al. (2017); Wang, Gu, Liu et
al. (2019)]. With the rapid development of e-commerce, e-government and information
system, more and more public information is generated and stored in digital form, and the
formats and types of the information are diverse. But the massive and diverse digital
public information can’t be managed effectively. Moreover, the traditional file storage
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strategy is no longer suitable for the storage of the digital record. As result, the digital
records are faced with the dilemma of data losing and unavailability.

Some investigations show that about 10% of the electronic record of the government
departments in Canadian is unreadable [Xie, Wang and Ma (2017); Qian (2014); Chen,
Wang, Xia et al. (2019)]. In 2008, the National Archives and National Library of New
Zealand conducted a survey about the electronic record stored by the public sector, in which
it showed that [Shen, Zhou, Chen et al. (2017); Wei, Zhang and Ma (2018); Cao, Zhang,
Dong et al. (2018)]: about 67% of the electronic record preserved by the public institutions is
inaccessible. And about 31% of the controlling index of the record is not available; 20% of
the electronic record, which required some special computer software or hardware, is not
available; 15% of the electronic record is stored in the medium, which has been obsolete.

Moreover, the regeneration cost will be enormous if these data information lose. The
reconnaissance data on Mars in 1957, which is stored on two disks by the National
Aeronautics and Space Agency, can’t be decoded because of the change of technology.
And the National Aviation and Space Agency had to spend a lot of manpower and financial
resources to recover the electronic record [Li, Niu, Kumari et al. (2018); Gu, Yang and Yin
(2018); Yin, Shi and Wang (2019)]. According to the research of the US National Science
Foundation committee, the regeneration of only 20 MB digital information will cost about
$ 64,000 [Ren, Shen, Wang et al. (2015); He, Kumar, Wang et al. (2017); Ge, Liu, Xia et al.
(2019)]. More seriously, some digital information can no longer regain once lose.

To solve the problems, in 2007 the UK National Archive firstly proposed the concept of
“digital continuity” and launched the “Digital Continuity Project”. The aim is to construct
the ability of using the digital information according to the required form and the time
[Ren, Shen, Liu et al. (2016); Shin, Koo, Hur et al. (2017); Rostami, Sangaiah, Wang et
al. (2019)]. In 2009, the National Archive of New Zealand released the Digital Continuity
Action Plan to prevent the loss of government information assets and ensure them to be
used in the future. The object of the plan is to satisfy the requirement of all the New
Zealand public departments for management digital information’s identifying, preserving,
storage, access, using and so on. The National Archive of Australia presented the ‘digital
continuity 2020 policy’ for government digital information and combined with the digital
transformation program and e-government construction to promote the continuity control
of public digital information in 2015. Although each country has its own focus, it is
aware of the importance of digital continuity of public digital information.

The rest of the paper is organized as follows. Section 2 introduces the related works. Section
3 analyzes the requirements of the digital continuity for electronic record and form the
insurance theoretical framework of the digital continuity based on data quality theory. And
in Section 4 we define the system model and present the first digital continuity guarantee
scheme based on functional dependency theory. Finally, Section 5 concludes this paper.

2 Related work
2.1 Digital continuity

At present, all countries faced with the serious consequences of bad digital information
management, such as digital information is missing, unreadable and difficult to find.
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Thus, digital continuity was proposed as a new concept of information management and
service. Moreover, it has been widely recognized in the world [An (2016); Upward, Reed,
Olive et al. (2013); Li, Liu, Wang et al. (2019)].

Theoretically, digital continuity can be traced back to the record continuum theory. The
continuum theory is a basic theory of electronic record operation, which was proposed
after the record life cycle theory. In 1996 Frank Upward presented record continuum
theory and constructed a record continuum model based on the space-time. The theory
reveals the continuity of life movement of electronic record in multiple dimensions. It
focuses on the change of record, fond and fond set, and reflects the relation between
record preserving form, the business activities and business environment [Wang, Cao, Li
et al. (2015); Zeng, Dai, Wang et al. (2019); Wang, Gao, Yin et al. (2018)]. It reveals the
method of the consistence management in the whole process management from the
formation of records to the preserved archives.

Digital continuity emphasizes the long-term preservation of digital resources, and deals
with missing or unreadable of electronic record, which are caused by IT technological
change. Some scholars regard it as a theory of long-term preservation of digital
information [Huang (2014); Yuan and Wang (2016); Gong, Bo, Tao et al. (2018)].
Though, the view points out the core issue of digital continuity and represents the core
target of digital continuity, it doesn’t point out that the nature of digital continuity is a
continuous process, rather than the simply result of long-term preservation.

2.2 Digital continuity project

UK National Archive pioneered the concept of the digital continuity and launched the
research of the Digital Continuity Project in 2007. Digital continuity is the ability to use
your information in the way that you need, for as long as you need. Managing digital
continuity is essential if you are to protect the digital information you depend on to do
business. Losing your digital continuity could have serious consequences [ISO (2010);
ISO (2008); Yan, Zhang, Wan et al. (2019)]. This concept is based on the idea of the risk
management of some ‘“changes”, i.e., any one or more changes of the information
management, technology and business are likely to bring the loss of digital information
and digital continuity.

Since 2009, the National Archives of New Zealand National released the Digital
Continuity Action Plan to prevent the loss of government information assets and to
ensure the long time available for the future [Archives New Zealand (2016); Jia (2016)].
The plan faced all the New Zealand public departments for management digital
information’s identifying, storage, access, re-use and etc., and it emphasized on making
the management of the government digital information be effective and economic. The
public departments contain government departments, Royal research institutions, the
Royal enterprises, state enterprises, local health committees, higher education institutions
and so on. The key issues of the plan include long-term preservation of information,
conservation and use of government information, authenticity and reliability of
government information, openness and transparent of government information, trust
access to government information (sensitive and private information’s protection), the
economy, efficiency and sustainability of government information management. The
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digital continuity of New Zealand is comprehensive analyzed from the environmental
level, the legal, business and international environment, and the necessity, feasibility and
objective of digital continuity are shown in Tab. 1.

Table 1: Action plan of digital continuity plan of the New Zealand

Objective Action

Responsibility: Enhance the understanding of digital continuity issues for public
the head of digital continuity in  department in the strategic sector.
public department effectively
communicates and form the
consensus.

Form practice zone cross industry and inter department.

Coordinate the existing legal definition and compile the glossary.

Usability: ) .
Reuse of information and data of the government department.
Citizens and the public sector =~ Make sure that certain types of information are limited to access, and
can use public information in  the limited strategy is updated according to the data attributes.

Fhe present and.future, and the  ynderstand and consider the views and interests of the group.
information will be able to

prevent access and use

without authorization.

In 2015, the National Archive of Australia launched the “digital continuity 2020 policy”
for government digital information, which combined with the digital transformation plan
and e-government construction, in order to promote the continuity control of public
digital information [NAA (2015); Xiao and Wu (2015)]. Digital continuity strategy
consists of principle of digital continuity, digital continuity plans, guidelines and practical
results, and other digital continuity of the constitution, as shown in Fig. 1.

Digital Continuity
Principles: RNy Digital Continuity
defining characteristic of] T Outcomes:

digital continuity

1.Maximizing the benefits of
digital information for
individuals, governments and

Dlgltal < Dlgltalpfontm“lty social organizations
.. an:
Dontinuit 2.Balance personnel, process and
y Implemented key technology to facilitate effective

measures information management

3.Meet all the requirements of the

Information in its whole life
oo Lo
Practical Guidance

Figure 1: Digital continuity plan of the Australian national archive

Digital continuity is a basic strategy, which ensured that preserved digital information
can be used as needed; and then the principle of digital continuity is summarized based
on the measures. A series of key measures implemented under the principle of digital
continuity is called the digital continuity plan; and the goal of the policy is to achieve
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digital continuity [Qian, Shao, Zhu et al. (2018); Wang, Cao, Ji et al. (2017); He, Yu,
Zhang et al. (2017)].

3 Problem statement
Generally, digital information is more vulnerable than paper for several reasons, including:

(1) There is more of it and it is created in a diverse range of formats; opening and using
it depends on hardware and software that can become unsupported.

(2) It can be stored in a variety of places, making it harder to find.

(3) It is easy to lose essential metadata and context required to understand the
information when it is moved between organizations and systems.

(4) Multiple versions of the same information can exist, making it difficult to determine
which version is most accurate or up to date.

(5) Essential audit data that tells us what has happened to the information, who accessed
or changed it and when, can be lost-making it difficult to trust the information.

Digital continuity is a useful method of protecting the long-term use of the information.
Specifically, it refers to the maintenance and management of digital information to ensure
that it is can be used now and future when needed [Kaur and Kaur (2017); Zhu, Gao,
Shen et al. (2017); Wu, Li and Jiang (2017); Wang, Xu and Pei (2017)]. Thus, the
information is complete, accessible, and available under the guidance of digital continuity.

Digital continuity focuses on the risk management and control of some changes. The
changes mainly contain that the information and information management (including
ownership, staff, policies and procedures, etc.), technology (including hardware, software,
format migration, etc.), business (including information can be found and read, operable,
understandable and credible demand). The changes of one or more of these three factors
may cause the loss of the digital continuity of the digital information [Wang, Zhao and
Hou (2012); Liu, Feng and Li (2014); Fu, Wen, Ma et al. (2018)].

4 Digital continuity of electronic record based on data quality theory

According to the theory of data usability, the digital continuity of electronic record can be
embodied as data consistency, data completeness and data timeliness. The conceptual
framework is shown in Fig. 2.

Data consistency need to ensure that each information in the data set does not include
semantic errors or conflicting data. Data completeness requires that there are enough data
in the data set to answer various queries and supports for a variety of computing, ensures
that electronic documents are complete and unaltered. The completeness contains two
aspects. One is the completeness of the single record; the other is the completeness of the
fonds. The completeness of the single record refers to the completeness of the single
copies of electronic record content, and the context and structure information have no
missing or be damaged; the completeness of fonds means that the electronic record and
related records are complete, which recorded the activity of document in its life cycle.
And the organic connection between records can be revealed and maintained. On one
hand, no change means the documents cannot be arbitrarily altered since they have been
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generated. On the other hand, they must have a clear basis and detailed record when they
need to be changed in special circumstances. That record management policies and
procedures should be made clear: which can be added or annotated to the electronic
record, under which conditions can be authorized to add or comment after the record is
formed. Timeliness of data is to ensure that each record of the information set can be
advance with the times. For example, a user in the database address is correct in 2015,
but in 2016 may not be correct, that is, data is outdated.

Management Digital Continuity
of
Electronic l
Record Data Quality
A

___________________________ (}

Data Consistency | Completeness | Timeliness
Quality
of [

Electronic Integrated
Record Preserving method
Figure 2: The architecture of digital continuity guarantee based on data quality theory

To ensure digital continuity, it is necessary to have an accurate examination of the
information management status of each institution. Thus, the digital continuity plan
recommends that the digital information and processing are recorded, which are created,
captured and used during the business management process. Moreover, the plan requires
a clear responsibility, obligations, conditions, costs, benefits and risks of digital
information management. The consistency, completeness, timeliness and accuracy of data
are not only the basic properties of the digital continuity, but also the essential
requirement of the realization of the digital continuity [Zhang, Wang, Liu et al. (2015);
Zeng, Mu, He et al. (2018); Zhang, Jin, Sun et al. (2018)].

The digital continuity preserving of electronic record is dependent on the unification of
its consistency, completeness, and currency. Hence, constructing a digital continuity
preserving scheme based on the unification of data consistency, data completeness, and
data currency is a challenge.

5 Digital continuity guarantee based on functional dependency

In classical relational data systems, functional dependency theory defines the semantics
relationship between attributes. The theory is the abstract reflection of the built-in link of
data in the real-world, and plays an important role in designing data normalization,
integrating schema, optimizing query, updating data etc. In recent years, researchers have
begun to use it to clean data, analyze the semantic relationship between data, detecting the
inconsistent and incomplete of damaging functional dependency. Moreover, it can improve
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the quality of the data by repairing data based on functional dependency technology [Juels
and Kaliski (2007); Wang, Zuo, Shen et al. (2015); Cao, Zeng, Ji et al. (2018)].

Temporal functional dependency (TFD) is a time-related functional dependency. In
addition to providing data consistency and data completeness like the traditional
functional dependencies, it can provide data timeliness. So, for the first time, the paper
proposes the integrated guarantee method of digital continuity for electronic record based
on temporal functional dependency technology.

5.1 System model

A representative architecture of the digital continuity guarantees for electronic record
based on temporal functional dependencies is illustrated in Fig. 3.

Two processes are presented as follows:

(1) Record Processing: the generators of electronic record process electronic record and
produce the corresponding meta-data, store them in the database; And then the
discovery algorithms of functional dependency are run to find the function
dependencies in the electronic record and its metadata.

(2) According to the found functional dependencies, the verifiers of the electronic record
run functional dependency checking algorithms to verify whether the current stored
electronic record still meets these functional dependencies.

The record generator process the record,
and discover functional dependencies.

.

(a) Discovering functional
dependencies of
electronic records

Record
store

metadata &

The verifier checks the
functional dependencies

T~
\
The verifier
verifies the
proof -

[

Record
store

[ —
response

metadata &
tag

(b) Checking functional
dependencies of records

Figure. 3: Digital continuity guarantee method of electronic record

5.2 Integration method of digital continuity guarantee

In recent years, people have made broad researches about the discovery algorithms of
functional dependency [Qian, Shao, Zhu et al. (2018)]. Thus, we will describe whether a
temporal relationship r € R in electronic record meets a corresponding temporal
functional dependency [E — Exp(R),t — Group(i)][X =Y. We do it by following
inquiry and verifying whether the result is null: o.,4(E — Exp(R) Ox=Rpymw E
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Exp(R)), where W is E — Exp(R), and cnd represents V ey (A # A) A SameTGroup.
According to T — Group, SameTGroup will verify that every given valid time in the
same group. Thus, if E —Exp(R) is defined on € UU' U{VT,VT}, we have
SameTGroup = VT € T — nGroup(i) AVT' € T — Group(i) AVT € T — Group(i) A
VT' € T — Group(i) . If E—Exp(R) is defined on UU{VT}, we will have
SameTGroup =VT € T — Group(i) A\VT € T — Group(i) . So, according to the
difference of the definitions of the temporal group, SameT Group generates two different
forms: finite set at different intervals or intersecting finite set. First, we consider the
condition when E — Exp(R) is defined on U U {VT}. We tested TFD among limited
database instances. And the temporal grouping will return a finite set of given
granularities, in which each element consists of a number of time segments and these
periods are intersecting.

We first consider the issue of the time interval. The time interval can be simulated by the
relationship Gran in the (G — id, I, G, G,), where G — id is the time interval mark, Gs, G,
represents the start and end time of the event respectively. I is the granularity mark and
can be omitted. T — Group(i) is used to represent the time granularity of the I-th time
interval. Testing whether the temporal relation r € R meets a temporal functional
dependency [E — Exp(R),t — Group(i)]X — Y equals to test whether the result of the
following query is null: o.,4(E — Exp(R) OX=2py E —Exp(R) ¢ 0g_jq=cGran),
where cnd represents Vyey (A # A)AGs S VT AVT < G, AGs < VT AVT < G,.

Now, let us consider the case of a limited set of intersecting. Without loss of generality, it
assumes that the time of intersection in a finite set can be expressed by the relation
tGroup among the attributes (I, Ty, T,), where [ is the group index, (T, T,) belong to the
same order pair of the time point in the temporal groups, and the temporal groups can be
identified by the value of group index. It is known that verifying whether a temporal
relation r € R meets a temporal functional dependency [E — Exp(R),t — Group(i)]X —
Y equals to test whether the result of the following query is null: o.,4(E —
Exp(R) OX=L2py E — Exp(R) ¢ tGroup), where cnd represents V ey (A # A) AVT =

Ty AVT = T,. In practical situations, we can avoid the connection with tGroup through
including the temporal groups to cnd.

We take an example and illustrate how to verify the relationship of temporal functional
dependencies by querying to each time function dependence. When a patient in the
hospital for treatment, the hospital needs to collect a variety of information, such as the
doctor's treatment and possible surgery status, this kind of information is time-sensitive.
For example, cancer patients often require several courses of chemotherapy treatment.
Each chemotherapy cycle is required medication according to a predetermined
chemotherapy. A relational schema can be used to represent the treatment during this
period. Each patient needs to record and store the treatment regimen, the number of
therapeutic drugs, drugs used time and etc. in electronic record. And these information
can be represented by the attribute set Chemo, Patld, BG, Phys, Drug, Qty,VT. The
following is the corresponding requirements for the electronic record system that stores
the information.
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(1) Patients must take given drug at a certain time every day. Because chemotherapy
may produce some side effects, patients must take some cancer drugs to counteract
its effects. Thus, some possible data insertion errors can be prevented by testing the
temporal functional dependency of electronic record.

(2) In the course of chemotherapy, according to the determined treatment, patients must
take predetermined a number of drugs every day; and if the treatment plan is not
changed, the daily medication will not change.

(3) For specific treatment programs, no matter whether the managers are changed, the
daily medication will not change.

(4) For the patients undergoing the same treatment regimen, if the same number of drugs
is taken that day, the number of drugs is the same taken in the next day.

(5) For the same physician to the same cancer patient, the quantity of the second day’s
prescribed drug depends on the number of the first day’s quantity.

Pure temporally grouping TFDs. Among the temporal function dependencies, E —

Exp(R) returns the temporal relation r. This will enable the functional dependency X —

Y(X,Y € U) to be checked on every maximal subset of r consisting of tuples, whose VT

values belong to the same temporal group t — Group(i). In this example, whether the

patient entity meeting the following query will be verify:

O-Qty:t@ty A (VT - VT)(Patient °Chemo=Chemo'APatIdzPatId’/\DrugzDrug’ pWﬁWPatient)

)
Pure temporally evolving TFDs. Among the temporal function dependencies, E —
Exp(R) returns a relationship of the property UU U {VT,VT}, which is completed by
means of joining operations on some subset of U. Top(i) means all the top i time points
which are collected during the monotonically non-empty interval. Then the requirement
(2) can be captured by the following temporal functional dependency:

[)(Patld,Chemo,Drug (Patient): Top(i)]Drug, Qty - Q_ty (2)
And the requirement (3) can be captured by the following formula:
[XPatId,Chemo,Drug,Phys (Patient)' Top(i)]Drug, Qty - Qty (3)

The temporal functional dependency can be checked by verifying whether the following
query is null:

Ogty+Qty (Xpatid,chemo (Patient) °Qty=0tyADrug=Drug’
Pw-wXpatid,Chemo,Drug (Patient)) 4)

Temporally mixed TFDs. Among the temporal function dependencies, E — Exp(R)
returns a relationship of the property UU U {VT,VT}, which is completed by means of
joining operations on some subset of U. The temporal groups are determined through
their VT values. With this method, the dynamic dependencies can be defined, which
requires all the time points all belonging to the same temporal group. The function
dependency can be described as follows:

[)(Patld,Drug (Patient)' Month(i)]Drug, Qty - Q-ty (5)
To verify whether the patients meet the functional dependency, one can test whether the
following query is null:
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O Gty #0tynGsSVTAVTSGoAGs<sVTAVT<G, (LPatia,prug (PAtient) © o, 6eyunprug=prug’
Pw—wlpatia,prug (Patient)) (6)

Temporally hybrid TFDs. Among the temporal function dependencies, E — Exp(R)
returns a relationship of the property UU U {V'T}, which is completed by means of join
operations on some subset of U and further renaming, project, and union operations. The
temporal groups are determined through their VT values. Such class of requirements is
captured neither by dynamic dependencies nor the other grouping TFDs proposed in the
literature. It can be described as following functional dependency:
[HePatient Top(i)]Chemo, Drug — Qty, where
HePatent = (t|13t'(t" € tpatia,chemo,prug (Patient) At [VT] =t [VT] A

t[Patld, Chemo, Drug] = t [Patld, Chemo, Drug] A

((t[BG, Phys, Qty] = t [BG, Phys, Qty]| At[VT] =t [VT]) v

(t[BG, Phys, Qty] = t'[BG ,Phys ', Qty) At[VT] = t [VT])))}

(7)
To verify whether the functional dependency is met, one can test whether the following
query is null:

Patient o

Patient ;
O-nyiéfy(He Chemo=Chemo ADrug=Drug’ pW—>WHe aren (Patlent)) (8)

6 Conclusion

In this paper we analyze the requirements of the digital continuity of electronic record
according to the data quality theory. Moreover, the protection theory and technology
system for digital continuity of electronic record are constructed based on data quality
theory. Thirdly, this paper focuses on the study of the integration method to insure the
consistency, completeness and timeliness of electronic record. In addition, according to the
actual needs of data quality, the corresponding functional dependency technology is
provided to construct the first scheme of digital continuity guarantee for electronic record.
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