
CONTACT  Wenbo Shi  swb319@hotmail.com  
© 2019 TSI® Press 

A novel privacy‐preserving multi‐attribute reverse auction scheme with 
bidder anonymity using multi‐server homomorphic computation 

Wenbo Shi1, Jiaqi Wang2, Jinxiu Zhu3, YuPeng Wang4, Dongmin Choi5 

1School of Computer and Communication Engineering, Northeastern University at Qinhuangdao, Qinhuangdao, China 
2Department of Computer Science and Engineering, Northeastern University, Shenyang, China 
3Research Institute of Ocean and Offshore Engineering, Hohai University, Nantong, 226300, China 
4College of Electronical and IT Engineering, Shenyang Aerospace University, Shenyang, 110136, China 
5Division of Undeclared Majors, Chosun University, Gwangju 61452, South Korea 

KEY WORDS:  Reverse multi-attribute auction • Privacy-preserving • Homomorphic encryption • Oblivious 
transfer. 

1 0B0BINTRODUCTION 
WITH the advent of networked smart devices and 

distributed information systems, the demand for new 
smart services is expected to increase as these services 
are now becoming an important part of our life. 
Networked smart devices and distributed information 
systems completely changed the people’s traditional 
way of life[1-10]. Meanwhile, a variety of security 
and privacy issues associated with smart services and 
systems[11-21]. A security protocol can ensure the 
security of the smart service by using the 
cryptographic methods and it can perform a security-
related function. In order to solve security and privacy 
issues associated with smart services and systems, 
many cryptographic protocols including real 
authentication[22-25], keyword search in encrypted 

cloud[26-29], verifiable data auditing in Cloud[30] are 
proposed. These approaches have played a very 
important role in security protocol design for smart 
services. 

As an important part of economic activities, 
Auctions attract more and more people and entities 
rely on the auction to efficiently complete the sale of 
goods or services. The auction provides the buyer and 
the seller with the benefit maximization. Electronic 
auction as a new form of Internet auction, with low 
cost, convenience, fairness and other characteristics. 
But the electronic auction also faces some obstacles, 
such as information security issues. 

In sealed auctions, the participants bid is not 
disclosed to others [31]. On the other hand, auction 
protocols can be classified into two types: one-sided 
auction and two-sided auction[32]. Only one seller or 
buyer can receive the multiple buyers or sellers bids in 
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one sided auction protocol. After a long period of 
research and practice, one-sided sealed-bid auction 
protocol research has achieved a lot [33-37]. Recently, 
most researchers begin to use cryptography to ensure 
the security of auction, such as zero-knowledge proof 
[33-37] and secure multi-party computation[35]. 
Those techniques provide better bid privacy and 
winner public verifiability. 

Currently, most researchers focus on single-
attribute auction model. With the development of 
market demands, price, as the only determinant of the 
auction winner, has not met the needs. In comparison 
with single-attribute model auction, buyers and sellers 
can reap greater benefits in multi-attribute model 
auction[38]. 

Nowadays, multi-attribute model auction become 
more and more important in our fields of e-auction 
and it is a hot spot of the research in auction theory. 
The research of the multi-attribute needs to consider 
the security issue of online auction that researchers 
defined. Thus, various problems we should to deal 
with and consider how to solve them [33, 39-41]. The 
security requirements of OMOTE et al. [33, 39-41] 
and summarized as follows: anonymity, traceability, 
no framing, unforgeability, Non-repudiation, fairness, 
public verifiability, unlinkability among different 
rounds of an auction. Some details are not repeat here. 
To satisfy the requirements of people in auction, some 
research of multi-attribute can be summed as four 
parts. We need to considerate the computational 
complexity of winner determination [42, 43], 
procurement cost reduction of buyer[43-46], cost 
function of seller[42,43,46,47], configuration of 
bids[48] and number of winners[48]. According to the 
consideration of the configuration of bids for example, 
Bichlerand Kalagnanam propose the concept of 
Configurable offer focus on a configurable offer as a 
function of price on multi-attributes (quantitative and 
qualitative)[48]. In addition, some protocols of multi-
attributes auction may also need online Trusted Third 
Party (TTP) which is proposed by Srinathet al.[49] 
However, the protocol in[49] has a weak bid privacy 
and the public verifiability cannot be provided. 

In this paper, we consider the security problems 
above and proposed privacy-preserving multi-attribute 
reverse auction scheme with bidder anonymity using 
multi-server Homomorphic Computation. Our 
contributions as follows: Firstly, the proposed scheme 
uses a public key cryptosystem with homomorphism 
to protect the attributes of the bidding scheme and 
achieves privacy-preserving bid calculation. Through 
the comparison of performance, security and 
homomorphism among RSA, EIgamal and Paiilier, 
Paillier public key cryptosystem was selected 
finally[50]. Secondly, a single auction server easily 
collides with a bidder, in order to solve this problem, a 
single auction server is replaced with multiple auction 
servers. The proposed scheme uses multiple auction 
servers to calculate the attributes under encryption 

protection and obtains the linear additive score 
function value finally. Finally, the proposed scheme 
uses oblivious transfer and anonymization techniques 
to achieve bidder anonymity. The remainder of this 
paper is organized as follows. In Section 2, we recall 
some preliminary knowledge including the semi-
honest model, Paillier cryptosystem and oblivious 
transfer. The proposed scheme is shown in Section 3. 
In Section 4, security analysis of our scheme is given. 
Next, the performance evaluation compared with other 
schemes is provided in Sections 5. Finally, Section 6 
concludes this paper. 

2 1B1BPRELIMINARIES 

2.1 9B9BSemi‐honestmodel 
IN the semi-honest model, all parties are assumed 

to perform computations and send messages according 
to their prescribed actions in the protocol. They may 
record all information from the protocol execution and 
try to infer as much information as possible in the 
process of the protocol, but the intermediate results in 
the process of the protocol cannot be modified 
[51,52].  

Definition 1: Let .Two aggregations 

(indexed by ), and  are 

computationally indistinguishable if there is a 
negligible function  for every family of polynomial-

size circuits,  , , so that 

. In such a 

case, it expressed as  . 

Definition 2: protocol π securely computes 
deterministic functionality  with static semi-honest 
adversaries if there are probabilistic polynomial-time 
simulators  and  such that 

, 

, 

 

2.2 10B10BPaillier’s cryptosystem [53] 
Key generation: let ,  be two large primes 

and ,  and satisfy 

. Compute lcm    

 1, 1p q  and select random integer  where 

 . Ensure n divides the order of  by checking 

the existence of the following modular multiplicative 
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 is defined as L(µ) = µ−1 . Get private (decryption) 

key and public (encryption) key . 

Encryption: a message  is encrypted as 

, where , where r  is taken at 

random and  . 

Decryption: the message m  is obtained by 

computing  from ciphertext . 

Paillier cryptosystem can achieve two homomorphic 
properties as follows: 

(1)  

(2)  

denotes decryption function, denotes 

encryption function, where , , , . 

2.3 11B11BOblivious Transfer 
Oblivious Transfer (OT) [54] is a very useful 

cryptography tool to transfer secrets between two 
parties, a sender and a receiver. Sender transfers n 
secrets to a receiver, but has no idea of which piece (if 
any) has been transferred. In the other hand, the 
receiver can access one of the secrets from the sender, 
without getting any information about the remaining 

 secrets. 
Table 1 shows the pseudo-code of 1-out-of-n 

oblivious transfer protocol proposed in[55], 

where  is a large prime,  and are two 

generators of  , which is a cyclic group of order 

, and  is a finite additive group of elements. As 

long as is not revealed,  and  can be used 

repeatedly. 
 
 

Table 1.  1‐out‐of‐n oblivious transfer (  1
nOT ) 

Initialization: 

Parameters:  ', , qg h G  

Sender’s Input: 1 2 ', ,..., ;n qs s s G  

Receiver’s choice:  , 1,n   

1. The sender sends ', ,  ;r
R qy g h r Z    

2. The receiver sends   / ,
jj

tt j
j jc g s y h  

' ,1 ;j R qt Z j n    

3. After receiving  , ,c d f  sender computes

/ rs f d  ; 

3 2B2BTHE PROPOSED SCHEME 

3.1 12B12BInitialization phase 
AT the protocol initialization phase, buyers publish 

the requirements of their goods that they want to 
purchase and the set of corresponding non-price 

weight attributes . Then buyers generate key 

pairs  and broadcast  in the broadcast 

channel. Private key  is kept secretly by the buyer. 
In addition, bidders provide the supply program 

which in fact is an attribute vector of a length of 
including such as price, weight and other attribute 

values denoted as a collection . 

Anonymization technology proposed in [56] is 
used in this protocol to process the bidders of the true 
identities  Register and get an anonymous 
identity  which is well-processed. 

   (1) 

is a random padding bit which is used for filling 

the location that buyer specified to a certain length. 
The details of proof for security and uniqueness of 

 can be found in[56]. It is unnecessary to go into 
details here. Bidders will send the through the 
broadcast channel. 

At last, bidders use the public key that is published 

by buyer to encrypt the attribute vector using 

the Paillier encryption: 

  (2) 

After encryption, bidders modify the status in the 
broadcast channel and set the flag as to be sent. 

3.2 13B13BBidding phase 
When the auctioneer servers detect the flag of 

bidders to become to be sent,  servers use the 

protocol (section 2.3) in a random order and begin to 
select the encrypted attributes. For auctioneer servers 

: 

(1) selects a subscript  randomly and sends the

to the anonymous bidders, where ; 

(2) Anonymous bidders return a response collection 

, where ; 

(3) selects  corresponding the element 
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  (3) 

Assume servers  all receive the ciphertext of 

attribute correctly and formula   1 1, ,
k

D E m r  

 2
1mod modn km n  is used, the second property of 

paillier cryptosystem, to compute the weight of the 
attribute j jw   under the status of ciphertext: 

 
    j j

w w
Pk ij Pk j jE AT E e 

 (4) 

After computation, sent the to the server 

. When  receive the other number of of 

weight attribute of cipher text, begin to compute: 

  (5) 

is a linear additive score function. And 

then get the computation to sent the 

buyer and when finish computation of the of bid 
document, auctioneer servers continue to monitor the 
remaining bid status of bidders. 

3.3 14B14BWinner determination phase 
When the bid time that buyer set is deadline, buyer 

can use the private key to decrypt the bid results 
that have received and bidders’ identities. According 

to the formula , buyer can 

either choose one or more optional bidders as winners 
or launch the next round of bidding according to their 
scores. Figure 1 describes the procedure of protocol of 
one bidder. 

4 3B3BSECURITY ANALYSIS. 
IN this section, the security analysis of the 

proposed scheme will be described in details. 

4.1 15B15BThe security of Paillier cryptosystem 
In this protocol, the process of computation of the 

bid document is based on Paillier cryptosystem. 
Therefore, the confidentiality of bid document also 
depends on the security of Paillier cryptosystem. In 
this section, we analyses the security of the Paillier 
cryptosystem. 

Assumption 1: (Decisional Composite Residuosity  
Assumption ) assume is a  module and 

there is no polynomial-time algorithm can judge that 
whether the integer  is the  order remainder of 

module or not. In other words, it is hard to verify 

that whether  exists or not that satisfy the formula

, which is denoted as  

(Decisional Composite Residuosity Assumption). 

Definition 3: set  ,  is a non-zero integer 

multiple of element which the middle order is  of 

. There exists unique , and that 

can make . we call  is w based on 

 of -order residue class denoted as  and take 

the problem of computation as the -order 

residual class problem denoted as [50];  

proof the that for given ,the complexity of 

 is independent of .Therefore, we can 

only consider the  from the complexity of 
computation and this problem can be simplified as 

. 

If factorize , we can get the .So far, 

how to factorize the long length module  of  is 

still an open problem in cryptography. Therefore, the 
following assumptions can be made: 

Assumption 2: (Computational Composite 
Residuosity Assumption) in the algorithm of 
probability polynomial time, it is difficult to compute 
the composite order residual class problem. In other 
words, Class[n] problem is intractable and denoted as 
CCRA (Computational Composite Residuosity 
Assumption). 

Under premise of Assumption 2, Paillier 
cryptosystem is unidirectional; under premise of 
Assumption 1, Paillier cryptosystem is semantically 
secure. Paillier cryptosystem provides the semantic 
security against non-responsive selective plaintext 
attack (IND-CPA1). In assumption of IND-CPA, 
crypto- graphic system indistinguishability is defined 
experimentally as follows: for an attacker A 
(Adversary) and the holder B (Challenger) of 
encryption algorithm. A and B play a game (Game-
Based Security Definition): 

(1) based on a security parameter  generates a 

key pair , then public the and save the 

. 
(2) sends two equal length and distinct plaintexts 
,  to ; 

(3)  chooses a bit  randomly and sends 

the ciphertext  to ; 

(4) can make any computation or operation to  

and finally output a result (guess) . 
Paillier encryption is indistinguishable under IND-

CPA, because for any probability polynomial within 
the time of the attacker may guess the advantage of  
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Figure 1.  The proposed scheme procedure 

the right answer of  (win the game) which can 
ignore. The formula is: 

 ϵ 

where the ϵmay ignore. Although knows , , 

and , according to the probability characteristic of 

Paillier encryption  is just one of many legal 
ciphertext. Therefore, A cannot get a greater 
advantage in this game. 

Response and non-response chosen plaintext attack 
(IND-CPA1, IND-CPA2) may also use the similar 
experiment definition of IND-CPA and Paillier 
encryption that may resist IND-CPA1 has already 
proved. However, It is an open discussion in academia 
to resist IND-CPA2 and chosen ciphertext attack. 

4.2 16B16BOther security 
(1) The identity of winner anonymity: at the phase 

of seller information preparation, each seller takes part 
in this auction as a temporary identity pseudonym and 
buyers perform the anonymity of identities through the 
private key. 

(2) Fairness: The techniques of oblivious transfer 
and identity anonymity are used in this protocol. 
Therefore, in the transmission process of encrypted 
attribute between auctioneer servers and seller, their 
identities are unrecognizable and in this situation there 
is no conspiracy attack. The key pair is generated 
separately by each buyer, which exists the possibility 
of collusion between buyers and auctioneer servers. 
Therefore, this protocol cannot fully guarantee the 
fairness of results of auction. 

(3) Avoid the dependency of the private channel: 
the information transmitted in this protocol is 
encrypted information and can be arbitrarily 
transmitted in the broadcast channel. Therefore, for 
the assumption of private channel can be avoided. 

Except several securities above, this protocol do 
not provide the other requirements of security such as 
non-repudiation, public verifiability in the security 
auction protocol. Knowledge signature, digital 
signature and other cryptographic techniques can be 
added in to improve this protocol. This is a main task 
in the future research. 
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5 4B4BPERFORMANCE EVALUATION AND 
DISCUSSION 

5.1 17B17BComputation complexity analysis 
IN this protocol, assume the binary bit length of  

is  denoted as  and all the 

participants are semi-honest. At the bidder information 

preparation phase, of module exponential 

operation is needed to compute and the plaintext m 
and  of bit length are , respectively. The 

module multiplication of integers of two  bit 

length requiring the time complexity is  

compute the modular exponentiation  at 

most to call  times. So the time complexity of 

computing the  is  and similarly, the 

time complexity of computing the  is also 

. At the bidder information preparation phase, 

the time complexity that the encrypted attribute 

 needs is . The process 

needs to be repeated  times and at this phase, the 

time complexity is . At the encrypted attribute 

transmission phase, the  times equations is needed to 
compute the response collection  of oblivious 
transfer. At the computation of attribute ciphertext 
phase, the  times power function multiplication is 
needed to be done to compute the weighted attribute 
ciphertext and then the  times homomorphic addition 
is also needed to be done to compute the result of the 
weighed sum. Finally, buyer needs to decrypted the 
for all sellers of the result of the weighted sum and 

the time complexity of decryption is .In 

conclusion, if all the participants in the auction are 
semi-honest, the time complexity of the single round 

auction protocol is . For the auction with d 

bidders, the time complexity of the whole protocol is 

. 

5.2 18B18BCommunication complexity 
As before, assume all the participants are semi-

honest and ignore the communication traffic that 
transmission pseudonym generates. At the initial 
phase, buyer needs to send the public key to the n 
sellers. At the encrypted trans- mission phase,  
elements are needed as the response collection c of 
oblivious transfer. At the attribute ciphertext 
computation phase,  severs need to transfer their 
weighted ciphertext to a specific auction sever. 
Finally, the weighted sum of  is sent to buyer. 
Assume all the participants are semi-honest and at 

most transfer  times. Therefore, the communication 
traffic of the protocol is  and the 

communication complexity is . 

5.3 19B19BProperties 
Firstly, a comparison among related protocols is 

summarized in Table 2. We discuss properties 
concluding the trusted third party, Strong bid privacy, 
Bulletin board, the number of parties, attribute 
relation, winner determination, adversary model, 
bidder anonymity of these protocols. We can easily 
conclude that the adversary model of all protocols are 
semi-honest and protocols need no the trusted third 
party except[49]. According to the complicated 
relation among attributes, the bid expression is 
important in the process of the winner determination. 
The Table 2 has shown that [58,59] are flexible to 
support independent, and dependent and 
interdependent attribute relation. In addition, because 
of the linear utility function is introduced for multi-
attribute bid evaluation and it is assumed that each 
attribute is independent in each multi-attribute bid 
using linear utility function[49],[57]. are only to 
support the independent attribute relation. According 
to the score function we used in this paper and 
structure of the winner determination, our proposal 
scheme also support the independent attribute relation 
only. Therefore, the proposed schemes of [58,59] can 
support both quantitative and qualitative attribute 
winner determination[49],[57]. and our proposal 
scheme only support quantitative attribute winner 
determination. However, only[49] and our proposal 
scheme provide the property of bid anonymity to 
protect the privacy of bidders identities at the bidding 
phase but do not[57-59]. 

5.4 20B20BExperiments 
We detailly discuss the computation operation in 

this subsection and the computation operation of 
protocols is shown in Table 3. We make a simple 
description that the denoted as the Public Key 
Encryption and  denoted as the Public Key 
Decryption. We define the length of the prime number 

 is 512, 1024, 1536 bits in modular exponentiation 
which set as  and set the  as the operation of 
generating a random number. ,  means the 
number of offer and the number of attribute 
respectively. Hash function digest is 512bits (for 

) denoted as . means the number of 
supplier. Because computation operation of RSA can 
be summarized as a modular exponentiation operation, 
and the computation operation of a modular 

exponentiation is about times that of a modular 

multiplication, where denotes the bit length of . 

In addition, So compared with a modular 

multiplication computation in  , the computation 
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time consumed by hashing operations and random 
generation can be neglected. At the initiation phase, 

 is needed in[49,57] and should be done 
in[58,59]. However[49,57] and our proposal scheme 
need . Finally, all protocols should do  and 

except[49] which only need to compute
. At bidding phase, ,  are 

need to be compute only in[49] and , 

in[57]. The computation of 

operation should be done in[58] are  , 
and  ,  in[59]. According to our 

proposed scheme we only compute the  and 

 only. At the opening phase,[58] needs to 

compute more operations that are , , 

,  respectively. While in [49] we only 
need to compute the . and

should be done in [57]. Our proposal 

scheme and do not need computation operation in this 
process[59]. At the winner determination phase, The 
protocols of computation operation , , 

 should be done only in[49,57,58] respectively 
and [59],our proposal scheme should do two more 
operation. , are needed to compute in and 

,  in our proposal scheme[59].  
Finally, a performance simulation is shown as 

follows. [49,57-59] and our proposed scheme are 
implemented in  using  library and server 
configuration: Microsoft Win7 Professional 2009 
Service Pack 1, Intel(R) Core(TM) i5, CPU 2.53 GHz, 
1.86 GB of RAM [60]. The average time for 
computing a single modular exponentiation is 1.5ms 
for 512-bit,6ms for 1024- bit, and 28ms for 1536-bit. 
For a small-scale system design, assume that n > T > t. 
Many experiments have been done and three typical 
experiments are shown in Figure 2,3,4. 

 
Table 2. Discussion of achieved properties 

Protocols [49] [57] [58] [59] Proposal 

Trusted third party Yes No No No No 

Strong  bid privacy No No Yes Yes Yes 

Bulletin board No Yes Yes Yes No 

The number  of parties 3 2 2 2 3 

Attribute relation Independent Independent 
Independent 
Dependent 

Interdependent 

Independent 
Dependent 

Interdependent 
Independent 

Winner determination Quantitative Quantitative 
Qualitative and 

quantitative 
Qualitative and 

quantitative Quantitative 

Adversary model Semi-honest Semi-honest Semi-honest Semi-honest Semi-honest 

Bidder anonymity Yes No No No Yes 

 
 

Table 3.  The numbers of different computation operations 
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Figure 2.  Comparison of computation time(key=512bit,t=10, 
T=20,n=50) 

 

Figure 3.  Comparison of computation time(key=1024bit,t=20, 
T=30,n=50) 

6 5B5BCONCLUSIONS 
IN this paper, A novel privacy-preserving multi-

attribute reverse auction scheme with bidder 
anonymity using multi-server homomorphic computation 
is pro- posed for future smart services. The proposed 
scheme uses multiple auction servers instead of a 
single auction server to alleviate collusion between a 
bidder and an auction server, and calculate the 
attributes under encryption protection and obtain the 
linear additive score function value finally. The 
proposed scheme achieves privacy-preserving winner 
determination with bid privacy by oblivious transfer 
and anonymization techniques. According to the 
security analysis, we can conclude that our proposed 
scheme can strongly preserve the information privacy 
of every participant. In addition, performance 
evaluation shows that the proposed scheme has a 
reasonable computation overhead. 

 

 

 
Figure 4.  Comparison of computation time(key=1536bit,t=30, 
T=40,n=50) 
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