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ABSTRACT

Cognitiveradio systems necessitate the incorporation of cooperative spectrum sensingamong cognitive
users to increase the reliability of detection. We have found that cooperative spectrum sensing is not
only advantageous, but is also essential to avoid interference with any primary users. Interference by
licensed users becomes a chief concern and issue, which affects primary as well as secondary users
leading to restrictions in spectrum sensing in cognitive radios. When the number of cognitive users
increases, the overheads of the systems, which are meant to report the sensing results to the common
receiver, which becomes massive. When the spectrum, which is in use becomes unavailable or when the
licensed user takes the allocated band, these networks have the capability of changing their operating
frequencies. In addition, cognitive radio networks are seen to have the unique capability of sensing the
spectrum range and detecting any spectrum, which has been left underutilized. Further this capability
of recognizing the spectrum range based on the dimensions detected, allows for determination of
the band, which may be utilized. The main objective of this paper is to analyze the cognitive radio’s
spectrum sensing ability and evolving a self-configured system with dynamic intelligence networks
without causing any interference to the primary user. The paper also brings focus to the quantitative
analysis of the two spectrum sensing techniques namely; Energy Detection and Band Limited White
Noise Detection. The estimation technique for detecting spectrum noise is based on the detection of
probability and probability of false alarms at different Signal-to-Noise Ratio (SNR) levels using Additive
White Gaussian Noise signal (AWGN). The efficiency of the proposed Cooperative CUSUM spectrum
sensing algorithm performs better than existing optimal rules based on a single observation spectrum
sensing techniques under cooperative networks.

KEYWORDS

Cognitive radio networks;
handover; spectrum sensing;
spectrum allocation;
spectrum detection; CUSUM

1. Introduction parameters Jeongkeun et al. (2009) can be adopted appropri-
ately. The main components of Cognitive Radio Networks are
primary networks and cognitive networks Haykin (2005).
The primary network consists of the primary user (PU) and
the cognitive network consists of the secondary user (SU) Lu,
Huang, Zhang, and Fan (2012). The primary network users
are known as the licensed users and the secondary network
users are known as the unlicensed users McHenry, et al. (2007).
Using cognitive radio technology the primary user’s unutilized
frequency bands are efliciently used by the secondary user.
The cognitive radio technology is built upon software defined
radio (SDR) technology. Cognitive radio networks (CRNs) are
divided into two types i.e.; centralized and distributed. The

The conventional cellular systems have been replaced to a
considerable extent with the present advanced wireless com-
munication system. There is a large requirement for higher
data rates due to increased usage of mobile services, but the
entire spectrum is allocated only to available users. Moreover,
the frequency spectrum is allocated to licensed primary users
there by restricting a particular band of spectrum to secondary
users and segregating their utilization, hence the availability of
free frequency band becomes impossible. Frequency range is
further diversified into channels with particular encoding and
modulation schemes, which do not allow interference between

users. These regulations work efficiently for certain frequency
bands, but often they are just a legacy of telecommunication
standards.

Wireless technology has always been growing rapidly and
even more so now, with the greater traffic in the networks
and greater spectrum allocation to users as a result of spec-
tral crowding. With the limited bandwidths that are available
overcrowding is unavoidable. The cognitive radio concept was
proposed by Mitola (1999) due to the following reasons:

The cognitive radio (CR) has been a discovery with an
enhancing field of research, where any device can automatically
sense the environmental conditions and the communication

centralized network is also known as infrastructure oriented
network. Here the CR users are being managed by the sec-
ondary base station users. The distributed network is known
as infrastructure less network.

The CRN architecture is shown in Figure 1, which is classi-
fied into infrastructure oriented CRN and infrastructure less,
CRN shows that, in the infrastructure oriented cognitive radio
network, the cognitive radio user (CRU) has a Base Station
(BS), which is a central network entity in cellular networks.
The CR user is controlled by MAC unit.

In infrastructure less CRN the CRUs communicate
in an ad-hoc manner with each other on both spectrum
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Figure 1. CRN Architecture.

bands (licensed and unlicensed). According to Federal
Communications Commission (FCC), spectrum utilization
is either underutilized or over crowded in frequency bands.
The cognitive radio networks introduce the dynamic spectrum
access method, which is fully reconfigurable Pacheco-Paramo
et al. (2009). In this method, the network senses the environ-
ment automatically and satisfies the user’s demands using,
which the communication parameters can be changed.

Cognitive radio network faces many research challenges,
which include network initialization issues, hidden incumbent
problems, and spectrum allocation issues. The spectrum, which
has been used, can be reused by cognitive radio technology.
The major factor that limits spectrum reuse is interference,
which occurs due to noise during the transmission of other
radio signals Mishra, Sahai, and Brodersen (2006). Controlling
this interference, the performance of wireless networks can
be greatly increased. The functions of cognitive radio are:
Spectrum sensing, Spectrum management, Spectrum mobility
and Spectrum sharing.

In cognitive radio, spectrum sensing is the main function.
In this process, the spectrum, which is unused, is detected
and these spectrums are used opportunistically. In spectrum
management, the cognitive radio selects the channel based on
the requirement for “user communication” after detecting the
spectrum holes Pei, Li, and Ma (2013). In spectrum mobility,
whenever the licensed user is not using the spectrum the spec-
trum with lower priority seamlessly moves to the next available
vacant channel. Figure 2 shows the cognitive radio cycle, which
is the building block of the entire process.

This paper is organized as follows: Section II provides an
overview of spectrum sensing. Section III gives a description
of the system model, along with conventional and cooperative
sensing models reviewed. Section IV gives a description of the
cooperative CUSUM algorithm. Section V plots all the simula-
tions and describes the performance of each scheme. Section
VI provides a conclusion with further enhancement.

2. Related Information and Research
2.1. Cooperative Sensing

When there is a need to increase the sensing capabilities of each
cognitive radio all those cognitive radios in the network will
begin to send the sensed data to a centralized location (fusion
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Figure 2. Cognitive Radio Cycle.

center), i.e. All CRs are in synch with each other and send the
status of the channel Quan, et al. (2009) to the central fusion.
In this scenario, the transmitter is transmitting for the primary
licensed user while the channel monitors all cognitive radios
for the free spectrum, continuously.

The signals that are received from the different radio net-
works are then adjusted to align with the cognitive radio net-
works by the core station. When the free spectrum becomes
available all the CRs in the network will send the data to the
fusion center and here all decisions regarding the availability
of the spectrum will be made. Considering the same thresh-
old (A) level at each CR, the false alarm probability (Qf) and
missed detection probability (Qm) for cooperative sensing can
be found.

2.2. Non-cooperative Sensing

On the other hand in the non-cooperative sensing, all the CRs
sense the radio spectrums separately and send the data while
they do not possess any information of other CRs in the vicin-
ity. Here the position of each CR is different and the channel
itself is imperfect and all CRs have varying signal to noise ratios
as well as threshold levels Cabric, Tkachenko, and Brodersen
(2006). This leads to ambiguity at the fusion center regard-
ing the correctness of the situation. This leads to difficulty in
sensing the status of the primary receiver. In order to detect
the signals sent by the primary transmitter it is necessary to
detect the primary user transmission. This variety of spectrum
sensing is also called primary transmitter detection.

2.3. Spectrum Management

The mobile users provided with high bandwidth by cognitive
radio techniques like dynamic spectrums have access to a heter-
ogeneous wireless environment. There are a few very innovative
and unique spectrum management functions such as spectrum
sharing, spectrum decision, spectrum sensing, and spectrum
mobility. Cross-layer design approaches are particularly rec-
ommended more from the point of view of infrastructure net-
works, which need central network entities and impromptu
networks, which depend on distributed coordination. The
greatest challenge that one sees in CR networks is in the inte-
gration of functions in many layers of the protocol stack, which
will allow the CR users to communicate with reliability over
dynamic spectrum environments Crow, et al. (1997). Spectrum
holes may be analyzed very effectively by detecting the primary
user that receives the data, which are available within a range.



But in real time it is indeed a complex process wherein the
cognitive radio networks are to measure the channel between a
primary receiver and a transceiver. Hence we shift the focus to
primary transmitter detection. Here we describe many sensing
methods which are classified as follows:

« Non-cooperative detection. This method of spectrum
sensing ensues when a cognitive radio configures
according to the signal it senses and the data, statistics
and information with which it is preloaded.

o Cooperative detection. In cooperative detection, cogni-
tive radio sensing will be completed by different radio
networks within a cognitive system.

o Spectrum assignment. Cognitive radio consigns the
unused spectrum from the primary user to the second-
ary user. The interference can be restricted and limited
by the spectrum management between primary user and
cognitive radio devices. Numerous glitches and difficul-
ties arise while allocating the spectrum to the secondary
users.

2.4. Spectrum Utilization

The spectrum utilization is disproportionately and unequally
distributed, which causes the problem Bayhan, Gur, and Alagoz
(2007) of spectrum allocation and management. Network
entry, network initialization and the hidden incumbent prob-
lem cannot be overcome by prevailing protocols. Mobility is
an issue, which is as yet unexplored and uncharted in cognitive
radio and it can be overcome by a cognitive radio architecture
known as LEO-satellite assisted CR architecture.

2.5. Handover Procedure for CRN

The handover technique is applicable for all secondary users
in cognitive radio networks.

When the primary user arrives, the secondary user has to
vacate the channel. This forced termination of secondary user
can be overcome by a scheme known as fraction guard channel
assignment, but the value cannot be adjusted adequately, and
results in increasing throughput of unlicensed users.

Figure 3 shows the effective and adaptive channel hand-
over procedure for CRN. In cognitive radio networks the
CHP (channel handover process) is a process, which is time-
consuming Suganya and Anandakumar (2013). A handover
strategy is shown between the CHP duration and user activ-
ities to identify the optimal exchange. The secondary nodes
make assessment to commence the channel handover process
or terminating the activity of ongoing users by only track-
ing confined information. The structure varies according to
self-motivated circumstances of the channels thereby increas-
ing the throughput resulting in the reduction of handover
frequency.

2.6. Sharing of Spectrum

Spectrum sharing is done between the primary user and the
secondary user. The spectrum allocation is carried out with
two main goals: (1) the systems bandwidth reward is maxi-
mized, and (2) the secondary user’s access fairness is increased
by using Band limited AWGN. Band allocation optimizes the
entire performance of the system, which is an optimization
problem Cabric, Mishra, and Brodersen (2004). A better
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Figure 3. Channel Handover Procedure for CRN.

trade-off is provided between the access fairness of secondary
users in the existing method.

3. System Model for Cooperative Sensing

Cognitive radio cooperative spectrum sensing occurs when a
group or network of cognitive radios share the sensed informa-
tion they gain. This provides a better picture of the spectrum
usage over the area where the cognitive radios are located. In
general, change cooperative detection refers to identifying
abrupt changes in any phenomenon (such as some charac-
teristic of data such as; amplitude, mean, variance, frequency,
etc.) at a greater speed than expected. During handover, cog-
nitive radio spectrum sensing becomes a challenging task due
to shadowing and time varying multi-path fading effects.

3.1. Threshold Optimization based on Cooperative
CUSUM (SNR = 15 dBm)

This makes the channel from the primary transmitter to the
secondary user ineflicient. When the SNR values become very
less, the task of detecting the primary user based on the obser-
vation of a single secondary user becomes very complex. This
problem can be overcome by applying cooperative spectrum
sensing. This allows multiple secondary users to collaborate by
leveraging the spatial diversity inherent in the radio environ-
ment. The scenario for handover management given in Figure
4 is followed for estimation of eflicient spectrum analysis. A
CRN requires the following methodology; band sensing, man-
agement, mobility, and sharing. A certain amount of noise is
vital during transmission of radio signals for estimation of
efficiency.

The noise signal added for analyzing the efficiency is
Additive White Gaussian Noise (AWGN) and the detection
technique used is Band Limited White Noise Akyildiz, et al.
(2008). The noise attenuated signal is passed to the receiver
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Figure 4. Overview of Proposed System Model.

side and the spectrum sensing method called Cooperative
CUSUM. Cooperative CUSUM algorithm Sarathambekai and
Umamaheswari (2017) is followed to analyze the SNR level.

4. Proposed Methodology
4.1. Spectrum Sensing

The function and challenge of the secondary user is to deter-
mine the presence of primary users in a licensed spectrum
and then to immediately leave that frequency band. The cor-
responding primary radio emerges to avoid interference to
licensed users.

Spectrum sensing techniques can be categorized in to two
types:

Direct frequency domain approach - allocation is carried
out directly from the signal.

Indirect time domain approach - allocation is performed
using autocorrelation of the signal.

4.1.1. Steps in Spectrum sensing
Spectrum sensing and allocation are the initial steps in the
implementation Anandakumar and Umamaheswari (2014) of
Cognitive radio system.

The steps required for spectrum sensing shown in Figure
5 is as follows:

o Initialization of Carrier Frequency Signals, Message
Frequency, and Sampling Frequency.

» Amplitude modulation of frequency band respective to
user data.

» Addition of all modulated signals to produce a trans-
mitting signal.

« Estimation of power spectral density of the received
signal.

o Detection of available and vacant holes for allocation
to new users.
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Figure 5. Implementation of Spectrum Sensing Techniques.
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4.2. Energy Detection over AWGN Channels

The relative energy detection of noise in an AWGN channel is
typically described as follows:

o Initially, signals from all primary users are transmitted.

o At the recipient side, signal range is calculated by adding
all the received signals.

o Meanwhile, estimate the power spectrum density of sig-
nals by using periodogram function.

o The average power in a signal is computed by taking the
integral of the PSD over a given frequency band.

o By comparison, when the signal power is greater than
the threshold signal power, the detector realizes and
indicates that a primary user is present.

o Range of detection is calculated using MarcumQ
function.

4.3. Spectrum Detection

In hypothesis test formulation of spectrum sensing problem is
considered. The secondary user band-limited signal, which is
being sensed, is denoted as X (t). Channel gain is denoted as
H and defined as the hypotheses of not having a signal from
a licensed user in the target frequency band. Cognitive radio
(CR) network will detect the presence or absence of users by
using any of the spectrum sensing techniques Gao, et al. (2012).
Additive noise is denoted as N (t).

The two hypotheses HO and HI1 considered are as

Jollows: H, : PowerofPrimaryUserisAbsent (1)

H, : PowerofPrimaryUserDuring't'isKnown

2)

Primary user signal of time ‘#’ and bandwidth ‘w’ detected.
H, is Detected during spectrum ‘S’ and compared with
threshold ‘&’
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H, : X(t) = n(t) (3)

H, : X(t) = h(t) + n(t) (4)

Where,
t=0,1,2...N
X (t) = Secondary user’s received signal
H (t) = Primary or Licensed user signal
N (t) = Noise—> AWGN with PSD N,

4.4. Probabilities of Detection

Spectrum sensing performance is measured using the following
parameters:

o The detection probability (Pd)—This indicates that the
licensed user is available. This factor should be at its max-
imum as it protects the primary user from interference.

o False alarm probability (Pfa)—This indicates that the
primary user is present, but there is no primary user in
reality. This factor should be at its minimum to increase
the spectrum utilization.

Energy Detection is the most preferred method of spec-
trum sensing for its low computational and implementation
intricacies Gozupek, Bayhan, and Alagoz (2008). This method
detects the licensed user signal based on the use of the FFT
that converts a signal from time to frequency domain Tragos,
et al. (2013). This calculates the energy for the signal known
as Power Spectral Density (PSD).

The detection is represented as a series of Fast Fourier
Transformer (FFT) components, derived in the following
equation (5):

N
D) = D OIX(0), H®)IZ (5)
t=1

Where D (x) = Detection of probability for primary signal.
N = Number of samples

A = Detection threshold value

The various probabilities based on the ‘A’ can be represented as
Probability of detection calculated using equation (6),

A
P, =P, (D x) > H—) ©)

1

Probability of false alarm calculated using>equation (7),
(7)

A
P, =P, <D(x) > i

INTELLIGENT AUTOMATION & SOFT COMPUTING . 5

Probability of missed detection calculated using equation (8),

A
P, =1-P;=P(1-Dkx > ) (8

1

4.5. SNR

The variation in noise conflicts with the SNR band. The pro-
posed algorithm works on the basis of this SNR Yonghong
and Ying-chang (2009) channel estimation shown in Figure 6.

The ratio is based on Gaussian distribution Yucek and
Arslan (2009). For the AWGN it is generalized in equation
(9) as follows:

p
SNR = — 9)

(o2

[=2 N}

Here ‘c’—is standard power on autocorrelation.

4.6. Selection of Threshold

Based on the low SNR, threshold for the primary user can be
selected by any one of the following probabilities:

) (10)

) (11)

Where Q = Complementary Error function.

l
Q) = 2 JZ% S(w) d,, (12)
Where F!(S_) = Autocorrelation function = R__(w).
A= GiQ( Pf) + Ui (13)

The threshold value thus obtained needs enhancement in order
to minimize the SNR value by analyzing various probabilities
according to environmental conditions and number of users
available.

4.7. Cooperative CUSUM Algorithm

CUSUM (Cumulate Sum) Algorithm is the sequential analysis
technique used for monitoring changed detection. It is known
that sequential detection techniques perform better than the
optimal rules based on a single observation. These techniques
gainfully utilize the past observations along with the current.
Recently these algorithms have been used in the decentral-
ized setup. These can be implemented online, are iterative in
nature and require minimal computations at each step. This
saves transmission energy at the secondary channels and also
reduces interference to the primary channels in case it has
already started transmission.

When the quality of handover is satisfactory, the CUSUM
performance is measured through a false alarm. When the
handover quality is poor the measured delay is used to take
necessary action. Finally even the fusion node uses CUSUM
to optimally utilize all the past data from all the secondary’s
to make a decision.
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The major challenge is to design a detection algorithm that
is able to distinguish between two hypotheses using minimum
number of samples (N) subject to constraints on the probability
of false alarm and the probability of missed detection Zhang,
Hu, and Zhu (2010) The impact of any discovery algorithm is
based on necessary threshold of any spectrum. The Cumulative
sum (CUSUM) algorithm is a unique standardized technique
for assessing changes Zhao and Swami (2007). Its implemen-
tation requires estimation of the cumulative sum of positive
and negative changes in spectrum frequency and comparing
with threshold (\). When there is an increase in the detected
cumulative sum, then it restarts from zero.

As the variance of noise changes the SNR of channel also
changes, and hence the devised algorithm works on the basis
of channels SNR assessment. Detected threshold can monitor
changes in estimated SNR that varies based on network char-
acteristics. This causes reduction of interference to the licensed
user, and increase in spectrum usage of the secondary user
Anandakumar and Umamaheswari (2017). Any CRN consists
of distributed secondary nodes geographically; hence efficient
decentralized coexistence protocols are necessary to effectively
utilize the power and bandwidth.

Algorithm:

1. Initialize threshold value 4 > 0.

2. Estimate the SNR for current received signal X (t).

3. Compute the number of samples (N), required for
achieving desired probabilities P and P_.

4. Receivers threshold value must be set depending on

estimated SNR and number of samples.

Analyze test statistics.

6. Compare computed test statistics with proposed
threshold value to decide on the presence or absence
of the licensed user.

wo

5. Simulation Results and Discussion

The achieved spectrum sensing algorithm called Cooperative
CUSUM is used for estimating handover in cognitive radio. Its
performance is analyzed and compared with some of the exist-
ing methods. The signal bandwidth is configured as 7.56 MHz
with a location at the central radio frequency of 720 MHz. Let
us estimate the number of samples (N) as 1000. Channel cor-
ruption is estimated by Band limited AWGN with variance
equal to 1. The Additive White Gaussian Noise (AWGN) with
the Signal to Noise ratio (SNR) values are taken as —15 dB
and 15 dBm, respectively with Attenuation percentages as 10%
and 15%. The Frequency Access in these dynamic networks
is demonstrated successfully without interfering with the
other frequency bands used by the licensed user (PU) during
handovers.

5.1. FFT Analysis

Each secondary node compares the received power with the
threshold and accordingly decides a binary probability 1(H1)
or 0 (HO).

The graph in Figure 7 shows the Probability of Detection
vs False alarm Figure 8 shows the Probability of Detection
vs Missed Detection, and Figure 9 shows the Probability of

Probability of False Alarm vs Probability of Detection for SNR = -15 dB
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Figure 7. Probability of False Alarm and Probability of Detection for SNR=-15dB.
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Figure 8. Probability of False Alarm and Missed Detection for SNR =-15 dB.

SNR vs Probability of Detection for Pf=0.05
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Figure 9. SNR Vs Probability of Detection for Pf = 0.05.

Detection vs SNR. All signals are calculated for an SNR value
of -15dB.

In Figures 7 and 8 it is estimated the error rate for differ-
ent threshold values and number of CR’s with SNR= -15 dB
is considered. When n = 5 the probability of missed detec-
tion and false alarm probability is low, and it is high for n
=1000. Hence the cooperative CUSUM spectrum sensing and
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Figure 10. Energy Detection for SNR =-15 dB.

allocation technique improves handover with reduced error
rate up to 58% (Pf = 1.816 to 9.703).

From the above obtained values it can be predicted that, an
average value of false alarm P = 0.05 can be taken to minimize
the obtained SNR while calculating Power spectral density.
SNR values should be greater than or equal to -15 dB to get
least number of CR’s in cooperative CUSUM spectrum. It is
analyzed and concluded that the target false alarm decreases
up to 41% (Pf = 8.239 to 0.002).

5.2. Efficiency Analysis

The competence of the proposed algorithm can be reviewed
using two probabilities namely

« Probability of detection P ,.
« Probability of false alarm P

P, is the probability of detecting a signal on the consecutive
frequency when it is actually available.

Figure 10 shows the probability of detection obtained by
averaging the MarcumQ function over SNR = -15 dB by adding
the desired noise. The energy with the desired missed proba-
bility detection is decreased to 86% (Pm= 9.018 to 8.278) by
increasing the number of nodes n = 1000.

5.3. Cooperative CUSUM Analysis

The cognitive radio system during handover continuously
searches a spectrum hole where the primary user is not pres-
ent and it is determined by the method of power detection.

After identifying the spectrum hole, it is instantly allocated
to the Secondary User (SU) and whenever the Primary User
(PU) wants to occupy the spectrum hole, the Secondary node
quits, leaving the space to the licensed user. Finally, every node
transmits the result to the fusion center.

o OR: Change is declared if H1>1any of the secondary
nodes decides 1.

o AND: Change is declared if H1>=1 all the secondary
nodes decides 1.

o MAJORITY: Change is declared if majority of the sec-
ondary nodes decides.
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Figure 12.Threshold Optimization based on Cooperative CUSUM (SNR=15dBm).

The proposed Cooperative CUSUM sensing algorithm is
compared with other existing spectrum sensing algorithms.
Variations in Pf occur based on Energy during handover at
different SNR values.

Figures 11 and 12 show the optimized threshold value
(4) for lower and higher SNR values -15 dB and 15 dBm corre-
spondingly based on equation (7). It is obvious from the results
that as and when the environment parameters changes i.e., SNR
value Pf changes for a desired P, and this effect is more severe
at a lower P . It is estimated that the number of CRN taken
must be half the number of total number of nodes (N/2). The
probability of missed detection and false alarm probability is
low when cooperative CUSUM spectrum sensing allocation
is followed.

6. Conclusion and Future Work

In this work, the energy detection and spectrum sensing ability
using FFT within the specified frequency band is discussed.
The proposed technique has presented the overall channel’s
throughput during handovers by determining the power spec-
tral density of the channel. This approach is used to identify
the free available spectrum holes (gaps), which can be utilized
by the new incoming users (SU) during handovers. It's evident
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how the cognitive radio networks work dynamically while
changing the frequency band from one to another. Future work
focuses on optimization using supervised machine learning
technique to make dynamic handover for increased number
of users without negotiation in threshold value.
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