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Abstract: An electronic contract is a contract signed by electronic means, which is 
widely used in electronic commerce activities. In recent years, with the rapid 
development of quantum cryptography technology, the quantum electronic contract has 
been widely studied by researchers. Supported by the basic principles of quantum 
mechanics, a quantum electronic contract scheme based on the single photon is proposed 
in this paper. In this scheme, two copies of the same contract are signed by both parties 
involved, and then a copy of each contract is sent to a trusted third party. The trusted 
third party verifies the signatures of both parties and compares the signed copies to 
determine whether the contract is valid. Compared with the previous scheme, this scheme 
is based on the quantum electronic contract signed by the single photon. Because the 
single photon is easy to prepare and operate, this scheme is simple and easy to implement. 
At the same time, the scheme does not need to exchange signatures between the two 
parties, which reduces the complexity of communication. Nevertheless, it requires both 
parties and the third party to be honest and trustworthy. 
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1 Introduction 
Information security is a very important element in information transmission [Jonathan and 
Phyllis (2019)]. Currently, most of the research on information security is based on 
mathematical problems such as large number decomposition and discrete logarithm. However, 
with the rapid development of quantum technology, conventional information security 
protection methods have hidden dangers. As a result, many scholars study information 
protection technology [Wang, Gao, Liu et al. (2019)] based on quantum mechanics.  
Quantum key distribution (QKD) is the ability of both parties to generate and share a 
random, secure key to encrypt and decrypt messages. In 1984, Bennett et al. [Bennett and 
Brassard (1984)] proposed the first quantum key distribution protocol-BB84 protocol. In 
1992, Bennett et al. [Bennett and Wiesner (1992)] designed the B92 protocol based on 
non-orthogonal state by using quantum entanglement. In 1995, Goldenberg et al. 
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[Goldenberg and Vaidman (1995)] proposed a GV95 protocol based on orthogonal 
quantum states. In addition, there are many other key distribution protocols, such as 
entanglement exchange [Li and Liu (2018); Liu, Gao, Liu et al. (2019)], continuous 
variable quantum states [Liu and Min (2019)], decoy [Zhao and Shi (2019)] states and so 
on [Ge, Liu, Xia et al. (2019); Qu, Wu, Wang et al. (2017)]. 
Quantum secure direct communication (QSDC) is an information carrier of the 
communication and reception by the two parties in a quantum state. It transmits the 
confidential information directly through the quantum channel. In 2002, domestic 
scholars Long et al. [Long and Liu (2002)] proposed the first quantum secure direct 
communication scheme. Subsequently, more and more scholars began to make progress 
in this direction, put forwarding device-independent solutions [Zhou, Sheng and Long 
(2019)], anti-collective noise protocols [He and Ma (2019); Qu, Li, Xu et al. (2019)], etc. 
In addition, quantum secret sharing (QSS) has been adopted in their research, such as in 
Zhang et al. [Zhang, Shi, Hu et al. (2018); Cao and Ma (2019)] since Hillery et al. 
[Hillery, Buzek, Berthiaume et al. (1999)] proposed the first quantum secret sharing 
protocol based on the three-particle GHZ state in 1999. Until 2004, Lance et al. [Lance, 
Symul and Bowen (2004)] and others first called the quantum secret sharing of quantum 
information a quantum state sharing (QSTS) [Lance, Symul, Bowen et al. (2004)]. 
Subsequently, domestic and foreign scholars proposed to share arbitrary single qubits 
[Kang and Liao (2019)], multiple qubits [Su and Chen (2019)], and the quantum state 
sharing protocol based on Bell state [Gao, Wei and Wang (2019)]. 
In traditional contract signing, both parties must sign the same copy of the contract at the 
same time to produce the commitment to the contract simultaneously. However, the 
signing of the contract in the network environment must be asynchronous, so the 
electronic contract came into being [Xiong (2018)]. However, the security of traditional 
electronic contracts is based on mathematical problems such as large number 
decomposition and discrete logarithm. With the development of quantum cryptography, 
quantum computing will pose a serious threat to the security of traditional electronic 
contracts. Therefore, the signing of electronic contracts based on new quantum 
cryptography technology has attracted people’s attention. 
In 2006, Y. H. Chou [Chou, Tsai, Ko et al. (2006)], a Taiwan scholar in China, first 
proposed the concept of quantum electronic contract signing, and designed the first 
two-party quantum electronic contract signing scheme based on the cryptography idea of 
quantum inadvertent transmission. In 2008, Czech scholar Bouda and others [Bouda, 
Mateus, Paunkovic et al. (2008)] proposed a simple two-party electronic contract signing 
scheme by using quantum anti-interference equipment. However, honest participants 
could not determine whether the other party also promised the contract in terms of 
fairness. In 2011, Portuguese scholar Paunkovic and others [Paunkovic, Bouda and 
Mateus (2011)] proposed an optimistic and fair electronic contract signing scheme by 
using non-orthogonal quantum states. Compared with the previous quantum electronic 
contract signing scheme, the safety of the scheme is guaranteed by the basic principles of 
quantum physics, and it has certain advantages in efficiency and experimental 
implementation. In 2019, Cai and others [Cai, Wang and Wang (2019)] proposed a fair 
and optimistic contract signing scheme based on quantum cryptography. In the same year, 
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scholars from the University of Lisbon proposed a quantum contract signing scheme 
based on entangled pairs [Yadav, Mateus, Paunkovic et al. (2019)]. 
This paper proposes a quantum photo-based contract scheme based on the single photon. 
In this scheme, the signing parties sign two copies of the same contract and send copies 
of their respective signed contracts to a third party. The third party verifies and compares 
the copies of the two signatures by means of the correlation of the Bell state particles, and 
checks whether the signing parties signed the same contract and whether they signed the 
contract without the impersonation. If the verification is passed, the third party 
determines that the parties to the contract have reached an agreement, then the contract is 
valid; otherwise the contract is invalid. Since the program reduces the number of steps 
between signing parties to exchange signatures, both parties to the contract and the third 
party must be honest and reliable. In addition, the operation of the third party enables the 
contract signing parties to communicate securely in the presence of Eve, and can detect 
and terminate the communication timely when Eve intervenes in the solution. 

2 Quantum scheme of an electronic contract 
This scheme includes two contract signers Alice, Bob and a trusted third party Charlie. 
Alice and Bob sign two copies of the same contract, and then they send their signed copies 
of the contract to Charlie, who checks whether the two signed copies are the same. This 
scheme includes three phases: initialization phase, signing phase and verification phase. 

2.1 Initialization phase 
(1) Charlie and Alice share their keys through QKD, }k,...,k,...,k,{kk A2nAiA2A1A = , 

11}{00,01,10,k Ai = and Charlie and Bob share their keys through QKD, 
}k,...,k,...,k,{kk B2nBiB21BB = ,  11}{00,01,10,k Bi = .  

(2) Charlie prepares quantum sequences randomly as }A,...,A,...,A,{AS ni21A = and 
}B,...,B,...,B,{BS ni21B = , }-,,1,0{B,A ii +∈ .  

(3) Charlie performs corresponding unitary operations on AS  according to Ak  (Tab. 1 
for specific operation rules). The four unitary operations are expressed as Eqs. (1)-(4):  

1100ΙU00 +==  (1) 

1100U01 −=Ζ=  (2) 

1001U10 +=Χ=  (3) 

1001U11 −=Υ=  (4) 

The sequence after the pass-through operation is recorded as '
AS . In order to detect the 

eavesdropping, Charlie inserts a decoy photon sequence into the sequence '
AS  and declines 

the state of particles in a photon sequence randomly from }-,,1,0{ + , sending '
AS  

to Alice. When Alice receives the sequence '
AS , she informs Charlie that she has received the 

sequence. Then Charlie tells Alice the position and measurement base of the trapped photon. 
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Alice uses the measurement base published by Charlie to measure the trapped photon and 
publish the measurement results. Charlie analyzes the error rate. If the error rate is higher than 
the threshold, stop the process. Otherwise, proceed to the next stage. 

Table 1: Unitary operation rules 

The key )k(k BiAi  Unitary operations 

00 00U  
01 01U  
10 10U  
11 11U  

 

(4) Similarly, Charlie performs corresponding unitary operations on BS  according to Bk . 
The sequence after the pass-through operation is recorded as '

BS . Also, eavesdropping 
detection is carried out. Charlie inserts a decoy photon sequence into sequence '

BS  and 
declines the state of particles in a photon sequence randomly from }-,,1,0{ + , sending 

'
BS  to Bob. When Bob receives the sequence 

'
BS , he informs Charlie that he has received the 

sequence. Then Charlie tells Bob the position and measurement base of the trapped photon. 
Bob uses the measurement base published by Charlie to measure the trapped photon and 
publish the measurement results. Charlie analyzes the error rate. If the error rate is higher than 
the threshold, stop the process. Otherwise, proceed to the next stage. 

2.2 Signing phase 
(1) Alice and Bob sign two copies of the same contract separately. They quantize and 
code }m,...,m,...,m,{mM AnAiA2A1A = and }m,...,m,...,m,{mM BnBiB2B1B = , ( )0,1m,m BiAi ∈ , 
separately. The result is expressed as }p,...,p,...,p,{pP AnAiA2A1A = and 

}p,...,p,...,p,{pP BnBiB2B1B = , where )1,0(p,p BiAi ∈ . The coding rule is: if 0/mm BiAi = , then 

0/pp BiAi = ; if 1/mm BiAi = , then 1/pp BiAi = .  

(2) Alice discards the decoy photon, measures '

AS with a Z basis, and records the 
measurement a }r,...,r,...,r,{rR AnAiA2A1A = , )1,0(rAi ∈ . Then Alice entangles AR  and AP  
in Bell state according to priority. The steps are as follows: 

Step ①: AR first passes Hadamard Gate to transform into }r,...,r,...,r,{rR '
An

'
Ai

'
A2

'
A1

'
A = , 

),(r '

Ai −+∈ . Hadamard Gate can be represented as: 

( ) ( )[ ]11-0010
2

1Η ++=  (5) 

Step ②: '
AR  and AP  go through CNOT-Gate together, where '

AR  is the control qubit 
and AP  is the target bit. If 0rAi = , then the state of Aip  particle remains unchanged; 
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if 1rAi = , then the state of Aip  particle changes contrary. Record the result as 

}Θ,...,Θ,...,Θ,{ΘΘ AnAiA2A1A = .  

Table 2: The process and result of the Bell state entanglement operation on any two particles 

Ai Ai Bi Bi(r , p ) or (r , p )  Η/rr BiAi ⊗  ( ( ))Ai Ai Bi BiCNOT (r , p )or r , p
 

Bell-based 
measurement 

0,0  ( )10
2

10 +=Η  ( )1100
2

1
+  +Φ  

1,0  ( )10
2

10 +=Η  ( )1001
2

1
+  +Ψ  

0,1  ( )1-0
2

11 =Η  ( )11-00
2

1  -Φ  

1,1  ( )1-0
2

11 =Η  ( )10-01
2

1  -Ψ  

 
For example, if 1rA1 = , 0pA1 = , then perform a Bell state entanglement on 00pr A1A1 = . 

First of all, A1r  passes Hadamard Gate to transform into ( )10
2

1r '

A1 += , 

）1000）
2

1pr A1

'

A1 += , and then A1

'

A1pr  go through CNOT-Gate together; '

A1r  is the control 

qubit and AP  is the target bit. Finally, 00pr A1A1 = converts to += ΦΘA1
.  

(3) Alice performs the unitary operation on the first particle of AΘ according to Ak
(Table 1 for specific operation rules), records the result as '

AΘ , and sends '
AΘ to Charlie 

with Alice’s signature on the copy of the contract AM .  
(4) Similarly, Bob does the same steps as Alice. Bob discards the decoy photon, measures 

'

BS  with a Z basis, records the measurement as }r,...,r,...,r,{rR BnBiB2B1B = , and then entangles 
BR  and BP  in Bell state according to priority. And then Bob performs the unitary 

operation on the first particle of BΘ according to Bk , records the result as '
BΘ , sends 

'
BΘ to Charlie with Bob’s signature on the copy of the contract BM .  

2.3 Verification phase 
(1) After Charlie received the signature sent by Alice, he measures '

AΘ with Bell base 
and records the result as ( )'AΘR . From the relationship between particle results of each 
process in Tab. 3, Charlie can deduce the result of AM according to AS , unitary operation 
and ( )'AR Θ .  
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Table 3: Results of particles in each process 
ii B/A  Unitary operation '

i

'

i B/A  BiAi /rr  BiAi /MM  
BiAi /pp  

BiAi /ΘΘ  ))/R(ΘR(Θ '

Bi

'

Ai  

0  

00U  0  0  0 0  +Φ  +Φ  

1 1  +Ψ  +Ψ  

10U  0  0  0 0  +Φ  -Φ  

1 1  +Ψ  -Ψ  

10U  1  1  0 0  -Φ  -Ψ  

1 1  -Ψ  -Φ  

11U  1  1  0 0  -Φ  +Ψ  

1 1  -Ψ  +Φ  

1  

00U  1  1  0 0  -Φ  -Φ  

1 1  -Ψ  -Ψ  

10U  1  1  0 0  -Φ  +Φ  

1 1  -Ψ  +Ψ  

10U  0  0  0 0  +Φ  +Ψ  

1 1  
+Ψ  

+Φ  

11U  0  0  
0 0  

+Φ  
-Ψ  

1 1  
+Ψ  

-Φ  

+  

00U  +  

0  
0 0  

+Φ  
+Φ  

1 1  
+Ψ  

+Ψ  

1  
0 0  

-Φ  
-Φ  

1 1  
-Ψ  

-Ψ  

10U  -  

0  
0 0  

+Φ  
-Φ  

1 1  
+Ψ  

-Ψ  

1  
0 0  

-Φ  
+Φ  

1 1  
-Ψ  

+Ψ  

10U  +  

0  
0 0  

+Φ  
+Ψ  

1 1  
+Ψ  

+Φ  

1  
0 0  

-Φ  
-Ψ  

1 1  
-Ψ  

-Φ  

11U  -  

0  
0 0  

+Φ  
-Ψ  

1 1  
+Ψ  

-Φ  

1  
0 0  

-Φ  
+Ψ  

1 1  
-Ψ  

+Φ  
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-  

00U  -  

0  
0 0  

+Φ  
+Φ  

1 1  
+Ψ  

+Ψ  
1  

0 0  
-Φ  

-Φ  
1 1  

-Ψ  
-Ψ  

10U  +  

0  
0 0  

+Φ  
-Φ  

1 1  
+Ψ  

-Ψ  
1  

0 0  
-Φ  

+Φ  
1 1  

-Ψ  
+Ψ  

10U  -  

0  
0 0  

+Φ  
+Ψ  

1 1  
+Ψ  

+Φ  
1  

0 0  
-Φ  

-Ψ  
1 1  

-Ψ  
-Φ  

11U  +  

0  
0 0  

+Φ  
-Ψ  

1 1  
+Ψ  

-Φ  
1  

0 0  
-Φ  

-Ψ  
1 1  

-Ψ  
+Φ  

 
(2) Similarly, After Charlie receives the signature sent by Bob, he measures '

BΘ  with 
Bell base and records the result as ( )'BΘR . From the relationship between particle results 
of each process in Tab. 3, Charlie can deduce the result of BM according to BS , unitary 
operation and ( )'BR Θ .  

(3) Charlie judges whether AM  and BM  are the same. If they are the same, the contract will 
take effect. Otherwise, the contract will not take effect. This scheme is illustrated in Fig. 1. 

Charlie

Alice Bob

1、Initialization phase：
①Shared keys Ka、Kb with Alice and Bob
②Preparation of quantum sequences Sa,Sb
③Performing unitary operations on 
sequences
④Send the sequence to Alice and Bob 
respectively

3、Validation phase:
①Alice and Bob send Θa and Θb to 
Charlie respectively
②Charlie performs Bell measurement, 
deduces Ma and MB
③Charlie verifies that Ma and MB 
are the same

2.1、Alicce Signing phase：
①Alice quantizes coding of 
contractsPa
②Engaging particles in the Bell state
③Then perform unitary operation on 
Θa and send it to Charlie

2.2、Bob Signing phase：
①Bob quantizes coding of contractsPa
②Engaging particles in the Bell state
③Then perform unitary operation on 
Θb and send it to Charlie

 
Figure 1: Simple process diagram of the quantum contract scheme based on the single photon 
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3 Security analysis 
3.1 Non-repudiation of signature contracts 
In the initial stage, Charlie randomly generates quantum sequences AS  and BS , and sends 
them to Alice and Bob respectively through the unitary operation. Alice and Bob carry out 
the z-based measurement on the quantum sequences '

AS  and '
BS  received respectively, 

And then they entangle the Bell state with the particle sequence encoded by the contract 
copy in order, perform the unitary operation after getting AΘ and BΘ . Alice and Bob send 

'
AΘ and '

AΘ  to Charlie. At this point, Charlie makes Bell-based measurements of '
AΘ and 

'
AΘ  according to AS  and BS . The results of the unitary operation and Bell-based 

measurement can verify whether Alice and Bob have repudiation behavior. 

3.2 Impossibility of signing contract 
Eve arbitrarily spoofs Alice and Bob. Suppose he pretends to be Alice and carries out a 
Z-based measurement after receiving '

AS sent by Charlie. The measurement result is 
recorded as 

AER . He prepares the corresponding Bell state according to the measurement 
results. If 0R AE =  , then he randomly prepares +Φ or -Φ ; if 1R AE = , then he randomly 

prepares +Ψ or -Ψ . Afterward, Eve sends a series of Bell state particles that he has 

prepared to Charlie. Because Eve doesn’t know the shared key Ak and the content of the 
contract M , he may be discovered by Charlie during the verification phase. The 
probability that he can spoof successfully is 

128
3 . In the case where the quantum bit n of the 

contract M is sufficiently large and the shared key Ak with the number of 2n is sufficiently 
long, the probability that the Eve is falsely found is 

n








128

3-1 , which is close to 1. Hence, 

this quantum electronic contract has no impersonation. 

3.3 Interception/measurement/retransmission attack 
In this attack, Eve wants to get the content of the contract. So he intercepts '

AS and '
BS sent 

by Charlie to Alice and Bob and measures them with Z-base. The measurement result is 
recorded as AER  and BER . He sends the corresponding particles to Alice and Bob 
according to AER  and BER . When Eve sends Charlie '

AΘ  and '
BΘ  to Alice and Bob, he 

intercepts '
AΘ  and '

BΘ  and measures them with Bell. The measurement result is 
recorded as AEΘR  and BEΘR . Then he infers the contract M  according to AER , BER  and 

AEΘR , BEΘR . Since Charlie sends AS  and BS , the corresponding operations are 
performed on the particles based on the keys Ak  and Bk  shared by Alice and Bob. Alice 
and Bob also send them to Charlie after the operation of '

AΘ  and '
BΘ . But Eve doesn't 

know the shared keys Ak  and Bk , so he doesn’t know which kind of operation is done on 
the particle. The probability that he guesses the contract content correctly is 

8
1 . If the 

quantum bit n of the contract is large enough, then the probability of his guess is 
n









8
1-1 , 
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which is close to 1; therefore, the program can resist interception/measurement/ 
retransmission attacks. 

3.4 Eavesdropping detection 
In the quantum channel, if there is a man-in-the-middle attack, then in the initial stage, 
Charlie sends a sequence S with a deceptive photon to Alice and Bob. If the channel is not 
safe, the eavesdropper must perform the particle before Alice and Bob receive the particle 
measured. At this time, Charlie does not announce the location and state of detecting the 
photon. The eavesdropper does not know the location and state of the photon, so he cannot 
choose the correct base to decoy the photon. According to the quantum immeasurable 
theorem, the state of the particle changes after being measured. Then, after Alice and Bob’s 
measurement of the temptation of photons, Charlie will find that the state of the nuzzle 
photons inserted is different. Then, the eavesdroppers will be discovered. As a result, they 
will give up the newsletter. 

4 Summary 
A single photon-based quantum electron contract scheme is proposed in this paper. A 
trusted third party can verify and compare whether the two signing parties sign the same 
contract by means of the relevance of the Bell state, that is, whether the parties signing the 
contract have reached an agreement; at the same time, it guarantees the non-repudiation 
and impersonation of the signed contract. This solution reduces the steps of exchanging 
signatures between contract-signing parties and reduces communication complexity. At 
the same time, this scheme is to operate on the single photon, which is easy to operate and 
easy to implement. In the presence of Eve, it is possible to communicate securely, and 
when Eve intervenes in the solution, the scheme can detect and terminate the 
communication in time to ensure security.  
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