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Abstract: In sensor networks, it is a challenge to ensure the security of data exchange 
between packet switching nodes holding different private keys. In order to solve this 
problem, the present study proposes a scheme called multi-conditional proxy broadcast re-
encryption (MC-PBRE). The scheme consists of the following roles: the source node, 
proxy server, and the target node. If the condition is met, the proxy can convert the 
encrypted data of the source node into data that the target node can directly decrypt. It 
allows the proxy server to convert the ciphertext of the source node to a new ciphertext of 
the target node in a different group, while the proxy server does not need to store the key 
or reveal the plaintext. At the same time, the proxy server cannot obtain any valuable 
information in the ciphertext. This paper formalizes the concept of MC-PBRE and its 
security model, and proposes a MC-PBRE scheme of ciphertext security. Finally, the 
scheme security has been proved in the random oracle. 
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1 Introduction 
Sensor node grouping is an important part of sensor network research. In an encrypted 
sensor network with strict data security requirements, sensor nodes of different groups 
usually store different keys [Ashwinth and Dhananjay (2019)]. But this introduces a new 
problem: the nodes in a single packet do not have the keys of other packets, and cannot 
decrypt packets from other groups, so the sensor nodes between different groups cannot 
directly exchange data. One solution is to introduce a relay server. The relay server holds 
the keys of multiple sensor network packets. It can decrypt the packet of the source node, 
encrypt it with the public key of the target node, obtain the ciphertext that can be directly 
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decrypted by the target node, and then forward it to the target node. However, in this 
scheme, the relay server can arbitrarily convert data of multiple sensor networks without 
restriction, and the grouping of sensor networks will lose its meaning. In addition, once the 
relay server is maliciously hijacked, the entire sensor network will be exposed to risk, 
which will greatly reduce the security of the entire sensor network. Not only that, the 
operation of decrypting and re-encrypting is relatively inefficient, which wastes precious 
electrical energy and shortens the life of the sensor network. 
In order to solve the above problems, this study presents the concept of conditional 
broadcast agent re-encryption of the sensor network. The scheme divides the sensor 
network nodes into three categories: the source node, the proxy server, and the target node. 
Among them, the proxy server is served by the cluster head node in the sensor network 
group. The source node sends the encrypted data, the conversion key, and the conversion 
condition to the proxy server. If the properties of the target node satisfy the condition set 
by the source node, the encrypted data of the source node can be encrypted twice to obtain 
the ciphertext that can be directly decrypted by the target node. At the same time, the proxy 
server cannot obtain any part of the plaintext during this process and does not need to store 
the encryption key of different packets or decrypt the ciphertext. In this way, even if the 
attacker completely breaks the proxy server, the intercepted sensor network encrypted data 
packet cannot be cracked.  
For example, the node a  in GroupA  wants to forward a command packet to the node in 
GroupB  that has not received the command and is in the listening state. a  needs to 
describe the forwarding condition (" ~ " " " " tan ")T CommandID GroupB OnS dby= Λ Λ . After 
receiving a ’s request, the proxy server will perform the broadcast message re-encryption 
action of its encrypted packet. In MC-BPRE, conditions are described as AND operations of 
several attributes. There is no limit on the number of attributes in the conversion condition, 
which is convenient to flexibly expand and adapt to different application scenarios. The 
active node will accept or discard the re-encrypted data packet based on its state. 

2 Related work 
Sensor networks have been widely used in actual production and life, such as energy 
management systems, vehicle classification systems, and so on. The multi-conditional 
broadcast proxy re-encryption scheme proposed in this paper is applicable to grouping 
sensor networks with security requirements. At present, there have been many 
achievements in the grouping of sensor networks. Ammar et al. [Ammar, Wang, Saleem et 
al. (2015)] provided a Sensors Grouping Hierarchy Structure (GHS) to split the nodes in a 
wireless sensor network into groups. Sykam et al. [Sykam and Ravishanker (2017)] put 
forward a new approach called Grouping Approach using Strength of Device Synergy 
(GASDS) based On a Firefly Algorithm. Rizqi et al. [Rizqi, Ahmad, Prima et al. (2018)] 
proposed a node grouping based on the distance by using k-means clustering with a 
hardware implementation. Liu et al. [Liu, Shen, Wang et al. (2018)] proposed a lightweight 
and practical node clustering authentication protocol for HWSNs. 
Nowadays, proxy re-encryption has developed many applications in the field of Internet of 
Things, such as IoT security [Kim and Lee (2018)], electronic health system [Sharma, 



 
 
 
A Multi-Conditional Proxy Broadcast Re-Encryption Scheme              2081 

Halder and Singh (2020); Bhatia, Verma and Sharma (2020)], storage deduplication system 
[Zheng, Zhou, Ye et al. (2020)]. This study applies proxy re-encryption to the sensor 
network. In the proxy re-encryption (PRE) scheme, the third-party agent can perform 
secondary encryption on the user's ciphertext, convert Alice's original ciphertext into a re-
encrypted ciphertext that Bob can decrypt directly, and the proxy cannot obtain any 
valuable data from this process. However, in the traditional PRE scheme, the agent can 
arbitrarily convert all Alice data without Alice’s permission. To solve this problem, Weng 
et al. [Weng, Robert, Ding et al. (2009)] proposed the concept of conditional proxy re-
encryption (C-PRE), which can control the permissions of encrypted ciphertext. C-PRE 
has been put into practical use, such as social network data sharing system [Huang, Yang 
and Fu (2018)]. Chu et al. [Chu, Weng, Sherman et al. (2009)] proposed the concept of 
conditional broadcast proxy re-encryption, which can convert a single ciphertext into a set 
of ciphertexts so that users can decrypt at one time. In recent years, Ge et al. [Ge, Liu, Xia 
et al. (2019)] proposed an evocable identity-based broadcast proxy re-encryption. Liu et al. 
[Liu, Ren, Ge et al. (2019)] proposed a multi-conditional proxy broadcast re-encryption. 
Ren et al. [Ren, Liu and Qian (2019)] proposed a fine-grained conditional proxy broadcast 
re-encryption. However, these solutions are not able to process the composite conversion 
conditions and are not suitable for the sensor network.  

3 Preliminaries 
3.1 Bilinear mapping 
Let multiplicative cyclic groups G  and TG  have the same prime p . g  is group G 's 
generator. : Te G G G× →  is a bilinear map: 

(1) 𝑒𝑒�𝑔𝑔𝑎𝑎,𝑔𝑔𝑏𝑏� = 𝑒𝑒(𝑔𝑔,𝑔𝑔)𝑎𝑎𝑎𝑎 for all 𝑎𝑎, 𝑏𝑏
𝑅𝑅
← 𝑍𝑍𝑝𝑝∗ . 

(2) ( , ) 1e g g ≠ . 
(3) 𝑒𝑒(𝑔𝑔,𝑔𝑔) can be computed in polynomial time. 

3.2 The n-BDHE assumption 
Set a prime p , *

pZ  denotes the set {1,2,..., 1}p − . : Te G G G× →  is a bilinear map. ig  

represents iag . Let �ℎ,𝑔𝑔,𝑔𝑔𝛼𝛼 ,𝑔𝑔𝛼𝛼2 , … ,𝑔𝑔𝛼𝛼𝑛𝑛,𝑔𝑔𝛼𝛼𝑛𝑛+2 , … ,𝑔𝑔𝛼𝛼2𝑛𝑛,𝑇𝑇� ∈ 𝐺𝐺2𝑛𝑛+1 × 𝐺𝐺𝑇𝑇 

where TT G∈ . Α  needs to judge 1?
( , )
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Pr[ ( , , ,..., , ,..., , ( , ))] 1
Pr( ( , , ,..., , ,..., , ))] 1
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n n

DHE

n

h g g g g g e g h
h g g g
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g T

d
g

v −
Α

+ +

+

=
Α =

− Α =
, where ,g h G∈ , *

pa Z∈  and 

TT G∈  are chosen at random. If ,
n BDHE
GAdv −

Α  is negligible for all PPT Α , then the n-BDHE 
assumption of ( , )TG G  holds.  

3.3 The model definition 
Definition I (MC-PBRE) MC-PBRE scheme contains: 
(1) ( , , )Setup n dλ : Setup  is used to generate public key PK  and secret msk . 
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(2) ( , , )Extract PK msk i : Extract  is used to generate user i ’s secret key isk . 
(3) ( , , , )Encrypt PK S m W : Encrypt plaintext m  as ciphertext C  with W . 
(4) ( , , ', ')iRKGen PK sk S W : Generate the re-encryption key ', 'i s Wrk → . 
(5) ', '( , , , , ', )i S WReEnc PK rk i S S C→ : 'W W d∩ > , convert the original ciphertext C  to the 
re-encrypted ciphertext RC . Output an error symbol ⊥ , if the condition is not met.  
(6) 0( , , , , )iDecrypt PK sk i S C : Decrypt the original ciphertext C  to m , or an error symbol 
⊥ . 
(7) ( , , , , , ', )j RDecryptR PK sk i j S S C : Decrypt the re-encrypted ciphertext RC  to plaintext 
m , or an error symbol ⊥ . 
Correctness：for condition sets W , 'W , user set , ', ( , , , )S S C Encrypt PK S m W= , 

', ' ( , , ', ')i S W irk RKGen PK sk S W→ = and ',Re ( , , , , ', )R i S WC Enc PK rk i S S C→= , if 'W W d∩ ≥ : 

𝑃𝑃𝑃𝑃[𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷(𝑃𝑃𝑃𝑃, 𝑠𝑠𝑘𝑘𝑖𝑖, 𝑖𝑖, 𝑆𝑆,𝐶𝐶) = 𝑚𝑚] = 1, i S∈ ;  
Pr[ ( , , , , , ', ) ] 1j RDecryptR PK sk i j S S C m= = , 'j S∈ . 

The security model for the game-based PBRE scheme is as follows. The attacker needs to 
challenge the user setting *S  and the condition set *W  in the selective-set model.  
Definition II (IND-sSet-CCA game).  
Game I. Prove the original ciphertexts security.  
(1) Init. Α  selects condition set * * * *

1 2{ , ,..., }nW ω ω ω=  and user set * {1,2,..., }S n⊆ . 

(2) Setup. Challenger ℂ gets and delivers PK  to Α . 
(3) Query. 
• ( )Extract i : Challenger gets and returns isk  to . 

( , ', ')RKGen i S W : ℂ executes ', ( , , ', ')i S W irk RKGen PK sk S W→ = , where 
( , , )isk KeyGen PK msk i= , returns ', 'i S Wrk →  to Α . 

• ( , , ', )ReEnc i S S C : The challenger runs ', '( , , , , ', )i S WReEnc PK rk i S S C→ , where 

', ( , , ', ')i S W irk RKGen PK sk S W→ = , ( , , )isk KeyGen PK msk i= . Deliver RC  to .  

𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑂𝑂(𝑖𝑖, 𝑆𝑆,𝐶𝐶): ℂ executes 0( , , , )jDecrypt PK sk i S C , where ( , , )isk KeyGen PK msk i= , 
returns the result to . 
• ( , , , ', )RDecryptR i j S S C : the challenger runs ( , , , , , ', )j RDecryptR PK sk i j S S C , where 

( , , )jsk KeyGen PK msk j= . Deliver m  to Α . 

(4) Challenge. Once Query I is over, it outputs two equal-length messages 0 1( , )m m . 
Challenger ℂ  chooses a bit {0,1}b∈  and sets the challenge ciphertext to be 

* * *( , , , )bC Encrypt PK m S W= . Then delivers *C  to . 
(5) Query II. Α  continues making queries as in Query I. 
(6) Guess. Α  hands over the guess 'b . If 'b b=  Α  gets the victory. 

Α

Α

Α

Α
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Define Α ’s advantage as: 1
,

1Pr[ ' ]
2

Game
nAdv b bΑ = = −

.
 

Game II. Prove re-encrypted ciphertext security.  
(1) Init. Α  selects condition set * * * *

1 2{ , ,..., }nW ω ω ω=  and user set * {1,2,..., }S n⊆ . 

(2) Setup. Challenger ℂ gets and delivers PK  to Α . 
(3) Query I.  
• ( )Extract i : Challenger gets and returns isk  to Α . Α  is forbidden to make ( )Extract i  
for any *i S∈ ; 

( , ', ')RKGen i S W : ℂ  executes ', ( , , ', ')i S W irk RKGen PK sk S W→ = , where 
( , , )isk KeyGen PK msk i= , returns ', 'i S Wrk →  to Α . 

• ( , , , ', )RDecryptR i j S S C : the challenger runs ( , , , , , ', )j RDecryptR PK sk i j S S C , where 
( , , )jsk KeyGen PK msk i= . Delivers m  to Α .  

Challenge. Once Α  decides that Query I is over, it outputs an equal length message 
0 1( , )m m . Challenger ℂ chooses a bit {0,1}b∈  and sets the challenge ciphertext to be 

* *
* *

,
Re ( , , , , , )

i S W
C Enc PK rk i S S C

→
= , where i S∈ , *i S∉  and *( , , , )bC Encrypt PK m S W= . 

Finally, return *C  to the Α .  
(4) Query II. Α  continues making queries as in Query I. 
(5) Guess. Α  outputs the guess 'b . Α  hands over the guess 'b . 
If 'b b=  Α  gets the victory. 
Referring to the above adversary Α  as an IND-Re-CCA adversary. Its advantage is 

defined as: 2
,

1Pr[ ' ]
2

Game
nAdv b bΑ = = −

.
 

If 1
,

Game
nAdvΑ  and 2

,
Game

nAdvΑ  are negligible for all PPT adversary Α , the MC-PBRE scheme 
is considered to be IND-sSet-CCA secure.  

4 Proposed MC-PBRE scheme 
4.1 MC-PBRE construction  
The framework of multi-conditional proxy broadcast re-encryption for sensor network is 
shown as Fig. 1. 
The cluster head node of GroupA  transmits the encrypted data packet C  and the 
conversion key ', 'i S Wrk →  to the cluster head node GroupB . The cluster head node in 
GroupB  re-encrypts the data C , and forwards the obtained new encrypted data packet 

RC  to the target nodes in GroupB . 
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Figure 1: MC-BPRE framework 

The algorithm included in MC-PBRE is as follows:  
Set a Lagrange coefficient , ( )F xω∆  for pZω∈  and a group of members in pZ : 

,
,

( )F
i F i

x ix
iω

ω ω∈ ∉

−
∆ =

−∏
.
 

MC-PBRE contains:  
• ( , , )Setup n dλ : Set a bilinear map ( , , , , )Tp g G G e , the message space {0,1}kM = . Select 

, pZα γ ∈ , Z G∈  and compute ia
ig g=  for 1,2,..., , 2,..., 2i n n n= + . Set hash 

{0,1}𝑘𝑘 × 𝐺𝐺𝑇𝑇 → 𝑍𝑍𝑝𝑝∗ , 2 : {0,1}k
TH G → , 3 : {0,1}k

TH G G G× × × , *
4 : pH Z G→ ,

*
5 :{0,1}k

pH Z→ . Work out v g γ= . Output: 

1 2 2 1 2 3 4( , ,..., , , , , , , , , ),n n nPK g g g g g v Z H H H H msk γ+= =  
• ( , , )KeyGen PK msk i : Calculate user i ’s private key: i isk g γ=  
• ( , , , )Encrypt PK S m W : Select 1 2, ,..., l Wω ω ω ∈ . Select TR G∈ , and computes 

1( , )t H m R= . Output the ciphertext 1 2 3 4 5 6( , , , , , )C C C C C C C= . 

1 1 2 3 1( , ) , , ( )t t t
n n j

j S

C R e g g C g C v g + −
∈

= ⋅ = = ⋅∏ , 4 4( )( )
l

l

t

W

C C Hω ω
ω ∈

= = ∏  

𝐶𝐶5 = 𝑚𝑚⨁𝐻𝐻2(𝑅𝑅),𝐶𝐶6 = 𝐻𝐻3(𝐶𝐶1,𝐶𝐶2,𝐶𝐶3,𝐶𝐶4,𝐶𝐶5)𝑡𝑡. 
• ( , , ', ')iRKGen PK sk S W : Input , i isk g γ= ' {1, 2,..., }S n∈  and 'W . Pick a 1d −  degree 
polynomial ( )q x  where 𝑞𝑞(0) = 𝐻𝐻5(𝜎𝜎)  and {0,1}kσ ∈ . For 1 2, ,..., 'l Wω ω ω ∈ , Pick 

1 2
, ,...,

l
r r rω ω ω , and computes: 

*
( )

4 ( )
lr Z pl

Wl

l

r
q l

i l
W

A sk Z H
ω

ω
ω

ω

ω
ω

ω
∈

∈

∈

∑ ∏= ⋅ ⋅  
 
∏

.
 

* lr Z pl
r

B g
ω

ω

ω
∈∑

=  
Choose random value *

ps Z∈ , 2'R G∈ , compute 1' ( , ')t H Rσ=  and set:  

Proxy
Server

...

...

Source 
Node

Target 
Node

Target 
Node

Target 
Node

𝐶𝐶 

𝑟𝑟𝑘𝑘𝑖𝑖→𝑆𝑆′ ,𝑊𝑊′  

𝐶𝐶𝑅𝑅 𝐶𝐶𝑅𝑅 

𝐶𝐶𝑅𝑅 

𝐶𝐶𝑅𝑅 𝐶𝐶𝑅𝑅 

𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 
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'
1 1

'
2

'
3 1

'

' ( , ) ;

;

( ) ;

t
n

t

t
n j

j S

rk R e g g

rk g
rk v g + −

∈

= ⋅

=

= ⋅∏
 

'
4 2 5 3 1 2 3 4( '), ( , , , )trk H R rk H rk rk rk rkσ= ⊕ = . 

Work out at: ', 1 2 3 4 5( , , , , , , )i S Wrk A B rk rk rk rk rkω ω→ = . 
• ', 'Re ( , , , , ', )i S WEnc PK rk i S S C→ : Check whether the following equalities hold:  

?

2 1 3( , ) ( , )n jj S
e C v g e g C+ −∈

⋅ =∏  (1) 
?

2 4( , ( )) ( , )
l

lW
e C H e g Cωω

ω
∈

=∏  (2) 
?

2 3 1 2 3 4 5 6( , ( , , , , )) ( , )e C H C C C C C e g C=  (3) 

If equations do not holds, output ⊥ . Else compute:  
, (0)

~ 0 1 2,
1 1

3

( , )
( )

( , ) ( , )

F

g j ij S j i

F i

e rk g C
C C

e g C e B C

ω

ω ω ω

∆

+ − +∈ ∉

∈

⋅
= ⋅

⋅
∏

∏
.
 

The re-encrypted ciphertext is
~

~

1 2 5 1 2 3 4 5( , , , , , , , )RC C C C rk rk rk rk rk= . 

• 0( , , , , )iDecrypt PK sk i S C :  

(1) Checks if the equations are true. If the above formulas are not true, output the abort ⊥ . 
(2) Calculate  𝑅𝑅 = 𝐶𝐶1 ∙

𝑒𝑒�𝑠𝑠𝑘𝑘𝑖𝑖∙∏ 𝑔𝑔𝑛𝑛+1−𝑗𝑗+𝑖𝑖𝑗𝑗∈𝑆𝑆,𝑗𝑗≠𝑖𝑖 ,𝐶𝐶2�

𝑒𝑒(𝑔𝑔𝑖𝑖,𝐶𝐶3)
, 5 2 ( )m C H R= ⊕ , 1( , )t H m R= , and checks 

whether: 2
tC g= ,

13 ( )gn j

t
j S

C v + −∈
= ⋅∏ , 6 3 1 2 3 4 5( , , , , )tC H C C C C C= hold. If the above equations 

are  true, returns m , else return ⊥ . 
• ( , , , , , ', )j RDecryptR PK sk i j S S C : Input a private key jsk  and a re-encrypted ciphertext 

RC , proceed as follows: 

(3) Check whether the following equations hold:  
?

2 1 3( , ) ( , )n jj S
e rk v g e g rk+ −∈

⋅ =∏                             (4) 

𝑒𝑒�𝑟𝑟𝑘𝑘2,𝐻𝐻3(𝑟𝑟𝑘𝑘1, 𝑟𝑟𝑘𝑘2, 𝑟𝑟𝑘𝑘3, 𝑟𝑟𝑘𝑘4)� =? 𝑒𝑒(𝑔𝑔, 𝑟𝑟𝑘𝑘5)                            (5) 
If one of these equations does not holds, ⊥ . 
(4) 1 1 2 3',

' ( , ) / ( , )j n l j jl S l j
R rk e sk g rk e g rk+ − +∈ ≠

= ⋅ ⋅∏ , 5 2 ( ')rk H Rσ = ⊕ , 1' ( , ')t H Rσ= . Check 
'

2
trk g= , '

3 1'
( )t

n ll S
rk v g + −∈

= ⋅∏ , 𝑟𝑟𝑘𝑘5 = 𝐻𝐻3(𝑟𝑟𝑘𝑘1, 𝑟𝑟𝑘𝑘2, 𝑟𝑟𝑘𝑘3, 𝑟𝑟𝑘𝑘4)𝑡𝑡′ hold. If not, return ⊥ . 

Consistency. 
(1) If 1 2 3 4 5 6( , , , , , )C C C C C C C=  is an original ciphertext, we have: 
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1 2,
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∏
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(2) If 
~

~

1 2 5 1 2 3 4 5 6( , , , , , , , , )RC C C C rk rk rk rk rk rk=  is a re-encrypted ciphertext, we have: 
, (0)

, (0)

1

1 2 3

~ 0 1 2,
1 1

3

1
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4( ) 1,

, , 1 4
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It is finally possible to calculate:
5

~

1
( )

2( , )H

C R
e C Z σ =

.
 

4.2 Proof of security 
This section will demonstrate the MC-PBRE scheme’s security.  
Theorem 1. Assuming there are target collision resistant hash 1 2 3 4 5, , , ,H H H H H , then 
according to n-BDHE assumption, the MC-BPRE scheme is CCA security under 
random oracle.  
Lemma I. If there is an IND-O-CCA Α  that can decipher the scheme in probabilistic 
polynomial time, there is a simulator Β  that can work out the Decisional the n-BDHE 
assumption. 
Proof. 
(1) Init. Α  selects a condition set * * * *

1 2{ , ,..., }nW ω ω ω=  and a user set * {1,2,..., }S n⊆ . 
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(2) Setup. Simulator Β  selects pZµ ∈ , Z G∈  and sets: 
*

1
1( )n j

j S

v g g gµ γ−
+ −

∈

= ⋅ ∏
.
 

Β  sets the public key as 1 2 2 1 2 3 4 5( , , ,..., , , , , , , , , )n n nPK v g g g g g Z H H H H H+=  and sk γ= . 
Β  gives PK  to Α .  
Query I.  
• ( )Extract i : If *i S∈ , Β  stops running. If not, Β  searches ListKey , if ( , , )ii skβ  exists 
in ListKey , returns isk . If not, Β  produces: 
- If 0β = , Β  stops running. 
- If 1β = , Β  calculates *

1
1( )i i n j ij S

sk g gµ −
+ − +∈

= ⋅ ∏ . Then 
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• ( , ', ')RKGen i S W : If meet *'W W d∩ ≥  and *i S∈ , *j S∈ , Β  verifies that tuple 

(*, , )jj sk  does not exist in ListKey , where *  is a wildcard. If the conditions are not met, 
Β  performs the following steps:  
• If ListKey  contains (1, , )ii sk , Β  calculates ', 'i S Wrk → . Handle ', 'i S Wrk →  to Α  and insert 

', '(*, , ', ', , , ,1)i S Wi S W rk Rσ→  to Re ListKey . σ , R  are singled out at random.  

- Otherwise, Β   obtains isk   with a certain probability and produces ', 'i S Wrk →  . Handle 

', 'i S Wrk →  to Α , then insert (1, , )ii sk  and ', '(*, , ', ', , , ,1)i S Wi S W rk Rσ→  to Re ListKey . If 0β = , 
Β  sets '

1 2{a=(A = ),( ); , ,..., W'}lBω ω ω ωρ ρ ω ω ω= ∈  for randomly chosen ' Gω ωρ ρ ∈， . Then 
Β   constructs 1 2 3 4 5, , , ,rk rk rk rk rk  . Β   delivers ', 'i S Wrk →   to Α   and inserts 

', '(*, , ', ', , , ,0)i S Wi S W rk Rσ→  to Re ListKey . 

• Re ( , , ', )Enc i S S C : Β  confirms that Re ListEnc  does not include tuple ( , , ', , ,*)Ri S S C C . 
If meet the above requirement, Β  returns RC  as the result, where *  is a wildcard. 
Otherwise:  
- If Re ListKey   includes ', '(*, , ', ', , , ,*)i S Wi S W rk Rσ→  , Β   produces RC  . Then deliver RC  
to Α   and insert ( , , ', , ,*)Ri S S C C   to Re ListEnc  . Here we need ( , , , )C Encrypt PK S m W= ，

'W W d∩ ≥ . 

- If not, Β  calculates ', 'i S Wrk → . Then Β  generates RC  and adds  to the 
Re ListEnc . 

( , , ', , ,*)Ri S S C C
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• 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷(𝑖𝑖, 𝑆𝑆,𝐶𝐶): Β  verifies (1)-(3). If the above formulas are not true, output ⊥ . Or 
else: 
- If ListKey  includes ),,1( iski , Β  restores . 
- If not, Β  recovers m  with . 

• ),,,,( '
RCSSjiDecryptR : Β  checks formula (4)-(5). If these formulas are not true, 

terminate the operation. Or else: 
- If ListKey includes (1, , )ii sk , Β  restores m . 
- If not, Β  recovers m  with isk . 

(1) Challenge. When Query I finished, Α  outputs two messages of equal length 0 1( , )m m . 
Β  produces {0,1}b∈ , *

TR G∈  at random. For random *t , Β  sets *th g= . Then 
calculate:  
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5 2 ( )bC m H R= ⊕  
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3 1 2 3 4 5( , , , , )H C C C C Cϕ =  
* ** * * * * *

6 3 1 2 3 4 5( , , , , )tC h H C C C C Cφ= =  

where Β  makes a query * * * * *
1 2 3 4 5( , , , , )C C C C C  to random oracle 𝐻𝐻3  for entry 

* * * * * * *
1 2 3 4 5( , , , , , , )C C C C C φ ϕ . Β  returns * * * * * * *

1 2 3 4 5 6( , , , , , )C C C C C C C=  to Α . If 1( , )nT e g h+= , 
then ** * *

1 1( , )t
nC R T R e g g += ⋅ = ⋅ . *C  is a valid challenge ciphertext. In other 

circumstances, if 2G  includes random value T , *C  is independent of b  from 
adversary’s point of view.  
(2) Query II. Α  keeps on using the restrictions described in the Game I for inquiries. 
(3) Guess. Α  guesses the result. When, Α  outputs 1, it indicates 1( , )nT e g h+= ; if 

'b b= , the 2G  contains the random value T . 
Probability analysis. If the simulator is not terminated, from the perspective of Α , the 
simulator is not different from the actual solution. Define the simulation query abort event 

as Abort , the total number of queries as q . ( 1)Pr[ ] ( )q qpAbort
p

δ −
¬ ≥ ⋅ ≜ )1( ξξ −q which 

m

isk
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is maximized at 
1opt

q
q

δ =
+

. Set the basis of natural logarithm 
.
e , and the probability 

Pr[ ]Abort¬  is at least 
.

1

(1 )e q+

. Therefore: 

1 2 3 4 5, , , , ,'
(1 )

TCR TCR TCR TCR TCR
H H H H HAdv Adv Adv Adv Adv

e q
εε Α Α Α Α Α≥ − − − − −
+

 

The above steps prove Lemma 1. 
Lemma II. If there is an IND-Re-CCA Α  can break the scheme in probabilistic 
polynomial time, then there is a simulator Β  that can work out the Decisional n-BDHE 
assumption.  
Proof. The Lemma II’s proof is similar to Lemma I. The only difference is in the challenge 
phase. The simulator selects {0,1}b∈ , *

TR G∈ , *t , set *th g= , calculates:  
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5 2

( , )

( )

H

t

b

C R e h Z
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Β  constructs 1 2 3 4 5, , , ,rk rk rk rk rk  in the same way as in Game I. 

Lemma I and Lemma II prove Theorem 1 together. 

5 Conclusion 
Based on the information security theory, this paper brings the concept of multi-conditional 
proxy broadcast re-encryption into the sensing network has been presented. It allows the 
proxy server to convert the ciphertext of the source node to a new ciphertext of the target 
node in a different group, while the proxy server does not need to store the key or reveal the 
plaintext. In addition, this paper also constructs a conditional broadcast proxy re-encryption 
scheme has been constructed and verified the security of the ciphertext attack scheme in the 
random oracle model. For the multi-conditional broadcast proxy to re-encrypt for sensor 
networks, there are still many other things that can be done in the future, such as designing 
the MC-PBRE scheme in the standard model, and reducing computing cost. 
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