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Abstract: As the number of sensor network application scenarios continues to grow, the
security problems inherent in this approach have become obstacles that hinder its wide
application. However, it has attracted increasing attention from industry and academia.
The blockchain is based on a distributed network and has the characteristics of non-
tampering and traceability of block data. It is thus naturally able to solve the security
problems of the sensor networks. Accordingly, this paper first analyzes the security risks
associated with data storage in the sensor networks, then proposes using blockchain
technology to ensure that data storage in the sensor networks is secure. In the traditional
blockchain, the data layer uses a Merkle hash tree to store data; however, the Merkle hash
tree cannot provide non-member proof, which makes it unable to resist the attacks of
malicious nodes in networks. To solve this problem, this paper utilizes a cryptographic
accumulator rather than a Merkle hash tree to provide both member proof and non-
member proof. Moreover, the number of elements in the existing accumulator is limited
and unable to meet the blockchain’s expansion requirements. This paper therefore
proposes a new type of unbounded accumulator and provides its definition and security
model. Finally, this paper constructs an unbounded accumulator scheme using bilinear
pairs and analyzes its performance.
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1 Introduction
The sensor network is generally regarded as the third revolution in the development of
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the information technology industry, after computers and the Internet. Its ubiquitous
network characteristics make the interconnection of everything possible [Ren, Zhu,
Sharma et al. (2019)]. Underpinning the acceleration and rapid maturity of sensor
networks are the dam secure system [Mao, Zhang, Qi et al. (2019); Liu, Huang and
Zhang (2018)], the Internet of Vehicles (IoV) [Cao, Jiang, Wang et al. (2020); Cao, Liu,
Ma et al. (2019); Cao, Zheng, Ji et al. (2019)], the medical system [Zhang, Duan, Sun et
al. (2019)], artificial intelligence [Rostami, Sangaiah, Wang et al. (2019)], intelligent
transportation [Sun, Zhang, Zhang et al. (2019)], etc. There is no doubt that the era of
sensor networks is rapidly approaching. Therefore, the application of sensor network
technology is becoming increasingly demanding.

As one of the basic components of sensor networks, the network itself is characterized by
a large amount of data collection and multiple transmission processes between nodes;
thus, it often encounters security threats such as information leakage, information
forgery, and unauthorized access [Wang, Gao, Wang et al. (2019); Xia, Ying, Lin et al.
(2019)]. Because the network nodes’ computing and storage capabilities are strictly
limited, many mature data security protection technologies in traditional networks cannot
be applied directly to sensor networks [Ge, Liu, Xia et al. (2019); Wang, Gao, Zhou et al.
(2020); Okhovvat and Kangavari (2019)]. Moreover, privacy protection and the
effectiveness of data sources play a key role in data mining. The question of how to
ensure the legitimacy of information sources in the network, along with the security of
information transmission, has become a vital problem that must be resolved as sensor
networks become more popular.

To improve sensor network data security, some scholars have integrated blockchain
technology into sensor networks [Ren, Zhu, Sharma et al. (2019); Ren, Liu, Ji et al.
(2018)]. In blockchain technology, the data layer of the blockchain uses a Merkle tree to
store data. However, Merkle trees are affected by a number of disadvantages. Firstly,
they can only provide member proof, but cannot provide non-member proof. Moreover,
Merkle tree-based data storage takes up a large amount of memory. By contrast, the
cryptographic accumulator is versatile and compact, and can be used both to achieve non-
member proof and reduce storage overhead.

This research paper studies the accumulator-based blockchain data storage mechanism,
and further proposes a secure data sensor network storage method based on blockchain.
Moreover, it proposes the concept of an unbounded accumulator, uses bilinear pairing to
construct a specific scheme, and demonstrates its security.

The remainder of this paper is structured as follows. Section 2 presents some related
work about sensor networks and their architecture, blockchain technology, and the
bilinear mapping accumulator. In Section 3, the data security issues of sensor networks
are described. Section 4 presents and describes the secure data storage of sensor networks
based on blockchain. In Section 5, moreover, the comparison and performance analysis
of the scheme are outlined. Finally, conclusions are provided in Section 6.
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2 Related work
2.1 Sensor networks

Sensor networks are regarded as the third revolution in the growth of the information
technology industry, after computers and the Internet. A sensor network is the Internet
that connects things to other things [Fang, Li, Yun et al. (2019)]. Due to the rapid
developments in information technology, the sensor network has become the forefront of
technological development and has been used widely in various scenarios. Countless
intelligent terminals in the sensor network transmit the massive amount of sensed data to
the data center via complex information communication channels. The data center has
huge storage and processing capabilities; this can be abstracted into a “terminal
transmission pipeline cloud” architecture, which also corresponds to object. The three
logical layers of the networking architecture are as follows: perception layer, network
layer, and application layer [Zhou, Liu, Tang, et al. (2019); Zhao, Zhang, Wang et al.
(2018); Medhane, Sangaiah, Hossain et al. (2020); Sangaiah, Darshan, Kumar et al.
(2020)]. The architecture is as illustrated in Fig. 1 below.
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Figure 1: Sensor network architecture

The perception layer enables the sensor networks to identify things and collect
information. The perception layer mainly includes sensors, RFID, GPS, and QR codes.
After the relevant data is collected by the perceptual layer, it will be transmitted to the
application layer through the network layer; the relevant nodes will then be controlled
accordingly after the instructions are received.

The network layer is the part that connects the perception layer and the application layer.
The data collected by the perception layer is transferred to the application layer through
the network layer, while the instructions issued by the application layer are also
transmitted from the network layer to the perception layer. The network layer principally
uses wireless network technology, mobile communication technology, and wired network
technology. Its core elements are network convergence technology and long-distance
communication technology.

The application layer is the top layer and the most fundamental part of the sensor network
architecture. This layer receives data from the perception layer through the network layer,
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and further analyzes and processes the data. The information processing conducted within
the application layer works mainly to issue operation instructions to the perception layer.

2.2 Blockchain technology

Blockchain technology is a new form of distributed ledger technology capable of
realizing trusted transactions of the intermediary within an environment of mutual
distrust [Ren, Leng, Cheng et al. (2019)]. When compared with traditional database
technology, the blockchain technology boasts anti-forgery and anti-tampering features,
and is consequently praised as a new technology that that can bring social change. In
December 2016, the Chinese government first included blockchain technology in the
“Thirteenth Five-Year Plan” National Informatization Plan [Mermer, Zeydan and Arslan
(2018)], which aims to strengthen the fundamental research and development of new
technologies and the layout of all employees. The blockchain can be interpreted as a type
of decentralized distributed database that does not depend on any institution or
administrator. The role of the blockchain is to store information. The data contained in
the database is maintained by the nodes of the entire system. Anybody can access the
blockchain network and become a data node. If data is written to a data node, this node
will broadcast the written data information to neighboring nodes; these will then
broadcast the information to their own neighboring nodes, until the information is
eventually broadcast to all nodes in the entire network. Finally, all nodes will synchronize
the information to guarantee its consistency.
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Figure 2: Blockchain infrastructure model

The basic model of the blockchain technology architecture is presented in Fig. 2. The
blockchain system consists of a network layer, a data layer, a consensus layer, an
incentive layer, a contract layer, and an application layer [Zhang, Zhong, Wang et al.
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(2020)]. More specifically, the data layer encapsulates the underlying data and basic
algorithms such as data encryption and timestamps, while the network layer comprises
distributed networking, data transmission, and data verification mechanisms. The
consensus layer mainly encapsulates various network node consensus algorithms. The
incentive layer incorporates economic factors into the blockchain technology system;
these mainly includes the economic incentive issuing and distribution mechanisms. The
contract layer encapsulates algorithms, scripts and smart contracts [Singla, Malav, Kaur
et al. (2019)], which form the basis of the blockchain programmable features. The
application layer encapsulates numerous application scenarios and blockchain cases. In
this model, the timestamp-based blockchain structure, the consensus mechanism of
distributed nodes [Swan (2015)], the economic incentive based on consensus computing
power, and flexible and programmable smart contracts are the greatest representative
improvements of blockchain technology.

The Bitcoin blockchain is a chained data structure made up of sequential blocks. Each
block consists of a block header (Header) and a block body (Body). The block header
encapsulates the current bitcoin protocol version number, the hash value of the previous
block (this hash value is calculated with reference to the size of the previous block, rather
than all previous blocks), as well as the nonce, timestamp, and root hash value required
by the current block’s PoW (Proof of Work) [Ren, Leng, Cheng et al. (2019); Ren, Leng,
Zhu et al. (2019)]. The bitcoin network can dynamically adjust the difficulty of the PoW
process. The miner who first finds the correct random number nonce and has verified it
by all miners will be given the right to record the current block. The body of the block
contains both the number of transactions in the current block and all verified transaction
records generated during the block creation process.

2.3 Accumulator based on bilinear pairing

Let G1,G, be two cyclic multiplication groups of primes of order p generated by g, and
g2, and there is isomorphismi: G, = G such that ¥(g,) = g;. Here, G,, is a cyclic
multiplication group with the same order p, while e: G; X G, — G, is a bilinear pair with
the following characteristics:

Bilinearity: e(P%, Q") = e(P, Q) forall P € G;,Q € Gy,a,b € Z,.
Non-degeneracy: e(g4,92) # 1.
Computability: For all P € G;, Q € G, has an effective algorithm to calculate (P, Q).

In this setup, G; = G, = G and g, = g, = g. The bilinear pairing instance generator is a
probabilistic polynomial time algorithm that takes the secure parameter 1* as input and
outputs a uniform random tuple of bilinear pairing parameterst = (p, G, Gy, e, g). This
includes a prime number p of size k, a cyclic addition group G; of order p, a
multiplication group G, of order p, and a bilinear map e: G; X G, = G, and a generator
Pof G;.

Bilinear Mapping Accumulator [Ren, Qi, Liu et al. (2020)]: A bilinear mapping
accumulator provides a short computational proof of membership or non-membership for
elements that do or do not belong to a set. The bilinear mapping accumulator works as
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outlined below. Given a set of n elements: X = {xq,x, ... x,,}, the accumulator value is
determined as follows:

acc(X) = g("l +5)(X2+5)...(Xn+S) (1)

Here, g is the generator of the G group with prime order p, while s € Z, is a randomly
selected value that constitutes the trapdoor in the scheme. According to the accumulated
value acc(X), each element x in X has a member ID person W, such that:

WX:ng]-EX:xj#:x(xj'*'S)' (2)

Therefore, given the accumulated value acc(X) and the witness W,., we verify that x is a
member of X by checking that e(W,, g°g*) is equal to e(acc(X), g).

g-strong Diffie-Hellman hypothesis: Given a tuple of uniformly randomly generated
bilinear pairing parameters t = (p, G, Gy, e,g) and the elements GM,g,gS,gsz, ...,gsq
for some s that is randomly selected from Zj, for computationally bounded opponents A
to ¢ € Z, and the output (c, g+ This is a very difficult computation; that is, the
probability can be neg (k), and it can be ignored in the secure parameter k.

3 Data security issues of the sensor networks

The security and privacy of the sensor networks are the key focus areas of sensor network
security research. However, because these sensor networks lack a mutual trust
mechanism between devices, all devices are required to check with the data of the sensor
networks center; once the database collapses, this will result in significant damage to the
entire sensor network. Moreover, there are a large number of data collection and
transmission processes between sensor nodes in the sensor networks. Therefore, such
systems often encounter security threats, such as information leakage, information
forgery and unauthorized access. The structure of the sensor network usually consists of
three parts: namely, the perception layer, the network layer, and the application layer.
The following sections analyze the data security issues associated with each layer.

3.1 Perception layer security analysis

Sensor nodes are vulnerable to eavesdropping or control. The sensor nodes of the sensor
network are characterized by simple functions, low processing power, and low energy
consumption, and cannot autonomously implement comprehensive security protection.
Moreover, the number of node groups is large, making management and control difficult
and causing the system to be prone to omissions, which gives attackers an opportunity.
Therefore, the communication information of the node is easy to eavesdrop on; moreover,
it may even be possible to control the nodes so that the wrong information is sent,
causing confusion in the network information [Wang, Shao, Gao et al. (2019); Zhou and
Luo (2018)]. In addition, if the gateway node is eavesdropped on or controlled, this will
lead directly to network paralysis and the leaking of all information in the network
[Wang, Wang, Zheng et al. (2018)].

Node camouflage: Due to the vulnerability of the nodes and the variability of the network
topology, an attacker could analyze a node to obtain its identity and password
information [Wang, Gu, Liu et al. (2019); Gong, Yang, Xue et al. (2018)], tamper with
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the software and hardware, and then capture the node to disguise themselves as a
legitimate user. Malicious attacks have resulted in errors in the node data collection
process [Wang, Wu, Liao et al. (2020); Wang, Yang, Wang et al. (2020)]; these include
the monitoring of user information, replacing devices, publishing false information, and
launching DoS attacks.

3.2 Network layer security analysis

Due to the small amount of data transmitted by devices in the sensor networks, complex
encryption algorithms are generally not used to protect the data. This results in data being
stolen, tampered, attacked, and illegally accessed by the network during transmission, as
well as precluding data from being shared in secret [Zhang, Shi, Hu et al. (2018)].
Multiple denial-of-service attacks, man-in-the-middle attacks, virus intrusions, and
attacks using sniffing tools and system vulnerabilities can also result.

3.3 Application layer security analysis

The sensor network application layer stores a large amount of user data. Accordingly, it is
necessary to consider several security issues in the application layer: for example, how to
effectively store data in order to avoid data loss or damage, how to isolate data for multi-
tenant applications, how to avoid high latency and high energy consumption caused by large
amounts of data [Li, Yan, Chen et al. (2019)], and how to quickly recover data after failures.

Data access rights and user authentication: The application layer is the layer that interworks
directly with users and provides users with data access rights. Therefore, key points of
security for sensor network applications include a sound authentication mechanism, access
permission settings, authorization management protocol, data integrity analysis [Wan, Chen
and Zhang (2019)], and the isolation of intrusion by illegal users.

User privacy leakage issues: Privacy issues represent the biggest obstacle to the
implementation of sensor networks. The sensor network is involved with many aspects of
users’ lives. Once information is leaked, users’ property, information security, and
personal privacy can easily be violated [Xu, Zhang, Fu et al. (2019)]. Ensuring
information privacy is therefore the first problem that must be solved if the development
of sensor networks is to be promoted.

4 Secure data storage of sensor networks based on blockchain
4.1 Data storage of sensor networks based on blockchain

Firstly, this paper constructs a secure data storage mechanism for sensor networks based
on blockchain, which is illustrated in Fig. 3 below.
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Figure 3: Secure data storage of sensor networks based on blockchain

As can be seen in Fig. 3, the blockchain-based sensor network data storage mechanism is
mainly composed of two parts: sensor nodes and data aggregators. The sensor nodes
collect data, while the data aggregators analyze and store the data, while each data
aggregator is connected to form a P2P network. The working principle is as follows:
First, the sensor nodes in each area form a sensor network. Each sensor node collects
device data and sends it to the data aggregator. In the next step, each data aggregator
analyzes and verifies the sent data. Finally, after data analysis and judgment is complete,
the data is stored securely through the blockchain.

4.2 Data storage mechanism based on accumulator in blockchain

Data in traditional blockchains is stored using Merkle hash trees, meaning that non-member
proof cannot be provided. By contrast, the accumulator can provide non-member proof.
Accordingly, this paper proposes to use an accumulator instead of the original Merkel tree
in the block to build a data storage mechanism of blockchain based on the accumulator.

Each block contains a block header and a block body. In addition to replacing the Merkle
tree in the block with an accumulator, this paper also allocates an accumulator to each
node in the entire network, so that each node is a full node with two distinct functions.
The accumulated value of the data is stored in the block header, which is uploaded by the
data provider and then accumulated by the accumulator, after which the accumulated
value is added. This accumulated value is the accumulated value of the accumulator on
the node. The Merkle tree in the block thus becomes an accumulator. The data points
nq, Ny, ..., Ny, represent the data collected by the nodes over a period of time. At this time,
the hash value is not computed in the block body, but rather in the accumulated value.
The accumulated value obtained is stored in the block header. The advantage of this
approach is that it can reduce the amount of storage memory that was previously used to
store hash values for each layer of the Merkle tree, and can now store an accumulator that
can also provide non-member proof.
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The value accumulated by the accumulator on each node represents the value of all data
in the entire blockchain; that is, assuming that the block is the n"™ block and the
accumulated value is A, a new block is added at this time. For n + 1 blocks of data, the
accumulated value A is also changed accordingly. The accumulated value of each block
is the accumulated value of the data collected by this block in a certain time.

The blockchain is jointly maintained by many network nodes. The improved blockchain
proposed in this paper comprises an accumulator for each block, while each node also has
an accumulator. Both accumulated values are stored in the block header, and each block
connects with every other block by finding the hash value of the block header.

First, the block data is created: to achieve this, a certain area in the network generates a
set of data, along with a signature unique to the place where the data is published;
subsequently, the data is broadcast to the entire network, and other places do the same.
That is, the data is generated continuously. At this time, each of the network nodes
collects the data broadcast over a period of time, verifies the legitimacy of the data
source, passes the verification, and arranges the data in a certain order.

In the next step, a new block is created. After each network node has collected the data, a
new block is created. At this time, the accumulator in the block generates the
accumulated value in the block, after which the accumulated value of the accumulator
data on the node changes accordingly. Both of these accumulated values are stored in the
block header, after which the block header information is combined into a string. A 250
binary number is obtained through the hash function twice, and the result is then
generated. The difficulty value setting is met if the first few digits are 0; if it is not
satisfied, it must recompute by adjusting the nonce value until it the setting is met. This is
as follows:

H(block header) < target. 3)

Once a node in the network determines that the new block is successfully created, the
node will broadcast a block success message to the entire network, which will be
received by the other nodes.

The second element is node verification. When a node receives a message from a new
block, the node will verify it. At this time, the content of the verification comprises two
parts: whether the data in the block is included in the accumulated value of the node, and
whether the hash value of the block head is less than the target difficulty. Once each node
passes the verification, a consensus is reached, and other network nodes agree with this
newly generated block. At this time, the node verification process also includes the step
that, after the acquisition of the intelligence demander is completed, the information will
be broadcast to all network nodes through the P2P network. The nodes throughout the
entire network then agree on the information request. After the request is completed, an
intelligent transaction log will be generated. After the authentication of the blockchain
sharing platform has been obtained, it becomes a historical data point that can be queried.

Finally, after the node verification is complete, the hash value obtained by the block
header is connected to the hash value of the previous block header, after which the new
block is successfully added to the blockchain.

In this paper, accumulators are used in the block rather than the Merkle tree, and
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accumulators is added to the nodes; this can not only reduce the storage memory
significantly, but is also convenient for both member and non-member verification. For
example, the bilinear accumulators can be used to prove membership. Directly through
the accumulator can quickly provide member proof, as shown in Eq. (2). It is not
necessary to apply for a node, as with a Merkle tree, and start computing the various hash
values involved from the leaf node. If the node verification is light, it will be necessary to
apply for other hash values from other nodes.

4.3 Unbounded accumulator definition and security model

Because the accumulator has an upper limit on its accumulation elements, it is difficult to
meet the requirements for large-scale storage. Accordingly, we expand the capacity of the
blockchain. This paper proposes an unbounded accumulator, meaning that an unlimited
number of elements can be accumulated by the accumulator.

4.3.1 Unbounded accumulator definition

The accumulator scheme has the following attribute definitions. We use Zy to represent
the domain for accumulating values and Z,, to represent the domain of the accumulator.

Effective generation: There is an effective probabilistic algorithm that defines the
function f; Zy; X Zy — Zy; when inputting the security parameter k to generate the
accumulator-specific key pair (sk, pk), where sk is the trapdoor for f.

Effective evaluation: There is an effective algorithm to calculate f (acc, x).
Quasi-commutativity: f(f (acc, x1),x2) = f(f (acc,x3),%1),Vx, x,€ Zy,acc € Zy.

Supposing that it is not feasible to compute f without knowing sk, quasi-commutativity
directly leads to a method that can be used to define witnesses. For example, f (acc, x;)
can be used as a witness for x, accumulation. Nonetheless, as outlined below, it makes
more sense to provide a more abstract definition of the algorithm for the accumulator, as
there are constructs that are not suitable for this representation.

Definition 1 (Unbounded Accumulator): Unbounded accumulators are static, dynamic,
and general-purpose accumulators that have the following attributes. For the static,
dynamic, and universal accumulators, let the parameter t = oo in the key generation
algorithm; that is, the number of accumulated elements is infinite.

4.3.2 Security model

In this section, this paper introduces a security model for the unbounded accumulator. A
successful secure unbounded accumulator scheme must be correct and collision-free. The
probability of an attack occurring, that is, the probability of success is very small, and can
be negligible. The unbounded accumulator is considered secure. Notably, the Ver
algorithm will always return true for all honestly generated keys, all accumulated values
and all witnesses computed honestly. We emphasize the need to maintain correctness
even when executing all algorithms without using sk. Here, ‘correctness’ signifies that
the unbounded accumulator is able to output the correct accumulated value. Moreover,
‘collision-free’ can be informally defined as a state such that finding non-cumulative
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value for witnesses is unfeasible, as is accumulative value for non-member witnesses.
More formally:

Definition 2 (Unbounded accumulator without collision): if all PPT (probabilistic
polynomial-time) opponent A function neg(.) are negligible, then t € {static Unbounded,
dynamic Unbounded} and u €{general Unbounded, non-universal unbounded} password
accumulators are collision-free:

PT((SKace, PRace) < Gen(1%,t),9 « (9,9}, (wit}, W, x;, X", 1)
— A% (pkyee): (Ver(pkacc, acc’, Wity , x;, 0)) = true A x;
€X'V (Ver(pkacc, acc*, Wy, xi, 1)) = true A x} € X*] < neg(k)

where acc* « Eval,+((sk,pk),X*) and A have predictive access to 9*and 9%, and are
defined as follows:

Therefore, 9£,94, and 9° represent the predictions of Eval, Add, and Delete, respectively,
which allows opponents to query them any number of times. In the case of random
unbounded accumulators, the opponent outputs randomness r*, while the deterministic
unbounded accumulators omit r*. Similarly, the opponent can control the randomness of
9E for a random unbounded accumulator. Therefore, 9% uses an additional parameter for r
(the prophets 9% and 9% allow the opponent to obtain member witnesses and non-
member witnesses, respectively. Therefore, the environment will track all prediction
queries; if the call to it is inconsistent with the previous query, the corresponding
prediction L is returned. Furthermore, we can assume that the opponent outputs either a
member witness Wity or a non-member witness Wy:. If the unbounded accumulator is
non-universal, you only need to ignore the non-membership related parts.

Definition 8 (secure unbounded accumulator): If the unbounded accumulator is correct
and collision-free, it is secure.

4.4 Unbounded accumulator scheme based on bilinear pairs

The unbounded accumulator proposed in this paper is implemented by means of bilinear pairs.
The scheme consists of seven parts: {KeyGen, Eval, Wit,Ver, Add, Delete, UpdWit}. This
scheme is able to add and delete elements, and there is no limit placed on the number of
elements accumulated by the accumulator. The specific scheme is described in section 4.4.1.

4.4.1 Specific scheme

KeyGen: A probabilistic algorithm used to generate initial parameters. First run a bilinear
pairing instance generator on input k to generate a uniform random tuple of bilinear pairing
parameters t = (p, G, G, e, g); then randomly select a number s € Z as a trapdoor; then
select N to denote the total number of elements to be accumulated, where N = oo is the
upper limit of the accumulated elements; finally, return the key pair h = {sk, pk}.
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Eval: A probabilistic algorithm for accumulation value. Given a set of elements X =
{X1,%3, .., %y} and h as input, compute acc(X) = g¥1t9E2+s).-(tn*s)  Find the
accumulated value. Finally, output the accumulated value acc(X) and auxiliary
information a..

Wit: Probability algorithm for generating witnesses that correspond to each element.

Given a set of elements X = {xy, x5, ..., x,,}, with auxiliary information a, and h as input,

calculate Wy, = gnxiex”‘f () The witnesses of each element are output as (W, x;).

Ver: A deterministic algorithm for verifying the identity of members through witnesses.
Given an element x, its witness W, and the accumulative value acc(X) and h, check
whether the element x belongs to the set X represented by accumulative value acc(X)

and WS = qce(X); if yes, return Yes, otherwise return No.

Add: Element addition algorithm. Given an additional element x*, auxiliary information

a., accumulative value acc(X) and h as inputs, calculate acc(X') = acc(X)**9)
xt _ Hx-eX:x-¢x-(xj+5)(xi

Vin =9 7

J ) Then output a new accumulated value acc(X'), witness

(Wx’i‘+, x1) and auxiliary information a, and a,,.

Delete: Element deletion algorithm. Once the elements x~ to be deleted in the given set,
accumulative value acc(X), auxiliary information a, and h are input, compute
acc(X") = acc(X)\* +9) A new accumulated value acc(X') is then output, which
corresponds to the set {X\x~} and auxiliary information a. and a,,.

UpdWit: Witness update algorithm. Given a witness Wy, auxiliary information a, and h

ijXUx+:xj=txi(xj+s)

. I1 . .
as input, add Wy, = g ; it then outputs a new witness Wy, for each

element x;. When deleting Wy, = gnxiex\"_:xi”i(xj +s)

each element x;.

, it outputs a new witness Wy for

4.4.2 Security analysis
Correctness:

The ‘correctness’ property of the accumulator scheme is simply to indicate that if the
element x belongs to the accumulation set X, and if the corresponding witness W has
been calculated using Wit and UpdWit, the verification process should pass. The
scheme {KeyGen, Eval, Wit,Ver, Add, Delete, UpdWit} is correct. Moreover, if there
is a sufficiently large k € N, for all {sk, pk} output by the algorithm KeyGen, and for all
accumulated values, the witness output via Eval, Wit, UpdWit without upper limit
accumulator is correct. When the elements of the collection change, most of them will
change accordingly.

Proof We refer to a result as ‘correct’ if the correctly accumulated value has verifiable
witnesses. When it is a non-member, the non-membership proof computed by Wit is
(A,, By, x) eligible. Because

e(acc(X), A)e(g°g™, By) = e(gN*1*9), 4, )e(g°g™, B.) = e(g, 9).

Moreover, A, = g*®) B, = g#®) makes
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(ITiz1 % + S)a(s) + (x +5)B(s) = 1 “4)
Second, it shows that the Ver algorithm is correct for the accumulator. Let set X =
{x1,%5,...,x,}, while acc(X) is the corresponding accumulated value. Here, x is
considered to be the i -th element of the set, because acc(X) =
grt)ats)-mts) W, =g MjexxzxC5+) e to the following formula,

W ets) = &its) — gnxjeX:xjixi(xj+S)(xi+5) — g(x1+s)(x2+s)...(xn+s) = acc(X) (5)

X

So W&*+S) = gce(X). In the accumulator, if the element x is accumulated to the
accumulated value, the witness can provide a valid proof for X.

. . . . +
Wk = lex’“ _ gl_[ijX:x]-#-xi(x]+S)(xl+s)(x +s) _ aCC(X)(x++S) = acc(X") (6)

i Xi
Moreover, when deleting elements, the correctness can be verified in the same way.
Security:
Security is present if, for all sufficiently large k € N, for all {sk,pk} output by the
algorithm KeyGen, and for all adversaries constrained by polynomials, the probability is
negligible and the unbounded accumulator is secure. The bilinear g-strong Diffie-
Hellman also assumes that the scheme is secure.
Bilinear to the main security requirements of the unbounded accumulator: anti-collision.
Let k be the secure parameter; moreover, let t = (p,G,G,e, g) be the uniformly
randomly generated bilinear pair parameter tuple, where p is the k-bit prime number.
Given the element g, g°, gSZ, ..., g%" € G for some s randomly selected from Zp and any

k-bit element X(q = |X|). The security is explained by the sum value and the witness;
that is, the sum value and the witness that an opponent can find out from another set is
equal to the original value, but the probability can be ignored in the security parameter k.

Theorem 1. Given a set of elements X, select some s from Z; and t; considering only the

case ofg,gs,gsz, ., g% €G, A can find a set X' # X such that acc(X") = acc(X).
However, this probability is negligible in the secure factor k.

Proof 1 Suppose that A finds such a set X'; this means that A finds another set X' =
{x1,%3, .0, %1} # X = {x1, %3, ..., X }; thus,

g(x1+s)(x2+s)...(xn+s) — g(x'1+s)(x'2+s)...(x;1,+s) (7)
Namely,

acc(X)' = acc(X) (8)
which implies that:

A(x'j+5) — g(x1+s)(x2 45)..(Xp+S) )
Where:

A= gHi:tj(x'+5) (10)
For some x]f that does not form part of the original set, there is the following formula:
[[h= (1 +5)(x +5) .. (x, +5) (11)

Since x]f & X, we have (xj’ + 5) not dividing [[ n. Thus, A can find ¢ and P such that:
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[l. = c+P(x]-'+s) (12)
The following formula can therefore be obtained:
gV/e*) = [AlgP1M (13)

Theorem 2. Regarding the security of the bilinear mapping accumulator, let k be the
security parameter. Moreover, let t = (p,G,G,e,g) be a uniformly and randomly
generated bilinear pair parameter tuple, where p is a k-bit prime number. Given the

elements g, g°, gsz, . gsq € G for some s that is randomly selected from Z; and any k-bit
element X(q = |X|), assume a polynomial time algorithm for any of the following tasks:

The algorithm outputs x € X and W such that e(W, g°g*) = e(acc(X), g).
The algorithm outputs x € X, 4, and B such that e(acc(X), A)e(g®g*,B) = e(g, 9).

Thus, there is a polynomial-time algorithm for breaking the bilinear g-strong Diffie-
Hellman assumption.

Proof 2 LetX = {xq, x5, ..., x,}and let x € X. Suppose an algorithm finds W such

that e(W, g°g*) = e(acc(X), g). This implies that:

e(W’g)s+x — e(g’g)(x1+s)(x2+s)...(xn+s) (14)

Now note that the formula is shown in Eq. (11).

Since x € X and (s + x) does not divide [[ n, the values of ¢ and P can be calculated.

Accordingly, the following formula is obtained: [[,, = ¢ + P(x + s). Thus, this algorithm
1 -

can output (x,e(g,g)s+x) as (x, [e(W, ge(g,9)7FI¢ 1). For non-member proof, it

outputs e(g, g)"/¢+¥ as e(W,,A)e(g,B) . Since x € X, e(acc(X),A)e(gg*,B) =

e(g, g) is obtained, where W, is a membership witness. Therefore, the g-strong Diffie-

Hellman assumption can be broken in both cases.

5 Comparison and performance of the scheme

In this section, the scheme is compared and executed, which will illustrate the advantages
of the proposed scheme.

5.1 Scheme comparison

In this section, a comparison of previous works and the scheme presented in this paper is
conducted. as shown in Tab. 1 below:

Table 1: Comparison of schemes

Scheme D U Un Mem Non-mem A De AA Mem* Non — mem”*
DT [Damgard
and

Triandopoulos
(2008)]

BC [Boneh
and Gibbs — —
(2014)]

v - J — — N 9(1) 9(1)

v — — — N J(logt) I(logt)
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CHKO

[Camacho, v
Hevia, Kiwi et

al. (2008)]

CF [Catalano

and Fiore N v J J v N 9(1) 9(1)
(2013)]

CKS

[Camenisc,

Kohlweiss, N — = ~ — — v N 9(1) 9(1)
and Soriente

(2009)]

AWSM [Au,

Wuand Susilo v — — ~ — N = N I9(1) —
(2007)]

LLX [Li, Li

and Xue N v J N = N 9(1) 9(1)
(2007)]

ATSM [Au,

Tsang, Susilo N N N — — N 9(1) 9(1)
et al. (2009)]

This paper v Y N N V N, N co 9(1) 9(1)

— N — — — N J(logt) I(logt)

Legend: D=dynamic, U=universal, Un=unbounded, Mem=membership, Non-mem=non-
membership, A=add, De=delete, AA=accumulator that accumulates the number of
elements, Mem*=membership witness size, Non — mem*=non-membership witness size;
v =yes, —=not available.

From the analysis in Tab. 1 above, it can be seen that the accumulated elements of the
previous scheme have some limitations. The schemes proposed by Boneh et al. [Boneh
and Gibbs (2014); Camacho, Hevia, Kiwi et al. (2008)] cannot provide the addition,
deletion and non-member proof features, while the scheme devised by Au et al. [Au, Wu
and Susilo (2007)] can provide addition, but not deletion and non-member verification.
Moreover, while the scheme proposed by Damgéard et al. [Damgérd and Triandopoulos
(2008); Man, Patrick, Tsang et al. (2009)] can provide non-member authentication, it
does not provide addition or deletion features. Camenisc et al.’s [Camenisc, Kohlweiss
and Soriente (2009)] scheme can provide deletion, but no addition or non-member
verification features. In addition, Li et al. [Li, Li and Xue (2007)] provide addition and
non-member verification features in their scheme, but not deletion features, while
Catalano et al. [Catalano and Fiore (2013)] can provide addition, deletion and non-
member verification features. Notably, not only does the scheme proposed in this paper
feature addition, deletion and non-member verification, there is also no limit to the
number of accumulations.

5.2 Performance analysis

In this section, the performance of the unbound accumulator scheme is preliminarily
studied. The results are illustrated in Figs. 4 and 5 below.
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Figure 4: Number of elements in accumulator

In Fig. 4, the X axis represents the accumulator elements, while the Y axis represents the
elapsed time. Moreover, the red line represents an unbounded accumulator; that is, while
there is no limit to the number of elements accumulated, this comes at the expense of
time. For its part, the blue line represents other types of accumulators, and the
accumulated elements are limited.
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Figure 5: Element update time in accumulator

In Fig. 5, the X axis represents the accumulator accumulating elements, while the Y axis
represents the time taken to update the witness. The red line represents an unbounded
accumulator, while the blue line represents other types of accumulators. Here, there is no
limit to the number of elements that the unbounded accumulator can accumulate.
However, this comes at the cost of a longer time required to update the witness elements.



Data Secure Storage Mechanism of Sensor Networks 2381

6 Conclusion

This paper first analyzes the challenges of sensor network data security, then analyzes the
blockchain technology and proposes a blockchain-based sensor network data security
storage mechanism. The Merkel tree utilized in the blockchain data layer cannot provide
proof of non-membership; moreover, the accumulator has the advantages of sturdiness,
universality, and compactness, and can further provide non-member proof, reduce data
storage memory, and better protect privacy. Therefore, this paper constructs a
blockchain-based accumulator for sensor networks. However, there is a limit to the
number of elements that can be accumulated by a traditional accumulator. Accordingly,
to solve the problem of data storage expansion in the blockchain, the concept of an
unbounded accumulator is proposed: this can not only provide non-member proof, but
can also resolve the limitation of the number of elements that can be accumulated by
traditional accumulators. Finally, the effectiveness of the proposed scheme is proved
through scheme comparison and performance analysis.
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