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Abstract: Aiming for ultra-reliable low-latency wireless communications required
in industrial internet of things (IIoT) applications, this paper studies a simple cog-
nitive radio non-orthogonal multiple access (CR-NOMA) downlink system. This
system consists of two secondary users (SUs) dynamically interfered by the pri-
mary user (PU), and its performance is characterized by the outage probability of
the SU communications. This outage probability is calculated under two condi-
tions where, a) the transmission of PU starts after the channel state information
(CSI) is acquired, so the base station (BS) is oblivious of the interference, and
b) when the BS is aware of the PU interference, and the NOMA transmission
is adapted to the more comprehensive knowledge of the signal to interference plus
noise ratio (SINR). These results are verified by simulations, and their good agree-
ment suggests our calculations can be used to reduce the complexity of future ana-
lysis. We find the outage probability is reduced when the SUs move further away
from the primary transmitter or when the signal from PU is less powerful, and the
BS always has better performance when it is aware of the interference. The find-
ings thus emphasize the importance of monitoring the channel quality and real-
time feedback to optimize the performance of CR-NOMA system.

Keywords: Industrial internet of things (IloT); non-orthogonal multiple access
(NOMA); quality of service (QoS); successive interference cancellation (SIC)

1 Introduction

Recently, there is a growing trend in the integration of sensors and sensors based systems with cyber
physical system (CPS) and device-to-device (D2D) communications. CPS is a complex system that
integrates computation, communication, and physical processes. Recent years the explosion of new
technologies such as the internet of things (IoT), cloud computing, machine-to-machine (M2M)
communications, 3D printing, and big data has great impacts on industry 4.0 [1]. The fifth generation
communication (5G) is on the horizon and IoT would be one of its major applications [2]. The
application of IoT in industrial sectors, i.e., the industrial IoT (IloT), has attracted tremendous attention
from governments, academia and industry, for its substantial potential to reshape various industry
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verticals such as electricity, transportation, healthcare, and manufacturing [3]. A definition of IIoT given by
General Electric (GE) refers it as “the network of a multitude of industrial devices connected by
communications technologies that results in systems that can monitor, collect, exchange, analyze, and
deliver valuable new insights like never before” [4]. Since the communication technologies play a critical
role in the IIoT system, there is an emerging consensus on the need to develop ultra-reliable low-latency
wireless communication networks, in which the potential of the IloT can be fully unlocked [5].

However, given the constrains of scarce bandwidth, connecting billions of smart IoT devices with
diversified quality of service (QoS) requirements is challenging even in 5G networks [6]. The non-
orthogonal multiple access (NOMA) shows great potential in reducing system latency by enabling
multiple users to access the same channel simultaneously [7—12], and thus greatly improves the efficiency
of transmission and computation. In the applications of IoT, some users may require quick transmission
of small packets. To address such requirements, the author in [13] designed a new multiple-input
multiple-output non-orthogonal multiple access (MIMO-NOMA) scheme, in which the QoS requirement
of one user is strictly fulfilled, and the other users are served opportunistically.

The application of NOMA in IoT system can be particularly fruitful since non-orthogonal access
provides uncoordinated communication with strictest requirements in transmission latency.
Comprehensive numerical results emphasized that the existing NOMA scheme have achieved higher
energy efficiency compared to the conventional orthogonal multiple access (OMA) scheme. Considering
the enormous scale of IoT system, the current spectrum efficiency could not meet the requirements of
QoS [14-17]. By adjusting the channel characteristics, NOMA might be able to provide a solution that
two efficient power allocation policies are adopted to meet the dynamic requirements of QoS, as the
attempts made by Haris et al. in [18].

Similarly, the cognitive radio (CR) technology also enables co-existence of primary and secondary users
(SUs) in the same frequency band, and results in a more efficient utilization of the limited resource [19,20].
Both the NOMA and the CR technologies thus intend to further improve the spectrum efficiency for
transmissions between multiple users, and their combination, CR-NOMA, has attracted considerable
interests in recent researches [21-24]. One of the unsolved issues in such attempts is related to the
accurate channel state information (CSI) at the transmitter side [25]. To ensure the efficiency of the
downlink CR-NOMA system, the CSI is essential so the base station (BS) can perform power allocation
strategy among users, which can then determine the correct successive interference cancellation (SIC)
order and properly recover the intended information. However, in the case of a cognitive system, the
intermittent transmission of the primary users (PU) might bring dynamic interference to the system. The
channel quality information (CQI) at the BS could be outdated and fails to match the actual status,
resulting in a severe degradation of the system performance. Such dynamic interference must be carefully
considered when applying the CR technology to the downlink NOMA transmission systems [26].

In this paper, an intelligent CR-NOMA model under the scenario of IloT is established where the
interference of the PU greatly affects the quality of the secondary transmission channel. In order to match
the dynamic CSI and realize ultra-reliable transmission, it is essential for the secondary network to
intelligently perceiving the CSI affected by the primary transmission. When the transmit power of the PU
is too large or the distance between PU and SU is too small, the outage probability of the secondary user
would be greatly affected regardless of the PU interference perceived or not. Therefore, in this paper, we
consider two conditions where a) the transmission starts after the acquisition of CSI and feedback of the
cognitive users so the BS is oblivious of the dynamic PU interference, and b) the PU keeps steady
transmitting during the CSI acquisition and SU communication stages, and the BS is aware of the PU
interference and adapts the NOMA transmission according to a more comprehensive signal to
interference plus noise ratio (SINR) information. By analyzing the two conditions, we derive the
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expressions of outage probability, and the results suggest that NOMA system with interference-oblivious BS
achieves higher outage probability than its interference-aware counterpart.

The rest of the paper is structured as follows. Section 2 briefly introduces the proposed system model.
Sections 3 and 4 analyze the performance of NOMA systems either oblivious or aware of interference from
the primary network. Simulation studies are performed in Section 5, and finally a brief summary is given in
Section 6.

2 System Model

Fig. 1 illustrates a typical underlay CR-NOMA downlink system consists of a primary transmitter P, a
primary receiver Py, a secondary BS S, and multiple secondary receivers Uy. For the SUs, transmission from
P could interfere with communications from S, and is thus considered as interference link. In this paper,
without loss of generality, we consider a system with two SUs, which can be easily applied to systems
with greater complexities.

The signal received at the SU Uj, can be expressed as:

yu, = (v aEsxi + \/ ayEsxy) + hpy \/Epx, + nsy, (1

where Ay and hy,, are the k-th link channel coefficients of Uy from § and P, respectively. a; is the power
allocation coefficient where a; + a, = 1. Eg and Ep are the total transmission power of S and P. x; and
x, are the composite signal from S to each of the two SUs in the model, and x, is the signal from P to
Py. ngy, is the zero-mean additive white Gaussian noise (AWGN) with a variance of ¢”.

5 NOMA Signal

—>  Transmission link

Interference link

— >

Figure 1: A typical NOMA downlink system in undelay CR network

The channel coefficients /; and h,,, are correlative with distance d, and each subjects to exponential
distribution of 1/ d,, and 1 /d;*. o is the path loss exponent, and we define 2, = d,,. and (Y =d;* in
the rest of this work.
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The interference from PU is considered to be unpredictable in the secondary transmission model. In the
following sections, we respectively analyze the system performance under two conditions: 1) the SUs cannot
perceive the interference information of the PU, so such information can be ignored during the analysis; 2)
the SUs are capable to perceive the interference information from PU, and the BS adjusts the power
allocation coefficients accordingly to optimize the performance of the system. We derive the analytical
expressions of outage probability for the two cases, and perform corresponding simulations followed by
detailed analysis.

3 NOMA System with Interference-Oblivious Base Station

In a typical CR-NOMA downlink system, the SUs is sorted by the qualities of their channels. The SIC is
a technique used by the receiver in a wireless data transmission network that allows decoding of two or more
packets arrived simultaneously. By employing SIC technique, the k-th user must firstly demodulate the
intended information of the first k-1 users properly (whose channel qualities are better), before its own
information is demodulated. In this case, the information of the later N-k users (with poor channel
qualities) should be regarded as interference.

In this section, we assume that BS is oblivious of the interference of the PU. The SINR and outage
probability of U; and U, are calculated. In one case, U, has better channel quality than U;, which can be
expressed as |h[*/o2 < |hy|*/a® or ||* < |hy|* for simplicity. The other case is |h;[* > |h|?, the
process of calculation is similar and would be skipped to avoid redundancy.

3.1 Calculation of SINR
The signal of U] is interfered by U, whose channel quality is better. The SINR of the link from S to U,
would be:

- a\Es|hy |’ _ aryslh

= 2 2 b 2 2 2)

aEs||” + Eplhp,|” +0*  axyslhi|” + yplhpy|” + 1

And the SINR of the link from S to U, would be:

aEs|hy|’ ayslho|’

V2 = 2, o 2 3)

Eplhpw, |+ 0% yplhp,|” +1

aEg hzz ayy, h22

Prt = i = sl “)

wEs|hol” + Eplhp | + 02 axyglha® + p| by | + 1
Here, ys = Es/0” and 7, = Ep/a?, representing the system SNR.

3.2 Probability Density Function Analysis

Wireless channel is in the form of electromagnetic wave and can be influenced by various factors. Its
numerical expression is typically hard to obtain, except in some specific cases such as urban
environments crowded with buildings that work as obstacles. The transmitted signal is scattered by these
obstacles, and the received signal would be composed of many independent and identically distributed
random signals. The wireless channel response coefficient would be a complex Gaussian random
variable, i.e., h = hg +jh; and h € CN(0,€2). The coefficient of the fading channel X = |A| subjects to
Rayleigh distribution, where the probability density function (PDF) and the cumulative distribution
function (CDF) can be written as [27,28]:
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3.3 Outage Performance Analysis

For simplicity, we set the target rates R} = R; = R., and the threshold of secondary SNR is
s = 2R — 1. When |h;|* < |h,|*, the outage probability of U; and U, is given by:

Py oy =1=Pr{y >y, |1 |* < |ha|*}

+o00 A4 X1
/ L gt / Low / L v, |dyy | dx
=1 - —eth — e —ehdx
Q me o 2 | ay1 1 (7)
Ay 0 0

ai
=1—(wi—w),— >y
a

2 2
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+00 A; X2
1 — f ﬁh|2(x2)dx2 ff\h|2(y2)dy2 fﬁh\z(xl)dxh (% >'))th + 1)
Ay 0 0

oo A x (®)
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More detailed derivation process can be found in Appendix A. In Eqgs. (7) and (8), we have:
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The above calculation is based on the condition |A;|* < |hy|*. In a real system, it is possible to have

|h|* > |hy|*, and the process of calculation would be similar to Eqs. (7) and (8). Then the final
expressions of secondary outage probability, which are used in the simulation study of Section 5, should be:

PZILt = PZII >hy +PZ: <h (9)
szll = PZ|2>h2+PZ|2<h2 (10)

4 NOMA System with Interference-Aware Base Station

In this section, we consider the condition that the BS perceives the PU interference. We
consider the transmission of PU to be continuous and thus the signal of SUs to be interfered during the
acquisition of CSI as well as the secondary communication stages. Under this condition, the BS adjusts
the power allocation coefficients of the SUs according to more comprehensive channel quality
information, so that optimized system performance can be achieved. Again, the following calculation

Es|hi|? B Es|hy|?

5 3 . When
EP‘hPlll‘ + 6(2) EP’h.Wzl + 6%

is under the condition that U, has better channel quality, i.e.,

Eg|h|? S Eg|hy|

5 5 , similar results would be obtained.
EP‘hpul‘ +O-(2) EP{hPlQ’ +6%

4.1 Calculation of SINR
When the secondary users are under the condition of good signal-to-noise ratios, the channel noise ¢
can be ignored, and the channel gains of U; and U, would be:

2

_Esim? yslml

— — (11)
EPVl}ml |2 yP’hlml ’2

_ Eg|hy|? _ yslhal’
EP|hPllz|2 yP‘hPuz‘z

Since the channel quality of U, is better than U;, we have g; < g», and the SINR can be given as:

(12)

v — a4
' apgr 1
. __41& (13)
V21 argrt1
V2 = a282

4.2 Probability Density Function Analysis
The channel coefficient |A|* subjects to exponential distribution and the PDFs of yg|/;|* and 7|, | are
given by:
I _

fvs\hl\z(x) = V—Qle ""YEI,X >0 (14)
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By taking the differentiation of Eq. (16), we acquire the PDF of g, as:
yspr 1 qul

= 17
fgl (z) (VSQI +ZVprul)2 (17)

Similarly, we note the PDF of g, to be:

2y QZQP”Z
Jo(2) = ; (18)
“ (VSQZ + ZVpruz)z

4.3 Outage Performance Analysis
If g1 < g, the outage probability of U; and U, would be:

Py =1 =Pr{y >80 <&}
“+oo X
aj
11— [ fuwas [ 1S >, .
Ay 0
z a
=1- (blbz ln(l +—1) - Zlbl),a—; >V

by
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A, 0
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b, a
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1 —(b1bryIn(1 —
(b1by In( b

a
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where fg1 (x) and fg(x) are given in Eqs. (17) and (18) respectively. Please refer to Appendix B for detailed
derivation processes. The other parameters in Eqs. (19) and (20) are written as follows:
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Again, when g; > g5, the results would be similar with g; < g, in the above analysis. Take both cases
into account and we have:

P = Poyog, HPai <0 2D
Poy = sz>gz+P gf<gz (22)

5 Simulation and Analysis

According to the analysis above, when the transmission power of PU is too large or the distance between
PU and SUs is too small, the outage probability of the SUs will be greatly increased, regardless of the
interference of PU perceived or not. Although the interference of PU is a major concern, there are many
other factors to be considered, such as target transmission rates of SUs, the SNR of secondary system,
and the distances between transmitter and receiver, etc. Monte Carlo simulations are performed to
evaluate the performance of secondary outage probability. The simulation results are obtained after 10°
independent trials.

In this section, we have simulated the outage performance of a NOMA scheme with two SUs affected by
dynamic interference from PU. During the simulation process, the system parameters are set as follows: the
distance from S to U, is d; = 20 m, and distance from S to U, is d, = 25 m, the path loss factor is set as
o = 2. The power allocation coefficients of SUs are set as 0.2 and 0.8 respectively. The SNR of PU is
defined as yp and yg represents the SNR of SU. The target rates of two SUs are defined as R} and R;.

Fig. 2 illustrates that the performance of secondary system improves with the increase of yg, and
the simulation results are well consistent with the theoretical estimates. Additionally, the target
transmission rate also affects the secondary outage performance due to different requirements of the
quality of the channel. As can be seen, the requirement of higher transmission rate deteriorates the outage
performance of SUs.

Fig. 3 shows the analytical results of the outage performance of the NOMA protocol varied with
different yp. When the transmission power of PU increases to yp = 40 dB, the secondary outage
probability would be larger than 0.1, which means the secondary system can hardly establish normal
communications. Thus, the proposed intelligent scheme can be more effective under the condition that
transmission power of PU is in a moderate level.

Secondly, in Fig. 4, we analyze the secondary outage probability vs. y¢ when the primary interference is
perceived. As can be seen, the secondary outage probability decreases with the increase of yy. Under the
condition of higher SNR, the simulation result is consistent well with theoretical computation. In
addition, when the interference from the primary user is perceived, the secondary system can obtain more
detailed channel information and adjust power allocation strategy of the secondary transmitter to achieve
better outage performance following an optimal SIC sequence. On the contrary, without perceiving
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Figure 3: Outage probability of the secondary system compared to the system SNR for different
7p = Ep/c®, when the primary interference is NOT perceived. During the simulation, we set
vp = 20 dB,30 dB, 40 dB, respectively. The other parameters remain the same as in Fig. 2

interference from the PU, the secondary users may possess outdated channel information and could not
match the real-time channel status, which deteriorates the outage performance.

Then, the relationship between the probability of secondary outage and the distance of the PU is
analyzed in Fig. 5. It can be seen that when the transmission distance increases, the secondary outage
probability decreases. Regardless of the PU interference perceived or not, the outage probability is always
unsatisfactory when the SU is close to the PU.

From the comparison of Fig. 6, it can be seen that a proper distance should be kept between the SU and
the PU to avoid severe interference. When the distance between the SU and the PU increases from 10 meters
to 50 meters, the outage probability can be greatly decreased.

Figs. 5 and 6 jointly show the difference of secondary outage performance when the interference of PU
is perceived by the SUs. It is obvious that the secondary outage performance is improved when the
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Hz. While d,,, is the variable in the simulation, we fix d,,, to 10 m and thus the outage probability is
constant when the primary interference is not perceived

interference from PU has been perceived. The key idea of this feature is that the secondary system can obtain
more detailed channel information through perceiving interference from PU, and thus properly adjusts power
allocation coefficients of the secondary transmitter and recovers information following an optimal SIC
sequence. Therefore, in the cognitive downlink NOMA system, it is essential to take the interference
information of PU into account when analyzing performance of secondary networks.

Fig. 7 shows the outage probability when the SUs move away from the transmitter. Set d,,,, = d,, and
vs = 7p = 30 dB in this process and other parameters remain the same as in Fig. 5. The outage probability is
greatly reduced when the SUs move away from the PU. As the changes of d,,,, and d,,,, would not affect the
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SIC sequence and the channel status always matches with real-time status, the secondary outage performance
under such condition would always be better than that the interference is not perceived.

Lastly, as shown in Fig. 8, we compare the secondary outage probability with different y,. Set
dpy, = dpy, = 10 m, yg = 30 dB, and R} = R; = 0.5 bits/s/Hz.

Fig. 8 shows the trend of secondary outage probability with the variation of yp, considering the
interference from the primary transmitter perceived or not. The theoretical numerical analysis is consistent
with the simulation results. As is shown in the plot, the outage probability of the first case (when the SUs
do not perceive the primary interference) is significantly higher than the second case (when the primary
interference is perceived). But the improvement is less significant at large yp, because the minimal
requirement of transmission cannot be matched. In the second case, the SUs can obtain the accurate
CSI in time and adjust the power allocation coefficient, so that the SINR of the secondary system
can be optimized. However, in the first case, the SUs could not perceive the interference, and the
secondary outage probability is seriously degraded because the channel information obtained by the SUs
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mismatch the current channel state. Therefore, it is rather meaningful for the secondary systems to
dynamically perceive the interference from PU and adapt to a more accurate channel state to achieve
better wireless communications.

6 Conclusions

In this paper, in order to achieve ultra-reliable wireless communications required in critical [IoT
applications, we proposed a CR-NOMA model that consists of two SUs and a PU. The outage probability
of the system is analyzed under the following two conditions:

a) The BS is oblivious of the primary interference, corresponding to when the transmission of PU started
after the CSI acquisition and feedback stage of the cognitive users;

b) The BS is aware of the primary interference, and PU keeps its transmission during both stages of CSI
acquisition and communication of secondary system.

The results of these theoretical calculations have been compared to simulation experiments and indicate
a well-matched effect. The simulation results suggest that the outage probability is closely associated with the
distance between the SUs and the primary transmitter, and the power allocation strategy of the primary
transmitter. Compared to interference-oblivious BS, the outage probability is greatly reduced when the
NOMA transmission is carried out by interference-aware BS. Dynamic acquisition of the real channel
condition would improve the performance of the NOMA system. The results emphasize the importance to
apply continuous channel quality monitoring, real-time feedback, and advanced spectrum sensing in the
CR-NOMA system, which motives technology improvements in lIoT scenarios.
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Derivation of Egs. (7) and (8) are as follows:

For the sake of brevity, we define the following parameters x; = \hllz, y = ‘hpu] 2, Xy = |h2|2
Vo = leuz 2, and the probability density function can be written as f(x1), f (1), f(x2) and f(y2). It is
obvious that random variables x;, y;, x, and y, respectively subjects to independent and identically
exponential distribution, and the rate parameters are noted as €2y, €2, £} and (),,,. In addition, we
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In the above equations, we have:
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