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Abstract: Over the last decade, a signiﬁcant increase has been observed in the use
of web-based Information systems that process sensitive information, e.g., personal, ﬁnancial, medical. With this increased use, the security of such systems
became a crucial aspect to ensure safety, integrity and authenticity of the data.
To achieve the objectives of data safety, security testing is performed. However,
with growth and diversity of information systems, it is challenging to apply security testing for each and every system. Therefore, it is important to classify the
assets based on their required level of security using an appropriate technique.
In this paper, we propose an asset security classiﬁcation technique to classify
the System Under Test (SUT) based on various factors such as system exposure,
data criticality and security requirements. We perform an extensive evaluation of
our technique on a sample of 451 information systems. Further, we use security
testing on a sample extracted from the resulting prioritized systems to investigate
the presence of vulnerabilities. Our technique achieved promising results of successfully assigning security levels to various assets in the tested environments and
also found several vulnerabilities in them.
Keywords: Security; security testing; privacy; asset classiﬁcation

1 Introduction
Complex web-based systems either contain or utilize private and critical information which must remain
secure from unauthorized access and tampering. Similarly, basic web applications may also process sensitive
information and, are constantly at risk of being attacked. New and complex systems used in cloud computing
for data crunching and information gathering may also be vulnerable to various attacks and threats. To ensure
the security of these systems and applications, security testing is required. There are various types of security
testing techniques that are used to ﬁnd vulnerabilities. The most common form of testing is Penetration
Testing also known as “Pen Testing”. Penetration testing is carried out by simulating real attacks on
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systems to identify exploitable vulnerabilities and the damage they would incur [1,2]. Open Web Application
Security (OWASP) is a well-known online community that provides various techniques and tools for
securing web-based systems [3]. The most common of these is the document titled as OWASP Top
10 Web Application Vulnerabilities published every 3 to 5 years [4]. The document discusses the most
common vulnerabilities that potentially exists in many web applications. It also describes how the
vulnerabilities can be exploited by the attackers, along with identifying the key techniques that can be
employed as safeguard against such attacks. The fundamental three features of security that are checked
during any security testing process are [5,6]:
 Conﬁdentiality: is the assurance that information is not disclosed to unauthorized individuals,
processes, or devices.
 Integrity: is provided when data is unchanged from its source and has not been accidentally or
maliciously modiﬁed, altered, or destroyed.
 Availability: guarantees timely, reliable access to data and information services for authorized users.
 These security principles make the CIA triad which is the most commonly used and oldest security
standard around the globe. Over the years with the increase in the complexity and wide variety of
systems and applications, more security features have been added such as:
 Authentication: is a security measure designed to establish the validity of a transmission, message, or
originator, or a means of verifying an individual’s authorization to receive speciﬁc categories of
information.
 Authorization: provides access privileges granted to a user, program, or process.
 Non-repudiation: is the assurance that none of the partners taking part in a transaction can later deny
of its participation.
The focus of providing security should be applied on the web application layer to protect it from
unauthorized users by building security across the software development lifecycle security mechanism
[7]. The effectiveness of the testing process signiﬁcantly depends on the tools used to support the
process. Testing tools usually automate some of the tasks required by the process, such as test case
generation, test case execution and evaluation of the test case result. Several testing tools support the
production of useful testing documentation and provide a conﬁguration and management of these tools
[8]. The existing approaches for mitigating threats to Web applications can be divided into client-side and
server-side solutions. If we look at the server-side security, we can consider an application-level ﬁrewall
offering protection in case of suspected cross-site scripting (XSS) attacks that attempt to steal a user’s
credentials [9]. Server-side solutions have the advantage of being able to discover a larger range of
vulnerabilities, and the beneﬁt of a security ﬂaw ﬁxed by the service provider is instantly propagated to
all its clients. These server-side techniques can be further classiﬁed into dynamic and static approaches
[10]. Dynamic tools and Perl’s taint mode try to detect attacks while executing the audited program,
whereas static analyzers scan the Web application’s source code for vulnerabilities [11]. Assessment or
test of security risks both from outside and within the organization can include someone’s access to
classiﬁed information and transferring it to a USB [12].
Security testing is often performed for a single System Under Test (SUT), however, there are usually
more systems or components that needs to be tested in a complex web-based infrastructure. In such cases,
it becomes a difﬁcult decision for the tester/organization that which system/component should be tested
ﬁrst among the vast majority of systems [13–18]. For such scenarios, a technique is needed to classify the
assets of an organization. In this paper we propose an Asset classiﬁcation system to assign priority levels
to each system based on their security needs, for the web-based Information systems.
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Our proposed technique veriﬁes the quality of data that the system stores, analyses, processes and
transfers, as well as the criticality of the system determined via a checklist that focuses on such aspect of
the system. The technique utilizes information as collected and described during the planning and design
stage of the Security Testing and the Software Development Life Cycle (SDLC). This information is
further used to consider the exposure to various types of users of the system. All the collected
information about various aspects of a SUT is then analyzed to calculate the criticality value of the asset
and an appropriate category (High, Medium, Low) is assigned to it. For evaluating the effectiveness of
our proposed approach, we performed testing on 400 web based information systems of the province of
Khyber Pakhtunkhwa, Pakistan. Finally, we analyzed a sample of the categorized systems for the
investigation of OWASP Top 10 vulnerabilities.
The rest of the paper is organized as following. Section 2 provides a succinct summary of the related
work. Section 3 provides a background on the OWASP Top 10 vulnerabilities. Sections 4 presents our
proposed approach for asset security classiﬁcation in detail. Section 5 describes the details of our study
design including the subjects’ selection and methods of analysis. The results are discussed in Section 6.
Finally, the conclusion and future work is presented in Section 7.
2 Related Work
Attacks on web-based systems have increased signiﬁcantly over the last few years. The number of
attacks grew from 17 million to 50 million between years 2015 and 2016 [19]. Similarly, the number of
new vulnerabilities found in web applications have seen an increase in 2017 by 212% as compared to
2016 [1]. In 2018, Google sent over 45 million notiﬁcations to various web administrators alerting them
about possible problems with their websites that could affect their appearance in a search. Therefore,
there is a dire need to take appropriate security measures to counter these attacks.
A web based platform is a complex system consisting several components, tools, devices, technologies
e.g., HTTP/S protocols, application development technologies like PHP, ASP and web clients (browser etc.).
Further, almost all types of these systems are continuously being targeted by attackers and therefore
organizations use intrusion detection/prevention systems (IDS/IPS) and ﬁrewalls to protect and monitors
such networks [8]. Although, a number of preventive measures are used to secure the deployed web
applications, security testing has become a critical activity at the development phase. The purpose of
security testing is to ensure conﬁdentiality and authenticity of the data, as well as ensuring the availability
of the services to the end user. Such security testing is used to verify if the web applications fulﬁlls its
security requirements in case of malicious user inputs [20]. There are various challenges when carrying
out security testing of systems and applications and the newly discovered vulnerabilities are making the
task more complicated. Developers/testers need to understand the importance of all such issues/challenges
when conducting security testing.
A framework for assessing the risk of vulnerabilities in e-government sites, has been discussed by
Anastacio et al. [21]. The authors discussed the beneﬁts and risks of the e-government systems. As per
the authors views, the value or importance of an e-government system depends on its difference from
other systems and the interactions of the users with the system. Rjaibi et al. [22] provided an analysis
technique for the security assessment of e-learning systems. Security requirements such as privacy, nonrepudiation, authentication etc. have been identiﬁed along with the types of possible attacks such as,
buffer overﬂow, cross site scripting, insecure direct object referencing and information leakage etc. The
authors considered the availability as the most important security requirement. Patel et al. [23] proposed a
risk assessment modeling technique for modeling the possible attacks and their impact on industrial
systems. The technique allowed them to determine ﬁnancial loses that can occur due to the cyber-attacks
on these types of systems. The authors implemented their technique to ﬁnd the ﬁnancial loss caused due
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to an attack on a SCADA based system and found an estimated $454,094 yearly loss possible based on
their methodology.
Almadhoob et al. [24] performed a study to analyze cybercrimes and their effects in Bahrain. For this
purpose, a survey was carried out by the authors among the different businesses and organizations
working in Bahrain. Based on the survey an audit plan was created that if utilized would protect the
businesses in Bahrain from cyber-attacks on their systems. The authors found that from 34 total
participants, 31 had been affected by phishing attacks. It was also found that most of the participants had
not added important security controls to protect their systems. Of the total participants only 13 were
found that had controls in place to track changes made to the data hosted on their systems. Saripalli et al.
[25] propose a quantitative framework for the calculation of risk and impact on security of different cloud
computing environments. The framework measures the security events and categorizes them from among
six pre-deﬁned categories. The framework utilizes the wide-band Dolphi method for calculating the
measures in quantitative form. According to the authors, the framework would provide the different user
types interacting with the cloud environment and regulating agencies with statically usable data. The
authors point out that utilization of this framework would require input of risk knowledge and objectives
in huge amount.
3 Background of OWASP Vulnerabilities
In addition to the asset classiﬁcation, we also aim at security testing for vulnerabilities, especially for the
web vulnerabilities that may exist in web-based information systems. Therefore, in this section, we provide
an overview of the widely known vulnerabilities as listed by the Open Web Application Security Project [3]
commonly known as OWASP.
OWASP is a platform developed by and for the IT community. This platform is used to share knowledge
and tools for professionals and beginners alike in the pursuance of defending against attacks on web-based
systems. OWASP provides open source tools as well as documents focusing on ﬁnding security related
attacks and vulnerabilities, guard against attacks and further strengthening the security activities
protecting the systems. OWASP ZAP [26] is one of the most widely used tool to discover vulnerabilities
and attacks that can be used to affect a system. Similarly, OWASP Juice Shop [27], is an application
which has been developed with the most common security ﬂaws that affect web applications in mind. It
is used as a tool for teaching beginners and new comers to the ﬁeld of security how various security
vulnerabilities can be used by attackers due to the ﬂaws that remain unﬁxed in the system during the
development phase.
Similar to using tools, OWASP also provide documentation for developers to learn about the various
vulnerabilities and how to harden the systems against such vulnerabilities [28]. The OWASP testing guide
[29] is a useful resource for this purpose and provides detailed best practices for system hardening and
security testing. Another documentation project by OWASP is OWASP Top 10 Vulnerabilities [4] that are
found in most web applications and demonstrates how a slight coding habit can emerge into a security
threat. Most recent OWASP Top 10 list was released in 2017 and lists SQL injection to be the most
common and dangerous security.
Following are the OWASP vulnerabilities in the order of their severity.
3.1 Injection
An injection attack allows an attacker to insert malicious data into a program via input sources, e.g.,
input ﬁelds. These attacks are commonly found in SQL, LDAP, XPath etc. In case of SQL attack, the
attacker can read, modify, delete the database or execute other queries. In these types of attacks, the
coding query handling methods affect the security of the program [30].
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3.2 Broken Authentication
Often many web applications require users to login with their credentials. Typical cases require a
username and password, that are used to generate a random session id that authenticates all actions as a
legitimate user. Disclosure of these credentials occur due to reasons like transmission through insecure
channels and security misconﬁguration. Upon obtaining such credentials, attackers can impersonate a
legitimate user. Therefore, authentication and session management must be managed properly to protect
the users’ data from unauthorized disclosure or modiﬁcation [31].
3.3 Sensitive Data Exposure
Data exposure occurs when a web application or program does not adequately protect its data and
information. This data if accessed by the attackers can result in ﬁnancial or business loss. An example
could be, exposed data by an error message, weak crypto and lack of headers preventing browser caching.
3.4 XML External Entity (XXE)
XML is used to describe data. Two systems that are running on different technologies can communicate
with each other using XML. XML External Entity attack takes place when a reference to an external entity is
processed by weakly conﬁgured parser that may result in information disclosure, Denial of Service (DoS)
attacks, port scanning [32].
3.5 Broken Access Control
In access control mechanism, also known as authorization, users are allotted access to resources
according to their roles, e.g., admin, employee or guests etc. Broken access control is one of the most
common and highly exploitable vulnerability. Access controls are exploited by changing parameter
values, giving direct access to unauthorized system object. Most common impact is privilege escalation—
A practice of providing users more rights or access than required, hence weakening the system security [29].
3.6 Security Misconﬁguration
Security misconﬁguration vulnerabilities appear into systems due to the use of weak passwords,
encryption, using default conﬁgured setting, incomplete or improper conﬁguration of settings, outdated
software’s or unpatched ﬂaws etc.
3.7 Cross-Site Scripting (XSS)
Cross-site Scripting attacks are a type of injection attacks. The attacker generally injects the malicious
code through a browser site script. Nowadays, JavaScript is enabled in most web applications to provide rich
functionalities to users. This also provides the attacker an opportunity to exploit and execute their attack. One
of the main difﬁculties in stopping XSS vulnerabilities is proper character encoding where the web
applications are unable to ﬁlter the character encodings for example there is a possibility that the web
application might ﬁlter out <script> but won’t ﬁlter %3script%3e which is another encoding of tags [29].
3.8 Insecure Deserialization
Deserialization is the transformation of incoming serialized data from ﬁle, stream or network socket into
an object. It is very common and regular process for any web application to serialize and deserialize
data. Reserialization of untrusted data by an application can lead to an attacker launching DOS,
authentication bypass, etc.
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3.9 Using Components with Known Vulnerabilities
This vulnerability occurs when the system is not updated and patched on regular basis. In most
cases, once a web application is developed and handed over to the customer, no proper maintenance is
carried out afterwards.
3.10 Insufﬁcient Logging and Monitoring
This vulnerability may exist when there is inadequate/insufﬁcient logging and monitoring facilities in
the SUT. This may also occur due to a human fault that lead to vulnerability in the system, improper
management of logs.
4 Proposed Framework for Asset Security Classiﬁcation
Our proposed approach consists of the following two phases:
1. Asset Security Classiﬁcation Framework
2. Testing for OWASP Vulnerabilities in critical assets
We developed a framework for asset security classiﬁcation that assigns an appropriate security level to
assets based on various types of information, e.g., interfaces, dependencies, user access, exposure level. The
framework consists of the following components.
4.1 Information Gathering
For calculating the prioritization of assets, we collect various types of information. Our framework
gathers information and categorizes it as shown in Fig. 1.

Figure 1: Various types of information collected in our technique
4.1.1 Information Type and Classiﬁcation
This category consists of information being stored, processed or transmitted by the system. The type of
information can be speciﬁed as personal information, ﬁnancial information and system conﬁguration
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information. Classiﬁcation is made on the basis of the security level of the information. The information can
be classiﬁed as either secret, conﬁdential, internal or public information. This category also describes that in
case of the information being secret or conﬁdential, whether there exists a possibility for the information to be
transferred to a removable device or communicated outside the system through electronic communication
media such as email.
4.1.2 User Access
This category describes ﬁnding the access to the system that users may be depending upon for their
authorization level in the system. This can include users such as the general public, subscribed customers,
employees, third party and licensed system operators.
4.1.3 Hardware and Software
In this category, we consider the hardware and software speciﬁcations of the systems. This can include
the portable devices, IT and network equipment, operating systems, other software and development tools
that are used in the system.
4.1.4 Hosting Location
Information such as the hosting location of the system, environments such as any testing and training
environments are present etc., is gathered in this section. Also, any information about speciﬁc hardware
necessary to access or run the system is collected here as well.
4.1.5 Interfaces
In this category, the information about any interfaces in the system for different Software Development
Kit (SDK) and Application Programming Interface (API) libraries integration is gathered. Proper
identiﬁcation of interfaces is necessary as they expose the system to vulnerabilities when proper
protection steps are not taken.
4.1.6 Dependencies
Information about the systems dependency on other systems, networks and services is gathered in this
category. Often dependencies can have a major impact on the security/protection of the system.
4.1.7 Attractiveness
In this category the information about how much an attacker would be attracted to the system is
discussed. Gathering information about attractiveness of the system to attackers helps in the identiﬁcation
of weak points and possible defenses that can be put in place. Here questions, such as use of system
capabilities to exploit other systems, are also discussed.
4.1.8 Conﬁdentiality, Integrity and Availability (CIA)
The CIA triad consists of conﬁdentiality, integrity and availability of information.
 Conﬁdentiality: As deﬁned in Section 1, measuring conﬁdentiality of the system information and data
allows for creating safeguards against leakage of the data. Impact or loss of conﬁdentiality and the
likelihood of the loss is measured using this category. Loss of conﬁdentiality can have an adverse
effect on the reputation of the system and massive impact on system’s reliability.
 Integrity: Like conﬁdentiality, here the effects of loss of integrity of the data is measured. Loss of data
integrity can affect systems’ reputation and expose it to ﬁnancial and legal repercussions.
 Availability: As described in the introduction section and like the above-mentioned conﬁdentiality
and integrity related problems, a breach of system availability will have a massive impact on it’s
overall reputation and create a disastrous situation for the organization.
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4.2 Parameters
As previously described, the proposed technique utilizes basic information collected regarding each of
the Systems Under Test to measure, in quantitative terms, the security requirements and sort the systems
based on these values. For this purpose, we calculate the following three main variables.
4.2.1 Exposure Factor (EF)
This variable measure, in quantitative terms, the access of the system to the world. This refers to the
interaction of users in its current security state. If the systems exposure level is high, its risk of becoming
an attractive target for a threat agent increases as well as the potential of having more vectors for gaining
possible entries into the system. If the threat agents gain entry into the system, the least they can do is to
deface the system resulting in a long-lasting stain on the reputation of the organization to which the
system or site belongs.
P
a
where, a represents the total user
Mathematically, we can express the Exposure Factor as Ef ¼
s
access and s is the predeﬁned threshold value. These values of the user access and threshold are assigned
based on a predeﬁned set of security related questions, and their corresponding weightage about the SUT.
The resulting Ef value is in percentage 1–100%.
4.2.2 Cumulative CIA (CCIA)
Security triad is a globally accepted standard for measuring the security requirements of any digital
system. The standard helps in identifying and measuring the criticality of the system to the organization.
This also helps in assessing the amount of possible damage to inﬂict on the organization if any of the
three security standards are breached.
We represent CCIA mathematically as: CC ¼ Max ðC; I; AÞ where cC represents cumulative CIA. The
terms C; I; A refers to the calculations of Conﬁdentiality, Integrity and Availability score calculated via three
P P
P
IAc
and A ¼ IAc
where C, I and A represent the total scores of
equations, i.e., C ¼ CAc
s ,I ¼
s
s
Conﬁdentiality, Integrity and Availability respectively. Similarly, is the Asset Value Level, and s is the
threshold value.
4.2.3 Asset Value Level (Ac)
The Asset Value Level (Ac) is our own developed scale for measuring the value of the system or site to
the organization. It is a normalized weighted score calculated from the combination of two parameters
namely Ef and CC. The Ac score helps in assessing the overall requirements of the system and the
features of the system in its current state. In addition, allows us to not only consider the value of a single
system but also to group together systems having the same value level. These groups can further be
assigned to different teams based on the value of the systems and the skillset of the team members
allowing for a faster and efﬁcient assessment of the system.
By identifying and measuring these terms in quantitative values, we believe will increase the probability
of correctly identifying the critical factors of the system for prioritizing them from the pool of systems that
need to be assessed further.
4.3 Clustering Based on Calculated Parameters
To make the results easier to understand, a generalized approach is used to cluster the assets into 3 types
based on their security requirements. For this purpose, we have deﬁned custom ranges for each of the three
parameters, i.e., Exposure Factor (Ef ), Cumulative CIA (CC) and Asset Value Level (Ac) based on our
requirements/speciﬁcations. Fig. 2 shows these ranges/measurements of scale for each of the three factors.
The assets are ﬁnally assigned a security level of High, Medium or Low based on the average values as
shown in Fig. 3.
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Figure 2: Parameters for asset security classiﬁcation

Figure 3: Ranges for the parameters of asset classiﬁcation framework
5 Study Design
For evaluation of our proposed asset security framework, we used the questionnaire developed by KP
CERC [33]—An initiative of the KPITB, to collect data as deﬁned in Section 4. After the data collection,
analysis was performed to measure the required parameters and evaluate our methodology for asset
classiﬁcation based on security requirements of the systems. We used Google Forms in our study to
gather information about each web-based system and its interaction with other systems. The calculation
of the parameters Exposure Factor (Ef ), Cumulative CIA (CC) and Asset Value Level (Ac) and various
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types of analysis was performed on the collected data in Google Sheets. The methodology steps are
shown in Fig. 4.

Figure 4: Ranges for the parameters of asset classiﬁcation framework
We evaluated the proposed framework for asset security classiﬁcation on a case study consisting of
451 web-based systems related to various organizations of the province of Khyber Pakhtunkhwa,
Pakistan. However, for conﬁdentiality reasons, we anonymize the names of these systems in this paper.
Initially we collected the web related information about each system in a total of 451 links including
some dual links that were still open after the system development period expired. Each of these websites
were then individually examined and information was gathered by use of the questionnaire for all the
links collected except duplicates. However, some of the information could only be provided by the
administrator of the application. As we were not able to get access to the administrators, we assumed
thresholds for such information under advisory of cyber security experts.
6 Results
In this section, we describe our results in the following two parts:
6.1 Results for the Proposed Technique for Asset Classiﬁcation
We attempted to manually access all of the 451 links initially, however 38 systems (8%) were not
accessible via the internet, and therefore our further investigation was performed on the remaining 413
(92%) of the systems. There are various reasons for the non-accessibility of these systems, e.g., power
outage, no or limited public interface of the systems.
We tried to collect detailed information of the remaining 413 websites. However, there were some highly
sensitive systems for which we did not have permissions and therefore they could not be classiﬁed into any
category using the proposed technique. These “Not Classiﬁed” systems accounted for 30% (171) of the total
413 systems. The remaining 242 systems were analyzed in detail by collecting all information related to the
categories deﬁned in the proposed framework.
All the required data was collected, and those parameters were calculated for the 242 systems for their
security classiﬁcation. As shown in Fig. 5, 82% of the systems were assigned Medium Security level based
on our calculations. A high portion of these systems include static sites with integrity and availability as the
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main requirements. On the other hand, 15 (6%) assets (applications) were categorized as High in our analysis.
This includes the systems that interact with some private information of the citizens and information as well
as those from among the departments. Hence, applications grouped as High category have higher
requirements of security and should be given more focus for testing and implementing security features.
12% of the systems achieved Low category. Applications in this category are easily available to public
and do not have security requirements.

Figure 5: Security level classiﬁcation of the studied systems
6.2 Testing of Study Cases
As stated previously, our approach also includes security testing of web-based information systems. We
picked a sample of 20 systems for vulnerability testing belonging to different organizations and categories as
listed in Tab. 1. We also ensured to select systems from both High and Medium Categories as assigned using
our proposed technique of asset classiﬁcation.
It is important to mention here that the vulnerability testing was performed manually and we did not use
any automated penetration testing tools to ensure that no damages/disruptions are caused to these systems.
Tab. 1 lists some basic information about our sample applications tested for vulnerabilities. As can be
observed from the table, the actual URLs of the sites are anonymized (Site 1, Site 2, etc.) because of
conﬁdentiality reasons.
Fig. 6 depicts the summary of the results of our vulnerability testing on the sampled applications. As can
be seen in the ﬁgure, the vulnerability of broken access control is found in large number of applications,
followed by sensitive data exposure, using components with known vulnerabilities and security
misconﬁguration. On the other hand, the cross-site scripting, injection and broken authentication is found
only in few applications.
Tab. 2 lists the detailed results of our vulnerability testing, i.e., for each site with the site name
anonymized (Site 1, Site 2, etc.). From the table, it can be observed that the minimum number of
vulnerabilities found were regarding broken authentication, injection and cross-site scripting in 1, 2 and
3 applications respectively. Vulnerabilities such as the sensitive data exposure, broken access control and
using components with known vulnerabilities were found to be affecting more than half of the tested web
applications. The three vulnerabilities Insufﬁcient logging and monitoring, XXML external entities and
insecure deserialization could not be tested as they either require an automated tool or in-depth analysis
that might disrupt the SUTs.
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Table 1: Sample of selected sites for vulnerabilities testing
S. No Category

URL

HTTP/HTTPS #pages Certiﬁcates

Certiﬁcate authority

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

Site 1
Site 2
Site 3
Site 4
Site 5
Site 6
Site 7
Site 8
Site 9
Site 10
Site 11
Site 12
Site 13
Site 14
Site 15
Site 16
Site 17
Site 18
Site 19
Site 20

HTTP
HTTPS
HTTP
HTTPS
HTTPS
HTTP
HTTPS
HTTP
HTTP
N/A
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTPS
HTTP
HTTP
HTTP

No
Yes, Valid till…
No
Yes, Valid till…
Yes, Valid till…
No
Yes, Valid till…
No
No

N/A
cPanel, Inc.
N/A
cPanel, Inc.
cPanel, Inc.
N/A
COMODO CA limited
N/A
N/A

No
No
No
No
No
No
No
No
No
No

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Health
Management
Education
Government
Welfare & Security
Finance
Management
Development
Government
Health
Education
Education
Finance
Management
Welfare & security
Management
Development
Development
Development
Education

8
25
35
46
40
42
43
34
43
–
21
27
58
76
–
17
43
14
–
45

Figure 6: Penetration testing results
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Table 2: Results of security testing for sample sites
Site

Injection Broken
Sensitive
authentication data
exposure

XML
external
entity

Broken
access
control

Security
CrossInsecure
Using
Insufﬁcient
misconﬁguration site
deserialization components
logging &
scripting
with known
monitoring
vulnerabilities

Site 1

No

No

Yes

–

Yes

Yes

No

–

Yes

–

Site 2

No

No

Yes

–

Yes

Yes

No

–

Yes

–

Site 3

No

No

Yes

–

Yes

Yes

No

–

Yes

–

Site 4

No

No

Yes

–

Yes

No

No

–

No

–

Site 5

Yes

No

Yes

–

Yes

Yes

Yes

–

Yes

–

Site 11 No

No

Yes

–

Yes

No

No

–

No

–

Site 12 Yes

No

Yes

–

Yes

Yes

Yes

–

Yes

–

Site 13 No

Yes

No

–

Yes

Yes

Yes

–

Yes

–

Site 14 No

No

Yes

–

Yes

No

No

–

Yes

–

Site 15 No

No

Yes

–

Yes

No

No

–

Yes

–

Site 16 No

No

No

–

Yes

No

No

–

No

–

Site 17 No

No

Yes

–

Yes

Yes

No

–

No

–

Site 18 No

No

Yes

–

Yes

No

No

–

Yes

–

Site 19 No

No

Yes

–

Yes

Yes

No

–

Yes

–

Site 20 No

No

No

–

Yes

No

No

–

No

–

7 Conclusion and Future Work
In this paper, a framework is proposed for Asset Security Classiﬁcation of information systems. The
framework is based on the collection and analysis of a huge data about the System Under Test (SUT) and
assigned a security level (High, Medium, Low) to the SUT to prioritize it for security testing. The framework
calculates the conﬁdentiality, integrity, availability, and exposure level of the SUT using the formulated
mathematical equations before automatically assigning a security level to the SUT. The framework is
evaluated on a collection of 451 web-based information systems. A total of 242 systems were assigned
appropriate Security Level (High, Medium, Low) as the remaining systems were either not accessible or not
allowed to be tested for security reasons. We further performed security testing on a sample extracted from
the prioritized systems to investigate the presence of OWASP (Open Web Application Security) Top
10 vulnerabilities. Our results revealed the presence of several vulnerabilities in these systems.
The proposed approach is beneﬁcial as it provides organization a detailed overview about the security
requirements for their assets and to prioritize their assets for security testing.
Although, our focus in this work is to prioritize and test the web-based systems, the proposed technique
is generic and can be applicable to other types of systems with little modiﬁcation. In addition, automation of
the proposed framework can also be performed in future to collect all the data automatically from the web
based systems, analyze it and assign an appropriate security level.
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