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Abstract: Modern vehicles are equipped with sensors, communication, and
computation units that make them capable of providing monitoring services and
analysis of real-time traffic information to improve road safety. The main aim of
communication in vehicular networks is to achieve an autonomous driving
environment that is accident-free alongside increasing road use quality. However,
the demanding specifications such as high data rate, low latency, and high
reliability in vehicular networks make 5G an emerging solution for addressing
the current vehicular network challenges. In the 5G IoV environment, various
technologies and models are deployed, making the environment open to attacks
such as Sybil, Denial of Service (DoS) and jamming. This paper presents the
security and privacy challenges in an IoV 5G environment. Different categories
of vehicular network attacks and possible solutions are presented from the
technical point of view.
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1 Introduction

IoV is a distributed network environment consisting of vehicles communicating with other vehicles
and systems such as roadside infrastructure, pedestrian mobile devices, and public networks. With the
advantages of 5G, IoV will support five types of network communication; Intra-vehicular, Vehicle to
Vehicle (V2V), Vehicle to Infrastructure (V2I), Vehicle to Cloud (V2C) and Vehicle to Pedestrian (V2P)
communications. Data sharing within the electronic control units (ECUs) of vehicles is facilitated by
Intra-vehicular communication, whereas V2V supports data sharing within nearby vehicles [1-2].
Vehicle-to-everything (V2X) communications today, make it possible for vehicles and roadside units to
be communicating nodes, providing each other with information, such as safety warnings, traffic
congestion, etc. V2V communication makes it possible for vehicles in a network to send messages to each
other, usually concerning their location, travel direction, etc. This technology uses dedicated short-range
communications (DSRC), a standard set forth by bodies like the Federal Communications Commission
(FCC) and International Organization for Standardization (ISO).

5G network offer low latency (reduces delay), high bandwidth, high data rate and improved overall
network performance. Edge Computing coupled with 5G will allow a large range of connected
technologies to be used simultaneously without incurring network outages. Vehicles can quickly join or
leave the communication network even with their high mobility and irregular distribution. Vehicles
usually broadcast information on their locations, speed, navigations, etc., at fixed time intervals within the
network. Transmitted data is very important and must follow their optimum route without any
unnecessary loss or drop. The number of vehicles on our roads has seen a rapid increase in recent years,
likewise the rate of accidents and vehicular attacks, particularly in urban areas. [oV is then emerging to
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improve the traffic conditions in cities and also improve road safety. The emergence of IoV and V2X
makes it possible for vehicles to learn and share information about road conditions and the surrounding
environment [3].

Modern vehicles are built with cameras, sensors, and other intelligent devices to monitor, transmit,
and receive vehicle information [3]. These vehicles have the potential of storing personal data such as
contact numbers, messages and financial information. Attackers find this stored information vulnerable
and try to steal through remote access [4]. According to [4], cyberattacks on automated vehicles have
risen by more than 50%. Vulnerabilities in connected vehicles that attackers target includes; Bluetooth,
Tire Pressure Monitoring System (TPMS), On-board Diagnostics (OBD), Steering and Braking ECU,
remote key and then infotainment application [4].

Fig. 1 illustrates a general 5G IoV environment with Vehicles, RSUs, Cloud Service, and a
pedestrian. The existence of V2P makes it possible for communication to happen between vehicles and
pedestrians through DSRC, cellular networks, Wi-Fi, and other wireless technologies. V2P
communication helps avoid potential crashes or collision between drivers and pedestrians by making
them aware of each other. In an autonomous vehicle scenario, vehicles can also transport passengers from
one location to another after passengers have made a request via a mobile application [5]. On the road,
V2V communication facilitates the sharing of information related to emergency brake lights, collision
warnings, navigation lights warnings, and blind-spot warnings among vehicles on the road [6]. In getting
the full benefit of this dynamic environment, RSUs contribute to carrying and sharing information about
happenings on roads and other conditions such as weather to road users (pedestrians and vehicles). oV
can be considered as a form of Internet of Things (IoT) network, which is very mobile and is improving
rapidly [7].

Vehicle-to-Infrastructure
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<+ Vehicle-to-Pedestrain
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Figure 1: Illustration of 5G-enabled loV environment

The paper’s structure is as follows: Firstly, Section 1 presents the introduction, whereas Section 2
presents security requirements in IoV. Cyberattacks in the IoV environment are introduced in Section 3,
then in Section 4 some proposed solutions to these attacks are provided. Finally, the conclusion is
presented in Section 5.
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2 Security and Privacy Requirement in IoV
2.1 Security Requirement

Owing to the direct impact on human life, privacy and security are critical concerns for IoV
networks and as such, autonomous vehicles require a very robust security structure [5]. Like other
networks, IoV involves the use of several communication systems and models, which makes it open to
highly dangerous attacks [5—8]. In ensuring safe driving in an IoV environment, vehicles and other road
users needs to be protected against radio jamming, data diddling, eavesdropping, DoS, and distributed
denial of service (DDoS) [5-9]. Security in IoV depends massively on the medium through which
communication takes place. Also, delays in the delivery of information may result in several security
issues [10]. The fast movement and change in location of vehicles coupled with the strict Low latency
requirement in vehicular networks mean the current security algorithm for vehicular networks and loV
needs to be improved accordingly.

2.1.1 Hardware Requirement

Hardware security refers to protecting hardware components against possible attacks in an IoV
network due to device vulnerabilities. These devices consist of several communication units such as chips,
sensors, and buses that work together in the network [11]. Besides chips and buses, devices also have
firmware which is a target for many attackers. The main focus is to ensure that the various hardware
components in IoV networks are implemented and configured appropriately. Also, device firmware needs
to be updated in time to discourage hackers from exploiting them. While talking about hardware security,
the physical protection of hardware components in an oV environment can't be ignored. Assuming RSU1
and RSU2 in Fig. 1 are physically tampered with or damaged, the entire environment will be affected,
leading to some serious consequences. The physical accessibility and availability of IoV devices cannot
be ignored. Devices need to be kept in a restricted or secured area to prevent unauthorized access.
Cybercriminals can implant malicious hardware or software into IoV devices if they can reach them. It is
necessary to know the infrastructure in the environment and also advisable to dispose of old
infrastructures that aren’t needed.

2.1.2 Software Requirement

In IoV, devices gather highly accurate and detailed data from the environment and vehicles, this
collected data is important for the proper functioning of the IoV network. However, if the data is not
properly secured or protected, attackers can take advantage and compromise the network. All collected
and stored data should be accounted for. Also, messages that are circulated in the loV environment should
be mapped appropriately. Infotainment systems in modern vehicles also pose some risk to the loV
environment. Unknowing vehicle users can install malicious software onto their network’s programs
through these infotainment systems. In such a scenario, attackers could spy, interrupt, or steal sensitive
information from users and in some cases cause severe attacks such as DoS or DDoS. DDoS is one of the
most common attacks in the last few years, where attackers try to interrupt IoV servers or networks by
flooding them with internet traffics. Internet traffic by itself may not be malicious, but the attack disrupts
the IoV ecosystem.

2.1.3 Radio Requirement

The intelligence of modern vehicles, smart mobile devices (SMDs), and smart infrastructures like
the traffic lights make the loV environment smart. These devices in the environment collect and send
information to the cloud or edge servers via communication mediums such as Wi-Fi, ZigBee, Bluetooth,
etc. As mentioned earlier, these communication channels establish connection among IoV components
and therefore needs strong security since they can be exploited and used to launch attacks in the [oV
network. They also require protocols to make them susceptible to known attacks.
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5G in IoV will have the ability to send more data at much faster rates and support many devices at
the same time unlike the small number of devices 4G supports. High speed, huge bandwidth, and ultralow
latency are the advantages of a 5G IoV environment. Considering the 5G spectrum, it comprises small
cells and millimeter waves which span from 30-300 GHz [12]; also other technologies such as massive
multiple-input multiple-output (MIMO), network slicing, and function visualization all contribute to
achieving the required performance of the 5G network [13]. The various integrated technologies in 5G
make it open to numerous security challenges and as such policies and measures are needed to protect the
network. Fig. 2 shows the forecast for mobile 5G subscriptions worldwide from 2021 to 2025 [14].
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Figure 2: Forecast for 5G subscriptions worldwide [14]

2.2 Privacy Requirement

In Vehicular networks, different attacks on information privacy are possible. Attackers can target
information such as the vehicle’s speed, health condition and location. Also, the personal information of
vehicle users or owners that are stored in infotainment systems can be a target for attackers. Below [15]
are some outlined areas of concern regarding privacy in an IoV environment.

2.2.1 Vehicular Information Privacy

Vehicular information such as vehicle’s health condition, registration information, and data
generated and distributed by vehicles needs appropriate protection. Usually, during application offloading,
data is transferred from vehicles to more powerful units for processing, all these offloaded data needs
adequate privacy to prevent attackers from intercepting them.

2.2.2 Personal Information Privacy

In the Vehicular Network, Personal information of vehicle owners or drivers such as their names and
driving license details should not be disclosed. Also, drivers should be mindful of the kind of information
they store in their infotainment system. Messages and Contacts are common details stored in a vehicle’s
systems that attackers can exploit when not protected well.

2.2.3 Location Privacy

Destination routes and location information of vehicles in the environment should be kept safe to
prevent possible attacks [15].
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3 Attacks in IoV

In an environment where many components and devices are connected to the internet, there are
always concerns about security and privacy. One major concern in IoV today is the assurance of security
and privacy of users. How will the entire environment and customer data be protected? Due to the
wireless medium in IoV, Vehicles and other parties in the network are open to various attacks. Fig. 3
demonstrates DDoS, jamming, Man-in-the-middle attack, and eavesdropping attacks in wireless networks
which also applies to the 5G IoV environment [5—13].
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Figure 3: Illustration of attacks in Wireless 5G Networks (a) Eavesdropping (b) Jamming (c¢) Man-in-the-
middle attack (d) DDoS attack

3.1 Eavesdropping Attacks

Eavesdropping occurs when attackers gain unauthorized access to vehicular messages or
communication [16]. In eavesdropping, attackers usually take advantage of vehicular networks that are not
properly secured and then intercept data sent or received. Besides vehicles, RSUs in the IoV environment
are sometimes targets for attacks due to their roles in transferring traffic information. Eavesdropping in
some cases, is referred to as snooping or sniffing attack. Data or information is usually not disturbed or
altered; the attackers mostly aim to secretly gain access to information. Eavesdropping is a passive kind of
attack and detecting it can be very tough. Fig. 3(a) illustrates eavesdropping in vehicular networks.

3.2 Jamming

Jamming is one of the numerous exploits that attackers use to compromise vehicular networks in an
IoV environment. Jamming is considered a type of DoS attack because attackers deny services to
authorized systems by overwhelming systems with traffics, keeping communication medium busy. As
illustrated in Fig. 3(b) the attacker deliberately jams the transmission medium between the sender and
receiver, in this instance, the receiver may be denied from receiving vital information.

3.3 Man-in-the-Middle Attacks

With this concept, attackers or hackers seek to breach and intercept communications between two
separate parties, such as V2V, V2I, 121, or even V2P networks. This can be a dangerous attack in the [oV
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environment because being in the middle, the attacker secretly monitors, captures, and effectively controls
communication between the two systems. As illustrated in Fig. 3(c) after a successful interception of the
original communication, the attacker can then trick vehicles or other receiving parties leading them to act
on messages from the attacker instead of the true sender.

3.4 DoS and DDoS Attacks

A DoS attack occurs when a service or system that usually works is unavailable for some time due to
capacity overload or exhausted network resources. DoS is a serious attack that can partially or totally
destroy vehicular networks, making infrastructures and services unavailable to users in an IloV
environment. The DDoS attack, on the other hand, is a complex version of DoS. In DDoS, hackers use a
larger number of compromised systems to attack one targeted system, making it harder and difficult to
detect and defend as compared to the less complex DoS. Unlike cyber-attacks such as eavesdropping and
man-in-the-middle attacks discussed earlier in this section, with DoS and DDoS, attackers usually do not
try to steal or modify information. However, the cost of unavailability of services on the side of victim
systems makes this cyber-attack the most famous in terms of taking down a whole network system [17].
Fig. 3(d) illustrates DoS and DDoS attacks in a 5G wireless network which can be also be applied to loV.
The attacker floods the receiving vehicle or node with several dummy messages just to overload the
channel so that by the time-critical information is sent to the vehicle, the channel would have been too
busy to process or receive the information.

3.5 Sybil Attacks

Sybil is a severe attack in which attackers maliciously use multiple fake identities or nodes in an attempt
to control vehicles in an IoV environment [18]. To the victim nodes or vehicles, these fake identities appear
to be unique users, however, it is a single attacker who controls the fake nodes all at once. Fig. 4(a) shows an
IoV environment with one Sybil attacker, one victim node, and two Sybil nodes [19]. The Sybil attacker in
the red vehicle controls the two Sybil nodes (yellow vehicles) all at the same time, while traveling on the road,
the victim node acts on information received from the Sybil nodes without knowing that the information is
deliberately sent from an attacker. The attacker can then send wrong information about the condition or
happenings on road just to lure the victim node to change its direction.

Legitimate_
Vehicle 1

(a) Sybil Attack (b) Blackhole Attack

Figure 4: Sybil attacks (a) and blackhole attacks (b) in a 5G IoV environment
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3.5 Blackhole Attacks

Blackhole attack is a well-known security threat in vehicular networks, where attackers try to take
advantage of the loopholes to carry out malicious activities or specifically redirect network packets. In
Blackhole attacks, intruders aim to interrupt network packets to either insect false information or cause
the packets to be lost. Fig. 4(b) illustrates a black hole attack formed by two malicious red vehicles or
nodes, which refuses to forward messages received from legitimate vehicle 1 to legitimate vehicle 2 [20].

4 Proposed Solutions

This section presents some proposed methods by various researchers to address the attacks discussed
in the previous sections. The proposed methods are categorized based on whether the attack is against
availability, data integrity, confidentiality, or authentication.

4.1 Availability

Availability refers to the overall uptime for networks (V2V, V2P, V21, etc.) and systems in the oV
environment. It will always remain an important security requirement in IoV, especially when vehicles
continue to depend on traffic and other vital road information. Without service availability, an entire oV
environment can be brought to a standstill. Jamming, Dos and DDoS are all attacks against availability in
vehicular networks.

In [21], the authors proposed two systems; an anti-jamming automatic gain control (AGC) and a
packet detection system to detect jams in vehicular networks. When a packet arrives in the two detection
systems, the packet detection module checks for signal detection in the time domain, whereas the other
monitors impulse jamming. Also, Lyamin et al. [22] proposed a data-mining-based approach for detecting
Jamming DoS attacks in V2V communications. Their proposed method attempts to understand why
vehicles usually lose messages in a platoon. The detection is based on understanding IEEE 802.11p
protocol and also past evaluation of V2V channel incidents. Jie et al. [23] also presented a dynamic
defense strategy for VANETSs against DoS attacks focusing on the use of port hopping mechanisms. The
authors designed a dynamic defense scheme that changes port numbers depending on the scheme of time
to confuse intruders. finally, in [24], the authors proposed a packet detection algorithm for DoS attacks
prevention in vehicular networks. The algorithm can detect malicious nodes in vehicular networks that
send irrelevant packets to jam the network.

4.2 Data Integrity

Data integrity is the assurance that distributed information in the loV environment is uncorrupted or not
modified by unauthorized persons. In simple terms, data integrity means data received should be the same as
the data sent. Man-in-the-middle attack is a common attack in an [oV environment against data integrity.

Admad et al. [25] seeks to address the man-in-the-middle attack in vehicular networks with their
trust model in connected vehicles. Their model can identify malicious nodes initiating attacks in the
network and then revoke these malicious nodes’ credentials. The authors in [26] also proposed a pseudo-
identity-based scheme for vehicular networks with conditional anonymity, authentication, and data
integrity. The scheme uses pseudonym in the joining process with RSUs instead of real identity and
satisfies the network’s security requirements. The scheme then provides conditional anonymity to reveal
the true identity of malicious vehicles. Also, in [27], the authors presented a pseudo-ID-based secure
communication scheme for vehicular networks using ID-based encryption techniques to provide secure
communication between V2V and V2I. The proposed scheme provides security against attacks such as
man-in-the-middle and impersonation. Finally, the authors in [28] introduce an integrity checking scheme
with supports of RSUs for the dynamic vehicular cloud. The scheme uses hash functions and signatures to
check the integrity of messages sent from vehicles to the cloud. It also provides security for application
attacks and data tampering.
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4.3 Confidentiality

Confidentiality in IoV means vehicle’s and user’s information are kept secret and not disclosed to
unintended people. Unauthorized persons need to be restricted from getting access to vehicle data such as
vehicles’ location and routes. Eavesdropping is a common attack in loV against data confidentiality.

Huang et al. [29] focused on a model to prevent eavesdropping in an IoV environment by generating
dummy traffic packets and directing them to specified RSUs to mislead traffic statistics and protect
hotspot RSUs from attackers. The authors in [30] propose a rotated-jamming-based proactive
eavesdropping scheme to monitor the suspicious link between a source and destination. The scheme
performs two primary functions, intercepting information and interfering with a suspicious link. Finally,
in [31], a secure and privacy-preserved real-time monitoring system for road conditions through cloud
servers is presented. The proposed system prevents collusion attacks and hence prevents sensitive
information of vehicle users from being disclosed to attackers.

4.4 Authentication

Authentication is an essential security model in IoV as it confirms the identity of users or systems in
the environment. Anytime a vehicle or node enters the network, there should be an authentication system
for verifying their identity. Sybil attack in IoV can be considered an attack that violates authentication
because of fake identities by attackers.

The authors in [32] present a decentralized lightweight authentication scheme for V2V
communications. In order to optimize the performance of the authentication mechanism for better security
of legitimate users on the network, the proposed scheme adopts the principle of transitive trust.
Additionally, the authors in [33] proposed a defense mechanism against Sybil attacks for anonymous
location-based routing. In detecting the attack, previous message exchanges across a zone is considered,
and then based on arrival angle, nodes are grouped into various zones (safe, unsafe, etc.). Finally,
Hamdam et al. [18] present a hybrid algorithm to protect VANET against Sybil attacks by combining
footprint and privacy-preserving detection methods.

5 Conclusion

In this paper, we explored the existing works and proposed solutions in the domain of vehicular
networks and 5G. We discussed the security requirements in an IoV environment by grouping them into
hardware requirements, software requirements, and radio requirements. According to these requirements,
attacks in IoV environments were outlined, and countermeasures to these attacks were also presented.
Attacks in IoV are generally against data integrity, confidentiality, availability or authentication; the
countermeasures to these attacks were also categorized in that perspective.
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